
ALL ̂ INFORMATION CONTAINED 
.HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE .gHOWN OTHERWISE „ ». 1 

. DATE: tfi-02-2010 
CLASSIFIED BY 65179/pHH/pIj/lCTJ 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

October 9, 2001 

BY COURIER 

Honorable Warren B. Rudman 
Acting^ Chairman 
Intelligence pversight Board 
Old Executive Office Building 
Washington, D.C. 
Dear Senator Rudman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled- "Intelligence Oversight 
Board .(IOB)- Matter., | . _ I 
| |Counterterrorism Division, 

b2 
b7E 

IOB Matter 2-001-56.' W 
This LHM sets forth details of investigative activity 

which the FBI has. determined was conducted contrary, to the 
Attorney- General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism-
investigations. This, matter has also been- referred to our Office 
of- Professional Responsibility•for a determination of whether any 
administrative action is- warranted. (U) : -
Enclosure 
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Honorable Warren B.. Rudman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (0) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knòwl.ton 
Assistant Director 
Inspection Division 

NOTE : This mattet was- referred' t;o the Office of the Cenerài 
Counsel (OGCÌ bv EG from the -INSD. dated 09/25/01 and captioned-

J Intelligence "Oversight Board (IOB).Matter 
2001-56."' In-this regard, due to. apparent administrative error, 
. the I I failed to. down-load and forward to 

(g.j • OIPR | Is initial 90r-dav letterhead- memorandum regarding 
I | a- 0-.S.- person. As a result of the error,, the 
FBI's .opening of a | I on a EJ, S. peison was 
not reported to OIPR for approximately! I . This was a 
violation- of| |of the Attorney General Guidelines, yty 
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ALL INFORMATION" CONTAINED . - . 
HEREIN IS UNCLASSIFIED EXCEPT . 
WHERE SHOfN OTHERWISE 

" DATE: 07-02-2010 
CLASSIFIED BY -65179/DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: ,07-02-2035 

INTELLIGENCE" OVERSIGHT BOARD (TOB) MATTER 

IOB MATTER 2001-56 -Ç8*- ' 

b2 
b7E 

(S) In 
c 

has determined that in conducting a 
a U.S. person, the Federal ] 

Bureau of Investigation (FBI) failed to meet the initial 90-day 
reporting requirements prescribed in I ~1 of the Attorney 
Gieneral Guidelines for FBI Foreidh Intelligence Collection and 
Foreign Counterintelligence InVê ĵ ĉ at 
regard, the I I Division I 

ons- ( FCIG) . In this 
opened its investigation 

and forward^ 1-h<* r-gqivi t-pH 
I 

of the subject qn| 
90-dav letterhead memorandum (LHM) • to the 
I ~| within the period prescribed 
administrative error, [ 

Due to 
]failed to submit the required 90- " 

day letterhead memorandum to the Office o.f Intelligence Policy 
and Review (OIPR), Department of Justice until r The error precluded meaningful oversight and review of I 
ongoing investigation by- OI.PR;, which is contrary to the require-
ments. of t h e FCIG. ^ 
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L INFORHATION CONTAINED 
lEEtttf'IS UNCLASSIFIED EXCEPT 
IRE 3H0UN OTHERWISE 

DATE: 07-02-2010'-
CLASSIFIED BY. 6S17a/DHH/plj/lew 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

seĉ T̂  

October 5, 20Ó1 

BY COURIER 

Honorablé Warren B. Rudman 
Acting Chairman 
'Intelligence Oversight Board 
Old. Executive Office Building 
Washington, D.C. 
Dear Senator Rudman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM). entitled "Intelligence Oversight 

b2 
b7E 

Board. (IOB) Matter, 
(U) 

Division, IOB Matter 2001-55. 

This LHM sets forth details of investigative activity 
which the FBI has determined was condxjcted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws., Executive Orders, or Presidential Directives which, govern 
FBI foreign counterintelligence and international terrorism-
investigations. This matter has also been referred, to our.Office 
qf -Professional Responsibility for a determination of whether any 
administrative action is warranted-. (U) •' 
Enclosure 
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Honorable Warren B. Rudman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you ait your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

Davici R." Knowlton 
Assistant Director . 
Inspection Division 

NOTE: This matter was referred to the Office of thé General 
Counsel (OGC). by EC from- the Inspection Divisi-pn to OGC and thé 
Director's Office [OPRl, dated 9/.W'/Ql and titled I I 

JDivision.[ ; ] Intel-
ligence Over Sight Board (• IOB ) Matter 20.01-55. 
has been determinedthattheÇ 

In this regard, 
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ALL..INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED' EXCEPT 
OTJERE*SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BT 65179/DHH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB). MATTER 
~ ]DIVISION 

b2 
b7E 

IOB MATTER 2001-5S (U) 

T h e [ Division of the Federal Bureau of 
Investigation (FBI) has reported that, owing to an operational 
error, committed by thé 
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•K AU» INFORMATION CONTAINED 
. * HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE:"07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcu 
REASON:' 1.4 '(c) 
DECLASSIFY ON: 07-02-2035 

October 9, 2001 

BY COURIER 

Honorable Warren B.. Rudman 
Acting Chairman-
Intelligence Oversight' Board 
Old Executive Office Building 
Washington, D.C. 
Dear Senator Rudman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM'V, entitled "Intelligence Oversight 
Board (IOB) Matter,| iDivision and the| 

b2 
b7E 

IOB Matter 2001-57. (ÏÏT 
This LHM sets forth details of-investigative activity 

which the FBI has determined was conducted contrary to- the . 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws,. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to bur Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 
Enclosure. 
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S E Ö t t E T 

Honorable Warren B. Rudman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience; (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

(S) 

NOTE-: This* matter was referred to the Office of the General 
Counsel (OGC.) by. ÉC from thé Inspection Division, dated .09/25/01 
and' captioned I I 
I )3iyision[ ; J. Intelligence 
Oversight Board (IOB') Matter 2001-57--. " The EC indicates that, 
owing to a series of personnel transfers and the reassignment of 
[ ^ s f-— | of \ to several case-

s second annual LHM. was- several months overdue 
~~fs initial error 

1 
agents., 
when it was submitted inT 
was compounded -by that of the L 

which failed to realize fHat- t-ha t.hm y a s overdue until LHM was received by June. 2001,- when a paper copy of 
the- Headquarters . and forwarded, to tne unite of Intelligence 
Policy, and'-Review (OIPR) , Department o.f Justice-
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4L II, imSORHATIOn CONTAINED 
SEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE • •• 

DATE: 07-02-2010 SfeWJjT 
CLASSIFIED BY 65.179/DMH/plj/lcw / 

REASON: 1.4 tc) 
DECLASSIFY ON: 07-02-2035 

(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB)- MATTER 
IDIVISION -.. 

AND THE 

IOB MATTER 2001-57 (U)• 

Inquiry h^s determined, that in conducting a 
J a United States Person, of 

FBI y the Federal Bureau of Investigation 
reporting requirements prescribed in 
Gênerai Guidelines for FBÎ Foreign. Intèlliaencé Collection and 
Foreign CoUnt^erintfeiligence Investigations (FCIG) . In this 

" |Di ' ' 

failed to meet the 
of"the Attorney 

regard, the| |Div 
gation of the subject in 

sion I opened its investi-
"Thereafter, owing to a 

series of personnel traftsférs and the re-assignment of this case 
to. several case agents, 
memorandum ( LHM ). r due in[ 

letterhead 
was not submitted until 

when it was uploaded into the FBI's Automated Case 
Support (ACS) system. I |'.s initial error was compounded by 
that of the I I which failed 
to- réaiize that the LHM was ovërdue until [ 
copy of I 

^ , jwhén a-paper 
]s LHM was received by the Headquarters and 

forwarded to the Office of Intelligence. Policy and Rfev'iew (OIPR), 
. Department of justice. These errors precluded meaningful • 
oversight and review, of I Is ¿ingoing investigation by OIPRr 
and. is. contrary tb the requirements pf| ~|of the FCIG.. 
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•ALj, INFORMATI OH CONTAINED 
'lEKEIN.JS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 6.5i79/DMH/plj/lcw 
REASON: 1.4.'(c) 
DECLASSIFY" ON: 07-02-203S 

October 5", 2001 

BY COURIER 

Honorable Warren B. Rudman 
Acting- Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D^C; 
Dear Senator Rudman: 

Enclosèd for your information is a self-explanatory 
letterhead' memorandum (LHM), entitled wIntelligence Oversight 

b2 
b7E 

Board- (IOB) Matter, Division, IOB Matter 2001-58." (U). 
This LHM sets-forth details of investigative activity 

which the FBI has determined was- conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence-
Collection and Foreign Counterintelligence- Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of P r o f e s s i o n a l Responsibility for a determination of whether any 
administrative- action is warranted. (U.) 
Enclosure . 

Dep. Dir. 
'Chief of Staff. 
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• Counsel 
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Honorable Wärren B. Rudman 

Should you or an.y member of. your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knöwlton 
Assistant Director 
Inspection Division 

NOTE: Thië matter was referrèd to the Office of the General 
Counsel (OGC) by EC from the Iiispection Division to OGC and thé 
Director's Office fOPRl, dated 9/20/01 and titled 
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A1|L INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE; 07-02-2010 
CLASSIFIED BY 65179/DMH/'plj/'lcw 
REASON: 1..4 (c.) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) -MATTER 
DIVISION 

IOB MATTER 2001-58 (U) 

b2 
b7E 

Investigation conducted by FBI Headguarters has 
determined that the| I Division of the FBl[ 

(S) 
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Insptdoî B̂ rélC 
L a b o r a l o r y _ _ _ Olef EEO 
National Sec.. 
QFfl 
Personnel. 

S^Ä^ET 

.AHain 

. Ott.otPubtìc Ä 
, Cong.WU.... 



^ .AH 'INFORMATION CONTAINED 
«• HEFZIM 15 UNCLASSIFIED EXCE-PT 

•. WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DHH/plj/lcw 
REASON: 1.4 (c) . 
DECLASSIFY ON: 07-02-2035 

SEjJ^T 

INTELLIGENCE,. IT BOARD (IOB) MATTER 
¡DIVISION 

b2 
b7E 

IOB MATTER 2001-58' (U); 

Investigation conducted by FBI Headquarters has 
determined that the I I Division of the FBI\ 
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I Ali,INFORMATION .CONTAINED 
HEREINUNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 ^ ^ 
CLASSIFIED BY 65179/DMH/plj/lev . SjSKffii 
REASON: 1.4 (c) . 
DECLASSIFY ON: 07-02-2035 

October 23, 2001 

BY COURIER 

Honorable Warreil B. Rudman 
Acting Chairman 
Intelligence Oversight Board 
Old Executive Office" Building 
Washington, D.C. 
Dear Senator Rudman:- ' • -

Enclosed f.or your information is. a self-explanatory 
letterhead memorandum (LHM). entitled vIntelligence Oversight 
Board (IOB). Matter, 
2001-59" (U) 

b2 
b7E 

Office, IQB-Matter 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary- to the 
Attorney General Guidelines for FBI Foreign Intèlligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws., .Èxeoutivé Orders, ..or Presidential Directives which govern • 
FBI foreign countérintelligençe and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is- warranted. (U) 

• 
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Honorable Warren B. Rudman 

Should you or. any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged, for you at your convenience.. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knöwltön 
Assistant Director 
Inspection Division 

(S) 

NOTE: This matter was referred "tp the Office of the General 
Counsel (OfjĈ  hv EC From the Inanition Division, dated 10/16/01 
and titlfed I 

Officer;! Intelligence Oversight Board (IOB) Matter 2001-59." 
Investigation has determined that, on| |initiated; a 

5 T ] Because the 
] continuation of the | I required that 

M . 1 and that[ h a d 
comply with the requirements of the- FÇIG. On 
determined that- its. | |had- expired on 
not submitted a request to 1 
| nor had a request to extend the I I been 
submitted for Headquarters': approval. The FBI's administration 
and ovérsight^of this càsè was contrary to the requirements- of 
the .FCIG-;. 
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'ALL̂ INFOFHATION COHTAIMED 
HEUEIH UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DHH/plJ/lcw 
REASON: 1.4(c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (TOB) MATTER 
I I OFFICE. 
IÖB MATTER 2001-59 (U) 

Investigation of"this IOB matter has determined that 
on I I initiated 
a 1 i 

b6 
b7C 

( S ) p U I I who was 
(and remains) a "United States- person" as that term is used in 
Section 1011i). of the Foreign Intelligence Surveii-lance Act of • b2 
1978. Thus, continuation of the| ¡required thatl Icomply be 
with the requirements of Executive Order 12863 and the Attorney b7c 
General Guidelines for FBI Foreign Intelligence Collection and b7E 

. Foreign Counterintelliggmgff I n ( F C I G ) . During a file" 
review conducted bvl \ it was determined 
thatl I had expired onl I and thatl |had 
not submitted a I 1 
I I nor had a reguest to extend the| Ibeen 
submitted- for Headquarters approval. The FBI's administration, 
and oversight of this case was, thus, contrary to- the require-
ments of the FCIG. 
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« i » ' 
DECLASSIFIED BY 6S179/DMH/plj;icu 
ON 07-02-2010 

Honorable Warren B.-Rudman 
Acting Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D. C. 
Dear Senator Rudman: 

October 18, 2001 

BY COURIER 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled ^Intelligence Oversight 
Board (IOB). Matter.P I Division, IOB- Matter 2001-60." (U) 

b 2 . b7E 

This LHM' sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
•FBI foreign counterintelligence- and international terrorism 
investigations. This matter has also been referred to dur Office 
of Professional Responsibility for a determination^ of whether any 
administrative action is warranted. (U) 

Dep. Dir. 
Chief of S t a f f . 
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-SOCKET 

Honorable Warren B. Rudman 
WJIÍKIi 

Should you or any member of your staff'require 
additional information concerning this matter, an oral briefing 
w.ill be arranged, for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

NOTE: This matter was referred to OGC by EC. from the Inspection 
Division, dated 10/6l/01 and captioned! 

Divi s ion t ; ]. Intelligence Oversight Board (IOB) Matter 2001-60. 

(U) 
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r ÀLL. INFOGNATI ON CONTAINED • 
- ' HEREIN IS UNCLASSIFIED EXCÇPT 

TJHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lCW 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (,'IOB) MATTER-
I I DIVISION 

IOB MATTER 2001-60 (U| 

b2 
b7E 

In August; of this year, the|_ lvision 
óf the Federal Bureau of Investigation (FBI) reported 

C l a ? 5 « i f i f e d - ' by: _ . N'SÀ/OGC 
^ 1.5(c)" 

Declassify ônT 
se^Ï^T 

Hofmann-IOB-2285 
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X b2 
b7E 

I VLà thè ütllft^M lftréIlig$Rfl5 f f l l l C V 5 M 
Department of Justice, for destruction. This matter hàa R e v i e w , 

also been reported to the FBI's Office of Professional 
•Responsibility for action deemed appropriate,. (U) 

APPROVED; 
nifactor 
Deputy O^eclor 

C r k l n f , 
CJS. 
Finance: 

_Geo..Coi 
JiifiRi 

NiöomlSic.̂  
DPà 

Trdnfi 
Off. «f EEO 

vMà 

Personnel. 
. Off. of PuMc A 
fangt A3». -
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ALL INFORMATION CONTAINED 
' .¿HEBEjia IS UNCLASSIFIED EXCEPT 
& WHERE SHOW OTHERWISE-;' 

'D£IE: Q7-D2-2010 
CLASSIFIED BY 65179/DHH/plj/lcw 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 07-02-2035 

October 10-, 2001 

BY COURIER 

Honorable Warren B. Rudman 
Acting Chairman 
Intelligence Oversight Board 
Old. Executive Office Building 
Washington., D1C. 

CS) 

(S) 

Dep. Dir. Ótief of Staff Off. of Gen. . Counsel Asst. Dir.: 

National See., 
OPR. 

Dear Senator Rudman: " . 
Enclosed for your information is a self-explànàtory 

letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board Matter, involving thef" I 

and the I V 

bl 
b2 
b7E 

I I National 
Security Division, IOB Matter 2001-61. ^ -

this LHM sets forth details of investigative activity 
which the FBI has determined was conducted' contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence . 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which, govern 
FBI foreign counterintelligence and international terrorism, 
investigations. This matter has also been referred to. our Office 
of Professional Responsibility for a .determination of whether any 
administrative action is warranted. (U) 
Enclosure 
1 - Mr» Parkinson 
1 - M r ; 
- Mr. 

CFIED WHEN 

3SIFIED ENCLOSURE 

bZ 
b7E 

• T- TNSD (1-.278THO-C122 97 36-705 V (1-IOB 2001-61) 

OCT. of PuUk 
&Cong. AtTs.. 
Training Off.ofEEOA 

î fied by: 39645/ JflSA/OGC 
ReasonT^-^^,. rfcTb̂ cT 
D e 

" Hofmann-IOB-2283 

Director's Office 
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S^pï^T 
Honorable Warren B. Rudman 

Should you or any.member of your staff require 
additional information concerning, this matter, àa oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General•Counsel 

Davi'd R. Knowltort 
Assistant Director 
Inspection Division 

NOTE: This, matter was referred to the Office of the General 
Counsel (OGC) by EC from thé Inspection Division, dated 09/25/01 
and' titled I I 

(S) 

Intelligence Oversight 
Board (TOB) Matter ^uui-bl." This letter transmits- to- the IOB a 
letterhead memorahdum regarding the FBI's failure to forward 
I Is initial 90̂ -.day and first;- annual LHMs concerning 

I "a U.S. person. As a. result of the error, OIPR was 
not advised- of the status- of this 

of I This wa4 a 
Guidelines. 

violation 
case for more than[ 

lof the Attorney General 

CiklffL 

Deputy Director. 

JflspedioîMMlralning: . Laboratory. ' nw«« 
Mattana! Sec.. 
OP* 
Persa iueL 

Off. of-EEO 
Aflaira 

. Off. of Public J 

.Cccj .Ai i$ . 

.bl b2 b6 
b7C 
b7E 

Vi«4j 

Cía 
Reason^ c 
Declassify on: XI 

SEpl^T 

r**ÑSA/OGC 

Hofmann-IOB-2284 



• A U INFORMATION CONTAINED 
• UNCLASSIFIED EXCEPT 

WHERE SHOWN "OTHERWISE . 

DATE: 07-02-2010 ' 
CLASSIFIED BY 65l79/DHH/plj71cw 
REASON: 1.4 (c/d) 
DECLASSIFY ON: 07-02-2035 

(S) 

(S) 

INTELLIGENCE1 OVERSIGHT BOARD (IOBÌ MATTER 
' INVOLVING- THE I 

RMTVTHEl I 

IOB MATTER 2001-61 

bl 
. b2 
b7E 

(S) Inquiry has determined that in conducting a| | nrv 
off •a U.S. person, the. Federal Bureau 

of Investigation .(FBI) failed to meet the reporting requirements 
prescribed inl ""lof the Attorney General Guidelines ' 
for FBI Foreign Intelligence-Collection and Foreign Counterintel-
ligence- Investigations (FCIG) . In. this, regard, review of the 
Fiji's Automated Case Support system by| lhas determined-

Division-that, as required by the FCIG, the 
submitted' its initial 90-day letterhead memorandum (LHM) and 
its first annual LHM concerning the subject via electronic 
communications dated 1 I 
¿aSD£C£ively. On I I when| i I 

I 
1 LHM was received apd- forwarded b,y|_ ]bo the 

1 for 
further submission to the Office of Intelligence Policy and 
Review (OiPR), Department, of Justice, the I ladvisedf that 
its • record's, did not, show receipt òf either of the LHMs previously 
submitted by 
received by the[ 

The fact that the LHMs were not 
remains unexplained. As a.result of the 

delayed submission, howéver, OIPR was not advised öf the sta'tus 

bl 
b2 
b6 
b7C 
b7E 

s ongoing- investigation for more than|_ bf 
This- clöairly is contrary to the; requirements of the FCIG". and 
will be .the subject of further inquiry by the FBI' s Office-of 
Professional Responsibility. 

(S) 

(S) 

Clàs 
Reaspnr 
.Deci 

DeputyDliector. 

the T 
FBI Ijeàdquairtéfâ ' òversigRI; of this càse was transferred from 

I to the I 
Jgn 

Hofmann-IOB-2285 

bl b2 
b7E 



All' INFORMATION CONTAINED' 
ffiPEÎH^S TJNCÜAS3IFIED EXCEPT 
¿BERE'SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

October 10, 2001 

BY COURIER 

Honorable Warren B. Rudman. 
Acting Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D. C. 
Dear Senator Rudman; 

Enclosed for your information- is- a self-explanatory 
letterhead- memorandum . (LHM)-, entitled "Intelligence Oversight 
Boàrd Matter Involving the I ( 

1 FBI Headquarters, IO.B 
b2 
b7E 

Matter 2001-62.CW 
This LHM sets forth details of investigative activity 

which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for,FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws,. Executive Orders., or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This .matter has also been referred "to- our Office" 
Of Professional Responsibility for a determination pf whether any 
administrative action is warranted;, (U) 

1 -
>• • 1 -> 

1 -

Dep. Dir. i -

Chief of StaiT / A 
. O S of Gen. I/- ) 

Counsel- V X 
AssL Dir J 

Admin. Ser. 
Crini- luv. 
CJIS 
Finance 
Info. Res. 

' Lab. 
National Sec. 
OPR 

On-, of Public 
£ Cong. Ads. 
Training 

Enclosure 
Mr. Parkinson 
Mr. 

— Mr. 
WHEN 

URE 
- INSD ,(l-278^HQ-C1229736-705) (1-IOB 2001-62) 

b6 
b7C 

Hofmann-IOB-2286 
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FBVDOI 



> ' •• * 

Honorable- Warren B. Rudman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

(Si 

NOTE: This matter was referred to OGG bv EC from the Inspection 
Division, dated 09/2.5/01 and titled I 

I Intelligence Oversight Board 
The EC indicates that, on. I L the 

ter 2.UUi-fe2," 
1 Division . 

prepared .and Submitted an, appropriate 90-dav LHM setting forth 
thè basis fot its _ 
The LHM was received by thel 
I Y 14t7 

LSËt à U.S. person. 
however, was not forwarded as 

required, and the reason, for the error remains essentially 
unexplained 
transferred taf 
error when| 
..submitted,. • via the [ 

oversight of the case was 
a of the initial reporting wnicn learnec 

s first annual LHM was received and properly 
I to the Office 

of Intelligence Policy and Review .(OIPR) f DOJ. As a result of 
the - delayed' reporting, OIPR was not advised of the status o;f 

|s- ongoing investigation'of a U.S. person for more than 
J which is contrary to the reporting requirements 

prescribed by the Attorney Generali 

bl 
b2 b6 
b7C 
b7E 

ifiéd by: 39645.^MSar7tOGC 
Hofmann-IOB-2287 
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ALI 'INFOGNATION CONTAINED 
HEREtìl 13 iftfCLASSÌFIED.EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 <c,d) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
INVOLVING THEÌ 

J FBI HEADQUARTERS 
IOB MATTER 2001-62 ^ 

b 2 " 
b7E 

(S) 

(S) 

(S) 

r 
Inquiry has, determined that in conducting, a | 

[ a U.S. person, the- Federal Bureau of 
Investigation (FBI) failed to meet the reporting requirements-
prescribed in I Iof the Attorney General Guidelines. 
for FBI Foreign- Intelligence Collection and Foreign Counterintel-
ligence Investigations (FCIG) 
the FCÌG. on|_ 

In- this regard* as required- by 
J Division 

prepared and submitted to FBI Headquarters an appropriate 90-day 
letterhead memorandum (LHM) setting forth the basis for its 

| of the subject. The LHM was received by the 
"Tin early 

but was not.fprwarded to t he Office of Int< ntelligence Policy and 
Review .(OIPR.)., Department of Justice (DOJ)-, as required, f" 

^responsibility for the case was transferred to tne 
| When this unit received 

•| fs first annual LHM and forwarded it for submission to 
OIPR- in-1 |s initial reporting error was 
discovered. As a result of the delayed" reporting, OIPR '«¿s not 
advised of the status of I Is- ongoing investigation o-f a 
U.S-.person for more than) | This is contrary to the 
reporting requirements- prescribed by the Attorney Generalr and 
will be addressed by.the FBI's Office of Professional 
Responsibility., 

• n n n f t t r m . C t h i l n t . . . J n s p t d f a i g z M ftPPROllHr. cis. . „laboratory. 

Director, 
Finance. 

„GenCeun 
_lnfo: Rese 

National Sec.. 
m 
Personnel. 

b l 
b2 
b6 
b7C 

" 'b7E 

. W . et N t i f c 1 . 

Cint-Mhw—-

Classi 
Reason:-
Dec 

SA/OGC 
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' ALLylNFORHA'PlON CONTAINED 

. HEREIH 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE&SBJ 

DÜTE: 07-02-20Ì0 
CLASSIFIED BY. 65179/DHH/plj/lcw 
REASON: 1.4 (c) . 
DECLASSIFY. ON: 07-02-2035. 

Honorable. Warren B. Rudman 
Acting Chairman • 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 
Dear Senator Rudman:-

Oçtobeç 17, 2001 

BY COURIER 

Enclosed for your information is a self-explanatory 
letterhead memorandum 
Board (IOB) Matter,| 
<ti) 

(LHM), entitled "Intelligence Oversight 
Division, IOB Matter 2001-63.' 

h 2 
b7E 

This LHM sets forth details of investigative activity 
which -the FBI has determined was conducted contrary; to thja -
Attorney•General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations, and/or- ' 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations.. This matter has also been-referred to- our Office 
of Professional Responsibility for a determination, of whether any 
administrative action is warranted'. (U)-

Enclosure-

Dep. Dir. 
Chief of S t i f f . 
Off. of Gen. 
Counsel 
A s s L D i r . - _ 

Admin. Sei.. 
Criin.. Inv. 
C J I S _ I Financé Info. fgxa. _ Lab. . 
National Sec. 
OPR " 

1 
1 
1 
1 

Mir. Parkinson 
Mr. 
Mr. _ 
OJPR~(IOB 2001-63) • 
INSD (1—278-HQ-C1229736-26 Sériai' 

(6 ) ' -JAW.: jaw 
l-CZ 

"bb 
b7C 

NSÀ/OGC 

Off. of Public 
& Cong..Alii. . 
Tiamma . 

O f f : o f E E O A _ 

SC^T SECMT Hofmann-IOB-2289 

Director's Office 
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Honorable Warren B. Rudman 

Should you or any member of your staff require 
additional information concerning this- matter, an oral briefing 
will be arranged for you at y.our. convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R.. Knowlton 
Assistant Director 
Inspection Division 

NOTE : This matter was referred to the Office of the General 
Counsel . (ÔGC) by EC from the Inspection Division' to OGC and the 
Director's Officë POPRl . dated .10/04/01 and titled-1 I 

[Division [ ; ]. Intelligence Oversight Boaird 

bl b2 b6 
b7C 
b7E 

Hofmann-IOB-2290 

.- 2 -s Ä O V E D : 
Director 

C r k l n f , 
CJiS. 
Finance. 
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Deputy Director inlafli 
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; Affairs . 

Personnel. 
.Off. of Pubic t 
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StL rHFtlRHATIOH "CONTAINED 
HEPZtH IS UNCLASSIFIED EXCEPT 
WHERE•SHOWN- OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DKH/plj/lCW 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT' BOARD (IOB) MATTER 
I I DIVISION 
IOB MATTER 2001-63 (U) 

' b 2 
b7E 

Inquiry has determined- that the Federal Bureau- of 
Investigation (FBI)' inadvertently conducted a form of f 

bl 
b2 b6 
b7C 
b7E 

Reason: 
DeclaflrSify 

1 . 5 ( c ) . 
Hofmarin-IQB-2291 

SEC 

APPROVED: c*u"- laboratory- O f U f i Q 

Director 
National Sic: 
OPR 
Personnel. 
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. ALL UfFORHATION CONTAINED ' 
•$HCTEl£ 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

•DATE: 07-1Î2-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-02-2035 

SIjJZÎQjlT 

O.ctober 23, 2001 

BY COURIER 

Honorable Warren B. Rudman 
Acting Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington* D.C. 
"Dear Senator Rudman: -

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), 'entitled "Intelligence Oversight 
Board Matter Involving the! 
Matter 2001-6.4. 

] FBI Headquarters, IOB 

b2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has. determined, was conducted contrary to the 
Attorney.General Guidelines for FBI Foreign Intelligence 
Collection and- Foreign Counterintelligence Investigations ..arid/or 
laws, Executive Orders, c>r Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations., ' This matter has also been referred to our Office 
of Professional llesponsibility for a determination of whether any 
administrative action is warranted-. (U) 
Enclosure 

Oep.Oir. 
Chief of Staff _ 
Off. of Gen. 
Counsel 
Asst. Dir.' 

Admin Ser._ 
Crinu.lnv. _ 
CIIS ' Finance 
Info. Res: 
Uib. • National Sec. 
OPR 
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Trainimi OITofEEOA 
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Should' you or any member of your staff require " 
additional information concerning this matter, ah oral briefing, 
will be arranged for you at your convenience.* (U) 

Sincerely, 

Larry R. Parkinson. 
General Counsel 

David. R. Knowlton 
Assistant Director 
inspection Division 

CS) 

NOTE': This- matter v̂ as. referred to OGC bv EC from the Inspection 
Division, dated' 10/1.1/01 and titled..! 

J Intelligence 
Oversight Board (IOB-) Matter 2001 L—64." The EC indicates that, 
in- Division prepared and submitted-
an appropriate '9C 
investigation of-

-dav LHM setting- forth the basis for- its -full an appropriate '9C 
investigation of- 1 a 'U.S. person. The LHM was 

reason for the error remains essentially Unexplained.. 
oversight of the case was transferred to I 

learned- of thé initial reporting error when[ 
InT 
which. 
s first 

annual LHM was- received and submitted, via the| 
1 to the Office of Intelligence Policy and Review 

(OIPR), DOJ-. As a result of the delayed reporting, OIPR was not 
advised of the status of| "Is ongoing investigation of 
a U.S.. person for more, than I I which is contrary to the. 
reporting- requirements prescribed' by the Attorney GeneraĴ . tffl 

A P P R O V O : ^ . Ins 
Laboratory Off.otEEO 

Affairs 

lofmarin-IOB-2314 

bl •b2 b6 
b7C 
b7E 
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ALL INFORMATIOH CONTAINED ' 
FIER3€N 'TSMINCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE . 

•DATE: 07R02-20L0. 
CLASSIFIED BY 6S179./DHH/plj/lcw 
REASON: 1.4 (c,d) . 
DECLASSIFY ON; 07-02-2035 

ÍS)' 

ÍS) 
(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB). MATTER 
INVOLVING THE I [ 1 FBI HEADQUARTERS 

IOB MATTER 200.1-64. (U) 

has determined that in conducting a|_ J a U.S. person, the Federal Bureau 

In this regard, às required bv 
Division 

of Investigation .(FBI)' failed to meet the reporting requirements 
prescribed in | |of the Attorney General Guidelines 
for FB'I. Foreign intelligence Collection and Foreign Counterintel-; 
llgence Investigations (FCIG). ' 
the FCIG'v in[ 
prepared and submitted to FBI Headquarters, an appropriate 90-day 
letterhead memorandum (.LHM) setting forth the basis for its full 
investigation of the- subject. The LHM- was received by the• 
I I but was not 
forwarded, to the. Office of. Intelligence Policy- and ¡Review (OIPR), 
Department of Justice (DOJ), as- required. In 
responsibility for the case wastransferred tot 1 

b2 
b7E 

bl 
b2 
b6 
b7C 
b7E 

( ¿ E E 
When this unit received I 

¿fld forwarded it for submission to OIPR in Ï 
LA. F-I rat -annua L 

] 
initial reporting error was. discovered! As a result, of 

the de-laved reporting-, OIPR was not advised of thè status, of 
U nngnihg investigation of a-U.S. person for more 

than This, is contrary- tp the reporting requirements 
prescribed by the Attorney General, -and- will be addressed, by the 
FBI' s. Off ice of Professional Responsibility. 
" • ' . ¿ y - . APPROVED" , n S p t c l i W — i--i.Trintog_ Laboratory 

Nationalstê  
0 R L _ 

. Off. of EEO 
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t . ̂ L"» .INFORMATION CONTAINED 
HEREIN 13 UNCLAS3IFIED EXCEPT 
WHERE SHt)WT OTHERWISE -

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lew 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 ' 

•Honorable Warren B. Rudman 
Acting Chairman 
intelligence Oversight Board 
Old- Executive .Office Building 
Washington, D.C. 

November 30;"2001 

BY COURIER 

Dear Senator Rudman: 
Enclosed for your information is a self-explanatory 

letterhead memorandum (LHM), entitled "Intelligence Oversight 

b2 
b7E 

Board (IOB) Matter, 
(U> 

Division, IOB Matter 2001-67..' 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted Contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence. Investigations and/or 
laws, Executive Orders, or Presidential Directives which-govern 
FBI foreign counterintelligence and international terrorism 
investigations. This, matter has also been referred to bur Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U)-
Enclosure' 

lep. Dor. 
rhief of S t a f f . 

. Iff of Geo. 
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-Finance . 
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Honorable Warrén B.. Rudihan 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. KnOwlton 
Assistant Diréctor 
Inspection Division 

NOTE: This matter was referred to the Office of the General 
Counsel (OGC) by EC from the Inspection Pi-vision, dated | 
and titled I I 

|Division[;]Intelligence Oversight Board (IOB) 
Matter 2.001-67."- In this regard, on I 

The- .error must be reported to the IOB-

APPROVED: Cifedf f lL 
CJIS. 

Director. 
Deputy Director. 

Inspection. 
Labordorr. 
National S e t , 
OPR 

Training.^, 
Qff.ot.EEO 
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/ All 'INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE .'SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 :(c) 
DECLASSIFY ON: 07-02-2035 

b2 
b7E 

TNTF.LLTGF.FJR.E OVERSIGHT POARD (IOB) MATTER 
)IVISION' 

I O B M A T T E R 2 0 0 1 - 6 . 7 ( U ) 

t s r 
Investigation by the Federal Bureau of Investigation 

determined that th.e iDivision conducted an-

(S) 

The matter has been reported to the 
FBI"s Office of Professional Responsibility for action deemed 
appropriate. 
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Director. 
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National Sec:.. 
QPfi 

Training 
. Ott.ottEO 
Attars 

\JJUU 

PersonneL 
.Off.otPutifci 
. Cong:ARi 

CTSre«4£ied by: • 3964! 
ReasonT^^^cr^TTsTG) 
DeciiffSsTfy on ¿""^i 

''O.GC 

lofmarin-IOB-2314 



4 ** 
ALL INFORMATION CONTAINED 
HEREIN X S UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DHH/plj/lew 
REASON: '1.4 • 
DECLASSIFY ON: 07-02-2035 

November 28, 2001 

BY COURIER 

Horiorahle Warren B. Rudman 
Acting Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, ' D..C. 
Dear Senator Rudman: 

Enclosed for your information is a self-explanatory b2 
•letterhead msninranH|im (T.HMI . pnj-i t-i pH "Intelligence Oversight b7E 
Board 
(U) 

(IOB) Matter, f 1 J B Division, IOB Matter 2001-68. 

This LHM sets forth details of.investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination, of whether any 
administrative action is- warranted. (U) 
Enclosure 

OepL'Oir. Cliief of Staff Oft of Gen. . Counsel Asst. Dir.: 

Off, of Public 
4 Cong. Alfs.. 
Training _ OfT.of EEOÄ Director's Office _ 

Parkinson 

(IOB 2001-68) 
INSD (1-278-HQ-C1229736-26: Serial 21) 

•W:jaw [6\ 
.b6 
b7C 

ofmann-IOB-2298 

MAIL ROOM O 
FBI/BOI 



Honorable Warren .B. Rudman 

Should, you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

NOTE: This, matter was referred to OGC by EC from the Inspection 
Division to OGC and the Director' s Office [OPR], dated .11/15/01 
and- titled| 
I DivisionL;] intelligence uversiqnt Board. UUB) Matter , 

In f-hia regard.' I 

i l 

ÄPfFOVED: Criffl. (nvu 
CJIS; Laboratwy, 

National S « . . 
. Off. of EEO 

Affairs 
OH: of Public i 
. ConQ. AflS; 



' ALL INroRHATION CONTAINED 
TifeElNlS UNCLASSIFIED EXCEPT 
.HHERE. SHOWN- OTHERWISE. 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
'REASON: 1.4 (c) -
DECLASSIFY' ON:. 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I |DIVISION . 
IOB MATTER 2001-68 (U) 

b2 
b7E 

•Inquiry has determined that the Federal Bureau of 
Investigation (FBI) conducted a form off 



" * «. 

"ALT; INFORMATION CONTAINED 
HEREIN I3 UNCLASSIFIED- EXCEPT 
WHERE'SHOUN OTHEÏLVISE • 

DATE: 07-02-2010 ' 
CLASSIFIED BY 65179/DHH/plj/lcw' 
REASpN:- 1.4 (-c) 
DECLASSIFY ON: 07-02-2035 

* v.HI«.., 

February 14, 2002 . 

BY COURIER 

Honorable Warren B. Rudman 
Acting Chairman 
Intelligence Oversight Board 
Old Executive Of f ice , Building. 
Washington, -D..C. 
Deair Senator Rudman: 

Enclosed for your information is a- self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, 
( U ) 

Division, IOB .Matter 2001-69..' 

b 2 
hl E 

This LHM sets forth details of investigative activity-
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence . 
Collection and Foreign Counterintelligence Investigations and/or 
laws,. Executive Orders, or Presidential Directives- which govern 
FBI foreign counterintelligence arid international terrorism 
investigations. This matteir has also- been, referred to our Office 
oi Professional Responsibility for a determination of -whether any 
administrative action is warranted. (U)-
Enclosure 

Mr. Parkinson 
Mr. 

- Mr. 
OPR (IOB 2001-69) 
ÏNSD (1-278-HQ-C1229736-43 Serial 3) 
HaW f 6 V 
ft 

gif-ied by: 
Reason: 
Declassify, on"!* 

IURE b6 
b7C 

1 . 5 f c > 
NSA/OGC. 

lofmarin-IOB-2314 



Honorable Warren B. Rudman-

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

NOTE: Thiá matter was refërred to OGC by EC from the insnactin 
Division to OGC and the Director' s Of ficé [ÖPR],. datedí 
ánd .titled • - . ] Intelligence 3 
Oversight Board Matter 2.0.01-69.." In this regard, the 
f i i T r f i î r i n h a.ci l - t t r v v r t r o/H t- Vi a +• - in I 

as. the legal authority to request the information. At the time, 
the- correspondence was sent, no legal authority existed' for the 
Acting SAC to issue a -National Security Letter. jt^f 

bl b2 b4 
b6 
hlC 
b7D 
b7E 

'W. 

Director 
¡iíC;or_ 

faìne?. 
.Gen. CvùiUiì. 
j.iio.r.5?, 

'itc'̂or.ój.iíí.. 

- 2 -

Pjjvjvü 

TralnbgJ 
Off.cftí-O 
A;ÍÜ"3_ 
. Orí. oí Public i 
. Ccr.g.Afia.__ 

lofmarin-IOB-2314 



f 

ALI HIÇÔBHATIOH CONTAINED '• 
" SEREIN 13 UNCLASSIFIED EXCEPT 
WHERE. SHOWN OTHERWISE . 

DATE: 07-02-2010 
CLASSIFIED.BY. 65179/DHH/plj/lcw 
REASOif! 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGH1 
5 

BOARÖ (IOB.) 
DIVISION 

MATTER 
IOB. MATTER 200-1-69 , (U) 

b 2 
b7E 

The Fedetài Bureau' of Investigation (FBI) has 
detérmined t h è ! D i v i s i o n 

b l 
b2 
b 4 
b 6 
b7C 
b7D 
b7E 

the information. The letters were, signed- by the Acting Spécial 
Agent ift Charge who, at that time,-- did not have legal authority 
to issue. National Security Letters-. .This matter has bêen • 
reported to the FBI's Office of• Professional Responsibility for 
action deemed appropriate. ; >83. ' . 

m e d by?. 3964! 
Re a s o n T ^ ) 
DeoiarSSÎfy onT^THË-

rOGC 

Director, 
.Deputy Director. 

Crlm Inspection; T r a i n i n g 
'i. rjs. • Hofmanii>riQB-23Q3 Off, of EEQ 

fii&iea. 

L.GSIÎ. 
JfiîÀ . I .i 

AifcL'L 
. Gif. of PubBc.Ä 
. Ccfii]. A,¡is. ¡, 



' ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE . 

D A T E : 0 7 - 0 2 - 2 0 1 0 
CLASSIFIED BY SS179/DHH/plj./lcw 
'REASON: 1.4 (c) 
DECLASSIFY QN: 07-02-2035 

January 16,. 2002 
BY COURIER 

Honorable Warren B. Rudman 
Acting Chairraan 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D:C. 
Dear Senator Rudman: 

Enclosed-for your information is a self-explanatory 
letterhead memo random (LHf4), entitled "Intelligence Oversight 
Board (IOB) Matter, 

ijl 
b2 
b7E 

Division, IOB Matter 2001-71. (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary ,to the 
Attorney General Guideline's fdr FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws,. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence ànd international terrorism • 
investigations. This matter has also been referred to our'Office 
of Professional Responsibility for a determination ôf whether any 
administrative action is warranted.. (U) 
Enclosure 
1 — Mr; Parkinson 
1 -.Mr.-
1 - Mr. 

Dai. Dir. 
Giief of Staff ¡_ 
Off. of Gen. . 
Counsel 

1 - OPR .(-IOB. 2001-71) 
7 - INSD. (1-278-HÔ-C1229736-29 Serial 14) 
JAW:jaw (-6)-

WHEN b6 
b7C 

IOSURE 

Asst. Dir.: 
Admin. Ser._ 
Cn'in.. luv. 
O I S I 
Finance 
Info. Res. 

Classified by:̂  
Reason-: 
DeeiSssify onf 

>645. NSA/OGC 
1.5(c)' 

U b . 
National See . . 
OPR 

Off. of PtiWic 
& Cong. Alfs. . 
Training, 

Hofmann-IOB-2304 

O l t o f E E O A 
-Directors Off ice. FBI/DO J-

MAIL ROOM • 



Honorable Warren.B. Rudman 

Should you or any member of your staff require 
additional information concerning this matter, an oral, briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry- R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

(S) 

(S) 

NOTE: This matter was referred to- OGC by EC from the inspection-
Division' to OGC and the Director/ 3 Off i r.e r.OPRI . dated 12/07/01 • 
and titled \ 
Division [.; J- intelligence Oversight Board (I0B) Matter 2001-71." 
in.this regard, INSD. has detérmined- that as a- consequence of 
various misdirected communications to Headquarters and the lack 
of appropriate 'field' office supervisión, the I B initiated bv 
the- División.in on 

]~presumed IJ.S-... persons, were- continued ror approximately 
] without the required Headquarters'- approval» This is a 

violation of the Attorney General Guidelines. 

APPROVED: S T 

bl 
b2 
b6 
b7C 
b7E 

Director.. 

v J W Ì L 
tffto|<M 

Finance, 
.Geñ.Coimi 
.Into. Re*. 

- 2 -. 

^ S Hofmann-IOB-2305 



D$BÎ:,.O>-O2-2OIO 
* CLASSIFIED- BY 65179/DHH/plj/lcw 
PEAS ON: 1.4 '(c) ' 

• DECLASSIFY .ON: 07-0-2-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB)-- MATTER 
I I DIVISION 

IOB MATTER 2001-71 (U) 
b2 
b7E 

(S) 

( S ) 

Investigation- of - this IOB matter has determined that o 
1 Division I I initiatedl 1 the 

•'onl E 7. Both subjects are presumed to be "United States persons" as 
that term is used in Section 101 (i)- of the Foreign* Intelligence 
Surveillanó.a Ar.t. of 1 978.. and, thus-, continuation of the| 
required that 

Art*, of 
I I comply with the. requirements of Executive Order 12863 and the Attorney General Guidelines- for FBI Foreign 

Intelligence Collection and Foreign-Counterintelligence investie 
gâtions (FCIG) .. In-this regard, the inspection Division, FBI 
headquarters, has.determined that- as -a consequence of various 
misdirected communications to Headguarters. and the lack of 
appropriate field office- supervision, - thef initiated- in I I 
were Continued for approximately!" |.without the required 
Headquarters' approval.. The FBI vs. administration and oversight 
of this.casé was contrary to the requirement^ of the FCIG.. f^) 

APPROVED: 
Director: 

Laboratory.. 
NâfoaalS*c., 
OPfL 

.OILoJEEO-

. Aitar» 

Ptnooad. 
. Ott d Pubici 
.Cong.Aiti, : 

70GC 

^ S ^ S U j J T 

bl 
b 2 
b6 
b7C 
b 7 E 

v̂ iSL 
t i f r o / a 

bl 
b6 
b7C 

lofmarin-IOB-2314 



ALL INFORMATION CONTAINED 
HEREIN IS ̂ UNCLASSIFIED EXCEPT • 
WHEI& SHOUN OTHERWISE' v _ * • 

DATE: 07-02-2010 
.CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 (c) • 
DECLASSIFY ON: 07-02-2035-

January 16, 2002 

BY COURIER 

Honorable Warren B. Rudman 
Acting Chairman 
Intelligence-Oversight Board 
Old Executive Office Building 
Washington, D.C. 
Dear Senator Rudman: 

Enclosed for your information is à self-explanatory 
letterhead memorandum'(LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, | | Division-, I OB Matter 2001-72.' 
(U ) . 

b 2 
b7E 

. This LHM sets forth details ofj investigative activity 
.which- the FBI has determined was conducted cpntrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws-, Executive Orders, or Presidential. Directives which .govern 
FBI foreign- counterintelligence and. international terrorism 
investigations. This matter has also been' referred to- our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure • 

iepjDir. 
liwfof S taf f , 
Ht of Gen. 
'omuel \S3I.DK 
Ailniii: Sei._ 
Criin. Inv. 
..CMS 

Finance _ 
Info. Res. 
Lab. 
National Sec. 
OPR . 

1 - Mr-. 
1 - Ms. 
1 -' Mr. 

Parkinson 

1 - OPR (IOB' 2001-68) 
t - INSD- • (1-278-HQ-C1229736-26- Serial 21) 
JAW:jaw; (6) 

Classified by: 
Reason: 
Declaaeixy onr 

S S I F ï E l ^ 
D E T A C H j ! > - i 5 ä ß M 
CLASSIFIED EN? 

b6 
b7C 

•A/OGC 

Jfï. of-Pllbtìc . 
. &Cong.A(ls.. 

Training _ 

Hofmann-IOB-2307 

}ftofEGOA 
Jittdoc's Office -

MAIL ROOM • 
FBI/DO J-



SE 
Honorable Warrèn- B'-. .Rudmah 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerély, 

Larry R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

NOTE: This.matter was referred to OGC by. EC from the Inspection-
Division to OGC and the Director's Office fOPRT, dated 12/14/01 
and t i t l e d | | 
I ~|DivisionL; J" inte-llige 
2001-72. In. this, regard, on 

\i(zAf(o 

lofmarin-IOB-2314 



ALL INFORHATION CONTAINED 
HERElil IS UNCLASSIFIED EXCEPT. 
"WHERE.- SHOWN OTHERWISE 

l'. • « 

DATE: 07-02-2010 
CLASSIFIED-BY 6S179/DHH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ONi 07r02-2035 

INTELLIGENCE- OVERSIGHT BOARD (IOB) MATTER 
I IPiVISION 
IOB -MATTER' 2001-72 (U) 

b 2 
b7E 

Inquiry has determined that the Federal Bureau of 
Investigation (FBI) cnnriuofrgri a form off 

J No- investigative actions 
were; taken based upon the recordings m4de in error. "Ifff 

A P P R » I t i o r a t o n L 
Ka£kui29 
QRL 

Oft. of HO 
W a r e 

PeisonnsL 
.Off. of Public 4 
. Cong. Ali i 

l 2 , | . t C , jcJ | 

b 2 
b7E 

Hofmann-IQB-2309 



. <- \ 
.¿S» :>"|LL INFORMATION CONTAINED ' 

'Ï HEREIN IS UNCLASSIFIED EXCEPT 
' WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

February 14,'2002 

BY COURIER 

Honorable Warren B. Rudmah 
Acting Chairman ' 
intelligence.Oversight Board 
Old Executive- Office Building 
Washington, D.C.. 
Dear Senator Rudman:. 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence -Oversight 
Board (IOB) Matter, | 
(U) . 

] Field Office, IOB Matter 2002-2, 
b2 
b7E 

This LHM sets forth details of investigative- activity 
which- the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence • 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Ordets, Or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This- matter has also been referred to our Office 
of Professional Responsibility for a determination., of whether any 
administrative action is. warranted. (U) 

•Enclosure 

Dep. Dir. t 
Chief of Staff _ 
Off. of Gen. 
- Counsel -
Asst. Dir.: 

Admin. Ser.. 
Crini.. luv. 
CJIS I 
: Finance v 
Info. Res. _ 
Lib. 

Mr. Parkinson 
Ms. 
Mr. 
O-PR 

1 
1. 
1-
1 
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-JAW: jaw 
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CLASS 
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IURE 

5, NSA/OGC 

Nationnl Sec. _ 
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Tminint; 

Hofmann-IOB-2310 
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Honorable Warren B. Rudman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

NOTE: This matter was referred, to OGC by EC from the Inspection 
'Division to OGC and the. .Director's. Office. [OPR] , dated 01/09/02 
arid titled '] p ] I | Field 
Office [';'] Intelligence Oversight Board (IOB) Matter 2002-2. 
this -regard', on 1 I, 

The Unauthorized surveillance must be reported to the IOB 

CffoUnv.. 
i CJIS. 

.InspedioJL 

. Uboratoty_ 
Katicr̂l Sec._ 
OPR 

Training 
.Off . ct-EEQ 

bl 
h 2 
fc6 
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blE 

\jw I as. 
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• AL1 ̂ INFORMATION CONTAINED 
" HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4(c) 
DECLASSIFY ON:' 07-02-2035 ' 

INTELLIGENCE OVERSIGHT BOARD ,(IOB) MATTER 
I I FIELD OFFICE (I h -

IOB MATTER 2002-2. (0) 
b2 
b7E 

Review of this matter has determined that the FBI 

] Once 
the error was realized, the unauthorized data was appropriately 
sequestered by| |for eventual destruction. No investigative 
action was.taken based upon the improperly obtained data. 

bl b2 
b6 
b7C 
b7E 

APPROVED: H E |iwp»riinn f f training , 
. l a b o r a t o r y _ _ _ _ Off. ot EcQ 

Director Deputy Director. 
toe?, 

.Gen, 
National Sic... 
opa 
ParsonasL 

.. Affairs 

. Off. oí Plitlic Ì 

. Cong. Aits. 
sv4-

4m, 

Clas 
Reason: 
Declassify 

3Q£45. NSÄ/OGC 
• 5(c) 

i n j e a f i a L 
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VS¡. • H^PIlB 15 yïi.Çj>Â̂ ?FIEi?. ,'Ê CEPT 
WHEBg "'-i' 

C l A S S É f á l J " ' , • " ' 

March 12," 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
•Chairman. • ;• • • .•-; ' •. .- . ' -
:i'htel;iiefè"n<5.è̂• Oyé'rsight Board 
"01d;ExëcûtiVe Offi'çè Building . * 
..Waáhingtoíi-, D'.C. 
Deár General ;Scowcrôft: 

Enclosed, for your information is. a self-explanatory 
letterhead memorandum (LHM)/ entitled "Intelligence Oversight 
Bbard '(.IOB) Matter, | Division, IOB Matter 2002-3." (U) 

This LHM sets forth details of investigative activity 
which- thé FBI has determined was conducted contrary to the 
Attorney General Guidé-lines for FBI Foreign Intelligence 
Cóiléction and Foreign Counterintelligence Investigations and/or 
.law;s, Executive Orders, or Presidential Directives which govern-
FBI foreign counterintelligence and.international terrorism-
investigations. This.matter has also been rèferred to our Office 
of P-rofessiónal Responsibility for à -determination of whether any 
administrative action is warranted. (U) 
Enclosure - • 

• h 2 

hlE 

Dep. Dir. _ _ _ _ _ 
Chief of Staff ' . 
Off. of Gen-. 

. Counsel • . 
Asst. Dir.: 

Admin.- Ser Crini., luv. ' ais 
Fiiiahec._ 
Info. Res.. 
Lab. 
National Sec. 
OPR ~ 

1 - Mr. Parkinson 
1 - Mr, 
1 - Mr.; 
1 i OPR 
2- .-. INSD 
IJAW:j.àw (6); 
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'Training. 
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Director's Office. 
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MAIL ROOM O 

Reason 
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General Brent Scowcroft-(USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. 'Parkinson 
General Counsel 

John P. O'Connor 
Acting Assistant Director 
Inspection Division-

NOTE: This matter was'referred to OGC by EC from the Inspection 
Division to OGC and the Director's Office [OPR], dated 02/1.3/02 
and -titled '1 |[; ] I lr; ] 
I |DiVision[;] Intelligence Oversight Board (IOB) Matter ' 
•200.2-3." In this regard-, the I Ini^^nn rq'r r) 

Ion-reported opening a £ on 
Because the-'subject is a United States person, 

continuation of the investigation- required, that f ^comply 
•with the 90-day -and annual reporting requirements of the Attorney 
General Guidelines.. I 

bl 
b2 b6 
hl C 
b7E 

[ 
approximately 
Att 

after it was due - a violation of the 
Attorney General Guidelines, which- must be to reported/to^the IOB. 

Inspi 
l a b o r » 

Ï National Sec.. 
OPR. 
Ptrsonnel 

lofmarin-IOB-2314 



ALL INFORMATION CONTAINED 
. HEREIN IS UNCLASSIFIED EXCEPT 
s>WH£REifSHOWN OTHERWISE . 

DATE: 07-02-2010 
CLASSIFIED BY 6S179;DHH/pli/lcw 
REAS.QN: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
IDIVISION 

MATTER b2 
b7E 

IOB MATTER 2002-3 (U) 

Inquiry has determined that in conducting a[ ,iry 
on [ a U.S. person, the Federal 

Bureau of Investi gat-i na f FRT> fa-i TPH t-.n msfit the annual reporting 
requirements prescribed in| |of the Attorney General 
Guidelines for FBI Foreign" Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG) 

l Division ~T) opened its I 
the subject on \ 

In this- regard, the 
lof. 

bl 
b2 
b6 
b7C 
b7E 

t 
Jot investigation to tne urnce 

of Intelligence Policy and Review (O'IPR) , Department of Justice, 
approximately | after it was due. As a result-, FBI 
Headquarters and OIPR were precluded from exercising oversight 
and control of this investigation-, which is contrary to the 
requirements of of .the FCIG. ¥ 

APPS0VED: Crimtw, 
CJiS. 

Zjjtl /Oi 

64-5, NSA/OGC 
1.5(c) 
1 ' -

lofmarin-IOB-2314 



»- ALL' INFORMATIOIL CONTAINED 
I&KEIN. IS OTC.LASSIflïD EXCEPT 
WHERE' -SHOWN OTHERWISE 

DATE: 0.7-02-301.0 
CLASSIFIED 
PEAS ONJ 
DE CLASS ifîsr; . o i l : . s 

ÎFÏED BY 65î.,7SWègS/:plj-/.l'ôw' ' • V-,-
fc" x . ; ;.'-'.• :' : 

March 12, 20'0'2 

BY COÜRIER. 

General Brent. Scowcroft (USAF Retired). 
-. "Gh'âdiirman'.- . ' 
• •^•h'tsellig^ttire/ Ôvë'£%iÇKt: Board .' 
Old-Executive. Office Ëuilding ' 
Washington, D.C. 
Déar General Scowcroft:. 

. Enclosed f.or your information is a self-explanatory 
letterhead memorandum. (LHM),.entitled "Intelligence Oversight 
Board (IOB) Matter, 
( U J 

Division, IOB Matter 2002-4." 
b 2 
b7E 

This. LHM sets forth details of investigative activity 
which the FBI.has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI. foreign counterintelligence and international terrorism 
investigations. This- matter has also, been- referred to our. Off ice 
of Professional Responsibility for a.determination of .whether any" 
•administrative action is: warranted. (U) 

Enclosure. 

Dep. Dir. 
Chief of Staff _ 
Off. of Gen. 
Counsel-
Asst. Dir.: 

Admin. Ser._ 
Crim.. lnv._ 
g i s 
Finance. 
Info. Res. 
Lab; 
National Sec. 
OPR -

I 
1 
' 1 ' 
1 

T2. 

Off. of Public 
& Cong. Affs. _ 
Training 

Off. of EEOA 
Director's Office 

- Mr .. 
- Ms.. 
- Mr. 
-• OPR 
'-. INSD 

•Parkinson 

(IOB, 200.2-.4) 

Reason: 
DectaSsify 

D WHEN 
D M ' 

•b6 
b7C 

IURE 

•5(c) 
>', NSA/OGC 

Hofmann-IOB-2316 

MAIL ROOM • 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be .arranged for. you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

John "P. O'Connor • •-. . • 
Acting Assistant Director 
Inspection Division 

NOTE: This matter, was referred to OGC .by EC- from the Inspection 
Division.to OGC and the Director's Office [OPR], dated 02/13/02 
and titled '| t; ] I I; ] 
| |Diyision[;] Intelligence Oversight Board' (IOB) 
Matter 2002-4 . " I n this regard-, I I has reported 
opening a | |on . on 
Because the subject was (and remains) a "United States person" as 
that, term is -used in- Section 101 (i) 
investigation required that[ 

in FISA,' continuation of the 
|comply with the 

requirements of Executive Order and the FCIG. Due 
DOJ; As à 

to 
administrati ve' error on. the part of .the assigned case agent, 

| failed to submit a 90-day LHM to O.I PR', 
result of- the error, the- FBI' s -initiation .of a 
involving, a "U.S. 
when I 

person" was not reported, until I 
s' first annual LHM was received by FBI 

Headquarters and forwarded as required. The matter Jrs?v required 
to be reported to the- IOB. • t [¡/¡l̂lu, 

»nnnnum. Crim.iiw., Jnsptc APPROVED: w J Z I Z W^eeo AJfoirs; 

P 
Ott. al PuWîc 4 
Cong.AHs^ 

bl 
b2 
h 6 
blC 
blE 

- 2 -
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* A£L INFORMATION CONTAINED 
HEREÌH IS UNCLASSIFIED EXCEPT' 
WHERE SHOWN OTHERWISE 

.DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

l&TpBSiq^ 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION [ 

IOB MATTER 2002-4 (U) 

b2 . 
b7E 

Investigation of this matter has determined that in 
]of conducting a _ 

the Federal Bureau of Investigation .(FBI") 1-0 thp 
initial (90-day) reporting requirements prescribed in 

|of the Attorney General Guidelines for FBI Foreign Intel-
ligence Collection and Foreign Counterintelligence Investigations 
(FCIGV In- this regard, the 

7') Opened a on 
El v si on 

on | r Because the subject was (and remains) a 
"United States person" as that term is used in Section 101 (i) of 
the. Foreign Intelligence Surveillance Act of 1978 (FI.SA), 
continuation of thè investigation required that I 1 
comply with- the requirements of Executive Order 12863 and the 
FCIG. Due to administrative, error on the part of the assigned 
case agent, I "Ifailed to submit a. 90-day letterhead . 
memorandum (LHM) to the Office of Intelligence Policy and Review 
(OIPR)..,..• Department of Justice (PO'J) •. As a result of the error, 
the FBI's initiation of a | | involving , a "U.S. 
person" was not reported to OIPR until I I when| | 
I |' s • first annual LHM was received' by FBI Headquarters and 
.forwarded as. rrèquired. 

b l 
b2 

. b6 
b7C 
b7E 

APPROVED; 
Director :_ 
Oeputy Director 

Crim.fnv. k^mbnjJftr '„' Traming. , t CitS Laboratatf Ott.otEEO 
Rnance/2/ JO. National S« c. Affairs 
.Gen.ttófi W (PR- Qft. ol PuuL-: f. 
•Inio/ifer . PsrsDiiasI1 Céna. Wis-

Cla 
Reason : 
Declassify 

39645. NSA/OGC 
5 fc) 

lofmarin-IOB-2314 



^ ALL INFORMATION CONTAINED 
te • HEREIN IS UNCLASSIFIED EXCEPT 
• • WHERE SHOW OTHERWISE . 

DATE: 07-02-2010-
CLASSIFIED BY 65179/DMH/plj/lctf 
REASOp: 1.4 (c) -
DECLASSIFY ON: 07-02-2035 

• March 12, 2002 

BY COURIER 

Général Brent Scowcroft (USAF Retired) 
Chairman: 
Intelligence"Oversight Board 
Old. Executive- Office Building 
•Washington, D.C-. 
Dear Général Scowçroft: 

Enclosed for your information is a self-explanatory 
letterhead mémorandum (LHM), entitled "Intelligence Oversight 

Division, I OB Matter 200.2̂ 5.' Board (IOB) Matter, (U) 
b2 
b7E 

' This LHM sets forth détails of investigative' activity 
which- the FBI. has determined was- conducted contrary to- the 
Attorney General. Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
. laws., Executive Orders, or Presidential. Directives which, govern . 
FBI foreign counterintelligence and international'terrorism 
investigations'.. This matter, has- also been réferred to -our Office 
of Professional Responsibility- for a determination of whether any 
âdmiriistrâtive action is. warranted. - • (0> 
Enclosure 
1 - Mr. Parkinson 
1. - .Mr,; 
1 - Mr.. 
1 -OPR (IOB 2002,-5). 
2- -r INSD -

be 
b7C 

URE 

Dep. Dir. 
Chief of Staff u 

Off. of Gen. 
Counsel 
Asst. Dir.:. 

Admin. Sei-. 
Crini., liiv. 
CJIS: 
Finance 
Info. Res. 
Lab. 
National Sec. . 
OPR 

Off. of Public 
& Cong. Alls. 
Trainili!! • 

Off nfEEOA 

cras^ifièd by: NSA/OGC 
Rieason^^w?——" TT5 (c). 

Hofmann-IOB-2319 

Director's .Office . F B I / D O J 

MAIL ROOM O 



Jp5Si«£L 
-General Brent Scowçroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged- for you at your convenience. (U) 

Sincerely., 

Larry R. Parkinson 
General Counsel-

John P. O'Connor 
Acting Assistant Director 
Inspection- Division 

-NOTE: This matter was referred to OGC -by EC from the Inspection 
Division to OGC and the Director's Office [OPR], dated 02/13/02 

J O T and titled '[ 
-Division [;']•; Intelligence Oversight Board (IOB.) Matter 2002-5." 
The referenced EC indicates that the I ~l Division ('I D 
opened a f 
on 

]o r .L ] 
1 
1 Ion 
fact was discovered by the | j Division on 

and that 
At that 

point, continuation- of the. investigation required that [ 
comply with the 90-day'and annual reporting requirements of the 
FCIG. | |has reported that as a consequence:of the heavy 
demands placed on divisional resources 
approximately| 
this matter to the IOB. 

1 the required yu-cta.y LHM was submitted late, thus necessitating } 

APPROVED: Criiato. CJIS_ 
Director 
Oepu^r Director. 
- . 2 -

.Inspectli 
Laboratory. 
National Sac. 
OPR. 

Off. of EE0 
Affairs -

Personnel. 
. Oftof.Pi'bfc à 
. Cong. Wis. 

bl 
-b2 
bo 
b7C 
b7E 



ALL.INFORMATION CONTAINED' 
<$5ERÌIH' IS UNCLASSIFIED EXCEPT 
'WHERE SHOWN OTHERWISE 

DATE: 07-07-2010 ' . -
CLASSIFIED BY 61579DMH/lcw/plj 
REASON: 1.4 .(c) 
DECLASSIFY ON: 07-07-2035 

n 

(U.) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I | DIVISION 

IOB MATTER 2002-5 . (U) 
Inquiry has -determined that in conducting a 

U.S. person3 
comply with 

f 1 o i l _ 

-, . thè" Federal Bureau of Investigation (FBI) failed to 
the initial reporting .requirements- prescribed in 
Jof the Attorney General Guidelines for FBÌ Foreign 

Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG).. . In this regard, • when this investigation 
was opened initially by the f | Division ("| |") in [ 

JSectión 
101(i) of the Foreign Intelligence Surveillance Act of.1978. The 
on 
on 

and that fact was discovered by theT Division 
At that point, continuation of the investigation 

required that | | comply with the 90-day and- annual reporting-] requirements of the -FCIG with regard to U...S. persons, 
has reported that due to the heavy demands placed on divisional 
resources as a ¿onsequence of I I 
| [its 90,-dav initial letterhead memorandum was 
submitted approximately \ I late.., As a result of the 
error, E-BI- Headquarters and the Office of Intelligence Policy and 
Review, Department of Justice, were-precluded from exercising -
oversight arid- control -of this investigation, which is contrary to 
the requirements of lof the FCIG. 

NSA/ÖGC 

* X . 

Training, 
Off.ofEEO 
Mfairs 

DejHilyOittdor. 
_____ 0». of Public & 

Cr-g.Wis— 

A "United- States person" is. defined in Section 101 (i) of the . 
Foreign intelligence Surveillance Act (FISA)(codified at 50 Ü.S.C. § 1801 et 
seq. ) as "a-citizen òf the United St-ates .[or] an. alien lawfully admitted fóx' 
permanent residence :(as .defined in section 101 (a) (20) of the Immigration- and 
Naturalization Act) . ... ." See als<j I of thè -Attorney General 
Guidelines for FBI Foreign Intelligence Collection.and Foreign Counter-
intelligence Investigation^ I 

b2 
b7E 

" bl 
b2 
b 6 

- b7C 
b7E 

V/ML 
¿[ZljO-2. 

b2 
-hl E 



U.S. Department of Justice 

Federal Burèau. of Investigation 

— q j j r i g f f T . . 

DECLASSIFIED BY 65179/DMH/plj/lcra ^ S ^ q D . C^^OOOl 
ON 07-02-2010 

BY COURIER 

General Brent Scowcroft'(USAF Retired) 
Chairman 
Intelligence. Oversight Board 
Old' Executive Office Building . 
Washington,' D.C. 
Dear General Scowcroft.: 

' " Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "intelligence Oversight b2 Board (.IÔB) Matter, | ^Division and I [ b7E 
I I, IOB Matter 2002-6." 
(U) 1 : • 

This LHM sets forth .details of investigative, activity 
which: the FBI has determined was conducted contrary'to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection' and Foreign Counterintelligence Invèstigations ànd/or 

. laws, ' Èxécutive Orders, or Presidential Directives which govern. 
FBI- .foreign counterintelligence and, Intérnâtional terrorism 
investigations. This matter has- also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

, Enclosure 

Classified by: -3.9645.. NSA/OGC 
R e a s o n ! ^ ^ 
Declasa-irfyon7*^*?H. 

. C B G R I i y 

lofmarin-IOB-2314 



General Brent S'cowcrof't (USAF Retired)-

Should, yqu or any member of' your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you- at your convenience. 

Siiyserely, 

Pa-rkinsori. 
il Counsel 

in P. O'Connor 
Acting. Assistant -Director 
Inspëction Division 

1 - The' Honorable John D. Ashcroft 
.Attorney General 
U-.Si Department of justice--. 
Room 5111 . 

1 - Mr. H'. Marshall Jarrett 
Counsel/- Office, of Professional Responsibility 

: U..S. Department of Justice. • Room 4304-

TfDUfvu 1. 

lofmarin-IOB-2314 



/jALX ; INFORMATION CONTAINED. . 
HBRElS 15'UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
'.REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ' 
I I DIVISION .AND b2 

I "1- b7E 
1 
IOB MATTER 2002-6 (U) 

(U) 

( U ) 

Investigation has determined that/ as a consequence 
of technical error, the| | Division ('1 I") 
conducted an 

] durinq^th^. period between^ 

On 

• 

and 

On or. about 
1 in consultation 

it was determined- by 
with| |personnel, that the 

1 | Once the error .was realized, appro-
priate action, '.was taken to sequester the unauthorized material ' 
for eventual destruction.' The error, was also promptly reported 
t.o I; ran 

b 2 
b7E 

bl 
b2 

- b e 

. b7C 
b7E 

b 2 b7E 

Reason 5 (c) 
Dècla^sify on: XI 

lofmarin-IOB-2314 



rf^LV^ïfFORHATÎOW CONTAINED 
^RÌMN'ÌS UNCLASSIFIED EXCEPT 
WHERE SHOWN"OTHERWISE \. 

DATE:.07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 -(c) 

• DECLASSIFY ON: 07-02-2035 

>ep. Dir. 
Iiief of Staffs 
iff. of Gai. 
'ounsel 
•sst. Dir.: ' 
Adulili. Sér._ 
Criini. luv. _ 
,CJIS_ 
Finance 
Info. Res. 
•Lnb. ' 
'National See. 
OPR_ J 

May 31, 2002 

BY COURIER 

General Brent Scowcröft (.USAF .Retired) 
Chairman -
Intelligence. Oversight Board 
Old Executive -Office Building 
Washington, D;C. 
Dear General Scowcroft: 

Enclosed- for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "intelligence Oversight 
Board (JOB)' Matter, 

R R 
and' b2 

b7E 

FBI Headquarters, IQB Matter 2002.-1'/." fill 
This LHM sets forth details of investigative activity 

which thé FBÌ. has determined was- conducted, contrary' to the 
Attorney General Guidelines f.or FBI' Foreign Intelligence 
Collection -and Foreign Counterintelligencè Investigations and/ór 
iaws, Executive. Orders, or Presidential Directives which govern-
FBI.foreign counterintelligence and international terrorism-
investigations. This matter has also been referred to. o.ur Office 
•of Proféssionàl Responsibility for.- a determination of whether any 
•administrative action is warranted. '(.Ù) 
Enclosure 
1 -
1 r 
1 -
1 -
2 -

Parkinson Mr.. 
Mr.. 
Mr. 
OPR (TOB 200-2-11) 
IN S D ( 1-27 8 -HQ -13 7 30 4 2 -i 2 ) 

Classi 
Reason: 
Decl-ass 

ÌÉD- WHEN h 6 
b7C DETAC 

CLAS 

HE- of Public 
& Cong. Aits. _ 
Training 

)ff. of.EUOA 
director's Onice 

64-5. NSA/OGC 
• 5 Cc). 

ofmann-IOB-2325 
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.¡r 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience.. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

Francis A. Gallagher 
Acting Assistant Director 
Inspection Division 

J * -

NOTE: This matter was referred to.the Office of the General 
Counsel (OGC) by EG.from the Inspection- Division to the 
Director's Office, and OGC, dated- 05/13/02 and. titled 
1 |[;.] 1 ;1 1 

If; 11 [; 1 li ] 1 |[ ; ] I OB. 2002. 17." Investigation de ter-
minèd that, on| 1 thel I Division, opened a on 

bl 
h 2 b6 
b7C 
b7E 

failed- to submit IMU's investigation has determined that 
the required 90-day letterhead memorandum (LHM), and that the 
annual.'LHM, although submitted, was-not forwarded to the Office 
of Intelligence Policy and' Review 
These errors went undetected until 

OI'PR) , Deoartmént of Justice. 

5|3i/o; 

lofmarin-IOB-2314 



ALL INFORMATION CONTAINED•• 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE . 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB). .MATTER 
I I AND 

L 
I 17 ] DIVISION, FBI HEADQUARTERS 

IOB MATTER 2002-17 (U) 

b 2 
b7E 

F 
Invëstigation has determined that in rondiir.t.ina a 

lof , a U.S. 
person-1, the Federal' Bureau of Investigation. (FBI)- failed to meet 
hp" 90-dav riTj-d first annual reporting requirements prescribed in 

.of the Attorney General Guidelines for FBI-Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG). In this regard, review of this matter 

"T) opened its has determined that 'the Division -(x 
]on the subject corporation onj 

Continuation of the Investigation rèquired that\ 
(initially, 

3 and later f 
I and 1 

T comply witn 
the requirements of Executive Order 12863 and the FCIG; Thé 90-
day letterhead memorandum (LHM) was not submitted, and the annual 
LHM, although submitted, was,not forwarded to the Office of 
intelligence Policy and Revièw (Q-TPR̂  . Department of Just i HP. 
Thesë- errors went nndatsrit.ed until| when the 

LHM was due and properly submitted. As a result 
of the délayed reporting, however, OIPR was not advised of the 
status of this ongoing investigation, for approximately[ 
-• 1 - Of The dela-yed' reporting has been reported to'the FBI's 
Professional. Responsibility.: Mfonmirn, Crimla« Inspection. 

t l U - V L U . C J I S _ Laboratory.. 

:tice/ o£ 
Training 

Director, 
Deputy Director. 

ìif ied' by-:. ; 3J 
ReasonT*^>«^ JL_ 
.Declassify oh: 

' Finance. 
_Gen:Coj 
J n f o . 

Nat'unalSec.^ 
OPR 

Training 
Off.ofEEO 
AffaH 

Personnel. 
. Off, »( Putii--. 
. Cmj-Afl».̂  

bl 
b 2 
b 6 
b7C 
b7E 

5(c) 
NSA/OGC 

vk̂ L. 
5/aqfoz 

"SÉ̂ Bfiî; 

(0) The FGIC define a "United States person".to include "a 
corporation which is incorporated in the United States, .except for a 
corporation directed and controlled by a foreign government or government;" 
The exception did' not apply here, and' thus- 90-day and- annual reports were 
required. 

Hofmann-IOB-2327 



-AIJI ÎNÇOIRHATIOTL CONTAINED 
H É R E Ì N F 5 UNCLASSIFIED EXCEPT 
WHERE-SHOWN OTHERWISE 

DATE; 07-02-2010. 
•CLASSIFIED BY 65179/DHH/plj/lew 

' REASON:. 1.4 (c,d) 
• • DECLASSIFY ON: 07-02-2035 

A u g u s t 3 0 , ' 2 0 0 2 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman . 
•Intelligence Oversight Board 
Old' Executive Office Building. 
Washington^ D.C. 
Dear. General Scowcroft: 

¥ Enclosed for your information is a self-èxpla.natory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Rrv^rH ( TOR) M a t t e r . I 

]Division, FBI Headquarters, 10H Matter 2UU2-3U." 

hi 
b2 
b7E 

.This LHM sets forth' details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or-
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence arid international, terrorism 
.investigations. This matter has also been referred-to our Office, 
of. Professional Resporisibility for a determination of whether any 
administrative, action is warranted. (U) • 
Enclosure 
•1 - Mr. Wainstèin 
0 - Mr.. 
;'l' - Mir. 
. '1 r- ÓPR =(IOB 2002-30) 

Î S I F W H E N ' 
D E T A C H ^ & ^ ^ Q M 
• C L A S S I F I E D E N C Ï 

b e 
b7C 

edbv 5.-̂ H&aJGGC 
Rsasnn : ZL- • .Llj ( c) 
Declassify on: XI 

ofmann-IOB-2328 



General- Breiit Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional Information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Kenneth L. W'ainstein 
General Counsel 

Kevin L. Përkins 
Acting Assistant'Director 
Inspection Division 

NOTE: This matter was referred, to OGC by EC from INSD to 
the Director's Office and OGC. dated 07/24/02 and titled '\ 

1 teic) [ ;1 | , lf;-l I 
J [ ; J I [ ; ] 

TOR 2GO?. --}()-.'• in this, regard? INSD investigation determined that 
I failed to- forward to the Office of t7c 

Ü1FK was not aavisea ot rne sraxus oí! 
As a result, of the error, 
this investigation for 

• I O B ' . 

APPROVED: CJ13 Laboratory Oif. of'cEO-
Finance . x? National Sec Attains 

Director _ Gen.-Counsel_ÄwI_: 0«. et Ptclic i 
"teputy Director info, tes.. ^ ^ " î i r s o n a c l Cong. A f s — 

lofmarin-IOB-2314 

bl b2 
h 6 

Intelligence .-Policy: and Review (O.IPR) , DO J, | fs first b7E 
annual letterhead" memorandum (LHM) concerning] fs ongoing 

: I < * 

nearly | | This is contrary- to the requirements of the 
Attorney General's--Guidelines/ and. thus must be reported to the vlMs 

iispecikm-v^J . Trains«} 



ALL INFORMATION CONTAINED 
^HEKÉTfN'lS UNCLASSIFIED EXCEPT 

•WHERE SHOWN OTHERWISE 

DATE:.07-02-2010 
CLASSIFIED BY 65179/DHH/plj/lew 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 07-02-2035 

W - INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER. 

FBI HEADQUARTERS 
IOB MATTER 2002-30 (U) 

b l 
b 2 
b7E 

Inquiry has determined that in conducting a 
J o n 

] the Federal Bureau of Investigation (FBI) failed to. 
r.omrti \r uifh t-h«=> annual reporting requirements prescribed in 

of the. Attorney General Guidelines for FBI•Foreign 
Intelligence Collection.and Foreign Counterintelligence Investi-

In this'regard, the ] Division Hon the subject on| 
Because the subj.ect was .(and' remains) a "United States person'' as. T 
•gations (FCIG). 
opened a£ 
that term is used in Section 101 (i) pf the Foreign intelligence 
Surveillance Act of. 1978, continuation .of the- investigation 
required that| | and| | 

T) 

] comply with, the reporting-requirements, of Executive Order 
12863 and the FCIG. : Due to an administrative error,I I failed 
to forward.- Js- first annual letterhead memorandum reporting 
the ,status of.this.case, due in| | to the Office of 
intelligence- Policy and Reviéw (OIPR), Department of Justice.1 
As. a result of the error, OIPR was not advised, of thé ^tatus of 
this ongoing, investigation :fo.r .approximately 
matter has been reported- to thé FBI "s Office 
Responsibility. 

The' 
of Professional 

b l 
b 2 

, b 6 
b7C 
b7E 

C I ^ » s i £ 4 g d b y : 
Reason:. 
OeciS^sify 

]advised tire FBI's Inspection Division that it forwarded- the 
delinquent LHM to the National Security Law Unit (NSLU)Office of the General 
Counsel, on| f NSLU'has no record of its. receipt. 

: : Hofmann-IQB-2330 
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.DECLASSIFIED BY 65179/DHH/plj/lcu 
'ON 07-02-2010 

Septëmber 22, 2002 

BY COURIER 

Gênerai Brent Scowcroft (USAF..Retired) 
Chairman 
Intelligence Oversight Board 
Old•Executive Office Building ' 
Washington, D. C. 
Dear. General S'cowcr.oft: 

• • \ Enclosed' .for your information is a self-èxplanatòry 
letterhead memorandum (-LHM-) -, entitled * intelligence Oversight 
Board (IOB) Matter, 

b2 
b7E 

Division, -IOB. .Matter- 2002̂ -31. (Ü) 

This LHM, sets,forth details of investigative'activity • 
which the .FBI has* determined Was- conducted' contrary tó the 
Attorney -General. Guidelinés. for FBI. Foreign Intelligence 
Collection .and 'Foreign Counterintelligence Investigations and/or 
laws,' Executive Orders,, or Presidential Directives, which govern. 
FBI foreign counterintelligence and international terrorism 
investigations'; This matter has . also been referred to our Office: 
of-. Professional Responsibility for a 'determination' of whether any_ 
administrative- action is warranted. 
Enclosure 

Jep. Dir. 
•iiicf of StalT_ 
Iff.ofGcii: 
,'ounsel 

. \sst. Dir.; 
Atlniiir. Scr._ 
Crini,. hiv..__ 
Vais-

• Finance 
Info. Res. 
Lab. : 
National $ec. 
OPR-_ I 

1 
1 
1 
1 
1" 

Mr... -Wain-stein 
Mr. 
•Mr'. _ 
OPR ~.(• IÓB .2002-31 ) 
Mr. 

U N Ç L A S S I ^ Z S D W H E N 

. C L Ä ^ S I F I E D ENC 

b6 
b7C 

)IT. bfRnblic 
,.& Ceng. Alfs. _ 
^ Tiainint; 
OIT. qr CEOA . 
Director's Office 

Cta&s^fied bv^^9645'. NSA/OGC. 
i. 5 (cV 

;D§ídr<sSsify p n î ^ ^ X l 
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« - . V- 1 

C • 

- "SECRET 

i ' '" - . . ; General Brent Scowcroft (USAE Retired) 

- Should you of any member of your staff require . 
additional information concerning this matter, an oral briefing 
will be arranged for you at your' convenience.- (U) 

Sincerely,,, 

Kenneth- L-. .Wainstein-
General Counsel 

• Lynné. Ai. Hùnt 
Assistant. Dirèctor 
Inspectipn Division. 

NOTE: This, matter was- referred'to OGC by EC from INSD to 
the- Director' s .office, and OGC, dated 07/25/02 and titled 

JT7T 
1' ] L 

has 
IOB- 2002 31. " 

determined-that the SAC 
Division 

In this regard, INSD investigation 
J improperly extended a 

•b2 
b6 ' 
b7C 
' b7E 

involving a United States- person- for 
oeyona ine, period permitted by the Attorney -General Guidelines. . 
"When -the • error -was 'discovered-, it was immediately reported to 
Headquarters. -Nevertheless, because the| |was continued, without 
proper authority in a matter -involving a United States person, 
t.he matter-must be reported to the IO.B. 

APPROVED: 
Director 
Deputy Director. 

- 2 

Crim:lnv._ 
. C J I S _ 

f m a n c e _ 
_ ben. Counsel. 
_ l n t o . R e s ^ 

.. Laboratory _ 
National Sec._ 
QPH -, 

Training . 
.Off.òtEEO-
. AttaifS; 

• M l . 
fan (at 

Personoel. 
_ 0ff: of Public 8-

.Cong; Aits: 

— S B e s s i r 
lofmarin-IOB-2314 



ALL INFORMATION CONTAINED 
/HEREMVIS UNCLASSIFIED EXCEPT . 
WHERE SHOWN OTHERWISE 
DATE: 07-02-2010 
CLASSIFIED BY 65179/DHH/plj/Icw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD' (IOB): MATTER 
I I DIVISION 

IOB MATTER 2002-31 (U)' 
b2 • 
b7E 

Inquiry has-determined that in conducting a 
~~] o n L ' a United States, person'1, the Federal Bureau of Investigation (FBI) failed to comply with 

the| lextension- requirements set forth in.[ of 
the Attorney Gênerai Guidelines for FBI Foreign -Intelligence 
Collection and Foreign Counterintelligence investigations. (-FCIG) . 

1 Division- (1" [') opened its | |on 
s — • • • < -

In this' .regard; 
the subject on 
in Charge•(SACa) 

thef 
The -FCIG permit Special Agents 

of Field Divisions to authorize extensions of 
fot periods up to one year when justified by facts.or infor-

mation- obtained -during the course of the inquiry. Continuation 
of a| |beyond one year requires FBI Headquarters approval. 
During a- file re-view- conducted by| [°n[_ 
it was- determined that/, as .a consequents of administrative error, 
the| |in this!case had been -extended for 90. days by the SAC 

on-
n̂ rmil-tPrf py -the FCIG. 

which .was beyond the- one-yeaji_QÊiLiûd. 
Whën the error was discovered on 

appropriate 'corrective action was'taken that day by 
J to request Headquarters' authorization to-, extend .the] [ 

which was granted':. Nonetheless, because' this | |wa.s. continued. 
without proper authority in a .matter involving a United 

States .person-, a report of the error is warranted. 

b l 
b 2 
b 6 
b7C 
b7E 

, N SA-/OGC 

m » 

SE €VED: _ Iirsp«clron3=̂— Training. 
. Laboratory, 

F i n a n c e _ _ _ _ j L National Sec.. 
.<>« - f t i i m a t J U A OPS 

.Off. of EEQ 
Affairs 

(U) 

•Director ' 
Deputylafa-te;^,.. , . Personnel̂  

..Oft. of Pubfic i 

. Cong.'A(ls.___ 

' 1 A "United .Sta-t.es person" is defined in Section 10-1 (i.)- of the 
Foreign Intelligence Surveillance Act (FISA) Ceodi fifed- at 50 U-.S'.C. § l-80i et 

' sea. V as "a citizen of the United States tor.]- an. alien lawfully admitted' for 
permanent residence (.as defined in. SetrH on lftl: fa )• of the. Immigration and-
Naturalization .Act) 1 ..". See also| ^of the -FCIG. 

lofmarin-IOB-2314 

b2 
b7E 



fili IlfrORHATION CONTAINED 
-s HEREÎïKIS UNCLASSIFIED EXCEPT 
üffffiRE Sifowü OTHERWISE 

DATE: 07-02-2010 
CLASSIFÏED BY 65179/DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: .07-02-2035 

Sept-ember 22, 20Ò2. 

BY COURIER 

Géneral Brent Scowcroft - (USAF Retired) 
Chairman ' . ) 
intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. ' 
Dear General Scowcroft-: 

Enclosed for your information is a -'self-explanatory 
letterhead memorandum (LHM)-,. entitled "Intelligence Oversight 
Board (LOB). Matter, Division, IOB Matter 2002-35." (U) 

This LHM sets forth details of investigative activity 
which, the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign- Intelligence"-
Collection and Foreign Counterintelligence Investigations and/or 
laws* Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted- (U) 
Enclosure 

b2 
b7E 

•ep. Dir. 
• liief of S t a f f , 
iff. of Gen. 
ounsel. ' . 
sst. Dir.: 
Adulili. Ser._ Crini., luv. 
•CJIS. 
Finance 
Info. Res. 
Lab. 
National Sec: ^ 
OPR 

1 
1 
1 
1 
1 

)IT. of Public. & Cons; All's.. . Trniniilg •llf.ofEEOA 
)inxlor's Office 

- Mr. Wainsteiri 
- Mr. 
- Mr. 
OPR (IOB 2002-35)-
Mr. I 

WHEN 

LOSURE 
b 6 
blC 

î ifi-ed by: 
Reason: 
Decla-sSTIy onT 

3964^, NSÀ/OGC 
5(c) 

Hofmann-IOB-2334 

MAIL ROOM O 
F B I / D O J ' 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (-U) • 

Sincerely, 

Kenneth L. W'ainstein 
General Counsel 

Lynne A. Hunt 
Assistant Director 
•Inspection Division 

NOTE; This matter .was referred to OGC by ÊC from INSD to 
the Director's Office and OGC, dated 08/2.2/02 and titled 

Division, IOB 2 002 3'b" 
that the 
tl.S. person, 

1 Divis ioB initiated'̂  al Ion 
J on 

The 
1 

converted tò a 
is. a 

I 

person, 
CQrit'inuation of'the investigation required'that I comply 
with the -90-da-y and' annual reporting requirements prescribed- in 
the FCIG. owing to the inexperience of those assigned this case,. 

failed to submit to the Office of Intelligence Pol.icy and 
Review.,- DOJ, the letterhead memoranda required.'" The. error .must 
be reported- to the IOB. 

APPROVED: ,, •Crim.lnv.. CJ1S 
..Inspection, 
.laboratory. 

Director. 
Deputy Director _ Info. Res. 

Finance Malignai Sec.. 
Gen.Counsel̂ E.QRL 

. OftoJEEO 
WWL. 

. Personnel. 

T 2 - • 

. O f f . o f P u î i c 4 

ÎSTgSBâBgf 
lofmarin-IOB-2314 
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• b6 
b7C 
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^ ALL» INFORHATION CONTAÌNE-D 
¿ERUl^IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02.-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE OVERSIGHT BOARD (TOB), MATTER, 
I I DIVISION 

" • • IÖB MATTER 2002-35 (U) 

Inquiry has determined that in conducting a| 1 
the Federal Bureau of on 

Investigation (FBI), failed- to comply with the 90-day and annual 
reporting requirements prescribed in[ of the Attorney 
General. Guidelines for FBI Foreign Intel 1-icrence Collection and 
Foreign Counterintelligence Tnvpst-i natj on<* (FCIG) . - In this 

I the| | Division (x| \") J 

iconcerning, the suo^tt to a -

regard, on 
converted a 

T Because, tne subject was (and remains) a 
"United States person" as that term is used in Section 101 (i) of 
the Foreign Intelligence Surveillance Act, of 1978, continuation, 
of the investigation required that[~~ | comply, with the 

inT reporting requirements set .forth-in] ]o.f the FCIG. 
Owjng to the inexperience of the personnel assigned to this case,.. 

] failed to submit to .the Office of. Intelligence Policy and 
Review (OIPR) , Department of. Justice (DO.j), the -90-day and annual 
letterhead' memoranda.' réquired in an- ongoing] | 
involvirig. a United States -person,. The errors went undetected-by 
| lùntil a closing report was Submitted to FBI Headquarters 
on| [ As a result, . OIPR.was not advised of the, status 
of. this- investigation., and, thus,, was .precluded from, exercising 
meaningful oversight and review <?f the' matter while thè subject 
•was under investigation. The errors have' been reported to .the 
FBI's Office of Professional Responsibility. 

APPROVED: S T „Inspect ion, 
„•Laboratory. 

. Training' ' 

..QfLofEÉQ 

. Affairs 
Director 
Deputy Director;. 

C rs»*ified. bv-^3^645. NSA/OGC 
RiäsoiiT^x 1.5(c)- . 

•Fiiìana National Sec._ 
.Ben, Cfiunsel ¡ C ^ QPfl ' .Off. ofPubfc.A 
Mfn-a«. - Person«! Cong.Afls..̂  

rIOB-2336 

bl 
b2 . 
b6 
b7C 
b7E 



J-
.>. 'ALL'1'INFORMATION CONTAINED-
' HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE" 

DATE: 07-02-2010 
CLASSIFIED BY S5179/DMH/plj/lcw 
REASON: .1.4 (c)' 
DECLASSIFY ON:'07-02-2035 

September 22, 20.02 

BY COURIER 

Général Brent Scowçroft (USA-F Retired) 
Chairman • 
Intelligence Oversight Board 
Old.Exêcutive Office Building . . - • ' . . 
Washington, D-. C.. 
Déàr General Scowcroft: ' 

Enclosed for your information is à self-explanatory 
letterhead memorandum (LHM)-, entitled "Intelligence Oversight 
Board' (ÌOB) Matter, Division-, I OB Matter 2002-36,' (U) 

This' LHM sets forth details of investigative activity' 
which .the FBI has determined was conducted contrary to the-
Attorney General Guidelines for FBI Foreign.Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders,', or Presidential Directives which govern " 
, FBI foreign, .counterintelligence and international terrorism, 
investigations- This matter has' also been referred to our.Office 
of Professional Responsibility for.a determination of whether any 
adim-inistrative action is. warranted. (U) " ..' 
Enclosure '•'"'. 

b2 
- b7E 

Dsp.Dir. 
;iiief of S t a f f . 
Jff .ofGeii i Counsel . 
\sst.,Dir.: ' 

Adulili. Ser._ 
Crini..luv: _ 
gis 

• 'Finance-
Info. Res. _ 

• Lab. 
National Sec. 
OPR ' " . OIT. of Public . & Cone- AITs:. 
Training Off. of EEOA 

.1 
1 
.1 
1' 
1 

'- Mr, Wainstein 
- 'Mr.. 
- Mir. 
OPR (I'OB 2002-36) 
Mr. 

Director's Officc 

WHEN 

CLOSURE 

h 6 
b7C 

45. NSA/OGC 
^1.5 (.c) ' 

Hofmann-IOB-2337 
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General Brent Scowçroft (USAF Retired) 

Should you or any member of your staff require 
additional' information- concerning this matter, an oral briefing 
will be arranged for you at your Convenience.' (U) 

Sincerely, 

Kenneth L.-Wainstein 
General Counsel 

Lynne A. Hunt 
Assistant Diréctor 
Inspection Division 

[ 
NOTE: This matter was referred to- OGC by EC -from INSD to 
the Director's Office and OGC, dated 08/22/02 and titled 

|[; ]-l t;-l I 

that the 
person, 

I DivisionTToB- 2002 36" ' In .this rëcrard, INSD 
' 1 Division initiated a.| |onf 

|. The J I was converted to a [ 
determined 1 a' U.S.' 

continuation, of the investigation required thatf 
with the 90-day and- annual reporting requirement 
the'FCIG. 

Because the subject is a U.S. person>: 
comply 

prescribed in 

bl • 
b2 
b6 
b7C 
b7E 

Owing to- the inexperience of those assigned- to this 
failed to submit to the Office ;of Intelligence 

DOJ.,. the letterhead memqranda required.. The 
case, 
Policy ahd Review, 
error' must be reported to. the IOB. 

s û5fôi 

ÄPPROVED: 
Oifectar 
D e p uty Directo r 

- 2 -

ĵ iiioyrCT. 

Crim. rn/_ 
- CJtS 

Financè_ 
_ Gen. Counsel 
J n f o . R e s ^ 

. Laboratory 
l^onal Sec.. 
OHL. 

„•Off. of ÉEQ-
- Aff«i*__ 

Personnel. 
.Off. et Public* 
. Conj-Afl!. 

lofmarin-IOB-2314 



A.ALÎI, INFORMATION- CONTAINED 
„HEREIP IS UNCLASSIFIED-EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-0-2-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER,' 
DIVISION 

IOB MATTER 2002-36 (U) 
b2 
b7E 

r 
Inquiry KaC! Hpi-oi-minoH that in conducting a lqui-r; 
J ön the Federal Bureau of Investigation 

(.FBI) failed-, to comply with the 90^day and annual reporting 
requirements prescribed in ] of the Attorney General. 
Guidelines for FBI Foreign Intelligence Collection and Foreign-
Counterintelligence Investigations (FCIG). 

I, the 
In this regard, ón 

r) converted a 
'êflt Eô a 

Division, T 
concerning the.subj 

j! Because, the. subject was- (and remains) a "United 
States person" as that term is used in Section 101(i) of the" 
Foreign intelligence- Surveillance Act of .1978, continuation of 
the. investigation requirec 
requirements set forth in 

thatf comply with- the reporting 
of the FCIG. Owing to the 

inexpérience of thé personnel assigned tô- this case, 
failed to submit to the Office of Intelligence Policy and Review 
(OIPR), Department of. Justice (DOJ)-., the 9Q-.dav and, annual 
letterhead memoranda required in an. ongoing^ 
involving a United States person. The errors went undetected 6y 

until, a closing report was submitted to FBI Headquarters 
| As a res-ult-, • OIPR was not advised of the- .status on|_ 

of this investigation, and, .thus,.- was precluded front exercising-
'meaningful oversight and review of the métter whiie the subject 
was uridéir investigation-.. Thè errors- have been reported to- the 
FBI.'s Office of Professional Responsibility. 

APPROVED; 
-1 

A\ 

; .y I/*-! Director 
DiputyOirector_ 

Crtm.inv;_ 
CJlS; 
•Finance_ 
.Gen, Counsel. 
Jnfo .Re$ w 

. Intpprtlnn Training 
Laboratory 
lationalSec.̂  
QPR 

.Off.0f.EEO 
Affairs^ 

PersoooeL 
. O t t . o t P o b l i c I 
. Cowj, Alft.,. 

A/-OGC 

• - y. 

bl 
' b2 
b6 . 
. b7C 
b7E 

\Jtfe 
S |0S{ö5 

lofmarin-IOB-2314 



tfj,- - ALlfc INFORMATI OH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 (c, d) 
DECLASSIFY ON: 07-02-2035 

October 7,. 2002 

BY COURIER 

General Brent Scowcrqft (USÀF Retirèd). 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C.. 
Dear General Scowcroft: 

• Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, 
CU) 

Division/ IOB Matter 2.002̂ -37;. 
b2 ' 
•b7E 

This LHM sets forth details of investigative activity 
.which the FBI has' determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence - -
Collection and Foreign Counterintelligence' Investigations and/or 
laws:, Executive Orders, or Presidential Directives whiqh govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has. also- been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is;warranted. • (U)' , 
Enclosure 

Asst. Dir.: 
- Admin. Ser._ 

Crini:.' Inv. 
' CJIS I 

Finance . 
Info. Res. _ 
Lab. 
National .See. _ 
OPR* V 

Off: of Public 
i'.Cpng. Alfs . . 
Training*, 

Mr. Wainstein . 
Mr.. Szady • 
Mr • I 

IED WHEN 

OPR (IOB 2002-37) 
Mr .1 

b6 '• 
b7C 

IURE 

NSA/OGC 

-ijKimrfl 
^ Hofmann-IOB-2340 

Off. of EEOA-
Director's Office. FBI/DOI 

MAIL ROOM 



General Brent Scowcroft (USAF Rètired). 

Should you or any member of your-staff -require 
additional information concerning this matter, an oral briefing 
will be artanged for you at your convenience. (U). 

Sincerely, 

Kenneth L. Wainstei-n 
General Counsel 

Lynne A. Hunt 
Assistant Director 
Inspection Division 

NOTE: This matter was referred to OGC by EC from 1NSD to 
the -Director's Office and OGC, dated 09/-.04/02 and titled 

m 

1 lr:] I [;JI I Division [•;.]' IOB 20Ó2 3-7." ' The case stems"from ani I 
I 

... The FBI had ended coverage on 

Ir 

'.bl b2 • •b6 ' 
blC b7E 

J ended on 
None of thé- conterits of thé coverage has ever been reviewed. '. 
Nonetheless., because .the contents rèmàin unknown, the. data 
collected must be presumed- to- be those of a U.S. person/, thus 
requiring a- report of the. unauthorized coverage to the IOB. 

ftPPROVED: Crim.lw.. CJIS. 
Director 
Depû  Director. 

Inspection 
Laboratory ; 

Finance , , National Sec.. 
G e n . C o u n s e [ Z ± _ QPR 
Info. Res, Personnel 

rlïâlning 
. Off. of EEO 

I i'5/ç 

. Off.oi Pubftc J 

. Goj&Atew 



/ ALLuINFORMATION CONTAINED 
% HEREIN- IS UNCLASSIFIED. EXCEPT 

WHERE SHOOT OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON:. 1.4 (c, d) 
DECLASSIFY ON: 07-02-2035 

T NTF.t.T.Tfi F.Nf.F. O V E R S I G H T B O A R D (IOB) M A T T E R , 
D I V I S I O N 

IOB -MATTER 200.2-37 (U) 
b2 
b7E 

The Division 
reported that,, owing to an equipment malfunction on 

I 

ended on| [ I and 
J-óf the subject on 

A total of 

1 

|of- t.he subject 
had closed its Z D . 

|—Thfe- hftcuifts ¿r tne 
error was, immediately appreciated,, however, and! p : nstead, the data were sequestered and forwarded to FBI 
Headquarters for submission to the- Office, -of • Intelligence Policy' 
and Review., • Department of' Justice, for eventual .destruction. 

bl 
b2 
b6 
b7C 
b7E 

b2 
b7E 

1 .(O)' [ 
Hüniidnn-iOB-234¿ 

b2 
b7E 



ijEasiaL^ 

Because the contents of the recordings remain unknown, the data 
collected without authority are- presumed to be those,of a United' 
States person2, thus requiring a repprt of these events to the 
IOB. ^ • . 

APPROVED: Crfrn.lw. Inspection — f a i n i n g 
CJIS . . labflratnfy 
Finance • National Sec._ 

.. • . - Gen. Counsel % S J QPR ' 
Deputy-Director. , Inlo.Res. - Personnel 
Oirectbr 

::0ff.0fEE0i-
lAffairs '. 
.Off . of Publics 
. Con8.Attj.__ 

/fc&V A "United States person".i-s defined-in Section 101 •(:!). of 
FI-SA as "a citizen of the United States .[orj -an. alien-, lawfully admitted for 
permanent " residence fas defined in Section 101(a) (20)' .of the immigration and . 
Naturalization. Act.) . . . .;'" (-See also.-| | of the Attorney General.' 
Guidelines for.EBI Foreign.Intelligence; Collection and' Foreign Counter-
intelligence Investigations , r Hnder circiimB.t-anr.es sunh as- those prssfinted 

bZ 
b7E 

lofmarin-IOB-2314 



AIL '-INFORMATION CONTAINED 
fitFEINilS UNCLASSIFIED EXCEPT 
WHERE;.SHOWN OTHERWISE fc 
DATE: 07-02-2010 
CLASSIFIED BY. 65179/DMH/pij/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 • 

October 7-, 2002 

BY COURIER 

General Brent.Scowcroft .(USAF Retired) ' 
Chairman • 
Intelligence- Oversight Board' 
Old Executive Office Building 
Washington, D'.C. 
Dear General Scowcroft: 

Enclosed for your information is a sélf-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter,f 1 Division, IOB Matter 2002-38." ( U ) . 

b2 
hl E 

This LHM sets forth details of investigative activity 
which -thè FBI has. determinèd was conducted contrary-to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws* Executive- Orders., or .Presidential Directives which govern 
FBI foreign.counterintelligence and international terrorism- ; 
investigations-. This matter has also- been referred to our Office 
of. Professional Responsibility for a determination of whether any 
administrative action is warranted. (U). 
Enclosure 
1 - Mr. Wainstein-
1 T* Mr. 
1. - Mr'. 
1 -& OP-R Mr. 

.(IOB 2002-38-) 

Dep. Dir. 
-Chief of S t a f f . 

Off., of Gen: 
Counsel 
Assl.:Dir.: 

Atlinin.'Sei-.. 
Ciim.. liiv. 
CJIS 
Finance 
Info. Res. 
Lab. 

CLASSIFIED ENSIÄSORE 

b6 
hlC 

Niilionnl See. 
OPR 

Off:-of Public 
& Cons. All's.. 

. Tiaining. 
Off. ol'GEOA 
^Dircclpr's Office.. 

MAIL RÖOM • 

CT5t-swii|ied 
Reason: 
Declassi 

39645-.NSA/OGC 

ofmann-IOB-23-44 

FBI/DOf 



s 

General Brent Scowcroft (.USAF Retired) 

Should you or any member of your staff require, 
additional information concerning this matter, an. oral briefing" 
will be arranged for you at your convenience. (U) 

Sincerely, 

Kenneth L. Wainstein 
General Counsel 

Lynne A. Hunt 
Assistant Director 
Ins'péctiori Division 

NOTE: This matter was referred to OGC by EC from- I-NSD to 
the -Director's Office and.OG.C, dated- 09/0:5/02 and titled 

It;] I t;H Division r; .1. IOB. 2002 38,"T~ I I 1 

lepuLLauiB' iiiauLtsi. 

APPROVED: CJIS_ 
. .Finance, 

Director. 
• j . /National Sec. 

6 e n . C o u n s e l ^ W . OPR; ; 
Personnel. 

lofmarin-IOB-2314 

. Intptdion, Training. 

.Laboratory . Off. of E!0.-
. Affair» 

_Qff.0f.Plit!iC-4 
_ Ceng. Ait?. 

b 1 
b2 
bô 
b7C 
b7E 



- ALL INFORMATION- COBTAINED -
; HpjfSNiSiji UNCLASSIFIED EXCEPT •' 
.WHERE SHOUN OTHERWISE-* 
* DATE: 07-02-2010 

; • CLASSIFIED BY-65179/DHH/plj/lcw 
REASON: 1.4 (c) 

!• - DECLASSIFY-ON: Q7-02-2035 

INTELLIGENCE OVERSIGHT' BOARD (IOB). MATTER. b2 . 
I "1 DIVISION- b7E 

IOB MATTER'2002-38 .(U) 

inquiry has determined that the Federal Bureau of-
Investigation (FBI) inadvertently conducted a form of| ~ 
I lin violation of Title 50, United States Code, . 
Section-1805. .In this regard, I ~1 

1 

TT 

bl 
b2 
b6 
b7C 
b7E 

I Nonetheless, the data.. 
collection, was- unauthorized-,, necessitating this report -of. the 
error to- the intelligence 'Oversight Board. -

Classified bv: ia64-5Tr*NSA/OG.C 
1.5-fcV 

iassi f y^nT^-itl-' 91 (&(e>Z 

lnspectton Training 
Laboratory- _ Off. ot EEO 

Hnanct- . . ¡ , .National S;c. Affairs^ 

l n t o : R ' e i . _ _ _ _ Pttsoiinil 
. 0!f. oMtyWic.i 
. Cc-nq, Aits:. 

Hofmann-IOB-2346 



* V 
DECLASSIFIED BY 6.S179/DHH/pljyicw 
OH 07-02-2010 ' 

October 31,. 2002 

BY COURIER 

General Brent' Scowcroft (USAP Retired) 
Chairman 
Intelligence Oversight Board ' • 
Öld Executive Office Building. 
Washington, D.C. 
Dear. General Scowcroft: 

Enclosed for .your information is a. self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board-.(IOB) Matter,! I Division, IÔB. Matter 2002-40 . " (U) 

b2 
b7E 

.This LHM sets forth, details of investigative activity 
which the' FBI has determined was-conducted contrary to thé 
Attornëy-General Guidelines for FBI Foreign Intelligence 
Collection and.Fo,reign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directivës which govern 
FBI foreign counterintelligence, and international terrorism 
investigations. This matter has .also been.referred to our Office 
of -Professional Responsibility for a determination of whether any 
administrative action is warranted". (U). . 
Enclosure 

•Dep. Dir. 
.Chief of.Staff _ 

' Off. of Gen: 
Counsel-
Asst. Dir.: 

Admin. Scr._ 
Grim., li\v. _ 
gis 
-Finance 
liifo. Res,. 
Lab: 
Nationals«:. 
OPR 

Off. of Public 
& Cong. Affs. _ 
Tminint; . 

O f r . o f E E O A _ 

1 — Mr. 
•1 '- -Mr. 
1 - Mr . 
- OPR £ Mr. 

^ ^ SD WHEN 
DETJ 
C L A S S I F I E D ' ENCLOl 

¿fied 
Reason: 
Decla; 

9645. NSA/OG'C 
1.5(c) . 

•9BCKET" 

Hofmann-IOB-2347 

Director's Office 

b6 
b7C 

FBI/DOJ MAIL ROOM'• 



5ECRBT-

General Brent-Scowcroft (USÄF Retired) 

; Should- you or any member of your staff require 
additional'information concerning this matter, an oral briefing 
will be arranged for :you at your convenience. ' (U) 

Sincerely, 

Kenneth L. Wainstein 
Gênerai Counsel 

Lynne, A. Hunt 
Assistant Director . 
Inspection Division 

N O T E : This matter was. referred to OGC by EC from INSD to the 
Director's Office and OGC, dated 09/23/02 and titled 
2 Ö 0 2 . 4 0 . " r 

1 Division[;] IÓB 

^JilMW 

APPROVED: 3 £ : 
Director 
Deputy. Oifector_ 

- 2 -

_ _ _ Laboratory.. 
y / . ) national Sec., 

:( D«nselJ^_ 0PR_ 
. Piisonneli 

^loL 

. Training 

. Off.'of EEO 
• Affairs ..Qff. of Pu'ïlic è 
. Conj-Atls^ 

p p/iimifl 

lofmarin-IOB-2314 



ALL INFORMATION CQHTAIMËD. 
âfeÎŒÏH IS ^CLASSIFIED' EXCEPT ' 
WHERE SHOtJH OTHERWISE 

CLASSIFIED BY 65J.79y'DMHy'plj/lew 
REASON: 1.4 (c) • 
DECLASSIFY ON: 07-02-2035-

INTELLIGENCE OVERSIGHT BOARD (IOB) 
~IDIVISION 

IOB MATTER 2002-40 (U.) 

MATTER b2 
b7E 

Division of 
> R 

•Inquiry has determined- that, the 
the Federal Bureau- of Investigation (FBI) failed to determine the 
.correct I 1 of its intended targetf 
| ~1 a U.S.' person, which 

| of unknown persons on-

Coverage- was immediately terminated. it.subsequently 

was âuthorizedT 1, the f 
was discovered, âllT 
related- .to-, that | 

] in question- had 
-As -sonn À s the* P r m r 

were col.lècted, 
sequestered,' and- subsequently forwarded to FBI Headquarters, 
for submission| and- eventual destruction; No 
inyestigative^aetions,were taken* based upon the.recordings made 
in error. 

bl 
b 2 
b o 
b7C 
b7E 

was- determined -that during the period between the submission of 
S' request to FBI Headquarters - for authority tô| | 

I Of'the subject and thé time that.coverage 

CrtoifoVL 
WIS 

„inspection, 
_ Laboratory. 

Director 
.Deputy 0 1 r e c t o t _ i u f a Res, 

finance , National s«c. 
Gen Counsel-¡T V n m 

.Personnel. 

.Training 

. Off.ofEEO 

. Affairs 
. Off. of Public & 
. Cong. A i f s . _ _ 

Hofmann-IOB-2349 



.gr ' V * D E C L A S S I F I E D BY 6S179/DMH/plj/lew 
ON 07tQ2-2010 . ''t""'^ 

October 04, 2002 

BY COURIER 

Generai Brent Scowcroft (USÄF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.G. 
Dear General Scowcroft: 

.Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter,| |Division, IOB Matter 2002-41." 
(U.) 

b2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI' has determined was conducted contrary to the 
attorney General Guidelines' for'FBI Foreign Intelligence 
Coiiecticpn and- .Foreign Counterintelligence. Investigations and/or 
laws-/ Executive Orders,, or' Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations-: This matter has a-lso been- referred to our Office 
of Professional Responsibility for a determination of. whether any 
administrative action is warranted- (U.) . 
Enclosure ' 

Dep.-Dir.'.: 
Cliief of Slaff_ 

•Off. of Gen.-
Counsel -
Asst. Dir. 

Admin. Ser._ 
Crini.. luv. _ 
CJIS 
Finance 

. üifo. Res. _ 
Lab. 
National See.. 
OPR, 

1 - Mr.. 
1 - Mr. 
1 - :Mr; 
1 - OPR 
fi 

- Mr. 

Off. of Public 
liCûiig. ÀlTs. _ 
Training 

Olf! of EEÖA-
DIRECTOR.'.-; OFFICE 

Wainstein-

ClSSsiiied by: 39645. NSA/ÓGC 
Reason: 
Declassify on: 

b e 
b7C 

S E C R E T 
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MAIL ROOM-• 
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S E C R E T 

General Brerit Sçowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this, matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Kénneth L.' Wainstein 
General Counsel 

Lynne A. HUnt 
Assistant Director 
Inspection Division 

NOTE: This, matter was referred, to OGC by EC from INSD to the 
Director's- Office and OGC, dated 0.9/23-/02 and-titled 
I ___'_ . .IUII IT>N 

] 
IOB 2002 41." [ 

"I Division 
\ 

h 2 
b6 
b7C 
hi E 

r T 
J 

| . As soon as the- error was realized, the data was. 
. properly sequestered.for eventual destruction. 

- 2 

"SECTŒÏ 

' Hofmann-IOB-2351 
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ALL (IHFtjfjiA.TION CONTAINED 
..̂ ¿EiElir IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DHH/plj/lew 
REASON:.1.4 (c) 
DECLASSIFY ON: 07-02-2035 . 

INTELLIGENCE OVERSIGHT BOARD (IOB)' MATTER 
| | DIVISION 
IOB.MATTER 2002-41 (U) '. 

b2 
.-b7E 

Investigation ha.s determined, that, as a consequence . 
of technical errors/ on \ the| | 
Division of the Federal Bureau of Investigation (FBI) initiated. 
an .unintended, but' nevertheless! ~ 

¥ 

The error was also- promptly reported' 

ftPPRQVED: T ~ 
Director. 
Deputy. Director. 

. Inspection^ 
. laboratory.. 

Finaft^ National Sec.. 
. Off. of EEO-

Affairs 

. P e r s o n « ! . 

JQl&^Z 

bl 
b2 
b6 
b7C 
b7E 

io/QM (©'. 

. Off. of Fut-'ic S 

. Conj.AIU 
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• ALL INFORMATION CONTAINED 
; : .pERIjIN IS UNCLASSIFIED EXCEPT • 
,M "WHERE "èïIOTJN OTHERWISE 

DATE: 0*7-02-2010 
CLASSIFIED BY 65179/DHH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035. 

October 04., 2002-

BY COURIER 

General Brent Scowcroft (USAF Retired). 
Chairman 
Intelligence Oversight Board " , 
01d: Executive Office Building ' 
Washington, D.C. 
Dèar General Scowcroft: .. 

Enclosed for your information .is a self-explanatory 
létterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter,! iDivisiori, IOB Matter 2002-42." (U) 

b2 
b7E 

This LHM sets .forth details of investigative activity 
which thè FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence . 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive- Orders, . or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter-has also been'referred to our Office 
of Professional Responsibility for' a detèrmination of whether any 
.admin.istrativè action is warranted. . (U) 
Enclosure . -

Dep. Dir. 
Chief of Slaff_ 
Off. "of Gen. 
Counsel 

'Asst. Dir.: 
. .Admin. Ser... 

• Crini., luv. _ 
CJIS 
'Finance 
info. Rei. _ 
Lab: 

•National See: 
OPR 

1 - Mr.' Wainstfiin 
1., - Mr. 
1 - Mr. 
1 - O.PR 

Mr. 
(.IOB 2002 

WHEN: 

42) IOSUKE 
b e 
b7C 

Off. of Public 
if Cong. Alfs. _ 
Tminin'u 

OIT. ofEEOA 
Director's Off ice. 

MAIL ROOM O 

NSA/.OGC 

HofmanrHOB-2353 
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General Brent Scowcroft (USAF Retired). 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you â . your.convenience. (U) 

•Sincerely, 

Kenneth I. Wàinstein 
General Counsel 

Ly-nne A, Hunt 
Assistant Director 
inspection Division 

NOTE-:- This casé was referred to OGC by EC from INSD to the 
Director's Offi-ce ,and OGC,: dated 09./23/02 and titled "\ 
42." In this instance, tne. f 
that the. subject of its £ 

(sic) [;][ 
TPlvlsipn assumali. 

[;] IOB 2002 . 
inrfirrp.r.t-.l y. 

was a vnon-U--. S . person" as that , term is used, in FCIG. As a result., 
I I failed .to submit 90-day LHM, as required. The error went 

iintill I ¿Iron | Jsubmit.ted an annual LHM> 
which 
a sufficient basis tori 

concluded upon review did not provide 
"J s | |. . The 

investigation- was therefore ordered' closed, and | f s. 
-administrative errors were reported, as- potential . IOB matters.-

APPROVED: Crini. lnv._ CJIS_ 
Director. 
Deputy Director^ 

T 2 -

. Inspection^. 
. Laboratory 

^National Sec._ 
JElvk. . Personntl 

Training 
. Off; of ÊE0 
. Affairs 

t y 

Hpfmann-IOB-2354 
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A U INFORMATION CONTAINED 
t .HÊRBIN IS UNCLASSIFIED EXCEPT 
' WHERE SHOWN OTHERWISE 

DATE:' 07-02-2010 " 
CLASSIFIED BY 65179/DMH/plj/lcw 
REASON: 1.4 <c) 
DECLASSIFY ON: 07-02-2Û35' 

X 1 o n f 
the I [Division 
(FBI.) failëd to 
prescribed in-[ 

INTELLIGENCE'OVERSIGHT BOARD (IOB) MATTER, 
I I DIVISION 

IOB MATTER 2002-42 (U) 

Inquiry has determined that in conducting a| I 
I l I -, C+- r-vàv-O^^I " 

V 
a "United States përson 

p) of Federal .Bureau of Investigation 
comply with the 90-day reporting requirements 

]of the Attorney General Guidelines 
for FBI Foreign intelligence Collection and Foreign Counter-
intelligence Investigations (FCIG) . 

•When this investigation was opened on 
[assumed, incorrectly2, that.the 

vnon-(Jnited States person" as that term is 
As a result, I 

•( LHM:) y 

used.in 
]failed to submit a 90-day letter-

• [wa was a 

b2 ' 
b7E 

bl 
b2 
b6 
b7C 
b7E 

head memorandum (LHM) setting forth the basis for the initiation 
of its investigation.,' as- required bv I ~Tof the . FCIG... 
These errors went undetected until when | | 

b2 
b7E 

(U) 

39645̂ - NSA/OGC 
LSI' • 

¿ 4 - fl yrini J-àH C t ^ a e nerwn'? is.Hofinori 

as- "a- citizen of thé npi i-oH- an aii>.n lawfully admitted 
tor permanent residence- (as defined in of the-Immigration 
ànd Natufcalizàtion Act) 
United States .. . . ." (Emphasis- added.) See also 

' FCIG- ' • '. 

or a corporation which .is incorporated in- the-
•of -the 

b2 
b7E 

lofmarin-IOB-2314 



. \ 

(U) 

submitted its first report concerning this investigation,- an-
annual LHM, which FBI Headquarters determined upon, review did 
not provide a sufficient basis for a I |. 
Consequently, s investigation was ordered closed. 
Nevertheless, as- a result of| f s initial administrative 
errors, neither FBI Headquarters nor the Office- of Intelligence 
Policy and Review., Department of Justice, were properly advised 

b2 
b7E 

of the- status of 's ongoing, investigation, and, thus, -were 
precluded from exercising meaningful oversight and review of this 
case. The errors- have been reported to the FBI's Office of 
Professional Responsibility.. 

iaJq-i/oi 

MOVED: Sf" 
• -Olrecior; J. 

. 1 n s p e c t i o f t _ _ _ _ Training 
.. Laboratory.. National Sec.. 

Ofi.'oiEcO 
Affairs 

Deputy Oifector_: PiisonneL 
. Oil, ot Public 4. 
, Cong: Aitj. ;. 

ML? 

• loliM 

- 2 -
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; DSJfi^SSiriED BY,65179/DHH/plj/LCÎR 
I • ^pON 07-Ü2-2010 . 

I ' 

October 31, 2002 

BY COURIER 

General Brent. Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
.Old Executive Office Building. 
Washington, D."C. 
Dear General Scowcroft:-

Enclosed for your information is a self-explanatory 
letterhead memorandum 
Board (IOB.) Matter", 

( LHM , entitled "Intelligence Oversight 
Division, IOB .Matter 2002-4'?.-" (U) b2 

b7E 

This LHM sets forth details" o:f investigative, activity 
which the FBI has determined was conducted contrary t.o. the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign. Counterintelligence Investigations and/or . 
laws, Executive. Orders, or Presidential Directives which govern 
•FBI foreign, counterintelligence and. international terrorism 
investigations.. This matter has also been referred to- our Office 
of Professional Responsibility for a determination of. whether any 
administrative action is- warranted. (U) 
Enclosure 
1 - Mr. Wàinstein 
1 - Mr. 
1 - Mr. 

'Dep. Dir.. 
CliiefofSta(T_ 

: 0 f f . of Gen." 
Counsel 
Asst. Dir.: 
Adulili. Scr._ 
Crìi».. Iiu*. _ 
CJ1S 
Finance 
Info. Res. 
Lab. 

OPR (IOB, 20Q2 47) 
Mr. 

SURE 

b6 
b7C 

National Sec. 
OPR " 
oir. or Public 
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ÒfT. of I3EOA 
Director's Off ice . 

Dériveet-igom 
•Declassify 

"SECRET 
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ÎBnUlTT w B w i t s n 

Generai Brent Scow.croft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at.your convenience. (U) 

Sincerely, 

Kenneth L. Wainsfcein 
General- Counsel 

Lynne A, Hunt 
Assistant Director 
Inspection'Division 

NOTE: This case was referred to OGC by EC from INSD to the 
-Director's Office and O.GC, dated 10/04/02 and titled 'I 

]i;]\ |[;l L Di'vi s Ion T : 1 TOR 7VfíV • 
Al •" T n "i n c í - a r n - a ¿ . o a P A n o a m -

reportable to the IOB, 
, the overrun is 

APPROVED:« 
Director. 

frtm inv ' Inspection ^ 
. L a b o r a t o r y _ 

M a t i o M i a c . , 
I- i y QPR 

Deputy OirectOL 
Súnsíl. 

¡6. Res, .PirsonnaL 

.Training 

. Off. ol-EEO ' 

. Aitairs 
.•Off. M Public 4. 
. . Cong: Ails 

\o|to|®2 
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ALL.INFORHATION COBTAINED 
HEREIN. IS UNCLASSIFIED EXCEP.T 

' IIÉERE SHOWN OTHERWISE 

DATE: 07-02-2010 SÌJSiffiÌ 
CLASSIFIED BY 65179/DHH/plj/lcTj / ^ ^ 

. REASON: 1.4 .(c) 
DECLASSIFY ON: 07-02-2035 

INTELLIGENCE. OVF.RSTGHT BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2002-47 (Ü) 
b2 
b7E 

On 

\involved, coverage did not actually 
J . As soon the error was realized on 

bl 
b2 
bo 
b7C 
b7E 

] appropriate, action was immediately.'taken to 
sequester the unauthorized material for eventual destruction. 
None of the contents- of the-unauthorized data- wà§ èver | | 

J v I Thè error was also promptly 
reported, to 1ST 

b6 
b7C 

Director 
Mütt .-, / . «mr 
,6nt.Co««<ZEoPR 
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v'( DEÎft'Â'SSlFIED BY 65179/DMH/plj/leu 
• " 'ON 07-02-2Q10 . 

December 3, 2002 

BY COURIER 

General Brent Scówcroft (USAF Retired) 
.Chairman . 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C.. 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Tntpiiigpnro r̂rai-g-i rrhr 
Board (IOE) Matter, | | Division and the [_ 
I I Division, IOB Matter 2002-51. (U) . 

This' LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence. 
Collection, and Foreign Counterintelligence Investigations and/o.r 
laws, Executive Orders,, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism ' 
investigations. This matter has also been referred to .our Office 
of Professional Responsibility for a determination of whethër any 
administrative, action is warranted. (U) 
Enclosure -

h 2 
b7E 

Dept. Dir. 
'Chief of Staff 
O f t of Gen. 
Counsel 
•Asst. Dir.: 

Admin. Scr., 
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ssesxffi 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Keiley 
Deputy General Counsel 

ftDDDAUm. Cti,a'(W Inspection Training 
flrrnuvtu. CJIS • Laboratory ; Oft. of EEO 

finance pul/National Sec. Affairs 
Oiratpr __Gen.Counsê Q?lŜ  — Of af PsSc T 
Depttty.Oirector info, R e s : _ _ _ _ Personnel C o n j Ana _ _ 
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AI ̂ INFORMATION CONTAINED 
f HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN. OTHERWISE 

DATE: 07-07-2010. 
CLASSIFIED BY 65179DHH/pljyicw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-07-2035 

•INTELLIGENCE OVERSIGHT BOARD' (IOB) MATTER 
I ~1 DIVISION AND THE 

I DIVISION 
IOB MATTER 2002-51 (U) 

b2 
b7E 

Investigation of. this matter has dpi-prm-i noH t-hat-
in conducting a. | "| of 
the Federal Bureau óf Investigation (FBI) failed to meet the 
annual reporting requirements prescribed in of, 
thè Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence .Investigations (FCIG) 

the I Division 
Ion the 

In this- regard'.,, on-
( "I I'M, opened a | 
subject whjch subsequently was. convertèd to a |_ 
on 1 I, closed once-, and then reopened as 

I on | I Because the subject was 
(and remains-), a. "United States person" as that term is Used in 
Section 101 (i) of the Forëign" Intelligence Surveillance Act of 
1978 (FISA), continuation of the investigation .required that 
I I and the| | . 
Division,. FBI Headquarters, comply with the reporting, require-? 
men-ts of. Executive.Order 12863' arid- the FCIG. Due. to apparent 
administrative error ori the part of the- assigned case agent, 
| |'s required annual letterhead memorandum was 

| late- to thé -Office of Intelligence Policy 
PRK Departmfiht nf .TnstH PP Thft fTf-Or; went 

As a résuit, 
submitted^ 
and Review (O 
undetected by 
01 PR was preclrraea conaucting meanj-ngiux oversight and 
review-, of an of a. U:. S-. person during. 
•the period in question-.. The matter has been reported, to the 
FBI', s'. Off ice of Professional Responsibility, J m 
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