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U.S. Department of Justice

Federal Bureau of Investigation

SEERET
-~ Ty

‘Washington, D. C. 20535-0001

BY COURIER

‘Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, YOB 2007 681 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/orxr
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and intermational terrorism
investigations. (U)
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Should you or any mémber o6f your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. Matt Olsen
Deputy Assistant Attorney General
U.S. Department of Justice
Room 2200C

1l - Ms. Peggy Skelly-Nolan
Acting Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

S
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U.S. Department of Justice

Federal Bureau of Investigation

SEGRET
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Washington, D. C. 20535-0001

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “*Intelligence Oversight Board Matter
2007-718." (U) '

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Imspection Division, for a
determination of whether any administrative action is warranted.
()

Enclosure

IFIED
DETACHED
C IED ENCL!

From: G-3
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Mr. Stephen Friedman

Should vou or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U) .

Sincerely,

Julie F. Thomas .
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. Kenneth L. Wainstein
Assistant Attorney General
National Security Division
U. $. Department of Justice

Sﬁf" Hofmann-I0B-3376




.o DECLASSIFIED BY 65179DMH/PLJ/CC

P
oy 07-02-2G10

INTELLIGENCE QVERSIGHT BOARD (IOB) MATTER b2

FIELD OFFICE b7E
IOB MATTER 2007-718
- The| |pivision reported on 02/23/2007 that in a

initiated on]__ _jand closed on]

Security Letter (NSL) was issued for
E;:::::ft::]under authority of the Electronic Communications
rivacy Act rather than the Right to Financial Privacy Act. The

NSL was approved in an EC which also cited the incorrect legal

| a National

| £xom

authority and did not articulate the facts supporting its

issuance,

(U) This matter has been reported to the FBI's Inspection

Division for appropriate action.
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U.S. Depariment of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

October 31, 2007

Stephen Friedman, Chairman

Intelllgence Oversight Board

New Executive Office Bulldlng - Room 5020
725 17th Street, NW

Washington, DC 20503

Dear Mr. Friedman:
(U) T am writing regarding the status of the FBI's

review of the practice of issuing so~called exigent letters and
blanket National Security Lettexg (NSLs). Both Valerie Caproni

and I have spoken toj previously on this

issue. In short, the FBI is still examining the legal and

operational issues pertaining to many of the telephone numbers L6
relevant to these matters to determine what corrective steps are £7C

necessary. Although at this time we cannot provide specifics on
the violations found and actions taken to address the situation,
I will generally describe these issues. In a future
communication, we will formally report all violations dlscovered
during the course of the review.

(U) As you are aware, the 9 March 2007 DOJ Inspector
General Report discussed in detail the limited but not
insignificant practice of issuing so-called exigent letters.
These letters cited emergency circumstances but provided no
details, yet promised future legal service in the form of an NSL
or grand jury subpoena. In-many cases, the Inspector General
found no emergency situation connected to the letter and no
additional legal process was issued.

(U) In a 1 March 2007 electronic communication (EC),
the Office of General Counsel (0OGC) barred the use of exigent
letters. OGC has determined that the use of the exigent letters
in these cases, while not illegal, per se, 1is improper. However,
under 18 U.S.C. § 2702, a service provider may voluntarily
disclose information when the provider believes that an emergency
"involving danger of death or serious injury to any person*
warrants disclosure of information related to the emergency. The
exigent letters discussed in the Inspector General Report and
addressed in this letter did not contain a description of the

Hofmann-10B-3378
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emergency. In addition, for some of these letters, there is no
documentation indicating that an emergency existed in relation to
the information sought. Accordingly, once the FBI's review is
complete, we will report this issue to the Intelligence Oversight
Board as it pertains to those exigent letters for which an
emergency did not exist pursuant to 18 U.S.C. § 2702.

(U) To correct the lack of documentation regarding
these exigent letters, the FBI's Counterterrorism Division issued
eleven "blanket NSLs." These blanket NSLs were composed
primarily of the telephone numbers contained in exigent letters
and were intended to provide the legal service promised in the
exigent letters, not to request additional records from the
telephone companies.

{(U) However, none of these blanket NSLs were
accompanied by EC. It is FBI policy that all NSLs be accompanied
by an EC. This EC is required to document the basis for the
appropriate FBI official's certification that the information
sought is relevant to a national security investigation. 1In
addition, the EC has been the means by which information is
reported to the National Security Law Branch for Congressional
reporting purposes. Although the EC is not a legal reguirement
and its absence is not per se reportable as a violation to the
IOB, its absence for such a large volume of records rises to a
violation in that it impacts Congressional reporting and hindexs
oversight. Accordingly, once the FBI's review is complete, we
will report the absence of an EC documenting the issuance of
these particular NSLs as a violation to the Intelligence
Oversight Board.

(U) In addition to the lack of ECs, some of the blanket
NSLs were signed by FBI Headquarters (FBIHQ) officials not
authorized to issue NSLs. Section 2709 of the Electromnic
Communications Privacy Act requires that officials no lower than
Deputy Assistant Director (DAD) approve NSLs. Some of these
letters were signed by acting DADs or Section Chiefs, neither of
which meets the statute's explicit certification requirements.
Accordingly, once the FBI's review is complete, we will be
reporting this improper approval as a violation to the
Intelligence Oversight Board.

(U) Although the FBI's review preliminarily indicates
that the vast majority of the numbers for which a blanket NSL was
issued were relevant to national security investigations, we have
also determined a fraction of the numbers contained in some of
the NSLs were relevant to criminal investigations unrelated to
national security or had no apparent and documented relevance to
national security investigations. As 18 U.S.C. § 2709 explicitly

2
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requires that the FBI certify the records sought by an NSL are
relevant to a national security investigation, the use of NSLs to
obtain information not relevant to a national security
investigation is a wviolation of statute. Accordingly, we will be
reporting this improper use of NSL as a violation to the
Intelligence Oversight Board.

(U) As a part of FBI's review, we are examining the
phone numbers on which exigent letters and blanket NSLs were
served to determine what records the FBI may legally retain. If
the records were relevant to an FBI investigation at the time an
exigent letter was issued, and that investigation remains
pending, the FBI will issue corrective NSLs or grand jury
subpoenas to provide authority for the retention of the
information. In fact, the FBI has already issued such corrective
NSLs for a portion of the numbers contained in blanket NSLs.
Unlike the blanket NSLs, these corrective NSLs have/will undergo
legal review and have been/will be supported by ECs. In
addition, if the information obtained was related to an emergency
situation at the time of issuance of the exigent letter, the FBI
has legal authority to retain the records pursuant to 18 U.S.C.
2702. Where, however, we determine that the FBI has no legal
authority under any of the above circumstances to retain records
on a given number, those records will be purged from FBI
databases.

(U) As we develop more specific information and
finalize the results of this review, we will provide more
information as to its outcome. As stated above, we will formally
report any and all Intelligence Oversight Board violations
discovered during the course of the review. If you have any
questions about this process, please do not hesitate to contact
me at (202) 324-8528.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Federal Bureau of Investigation

3
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Federal Bureau of Investigation
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Washingtor, D. C. 20535-0001

. BY CQOURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17* Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2007-828.* (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and internatioénal terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure
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Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

1 -

i -

Sincerely,

Julie F. Thomas
Deputy General Counsel

The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice

Room 5111

Mr, Matt Olsen

Deputy Assistant Attorney General
National Security Division

U.S. Department of Justice

Room 2200 C

Ms. Margaret Skelly-Nolen

Acting Counsel

Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

)“(S T Hofmann-I0B-3382
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TELD OFFICE IOB MATTER 2007-828 (u) °'F

Uy - M By electronic communication dated 03/13/2007, the b2
Fg@m}._Bureau of Investigation (FBI)| |Field Office b7E
| indicated that had opened|
on a USP.
1 was initiated by on
pon continuation of the investigation, executed
[ on the target of| Consistent :E?IE
With thel — °
| was requir in SAC approval before conducting
the above mentionedi | However, [ ]failed to do so.
Ty - ES( The error was discovered during the review of the case

file.” Despite the inadvertent nature of the mistake, the fact

remains that] ] failed to obtain the necessary approval to b2
carry out| - |as required by | | b7E
Thus, the matter is being reported to the IOB.
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BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2007-678." (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Divigsion, for a

determination of whether any administrative action is warranted.
(0U)

Enclosure
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Should you or any member of yvour staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U}

Sincerely,

Julie F. Thomas
Deputy General Caunsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.S. Department of Justice
Room 2200 C

1 - Ms. Margaret Skelly-Nolen
Acting Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
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o0 Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
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be advised as to the disposition at a later date.
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& The following number(s) is (are) to be used for reference regarding these pages :
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U.S. Department of Justice

Federal Bureau of Investigation

SE T
)

/ Washington, D. C. 20535-0001

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman;:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2007-641." (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure
UNCLASSIFIED WHEN
DETACHED FROM -
CLASSIFIED ENCLOSURE

Derived From: G-3
Declassify On: 04/25/2017

snsf'r Hofmann-IOB-3387
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Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

1

1

Sincerely,

Julie ¥. Thomas
Deputy General Counsel

The Honorable Alberto R. Gonzales
Attormey General

U.S. Department of Justice

Room 5111

Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division

U.S. Department of Justice

Room 2200 C

Ms. Margaret Skelly-Nolen

Acting Counsel

Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

s&m‘ Hofmann-10B-3388
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1 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregabie
material available for release to you.

Section 552 Section 552a

a(b)(1) S{bX7}A) o(d)(5)
2(b)(2) a(b)(7)(B) o)1)
o(b)(3) (b)(7)(C) (k) (1)
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o(b)(4) o(b)(8) a(k)(5)
a(b)(5) o(b)(9) a(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FB! as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following cur consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

1 Page(s) were not considered for release as they are duplicative of Hofmann-10B-3340

Page(s) withheld for the following reason(s)

The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-IQB-3389
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X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
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2 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) o(b){(7)(B) agx1)
a(b)(3) o{b){7)}(C) : o(k)1)

a(b){7}(D) o(k)(2)

S(bX7XE) a(kX3)

o{b)(7)(F) o(k)(4)
O(b)(4) o(bX8) B(k)(5)
B(bX5) 0{b)8) o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

2 Page(s) were not considered for release as they are duplicative of Hofmann-10B-3317
through Hofmann-10B-3318

Page(s) withheld for the following reason(s)._

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-3390 through Hofmann-10B-3392 (duplicate page of Hofmann-3318)

HORXRKIKHEARIKAXAKXXXXXXK
X Deleted Pagef(s) X
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X for this page X
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U.S. Department of Justice

Federal Bureau of Investigation

Showet

PN
Washington, D. C. 20535-0001

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Ovexrsight Board Matter
2007-639." (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines foxr FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which goverm
FBI foreign counterintelligence and intermational terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

Deri From: G=
Declassi % 30/2017

Sw Hofmann-10B-3393
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas .
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr, James Baker .
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

1 - Ms. Margaret Skelly-Nolen
Acting Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SECM Hofmann-I0OB-3394
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE : b7E
IOB MATTER 2007-639 (U)

By electronic communlcatlon dated 11/06/2006, the

Fede ireau of Investi (FBI) Field Offlce,t?lE
indicated that
: _— e Tod
The [was initiated by on
However, SAC approval to open the investigation was

not obtalned. Consistent with The Attormey General's Guidelines 12
for FBI National Security Investigations and Foreign Intelligence :»7E
Collection, was required to obtain SAC approval before
conducting the ove mentioned investigation. However,

inadvertently did not do so.

e ﬁg(;Des ite the inadvertent nature of the mistake, the fact
remai

hat failed to obtain the necesgary approval to -
initiate| as required byI | of i;E
The Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG). Thus,
the matter is being reported to the IOB.

e from:
Declagsi on: 2017

e
Hofmann-10B-3395
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2 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

afb)(1) a(b)(7)(A) a(a)s)
a(b)(2) a(b)(7)(B) agx1)
a(b)(3) o(b)(7)(C) a(ky(1)
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o(b)X7X)F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
B(b)(5) o(b)(9) B(k)(6)
O(b)(6) a{k)(7)

D Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information. )

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuttation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

2 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-3347
through Hofmann-10B-3348

Page(s) withheld for the following reason(s)._

® The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-10B-3396 through Hofmann-10B-3398 (duplicate page Hofmann-3348)

P 0.0.90.0.0.0.0.0.0.0.0.0.0.08.000¢
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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U:S. Department of Justice

Federal Bureau of Investigation

el A
3
/\Washinglon, D. C. 20535-0001

BY COURIER
Mr. Stephen Friedman
Chairman
Intelligence Oversight Board ’,
Room 50209

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2007-502." (U) :

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U}

Enclosure

SIFIED
DETACHE
C FIED EN

% Hofmann-10B-3399
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Should you or any member of your staff reguire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room £150 ‘

SES%T Hofmann-IOB-3400
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
1 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) B(RY7)A) o(d)(5)
a(b}2) o(b}7)(B) o)1)
o(b)(3) S(bX7HC) ak)1)

o(b)(7)D) o(k)(2)

o(bX7XE) o(k)(3)

DON7)F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
(b)) o(b)(9) O(k)(6)
o(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you wiil be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasabiiity of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

1 Page(s) were not considered for reiease as they are duplicative of Hofmann-I0OB-849

Page(s) withheld for the following reason(s)

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-3401

PG00 0 0000000000090
X  Deleted Page(s) )4
X No Dupfication Fee X
X for this page X
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XXXXXX
XXXXXX
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) O(b)(7}A) O(d)(5)
0(b)(2) 2(b)(7)(B} o)
2(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k}2)

O(b)(7)E) o(k)(3)

o(bX7)F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
o(b)(5) B(b}(9) O(kK6)
O(b)(6) - B{k)(T)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the titie only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
reieasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-1054
through Hofmann-10B-1056

Page(s) withheld for the following reason(s):_

® The following number(s}) is (are) to be used for reference regarding these pages :
Hofmann-10B-3402 through Hofmann-10B-3404

HOHKKKHXAX KKK K AXXXXK
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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2 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregabie
material available for release to you.

Section 552 Section 552a

ab)(1) a(b)(7)(A) a(d)(s)
a(b)(2) o(b)(7)(B) a@x1)
o(b)(3) a(b)(7)(C) B(k)(1)

o(b)(7)(D) a(k)2)

o(b)(7)(E) B(k}(3)

o{b}(7)(F) ‘ O(k)(4)
O(b)(4) 2(b)(8) o(k)(5)
o(b)(5) o(b)S) D(k)(6)
2(b)(6) a(k)(7)

o {nformation pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the titie only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FB! as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

2 Page(s) were not considered for release as they are duplicative of Hofmann-10B-3343
through Hofmann-10B-3344

Page(s) withheld for the following reason(s)._

& The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-3405 through Hofmann-10B-3407 (duplicate page Hofmann-3344)
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material availabie for release to you.

Section 552 Section 552a
a(b)(1) oo)7)A) o(d)(®)
o(b)(2) a(b)(7)(B) o)1)
o(b)(3) o(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)
o(b)(7)(E) o(k)(3)
O(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
o(b)(5) a(b)(9) B(k)(®)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the supject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-889
through Hofmann-IOB-891

Page(s) withheld for the following reason(s)._

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-3408 through Hofmann-10B-3410

P E0.00.0.00.0.0.4¢0¢.0080.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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2 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) S{bY7)A) o(d)(S)
o(b)}2) (b} 7XB) agx1)
o(b)?3) o{b)X7XC) o(k)(1)

2(b)(7)(D) afk)(2)

a(b)(7)E) a(k)(3)

O(b)7)(F) o(k)(4)
o(b)(4) a(b)(8) o(k)(5)
a(b)(5) O(b)9) o(k)(6)
o(b)(6) a(kX7)

a Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s} ariginated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final refease determination has not been made. You will
be advised as to the disposition at a later date.

2 Page(s) were not considered for release as they are duplicative of Hofmann-10B-3321
through Hofmann-10B-3322

Page(s) withheld for the following reason(s)._

® The foliowing number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-3411 through Hofmann-10B-3413 (duplicate page Hofmann-3322)

PO S0 00.00 0080999006064
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) Q(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) og)(1)
O(b)(3) O(b)(7)(C) o(ky(1)

o(b)(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

bH7)(F) a(k)(4)
o(b)(4) 0(b)(8) o(k)(5)
o(b)(5) a(b)(9) o(k)(6)
o(b)(6) o(k)(7)

a {nformation pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the titie only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the reieasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a iater date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-3378
through Hofmann-I0B-3380

Page(s} withheld for the following reason(s)

& The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-IOB-3414 through Hofmann-10B-3416

P00 9.000.00.0.009.069944
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) (b} (7)(A) o(d)(5)
O(b}(2) a(b)(7)(B) oG)(1)
o(b)(3) o(b)(7)(C} D(k)(1)

o(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) ack)(4)
o(b)(4) a(b)(8) ack)(5)
a(b)(5) O(b)(9) B(k)(6)
a(b)(6) ak)(7)

0 Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
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U.S. Department-of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

May 11, 2007

BY COURIER
Mr. Stephen Friedman
Chairman
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

letterhead memorand; entitled "Intelligence Oversight b2
Board (IOB) Matter, Division, IOB Matter 2007-552." b7E
(U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or laws,
Executive Orders, or Presidential Directives that govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Hofmann-I0B-3423




| SEXET
Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1l - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U. S. Department of Justice
Room 2200 C

1l - Ms. Margaret Skelly-Nolen
Acting Cousel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SE%
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JTE:- 0%-02-2010 ALL INFORMATION CONTAINED
'LASSIFIED BY 65179DMH/PLJ/CC HEREIN IS UNCLASSIFIED EXCEPT
VHERE SHOWN OTHERWISE
SgﬁééT

EASON: 1.4 {c)
JECLASSIFY ON: Q7-02-2035

INTELLIGENTEMBSIQH% BOARD (IOB) MATTER 4,

DIVISION b7E

IOB MATTER 2007-552 (U)

The Federal Bureau of Investigation ("FBI") has determined i

that actions taken by FBI's Division during b»7E
l of a United States Person should be
reported to the 1O0B. -T
on] Jinitiated| 1
(S) ”WHWMWMMMMLQﬁMUnitadWStatesmgersod. 1

—_— [Beview OL the rfile EﬂLwed

that the was set to expire on| __ 1 ong
h hrough an EC directed to the

an extension to the Without

"I:Ij that the

receiving an extension or written notification from

[]had been extended, the case agent requested and received E%
approval for the issuance of a Right to Finagncial Privacy Act Bg
(RFPA) National Security Letter {(NSL). On the case b7C -

agent recejved a letter from the | ook
advising that

FBI Headgquarters had not granted an extenslon and that the request
for an extension had erroneously gone to instead of

Investigative activity was conducted after t expiration in
Eﬁ— an NSL was issued. In view of th ioned set
o) acts, the Special Agent in Charge (SAC) in '

has

ensured that corrective measures are taken to avoid similar
mistakes in the future. With respect to tha-i 3

The Office of the General Counsel has referred this matter
to the FBI's Inspection Division for action deemed appropriate.

. - =1

e
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DECE‘}LSSIFfED BY 65179 DMH/pl]
ON 07-09-2010

April 2, 2007

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board

New Executive Office Building - Room 50209
725 17th Street, Northwest

Washington, DC 20503

Dear Mr. Friedman:

As you know, in March 2007, the Department of Justice,
Office of the Inspector General (0OIG) issued a report entitled, A
Review of the Federal Bureau of Investigation's Use of National
Security Letters. In Chapter Six of this report, the 0OIG

. identified 22 potential Intelligence Oversight Board (IOB)

matters relating to national security letters (NSLs) in its
review of a sample of investigative files in four FBI field
offices. Enclosed, you will find five (5) summaries of
reportable IOB matters. The Office of the General Counsel (O0GC)
has determined that the other 17 matters are not reportable. As
always, the FBI will retain copies of those decisions for your
review upon request.

The 0IG divided the 22 potential IOB matters into three
categories: improper authorization (1), improper requests under
the pertinent NSL statutes (11), and unauthorized collections
{10).

Improper authorization: OGC has determined that the
one instance of improper authorization should be reported as an
IOB matter. Please see enclosed summary for IOB Matter 2007-733.

Enclosures

SIFIED ENC

Deri m: G-3
D ' on: 32
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Improper requests under pertinent NSL statutes: O0GC
has determined that four of the instances noted by the OIG should
be reported as IOB matters. Please see enclosed summaries for
IQ0B Matters, 2007-720 (issuing an NSL for a | 2007-718

Sy
<

b7E

OGC has determined that the other seven instances are
not reportable IOB matters. In three instances, the FBI field
office issued an NSL requesting a full credit report under the
Fair Credit Reporting Act (FCRA), 15 U.S.C. 168lv, however,
certification language from the Right to Financial Privacy Act
(RFPA), 12 U.S.C. 3414(a) (5)(A) was used later in the NSL. All
three are international terrorism cases, and therefore, the FBI
was lawfully authorized to request and obtain the full credit
reports. As the RFPA applies to both international terrorism and
countintelligence cases, citing the certification language from
that statute had no legal impact. The information provided in
response to these NSLs was not sequestered because the FBI had
issued lawful NSI:s for that information.

In the remaining four instances, the FBI field office
issued an NSL requesting a full credit report under FCRA, 15 .
U.S.C. 1681v, but the accompanying electronic communication (EC) bg
mistakenly included language requesting consumer identifying b7E
information, 15 U.S.C. 1681u, instead. The mistake in the EC did
not alter the investigation in any way, and this scrivener's
error, citing 168lu rather than 1681v, did not violate any law.
As these were all international terrorism cases and inasmuch as
the NSL seeking a full credit report was authorized by the
Special Agent in Charge through his or her signature on the NSL,
the FBI field office had the proper legal authority to obtain
full credit reports. Accordingly, this information was not
sequestered.

Unauthorized collections: OGC has determined that none
of the ten instances noted by the 0IG are reportable IOB matters.
Six of these instances involved third-party errors in which the

provided information bevond the scope of what was asked
or 1o the NsL. | |

~
<

b7E

NSL. By letter dated 11/13/2006, the Counsel to the 10D agreed
that these third-party errors in the collection of information
pursuant to an NSL are not reportable to the IOB.

Hofmann-10B-3427
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In one instance, in an internal EC documenting the
results of NSLerguea;s__the FBI field office mistakenly cited an
NSL _issued on - s the source of thel |
in © in fact, that inFformation came from ©»7E
an NSIL issued on As both NSLs were lawfully issued,
there was no unauthorized collection. The mistake, if any, was a
scrivener's error in documenting the source of the information in
the file.

In _another scrivener's error, the accompanying EC ,
contained a <

b7E
[ Therefore,

there was no unauthorized collection.

One FBI field office served an NSL requesting
| | for a particular| | that was

associated with the target of an authorized investigation. In b
response, | lindicated that [ | v
I | when b7E

the NSL was sent, the number was relevant to an authorized

investigation. The_fact that it turned out to be something else
does not make thisi | (or any error at

all).

Finally, one FBI field office requestedrm ]

k2
b7E

| Therefore, the NSL was
lawfully issued and the results were not an unauthorized
collection.

Please find enclosed summaries of the five IOB matters
identified by the 0IG report that OGC has determined are, indeed,
reportable. Hopefully, the brief explanations above will satisfy
you that the remainder of the 17 potential IOB matter identified
by the OIG report were not, in fact, reportable. As always,
however, the FBI has retained copies of the decisions if you wish
to review them.

Hofmann-10B-3428




SPRRET
Please ! i e or Associate
General Counsel if you have questions

about any of these IOB matters.

1 -

Sincerely

Julie F. Thomas
Deputy General Counsel
National Security Law Branch

The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111 .

Mr. Matt Qlsen

Deputy Assistant Attorney General
National Security Division

U.S. Department of Justice

Room 2200 C

Ms. Margaret Skelly-Nolen

Acting Counsel

Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

4
Hofmann-10B-3429
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DECLASSIFIED .BY 65179DMH/PLJ/CC
ON 87-02-2010

U.S. Department of Justice

Federal Bureau of Investigation

SEC

/ \ Washington, D. C. 20535-0001

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2007-733." ()

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

SE%T Hofmann-I0B-3430




SEééET

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. {(U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

-~

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.S. Department of Justice
Room 2200 C

T Hofmann-I0B-3431
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DECLASSIFIED BY 65179DMH/PLI/CC
ON 07-02-2010

()~

Spen

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 12
[ ~|FIELD OFFICE b7E
I0OB MATTER 2007-733 (U)

o L By electronic communication dated February 22,

2007, the Fed@ral Bureau of Investigation (FBIL) | |

Field Office | | reported that, on I"the
FBI submitted a National Security Letter (NSL) seeking| | >
| records relating to a certain target to Due to y;
confusion as to when the investigation was to have expired, the b7D
NSL was erroneously issued after the expiration date of the case. b7E
Clarification of the expiration date came to the attention of

FBI- | during an Office of Inspector General (0IG)
audit in the FBI was asked to
sequester the provided| ut they responded that the

[_—a_|provided them with a letter advising that there were no
records associated with the NSL request.

Y B‘ electronic communication dated February 22,
2007, FBI reported that, on | | FBI- >

|submitted two NSLs in an intelligence investigation b4

seeking| - | pursuant to a statute specifically b7D
made avallable for terrorism matters only. These NSLs were b7TE
issued to This mistake was an error on

the part of FBI who has since sequestered all

documents receive Yom ese erroneously issued NSLs.

- Due to the incorrect actions stated above, FBI-

| "~ |has taken steps to sequester all documents obtained

from these two incidents. The errors were discovered dyri

0IG audit of the FBI's | | Field Office in the'ﬁg__n;_l
Despite the inadvertent nature of the mistake, the fact

remains that information was improperly collected. The improper

collection of this information was a violation of the Attorney

General's Guidelines for FBI National Security Investigations.

Thus, the matter is being reported to the IOB.

b7E

Derl r -
Dec Y omn: =1

R
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ON 07-02-2010 . . o

U.S. Department of Justice

Federal Bureau of Investigation-
7\ , . . )
Washington, D. C. 20535-0001 '

_Februafy 14, 2007
BY COURIER

—General Couansel -

New Executive Office Building ~'C‘} S
Room 5020 b ' bg
725 - 17th Street, NW v - bC

Washington, DC 20503

Dea

Enclosed for your information is a self;explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-336." (U) .

The memorandum sets forth details of investigative activity
-which the FBI has determined was not contrary .to the Attorney
General Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigations and/or laws, Executive
Orders, or Presidential Directives which govern FBI foreign
counterintelligence and international terrorism investigations.
It is the opinion of OGC that the collection of information in
this matter was lawful. The Office of Intelligence Policy and
Review provided a preliminary letter of non-compliance to the
Foreign Intelligence Surveillance Court. Despite this fact, it
is the opinion of OGC that no report to the IOB is warranted. We
are alerting you of these particular circumstances in the evént
you want ?o exercise your over31ght prerogatlve and review the
case. (U

Enclosure o . e e
‘ » 1FIED ‘ ‘.. P - .-"':'.': \.’~_‘:
DETACHE . L . ‘
X FIED ENCL , :
Deriv o" -3
Dec ity T 5X1
S% Hofmann-I0B-3436
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SECRET

'Ms. Darléne Connelly

~ Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you-at your convenience. (U)

Sincerely,

. ie F. §é2;é;y{£777LdAo
eputy General Counsel

' SE>4T Hofmann-10B-3437 -




JATE:, 07- oa;zolu : .
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DECLASSIFY oN: 07-92- 2035

-

.ES)MWH

tsij

e
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

FIELD OFFICE b7E
IOB MATTER 2007-336(U)

ALL INFORMATION CONTAINED
HEREIN IS«UNCLASSIFIED EXCEPT
* WHERE SHOWN OTHERWISE -

nd while conducting]|

(S) The Federal Bure i i : ("FBI"
conducting | oﬂ '
|

[t is ol
the opinion of OGC that the collection of information in this “gg
matter was lawful. The Office of Intelligence Policy and W L7c
(OIPR) provided a preliminary letter of non-compliance to b7E
LE?‘E_H_EE—W tne Ton 1o
, 1L 1 € opinion o at_no report _to the IOB is )

warranted. In this regard, on | -]Field Office . 18]

initiated | C | '

. Thel| is)
converted into[ | on | |1s a

U.S. person born in| | The j i -1 [ ‘
predicated on FBI's belief thati isl

iS)MW_WMWWMMMM

15)

isjwmuwmwmwmwwwmwmw

Dec fy ol X1

bl

¥s). The FBI now beiigges that |

I b2

b6
b7C
E7E

‘Hofmann-IOB-3438
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(8) . o SO

constitute a violation of the guidelines Qr regulations approved
by the Attorney General. It is our opinion that in this instance
there was no violation of the target's rights or of the
guidelines or regulations approved by the Attorney General. But
we also believe that because this matter has been brought to the
attention .of the as a possiblé incident of non~compliance we
needed to bring 1T to your attention. The Office of General
Counsel filed memoranda with the Office of ‘Intelligence and
Policy Review on| stating the opinion

set forth abovg.

\_‘2-

- | SE}\*ﬁ\ Hofmann-I0B-3439



Mark
Highlight


OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
7 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) Sb)7)A) a(d)(5)
ab)2) O(b)7)(B} ogx1)
o(b)(3) 2(b)(7)(C) a(k)(1)
O(b)(7)(D) o(k)(2)
O(b)(7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) o(k)(5)
a(b)(5) o(b)(9) o(k)(®)
O(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

7 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-1066
through Hofmann-10B-1072

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-3440 through Hofmann-IOB-3446

FOXXHXXIOOOKXX XXX X
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
HXXXXAKXKAXKHKKXXHXKXXK



% UDECLASSIFIED BY 65179DMH/PLI/CC
— ON 07-07-2010 SWT

0.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C, 20535-0001

T July 27, 2007

L _| General Counsel " .
Intelligence Oversight. Board e
New Executive Office Bulldlng - Room 5020 b7C
725 17th Street, NW .

Washington, DC 20503

Dear

(U) I am writing to confirm information provided to
you_ 9 ly 23, 2007 concerning a potential IOB regaralng
the unauthorized dissemination of classified information.

(uy - ><
b2 .
b4
b7D
b7E
b2
b7E

Classifie
Reason:

y on: 27 Julv 2032

SESRRT || fmann-I0B-3447
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b7E
b2
b7E
b2
b7E
(U) As indicated in| and b2
| € notiried the National bTE

o
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Security Division, Department of Justice of the incident. The

FBI did not notify congressional oversight committees as_the ODNI
indicated it would brief regarding the disclosure of this .
information. ’

(U) I personally advised the Chief Division Counsel,
Division to report this matter as a potential IOB in b2
accordance with internal FBI procedures. As you are aware, thisb7E
report of a potential IOB will be made both to the Internal
Investigations Section of the FBI's Inspection Divison and the
Office of General Courisel, NSLB.

(U} If I can be.of further assistance, please do not
hesitate to contact me at 202-324-8528:

Julie F. Thomas
- Deputy General Counsel
National Security Law Branch

SE}% Hofmann-I0B-3449 3
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December 27, 2007

Homer S. Pointer, Counsel
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Pointer:

(U) As the result of several National Security reviews
conducted jointly by the Federal Bureau of Investigation (FBI)
and the National Security Division, it has come to my attention
that, contrary to the Attormev General Guidelines for National -

Security Investigations and Foreicn Intelligence Collection b7E
(NSIG), in some cases, certain field offices of the FBI have
attempted to extend| | beyond the initial

six-month period without the proper authority. I am writing to
clarify the policy of the FBI, Office of the General Counsel
(0GC), with respect to adjudicating this issue when reported as a
potential IOB matter.

(U) As you are aware, section 2.4 of Executive Order 12863
mandates that Inspectors General and General Counsel of the
Intelligence Community components report to the IOB lntelllgence
activities that they have reason to believe may be unlawful or
contrary to Executive Order or Presidential Directive. FBI 0OGC
interprets this language to mandate the reporting of any
violation of a provision of the NSIG if such provision was’
designed to ensure.the protection of individual rights.?

! (U) This interpretation of the reporting requirements
ﬁ&%m ———was furnished to the FBI by the PIOB during a meeting on June 18,
£ of G 1982. william H. Webster, then Director of the FBI, concurred
:gL ith this interpretation and conflrmed the immediate

Admin, Ser. ——implementation of reporting procedures in adherence to this
Com. . interpretation in a letter, dated July 14, 1982, to Dr. W. Glemn
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[ T —— The NSIG require that | | e
compléted within six months of the date of inmitiation. NSIG,
| _ | 1nf hnltlated by a
field office, the Special Agent in Charge (SAC) or, as authorized b2
by the SAC, an Assistant Special Agent in Charge (ASAC) b7E
responsible for the investigation, may authorize an extension for
an additional six-month period "if warranted by facts or
information obtained in the course of the investigation." NSIG,

| | | A
(U)o wm.l_e_the_us.m_rmim_l;ha.t_anl SAC or, if delegated, an
ASAC, extend beyond the initial
six-month period, several field offices mistakenly believed that
the authority to extend the investigation could be further b2
delegated to the Supervisory Special Agent (SSA) level. Based P7E
upon this miginterpretation. SSAs in sevexal FRI field offices,
including attempted
to extend [beyond the initial six-month
period.
(U]wM%mem_\Eiy/’By email dated May 1, 2007, OGC advised | [ -
b2
b5
[ Moreover, OGC advised | bIE
(U)o Once OGC received a report of a potential IOB matter

relating to this issue, | |

'(...continued)
Campbell, Chairman of the PIOB. This interpretation was
confirmed by Mary C. Lawton, Counsel for Intelligence Policy,
Office of Intelligence Policy and Review, Department of Justice,
by letter dated April 8, 1983.

Y
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“have discussed this ratiomale with Ms. Margaret Skelly-Nolen in

the context of National Security reviews ggggggggg_jginglx_bz__1
OIPR and NSLB. | b2

b5
b7E

(U) Please-do i me or Associate
General Counseﬂ i if you have any b7C

questions regarding these TOB matters.

Sincerely,

Julie F. Thomas

Deputy General Counsel

bé

National Security Law Branch

1 - Ms. Margaret Skelly-Nolen
© Acting Counsel
Office of Intelligence Policy and Rev1ew
U.S. Department of Justice
Room 6150

1 - Mr. Matthew Olsen
Deputy Assistant Attorney General
National Security Division
U.S. Department of Justlce
Room 2200C
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ALL INFORMATION CONTAINED . ) -
HEREIN IS UNCLASSIFIED .

= — .
[DATE 07-07 20 BY SSL73DMR/FLI/CC - U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to

File No. January 8, 2008’

Mr. Homer S. Pointer

General Counsel

-Intelligence Oversight Board

New Executive Office Building, Room 5020
725 17" Street, N.W.

Washington, D.C. 20503

Dear Mr. Pointer:

This letter confirms mv original oral report to wvow on

Division. 1 am currently.reviewling this as a potential violation
of Executive Order 12958 and 50 U.S.C. § 1806.

| | indicates that | |
The | Division issued a national security
letter to in order to obtain both the]| |
n | belonging to a subiject of a national

estigation. - oOn | ] responded

FBI agents contacted theg::::;:::]
[TTo whom the NSL was addressed, an

to the requ 1i ' ' sponsive
documents, . :

Hofmann-108-3457
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S ‘office has received the potential 10B error from b2
the Division, and we are currently in the. process of

b7E

adjudicating the potential error. If you have any questions,
please do not hesitate to contact me at (202) 324-8528.

Sincerely,

UULlle F. Thomas
Deputy General .Counsel
National Security Law Branch

Hofmann-1I0B-3458
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U.S. Department of Justice
1

: R _ Mederal Bureau of Investigation
ECLASSIFIED BY 65179DMH/PLJ/CC '

)N 07-07-2010

Office of the General Counsel . Washingtori, D.C. 20535
October 31, 2007

BY COURIER

Stephen Friedman, Chairman
Intelligence Oversight Board
Room 5020 .

New Executive Office Building
725 17th Street, N.W. -
Washington, D.C. 20503

Dear Mr. Friedman:

Pursuant to Executive Order 12863 and your updated
procedures dated April 17, 2007, the Office of the General
Counsel, Federal Bureau of Investigation (FBI), submits the
enclosed reports of violations to the Intelligenée Oversight
Board (IOB) for the period of July 2007 through September 2007.

In March 2007, the United States Department of Justice,
Office of the Inspector General, released a comprehensive report
reviewing the FBI's use of National Security Diétters. Following
the Inspector General's report, the FBI conducted a 10 percent
audit of all national security cases. As a result of this audit,

"the FBI's Office of the General Counsel received approximately
1470 reports from the field offices regarding potential IOB
matters. ) ; :

In addition to auditing 10 peércent of national security
cases, the FBI conducted an audit of all counterintelligence
investigations since January 1, 2002 where the FBI issued
National Security Letters. The purpose of the audit was to
determine whether| | were improperlv reguested

ived pursuant to the|
| | As a result of this audit, the FBI's QOffice of the

General Counsel received approximately 270 reports from the field
offices regarding potential IOB matters. -

UNCLASSIFIED WHEN DETAC

Decl ified On:
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Finally, during this time, the FBI's Office of the General
Counsel received reports of potential IOB matters that were not
generated as a result of either of the two audits mentioned
above. Rather, they were reported to the Office of the General
Counsel under the regular reporting requiremernts.

Currently, the FBI's Office of the General Counsel has
adjudicated approximately 50 percent of the potential IOB matters
‘that it has received since April 2007. Based upon the Office of
the General Counsel's review of these potential IOB matters, -and
applying the reporting requirements established by the I0B, it
was determined that 141 matters are reportable to the IOB. Of,
these, 102 pertain to United States persons and 39 pertain to
non-United States persons. The remaining potential IOB matters 8 |
are being carefully reviewed by the Office of the General Counsel’
to determine whether they meet the IOB's reporting standards.

Please do not hesitate to contact me or Associate General bE
Counsel| ~|if you have any questions bIC
regarding these IOB matters. j .

.

Sincerely,

"be
p7C

zzgeputy General Counsel

National Security Law Branch

1 - The Honorable Peter D. Keisler
Acting Attorney General
~United States Department of Justice
Room 5111

1l - Mr. Matt Olsen
Peputy Assistant Attorney General
National Security Division
United States Department of .Justice
Room 2200 C
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