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Pebruvary 9, 2006
BY COURIER

Mr. Stephen Priedman

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:

Bnclosed for your information is a self-explanatory

letterhead memorandum (LHM), entitled *Intelligence Oversight
Board (IOB) Matter, | | IOB Matter 2006-241.®

(0

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or

laws, Bxecutive Orders, or Presidential Directives that govern

FBI foreign counterintelligence and international terror:lsm

investigations. (U)
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" Mr. Stephen Friedman
Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenlence. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Bnclosure

1 - The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111

"1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
. W7 /ZI &/O'é’

Room 6150

.Hofmann-10B-611




DATE: 06-30-2010

CLASSIFIED BY 6517%/DMH/PLJ/LCW
REASQN: 1.4 (c)

DE SIFY ON: 06-30-2035

ALL INFORMATION CONTAINED .
HEREIN IS UNCLASSIFIED EXCEPT
SE@RET

WHERE SHOWN OTHERWISE
*
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| b2
{U) " The Federal Bureau of Investigation’s| | o
ljﬁ:; ~~~~~ reported this potential IOB matter involving
unauthorized surveillance.
r T onl - | (U.S. Person). On
v}' o
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(U)o

0GC has referred this matter to the FBI's Inspection
Division for action deemed appropriate. (U)
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DECLASSIFIED BY 651-79/Dm{/i’LJ/LCU ' =4
ON 06-30-2010 :

-

February 24, 2006

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Boaxd

Room 5020

New-Executive Office Building
_Washington, D.C. 20503 . .

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Boaxd
(I0B) Matter, IOB 2006 212 (U) .

: The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence

. Collection and Fofeign Counterintelligence Investigations and/or
* laws, Executive Orders, or Presidential Directives which govern

FBI foreign countenntelhgence and international terrorism
investigations. (U)
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q @ Q.
Should you or any member of your staff require

additional information concerning this matter, an: oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel .

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker'III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000
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DATE: 06-30-2010
7 : SE %{ RMATION CONTAINED
g;::zrnfﬁm;c;su 3/DMH/PLY - % IN % UNCLASSIFIED EXCEPT

' DECLASSIFY ON: 06-30-2035 . . ‘ OWN OTHERVISE
m:l o . INTELLIGENC OVERSIGHT BOARD (IOB) MATTER - b2
m FIELD OFFICE bIE
v 2006-212 .
)&{ The______ |Field Office of the Federal Bureau
of Investigation has reported an error on with that
(§) - division's] In this
reqard, when the Fiel Office changed from
to the the

coverage, which was permitted to lapse when the

order w. was mistakenly turned on from
through None of the sessions has been reviewed; the
sessions erroneously captured have been copied to|

nd the originals have been deleted from the’| )

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.
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DECLASSIFIED BY 65179/DMH/PLJ/LCU
0N 06-30-2010

February 14, 2006
BY COURIER

Mr. Stephen Friedman
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-

explanatory enclosure, entitled “Intelligence Oversight Board
Matter 2006-202."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
c:e;:emination of whether any administrative action is warranted.

U
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Mx. Stéphen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
. arranged for you at your convenience.

Sincerely,

. Julie F. Thomas
Deputy General Counsel

1 - The Honorable Albexto Gonz.a.les
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
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0N 06-30-2010

SECREF-

INTELLIG OARD (IOB) MATTER b2
LVISION b7E
' "I0B MATTE 6-202 (U)

e By electronic communication (EC) dated October 6, 2005,
Field Office | L reported that the
b2
b7E
was not authorized and resulted in an| ~] These
have been sequestered anta a €D, and delivered to
OIPR and removed from the .
(- T |
. b2
- I b7E
i
| has removed this data
fxom the | | systems. -
Derivedtrom: G-3
X1
o )g;m addition, | ] the [ |
‘ |
[resulted In b2
1 10T contént in] | b7E
lonl ; and | ~[on
| An additional were also
collected alter the Order expired. removed the content of

TSBERET  Hofmann-I0B-618
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SEERET
from the | | system.

{U) The error is a reportable matter under Section 2.4 of
Executive Order 12863.
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DECLASSIFIED BY 65179/DMH/PLJ/LCW
ON 06~30-2010

February 24, 2006

.

BY COURIER
Mr. Stéphen Friedman *
Chairman
Intelligence Oversight Board ,
New Executive Office Building .
Washington, 0.C.° :
Déar Mr. Friedman: - .

Enclosed for your information is a self-explanatory 2
memorandum, entitled "Intelligence Oversight-Board (IOB) Matt:er, b7E
| _|Field Office, IOB Matter 2006-207. (U)- -

This LHM sets forth details of investigative acca.vit:y which
the FBI has determined was conducted contrary to The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orde:s, or
Presidential Directives which govern FBI foreign
counterintenigence and mtex:national terrorism investigat:ions.

(U) ’
Enclosure
1 - Ms. Thomas
1 -] -

(- 778-50-C1229736-v10— I ‘16 b6
1 - Inspection Division (IOB 2006—201) k7C

1 - Mr. Hulon
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\ _ . . '
Mr. Stephen Friedman-

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

- Julie F. Thomas
Deputy General Counsel

1 -~ The Honorable Alberto R. Gonzale
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice )
-Room 6150
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DATE: 06-30-2010 v

CLASSEFIED BY 65179/DMH/PLI/LCY ALL INFORMATION CONTAINED
REASON: 1.4 (o) , HEREIN I3 UNCLASSIFIED EXCEPT
DECLASSIFY ON: 06-30-2035 SECIRET WHERE SHOUN mRUISE

(8)

b2
b7E
bl
b6
< b7C

(s) -

. INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 1>
L [FIELD OFFICE b7E
TOB MATTER 2006-207 (U) _

has determined thaton | 1
of subject‘:q ]
| a non-Y.S. person.! On case agent SA
of the| | ' ency (“RA”) submitted
an EC to his principal relief supervisor, SA| 1 requesting
the conversion ¢
oa | However, the

conversion EC was neither uploaded into ACS nor sent to the Bureau file,
and it was not approved by the | | Special Agent. in Charge
(SAC). Principal Relief Supervisor SA| , who' received the .
conversion request by Bureau Mail from the RA, was unaware that the

SAC needed to approve the conversion and thus did not send

t;e ;; up tEe chain for approval. Nevert S ﬁ ;

had proper authority to conduct al w
he submitted a National Security Letter (“NSL”) for

——1

of the subject. The NSL was served and the results transmitted
to | |by the delivering division on ] At this
point, the case agent realized that the conversion of his investigation
occurred, so he re-submitted the conversion EC on
This EC, too, was never approved by the SAC. However, SA
continued to investigate the subject under the

The error was discovered on| J]during an
inspection of | | conducted by the Inspection Division. Still,
on| sa| |submitted a request for an extension of t
cage, citing it as a , even though no
{ 1 had ever been properly initiated. During the

period that SA| | condiucted this investigation as a 315 matter, no
notification of the conversion (which he assumed to have occurred) was
made to FBI Headquarters and no annual letterhead memorandum was
submitted. In November 2005, following the submission of the potential
I0B violation to the Office of the General Counsel, the |
Chief Division Counsel instructed SA[_____ ] on the proper means to

e 2 !statt‘xs is not that of a United States person. The bl
term “United 3on” is used in Section 101(i) of the Foreian b2

Intelliqence Sirveillance Act of 1978 (FISA) (codified at 50 U.S5.C. § 1801.eg 1519
3¢q.) and is defined as “a citizen of the United States (or) an alien lawfully b7cC
admitted for permanent residence {(as defined i.n sectioc of the b7E
Imnigration and Naturalization Act) . . See also £ The

Attorney General's Guidelines for FBI Nat:ional Secu:itry Investigations and
Forelgn Intelligence Collection (NSIG).

sn@t(r
- Hofmann-10B-622




-

'« o ®
SECREY .

convert a criminal investigation to a|

|
[ | The continued ;nvgggiggt‘jon of the subject by SA| |
as a| beginning when he submitted a

request for an NSL on | | violated The Attorney General's

Guidelines for FBI National Security Investigations and Foreign jﬁ-"’,c
Intelligence Collection (NSIG), [ 22N . b2
; b7E

This matter also has been referred to the FBI's Internal
Investigations Section of the Inspection Division for action deemed

appropriate. (U)
Dexived t G-3
Declasgdfy oR: X-1 .
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DECLASSIFIED BY 65179/DMH/PLJ/LCW
ON 06-30-2010

February 24, 2006

’ . BY COURIER

Mr. Stephen Friedman.
Chairman .

Intelligence Oversight Board
Room 5020 .
New.Executive Office Building
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(10B) Matter, IOB 2006 230 (V)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

EBI foreign counterintelligence and intexnational terrorism
investigations. (V)

Enclosure 7
@- 278-HQ-C1229736-VIQ— [[ 1§
UN FIED WHEN
DETACHED)¢R 3
CLASSJ: CLOSURE T

" o Derived from) Ple Sources T
Py Declassi : “‘Rebruary 7,2031 ~
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Shou‘:u or any membexr of your s .require
additional information concerning this matter, an oral briefing:
will be arranged for you at your convenience.

.Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker III

Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

' i SRR e VY, e
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DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED JY 65179/DMH/PLI/LCW WT HEREIN I3 UNCLASSIFIED EXCEPT
REASON: 1.3% (c) . . Wu SHOUN OTHERWISE  °
DECLASHIFY ON: 06-30-20 . .

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
() o e E:____j FIELD OFFICE

The[ ] Field Office of the Federal Bureau

of Investig ation has repotted an error in conjunction with that b2
() qivision'sT -|-of- In this regard, b7E

in response to a National Security etter to Charles bl

Schwab, Schwab erroneously provided two documents which were bé

unrelated to the subject of-the NSL, which were associated with a pic

Schwab customer who is probably a United States person.

(U} This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

De::i.ved}q&ni G-3
Daclassjfy o 25X1

. SECRET
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DECLASSIFIED BY 65179/DMH/PLJ/LCW
ON 06-30-2010

February 24, 2006

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 5020

New.Executive Office Bullding
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your informatioxi a self~"

explanatory enclosure entitled, "Intelligence Oversight Board
(I0B) Matter, IOB 2006 228 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelhgence Investigations and/or

* laws, Executive Orders, or Presidential Directives which govern

FBI foreign countenntell:.gence and international' terrorism
investigations. (V)

Enclosure

- 218-n0-cr229736-v10— (| £O

. UNC
DETAC
CLASSZFI

Darived
Declassi

ED WHEN
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ENCLOSURE .

from: tiple Sources ’
£ : ruary 10, 2031
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y Should you or any member of yo‘tafi require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel -

*

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker LIX
Counsel for Intelligence Policy and Revi.ew
U.S. Department of Justice
Room 6000

: uv::ao:y___aﬂ.otiio
Vit 'l.,hca MeedSe__ Atas
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ALL INFORMATICON CONTAINED

DATE: 06-30-2010 ~ '
CLASSIFIED BY 65179/DMH/PLI/LCY S T mnséguffﬁ%ﬁiig? EXCEPT
REASON: 1.4 (c) .

DEcussr;f ON: -2035
Uy .
[GRl GHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E
10B MATTER 2006-228-(
Field Office of the Federal Bureau b2
of Investi LOL lin_:nn:inn.ctlion with that b7E
(3)— atvistonrs [ ot -"In this 01
regard, | - _Idi_n an to _ —] was — _‘;i‘, 5
erroneously transposed, an produced
: for a customer who was not the subject OI The NSL. 12.6,(:

(U) This matter has been reported to the FBI's Office
~ of Professional Responsibility for appropriate action.

Derived™gtom : G-3
Declassify™en: 25X1
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DECLASSIFIED BY 651.79/DMH/PLJ/LCU
ON 06-30-2010

February 24, 2006

BY COURIER

Mr. Stephen Friedman

Chairman _

intelligence Oversight Board . .
Room 5020 . )
New.Executive Office Building

725 17th Street, N.4.

Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(I0B) Matter, IOB 2006 210 (U) .

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

- laws, Executive Orders, or Presidential Directives which govern
* FBI foreign counterintelligence and international  terrorism
investigations. (U) .

Enclostuire

1 - Ms. Thomas

b6
b7C

1- .
@ 275-A0-C1229736-Vio— /82
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thoma§
Peputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General

U.S. "Department of Justice
Room 5111

1 - Mr. James A, Baker IIl
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

[
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DATE: 06-30-2010
CLASSIFIED BY 65179/DMH/PLJ/LCV

A‘?Jxr 1.4 {(c,
SSIFY ON: -2035

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERVISE

sm:cévr ®

0 e - INTELLIGRACE OVERSIGHT BORRD (I0B) MATTER z
EE— m:x.o OFEICE b7E
AETTER 2006210

{8) —of Investi

*S The:] Field Office of the Federal Bureau b2

that . b7E
bl

. In this regard, although
application was f. Jeq timely manner, th
_ filed late, when the nnual LHM was subm

was

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.
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DECLASSIFIED BY 65179/DMH/PLJ/LCY
ON 06-30-2010 . February 24, 2006

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 50209

New Executive Office Building

725 17% Street, Northwest o
Washington, D.C. , '

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board (IOB) Matter,
Division, IOB Matter 2006-213." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was ‘conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (UL_/v\

Enclosure

e
| /@- 278-1Q-c1229736-vio— {1 §§

UNCLAS3SFIED  WHEN
DETACHED FRO
CLASSI CLOSURE

M%—.

Ol ot G,
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oo e DerivedNfromr: G=3
Declas n: X-1
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Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this mattex, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. 'rhdmas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General '
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review °
U.S. Department of Justice
Room 6150

oS [ lorory_ JMOEED

RPPROVED: 2™ Y _—ton—

Planc NationetSee_ Afrs o e
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DATE: 06-30-2010
ALL INFORMATION CONTAINED
LASSIFIED BY 65179/DMH PLJ Lcw .
IEIEASOH 1.4 {c) /DHE/PLY/ HEREIN IS UNCLASSIFIED EXCEPT

DECLASSIFY ON; 06‘035 ‘ VHERE SHOUN OTHERWISE
- . sBwer

(8) -~

Mr. Stephen Friedman

I_NTELLIGEPQB_QSLEBSIGHLBOARD (I0B) MATTER b2
IVISION bTE

10B MATTER 2006~213(U)

= .The.. Federal Bureau of Investigation
determined that in conducting a

the FBI continued investigative techniques and

("FBI") h
Lok ail on|___ |

co;,lect ion on the target although the | |
had expired. | | .

] b
_ oﬁ the Attorpev General's Guidelines b%E
for FBI Na al Secur] tia: s _and Forei elligence k1
W). In this regard, on the b6
ivision [ ] opened a | ] pIC
’ on the suybject. | 1
|
| On | and again
Iﬂll L a criminal court order| | I
Althouqh the investigation authorization expired on | 1"

L4

The mattex

also has been reported to the FBL’'S 1nspect1on Division for
action deemed appropriate. 389

Deriveds£) G=3 .
Declassify . om~X=~1

o'
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t DECLASSIFIED BY 65179/DMH/PLJ/LCW
. ON 06-30-2019

‘ . . .
February 17, 2006

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:

Encloséd for your information is a self-explanatory -
enclosure entitled “Intelligence Oversight Board (IOB) Matter, ..
o [ ]oivision, 2006-237." .

This - enclosure sets. forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’'s Guidelines for FBI National Security ,
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign = counterintelligence and  international  terrorism

investigations. (V) .

Enclosure ' )

1 - Ms. Thomas b6.
i : ‘ b7C

@- 278-HQ-C1229736-v10 — || §7

UN IFIED WHEN
DETAC OM
CLASSZFIED ENCLOSURE
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Should you or any member of your staff requi..re
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas .
Deputy General Counsel .

1 ~ The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111 ' .

1 - Mr. James Baker - - .
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

Sl Jisprh Tralnlag,
APPROVED: :.?n " um 4 a'taiaoteso
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Diracty, Gea,Cout, FR___ Ofolfubicd
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE . .
° 1

DATE: 06-36-2010
CLASSIFIED BY 65179/DMH/PLJ/LCW ‘

REASON: 1.4 (c)
DECLASSIFY ON: 06-30-2035 SE T

INTELLIGENC BOARD (IOB) MATTER 02
| DIVISION " b7E
=237 ()

_Inv this IOB matter has determined that .

(8 |
HES
e

(§) - E%E

S |

,‘tSy gsc
() 18y
(8)

[ 31X

information collected from the affected | Jhas been
sequestered, and has been or will be forwared to FBI HQ. It
X oted that |

5_*]. The matter was then reported as a potentia
I0B violation .

e ... This. matter has been referred to the FBI's Inspection
Division for action deemed &ﬁpfbp‘ri'atem)xi.

Derived Z : G-3
. Declasgify on: X25-1 .
%@ , ' .
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DECLASSIFIED BY 65179/DHH/PLJ/LCU
ON 06-30-2010

February 8, 2006

Mr. Stephen Friedman

Chairman Intelligence Oversight Board -
New Executive Office Building

Washington, D.C.

Dear Mr. F:‘iedmaﬁ:

This letter forwards for your information a self-explanatory
enclosure entitled "Intelligence Oversight Board (IOB), Matter
2006-236." (U)

: The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign 'Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U) :

Enclosure

1D- 218-no-c1220736-v10— (190
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Should you or any member of your staff require additional
information‘concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A, Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Roon 6150

T
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O:v.m' Gaa.Cuns R MfofPidied
DepsyOesior____ledo, Re Personael _____ Corg.AfS___

Hofmann-10B-640

- -




('s ‘ | } ‘

-SEERET
b2
INTELLIG BOARD (I0B) MATTER . b7E
DIVISION
. I0B MATTER 2006-236 (U) )
The | Division of the Federal Bureau of ﬁ?,g

Investigation has reported a possible violation in conjunction with an
1 —1] By electronic communication (EC) dated January 6,
2005, | | requested FBI Office of General Counsel review of
this possible IOB error. The following facts are derived from this EC.

{0} 4

b2
b7TE
b2
b7E
(U}
2o

(U) Based upop these facts, in accordance with the NSIG and thekr2

terms implementing the b7E
reporting requirements of Section 2.4 of EO 12863, it is our opinion ’
that this error must be reported to the IOB.

.

<o Derived : G-3
: . Declassify on’X1

SEERET 3
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DECLASSIFIED BY SSl?QIDMIPLJ{L'CTJ
ON 06-30-2010

February 27, 2006

* BY COURIER .

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board .
Room 50209 .
New Executive Office Buzlding

725 17™ Street, Noxthwest

Washington, D.C.

Dear Mr. Friedman: ‘

Enclosed for yolr information is a self-explanatory

memorandum entitled “Intelligence Oversight Board (IOB) Matter,
Iium]mem Office, IOB Matter 2006-219." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National Security

-. Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern’ FBI
foreign counterintelligence and.international terrorism
investigations. (V)

Enclosure /

L]

1 - Mr. Halon .
1 - Inspection (IOB 2006-219) UN SIFIED WHEN

DETACRRY FROM
é— LTO_TETRI-aQ-a -V10— |/ ‘?Z.. .CLASSZFIED ENCLOSURE’

m: - Hofmann-IOB-642
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Mr. Stephen Friedman )

" Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for youw at your convenience. (U)

Sincerely, ’ ’

Julie F. Thomas
Deputy’ General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
_Room 5111

1 = Mr. James Baker 4
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

fepetn_____ T
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DATE: 06-30-2QL0 . ALL INFORMATION CONTALNED

CLASSIFIED BY 65179/DMH/JR/LCY IN IS UNCLASSIFIED EXCEPT
« REAGAN: 1.4 (c) , , SHOUN OTHERWISE

FECLASSIFY ON: 06-30-2 A

ke -
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 2

FIELD OFFICE BIE
T0B MATTER 2006-219 (U)

(8) " 38] The Federal- Bureau of Investigation ("FBI") has
] of | |
(8) | the FBI improperly used a
National Security Letter (NSL)to obtain | |
I which
was not related to the investigation. The overcollection was due
to a mistake in the NSL in identifying]| ] of
{8y 1L luag intended to be the Mﬂlthe
request:. ' was a violation of | . of
. : [ i )
In Lo
* {8) ot T b7E
‘information or allegation| Eé
(8} _buring-the coursé of the 1mvest:igation, l ] issued a b7C
National Security Letter (NSL) pursuant to the Electronic
Communications Privacy Act, 18 U.S.C. § 2709, to[ J

| The .error was
discovered upon receipt of the in,fomation, and the records were
not reviewed nor used for any investigative purpose. Despite the
inadvertent nature of the mistake, the fact remains that
information was impropexly collected on|
unrelated to an investigation. Thus,- the matter is being

- reported to the I0B.
Derive m: G-3 : ‘
Declassify © = .

S T
o, / & ranig,
IPPROVED: B o ot
HakoezlSee, Afaiss, .
Diecior, 6.1“ () I - X | ¢
oemmc._mm Pussandl Cong. Affs,

(e
sf'z‘f’/ 0
e 2l
X m | authorizes use of National Security Letters in b2
conformity wit U.S.C. § 2709 (relating to subscriber information, toll b7E
billing records, and electronic communication transactional records). The
statute requires that information sought is relevant to an authorized national.

security investigation.
N : Hofmann-10B-644
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DECLASSIFIED BY 65179/DMH/PLJI/LCU

0N 06-30-2010

February 27, 2006

"BY COURIER

Mr. Stephen Fr‘iedman

Chairman

Intelligence Overs:.ght Board
Eisenhower Executive Office Building
Washington,* D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

letterhead memorandum fLHM!f entitled “Intelligence Oversight

Board (IOB) Matter,

Field Office, 2006-191.” (U)

This LHM sets forth details of :.nvestigat:ive activity

which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives .which govern
FBI foreign counterintelligence and international terrorism
investigations. (V).

Enclosure

1 - Ms. Thomas

&"@ .
FX WHEN bé
(278-HQ-C1229736-VI{ Dzmc M b7C
CLAS IED ; CLOSURE

Derived m : G=3
De 8ify o X )
Hofmann-IOB-645
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Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

_____1 OPR o eres
b Vot AT e
v oRer o.Res__ . PersoBotl e Voo
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DECLAS3IIFIED BY 65179/DMH/PLJ/LCY
ON 06-430-2010

INTBLLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
2006-191 (V)

b2
b7E

Inquiry has determined that | | b2
(U) = b7E
SR | from the Field Office
obtained n excess of- e| |authorized.
Therefore, this matter must be reported to the IOB.
b2
b7E
{0~
b2
(- b7E

Dexiv rom : G=-3
Declag6iPyx on: X1

-SECRET
Hofmann-I0B-647




() -

“report dated]” e >§)

.

B8ERET

[Jhas indicated that| _ _|was
inadvertent and has taken the appropriate steps required under
these circumstances. It has provided the Office of Intelligence
Policy and Review (OIPR) at the Depaxtment of Justice with the

original and one copy of the computer disks containing the o2
results of the
[Jalso indicated that it has destroyed all Yemaining COPies ﬁld
deleted the results of the| |£xom all FBI systems
and retained -only tha rtion of the recoxrding during which the
target was present.” w :
b2
In addition, OIPR repoxted this matter| jin a  b7E

-2 -

—9BERET
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DECLASSIFIED BY 65179/DMH/PLJ/LCU
ON 06-30-2010

February 27, 2006

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 5020 .
New Executive Office Building
725 17T Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory B2

andim entitled “Intelligence Oversight Board (IOB) Matter, bTE
Division, IOB Matter 2006-190." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

@- 278-HQ-C1229736-V10 — | §S

UN
DETAC
CLASSIFIED CLOSURE .
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p— Declassify oms X-1
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Mr. Stephen Friedman

{

Shoﬁld you or any member of your staff require

‘additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.

Sincerely,

Julie F. 'I‘ho.mas
Deputy General Counsel

1- Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
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ALL INFORMATION CONTAINED
N IS UNCLASSIFIED EXCEPT

1
. . “ SHOWN QTHERVISE

DATE: 06-3p-2010

CLAI3I BY 65179/DMA/PLI/LCW .
REASON: 1.4 (c)

DECLASSIFY ON: 06-30-2035 SE;XQT

INTELLIGEN T BOARD (IOB) MATTER ~
IVISION )
I0B MATTER 2006-190 (U)

I — abion CERI®) has

determined that in conducting a ] on

a collection error occurred in the execution of a

(8) * properly authorized| ‘ ]
. Due to a transcription error by
} the FBI collected information on the wrong

in violation of the Foreign

b2

b7E

Intelligence Surveillance Act. On| | .

[The information contained

|in.fomation from

reported to the FBI’s Inspection Division as a possible IOB
matter for action deemed appropriate.

Derive : G=3
Declassify onT™~X=1
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APPROVED:
-t ihond Seo, A
Ot Gen, Cound R JLefPedie &
Personst) Ceag. Alls,

Degaylinctor____ [:fo.Res,
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DECLASSIFIED BY 65179/DMH/PLJ/LCW

ON 06-30-2010

aw

February 27, 2006
BY COURIER

Mr. Stephen Friedman, Chairman

Intelligence Oversight Board

New Executive Office Building - Room 5020 ,
725 17th Street, NW .
Washington, D.C. 20503 .

Dear Mi:. Friedman:

This letter forwards for your information a self-
explanatory enclosure, entitled “Intelligence Oversight Board
Matter 2006-215." (U)

. This enclosure sets forth details of investigative .
activity which .the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign -Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence™and international terrorism
investigations. - This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
?eteminat{ion of whether any administrative action is warranted.

)

Enclosure

1 - Ms. Thomas v F WHEN
1 - DETACHED OM .
- CLASSIFAED CLOSURE
-HQ-C1229736-VIo—{[99
.. Darived Fron G-3
oo Daclagsi¥¥ On: X1
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Mr. Stephen Friedman .

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas ,
Deputy General Counsel

1 ~ The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice

. Room 5111

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
Room 6150
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. ALL INFORMATION CONTAINED
DATE: 06-30-2010
HEREIN IS UNCLASSIFIED EX
CLASSIFIED BY 65179/DM/PLI/LCY
REASON: 1.4 (c,d) SECRET WHERE SHOVN OTHERVISE
DECLASSIFY ON: 06-30-2035
b2
b7E

INTELLIGENCE OQVERSIGHT BOARD (IOB) MATTER
DIVISION
108 MATTER 2006-215 (v)

5. The[ ] Field Office:of the Federal Bureau
of Investigation (FBI) advised in an electronic communication
(EC), dated 12/12/2005, of a possible Intelligence Oversight
Board (IOB) error in conjunction with an ongoing
L | Ireported that the FBI
along with the U.S. Army 902" Military Intelligence Group (902"
(8- MIG) is conducting a joint investigation of the| |

— ] The FBI and
1]

902™ MIG are also investigating thel

SE%“ Hofmann-I0B-654
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b2
b7E

b6
b7C

b2
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(81

(8) - ( 81
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(1~

ts;
A48)"
(8]

on |
the

of the FBI 0GC, Na
also submitted the

36 [ ] took swift action to discontinue the intercepts
] once it was discovered it was not used by
self-reported what they believed could be a
potential I0B violation, and brought this matter to the attention
1 Security Law Branch (OGC/NSLB).

M——Lytlperc&gg—;l

above referenced incident for sequestration with

deemed appropriate.

handling.

0GC received the matter for review and

-4-

sodfer
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“The FBI ﬁvs%é”aue diligence and as soon as the FBY translator
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(0) Although this error is not directly attributable
to conduct on the part of FBI personnel, the unauthorized
surveillance is nevertheless a reportable matter under Sectx.on
2.4 of Executive Order 12863.

Derived :  G-3
DeclassiTy ot X1
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DECLASSIFIED BY 65179/DMH/PLJ/LCW - "
ON 06-30-2010 ° g

February 24, 2006
BY COURIER ’

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. PFriedman:

Bnclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight

Board (IOB) Matter, Countertexrorism Division, IOB Matter 2006~
222." (O)

This LHH sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or
laws, Bxecutive Orders, or Presidential Directives -that govern

. FBI foreign counterintelligence and international terrorism
- 1investigations. (U)

Enclosure

UDang- wo-c13aamse-vgo- 203 N

e — o, Derivec%ﬁx:: G-3’

Feasce ) DeclassZfy on: X25-1
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_ Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 -~ The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111 ' .

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SECRET Hofmann-IOB-658




DATE: 06-30-2010 ALL INFORMATION CONTAINED

CLASS;FIED BY 65179/DMH/ q/Lw ~ IN I8 UNCLASSIFIED EXCEPT
J0H: 1.4 (c) b sg%g’r “xlu SHOUN OTHERWISE
ECLASSIFY ON: 06-30-203 - X
INTELLIGENCE OVERSIGHT BOARD (I0B) MATTE C o b2
| _DIVISION . b7E
e [OB MATTER 2006-222

unauthorized search of |

(0 M

b2
X‘Iﬂ |Chief Division Counsel Division reported this potential IOB matter involving  b7E

(UY - )<

Uy - - ¥8] The Att eneral's Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection allows physical searches of personal or real property where a warrant or a
court order is not legally required because there is no naso%gm%ggpﬁvacy. In the

SECRET

b2
b7E

b2
b7E
bi

bl
b2
b7E

b2
b7E

b2
b7E




.\

® = ©®
 legally required because there is no reasonable expectation of privacy. In the matter at hand, at the

moment a reasonable expectation of privacy attached, a search warrant should have been sought prior
to searching the cell phone.

-

Hofmann-10B-660
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 DECLASSIFIED BY 6

5129 /DMH/PLJ /LCW
¥* . oN 06-30-2010 a o ’ ‘
February 27, 2006
BY COURIER
Mr. Stephen Priedman
Chairman
,Intelligence Oversight Board
Room 5020 . '
New Bxecutive Office Building
725 17th Street, N.W.
Washington, D.C. 20503
Dear Mr. Friedman:

EBnclosed for your information is a self-explanatory o
letterhead memorandum (LHM), entitled "Intelligence Oversight b7
Board (I0B) uatter.ljoxvxsxon, IOB Matter 2006-249."
v .

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or
laws, Bxecutive Orders, or Presidential Directives that govern
FBI foreign counterintelligence and international terrorism
investigations. (U) '
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie P. Thomas .
Deputy General Counsel

Enclosure

1 - The Honorable Alberto Gonzales
Attorney General

U.8. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150
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DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED BY 65179/DMH/PLJ/LCW HEREIN IS UNCLASSIFIED EXCEPT

REASOW: 1.4 o) - SECNET SHOUN OTHERWISE
DRCLASSIFY ON: os-ao-zon :
b2
GEN

INT BOARD (IOB) MATTER b7E
) DIVISION
108 MA 006-249(V)

(8) - The Federal Bureau of Investigation ("E‘BI") has

determined that in conducting a| — Tof | | 2}

] the FBI improperly used a National Security Letter (NSL) ¢
(8y b7C

that was not related to the b7E
investigation. The Division | |reported this
potential I0B matter.

1 |was due to a mistake in the NSL in
{ :,I T vas

intended to be the subject of the request 1
was a violation of | of -

R m—— T

" association with-an- :.ndividual known to the Division as

(8} |:_£__k whom information has linked-to } During the
course of the investigation, [ ] issued an NSL pursuant to

the Electronic Communications Privacy Act, 18 U.S.C. § 2708, to a
for the records of a ] intended

to be identified as that of the target. Instead, the

lwas misidentified and the information returr
t[consi.st:ed of records of a wholly unrelated

[ | The error was discovered upon receipt of the
information, and the records were not reviewed nor used for any
investigative purpose. Despite the inadvertent nature of the
mistake, the fact remains that information was improperly
collected on a| unrelated to an investigation.
Thus, the matter is being reported to the IOB.

axrd, on

b2
b7E
bl
b6
b7C

0GC has referred this matter to the FBI's Inspection
Division for action deemed appropriate. (U)

Daclassi ¢ X1

() e ‘)Q | !author;j.zes use of National Security
Letters’in conformity with 18 U.S.C. § 2709 (relating to subscriber b2
information, toll billing records, and electronic communication b7E

transactional records). The statute requires that information
sought is relevant to an authorized national security

i E L
nvestigation. Hofmann-I0B-663
SE%‘ .
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DECLASSIFIED BY GSl?QIDHH/PleLCU
ON 06-30-2010

March 13, 2006
BY COURIER

Mr. Stephen E‘nedman

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
246." (V) .

.
.

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Col.lection, and/or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterintelligence and international terrorzsm investigations.

) A

o th ‘ ) CLASSIFIED SLOSURE

M ] Deriv tom: G-3
— *Decl on: X25-1

I

Enclosure
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

4

1 - The Honorable Alberto R. Gonzales
‘Attorney General
U.S. Department of Justice
* Room 5111 ’

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SEERET
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DATE: 06-30-2010

ALL INFORMATION CONTAINED
;;::g;fl? 43*{;5179/01&1/?1.3/1.(:1.1 HEREIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: “06-30-2035 . SE%T SHOVN OTHERWISE
) » -
INTELLIGENCE BOARD (IOB) MATTER b2
IVISION b7E
10B MATTER 2006-246 (U)
(T o ‘)(Dvnsnon reported this potential IOB matter mvolvmg unauthonzcd ‘;5 .
surveillance.
{ 3'1 _— | pedaf ] who was and :E ;

remains a “United States person”™ as that term is used in Sectlon 101(i) oW b6

Sugveillance Act of 1978 (FISA). During the course of the investigation, issued two NSLs, b7C

[ | pursuant to the Electronic Communications Privacy Act, 18U.S.C.§ ©7E
— 2709. The subject NSL requested| | ’

(05t N | ~Jresponded to the two NSLs by transmitting
information responsive to both on a single compact disk (CD). Subsequently[_ Hetermined 1,
that the CD contained full email content for both accounts. Pursuant to the direction of NSLB, SA  ©7E

[ Tealed and sequestered in A1 envelopes the CD, along with all paper copies of its
contents.

XOH ][___Jcontacted[ | and advised regarding

overproduction and requested verification of compliance with the limits of National Securi?r Letters. P2

In the intecest of administrative purity, onl_ Jserved |with o
anothet NSL, requesting — b6
(8) ] On] Jtransmitteda CD to the FBI|___| - w7

W Once again information responsive to multnple NSLs was included on the CD.

L )liOn fer having the information separated by email account/NSL, Eg
| "|determined that once again had provided full email content. Basedupon * ,7c
advice of CDC]____ JandNSLB § SAL___lItook corrective action and b7E

ensured that the CDs, along with all paper copies of their contents, were sealed and sequestered in .
1A envelopes.

(81 o D it the fact that|Jlimited the scope of the subject NSL

| _provided content information concerning an e-mail account. Thus, the
FBI unmtentlonally received that content information not contemplated by the NSL. Such vnewmg

-

b2

of| |was not authorized under thé bTE -

Electranic Communications Privacy Act, ?onngn Intelligence Surveillance Act and/or B.O. 12333,
Under these circumstances, it is OGC’s opinion that the error, although madvenent, must be reported
to I0B.

(U) OGC has referred this matter to the FBl’s Inspection Division for action deemed
appropriate,

(U) . N e'iv m :
Declassi s

: Hofmann-10B-666
s |
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March 8, 2006
BY COURIER ~

Mr. Stephen Friedman

Chairman .
Intelligence Oversight Board
New Executive Office Building
Washington, "D.C.

Dear Mr. ‘Friedman: . ' i

Encloséd for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (I0B) Matter, Counterterrorism Division, IOB Matter 2006-
245." () .

.This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Cdllection, and/or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterintelligence and international terrorism investigations.

. (D) . .

Enclosire

| @- 278-H0-C1229736-V10— (ART

o . | - oL
Py Derived “§&kom: G-3 e,
Coreo____ : ‘Declassify oqp: X25-1 )

Mu.—

18 !

. ‘ SHGRET
_ . Hofmann-I0B-667

JCong Al . Foi700s
* Obechor’s Otice e ]




- Mr. Stephen Friedman

."»..

Should you or any member, of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

1 ~ The Honorable Alberto R. Gonzales

Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker

Si)

Ju

ncerely,

L3

lie F. Thomas

Deputy General Counsel

-

Counsel, Office of Intelligence Policy and Review

U.S. Departmént of Justice
Room’ 6150

APPROVED: :;

°fi'lllﬁ‘(..._ln Trdnina

S Ghordlery_____ 1, of 20
Director, m: 1 MS&— Miairs
O M. oAPb
. f IMQ RB—— Pﬂ'mm COW. m’
SECRET

Hofmann-IOB-668




OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
1 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) o(d)(5)
o(b)(2) O(b)(7)(B) o)1)
o(b)(3) o(b)(7)(C) o(k)(1)
: a(b)(7)(D) o(k)(2)

a(b)(7)(E) o(k)(3)

o(b)(7)(F) - O(k)(4)

O(b)(4) a(b)(8) a(k)(5)
o(b)(5) o(b)(9) o(k)(®)
o(b)(6) ak)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this informaticn following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

1 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-666
Page(s) withheld for the following reason(s)

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-I0B-669

OO X
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0900.00000000000 ¢4



DECLASSIFIED BY 65179/DMH/PLJI/LCU
ON 06- 30 2010
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‘ March 15, 2006 -~

. BY COURIER

Mr. Stephen Friedman
Chairman

. Intelligence Oversight Board .
Room 5020 .
New Execiutive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(10B) Matter, I0B 2006 248 (U)

The enclosure sets forth details of mvestigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI ‘Foreign Intelligence

. Collection and Foreign Counterintelligence Investigations and/or

. laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international. terrorism.
investigations. (U)

Enclosure

() - 278-no-cr220736-v10 - [A30

UNCLASSIFZED WHEN
 DETAC .
- CLASST¥TED\ENCLOSURE .

pacay> . . Derived from? itTe Sources = o
e Declassify gn+"TFeb 27,2031 tel

e o Hofmann-10B-670

$Cong A . ”B1/00J
* Otraciar'y Ofice




Should you or any member of your sta!eqm.re
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely, .

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room $i11 .

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000 ,

mmv____.lns.peﬁm TG memene
APPROVED: — —_ndm
Mot Patick

'.:oec : biis
9“-”-.-—'—"66“ Purscasel . WHJ.

-2- Hofmann-I0B-671




. ~
DATE: 06-30-2010 .

CLASSIFIED BY 65179/DMH/PLI/LCY ALL INFORMATION CONTAINED
REASON: 1.4 (c) SEFRET IN I3 UNCLASSIFIED EXCEPT
DECLASSIFY ON: 06-30-2035 . ‘ SHOWN OTHERWISE
t .
INTBLLIGEN%SIG&T BOARD (IOB) MATTER b2
FIELD OFFIC . bIE

() -~ “10B MATTER 2006-248- |

#8) The[ ] Field Office of the Federal Bureau of
(8) - Investigation ha L o:t:ed an error in conjunction with that

HVISTORTS L p—— L In this b2
e ponse to a Nat:ional B tter (NSL) to[ ] bTE
erroneously provided E?;;erecords which were bl

unrelated to the subject of the NSL, which were associated with a b4
customer who may be a United States person. b7D

() This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

Derived : G-3
Declassi n: 25X1
sz?gm

o

Hofmann-I0OB-672
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DECLASSIFIED BY 65179/DMH/PLJ/LCY
Oq ‘06-30-2010
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March 13, 2006
BY COURIER h

Mr. Stephen E‘riedman - .
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mt.. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
224." () .

This LM sets forth details 'of investigative activity which
the FBI has determined was conducted contrary to the Attorney '
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and/ox laws, Executive Oxders,
or Presidential Directives that govern FBI foreign
countennt:enigence and international terrorism investigations.

* {U)
Enclosure

/D-_ 278-HQ-C1229736-VI0— (2.3Y

UNCLASS WHEN
: DET. M
ot CLASSIJIED ENCLOSURE

‘. . i’ e, s,
wdmm : Derived : G=3 N R
o A "Declageffy on¥ X25-1

. ~SBERET
Poworvel _ o Hofmann-IOB-673

LComg At . 817009
" Direckrs Ofice MAR. ROOM (3




| o ®
Mr. Stephen Friedman

"Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be .
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPROVED: 5™

finesce
Drcter, Gen, Course
Qepoty Directer____lnfo. Res,

Hofmann-I0B-674




DATE: 06-30-2010

ALL INFORMATION CONTAINED
CLASSIFIED BY 65179/DMH/PLJI/LCVW

HEREIN IS5 UNCLASSIFIED EXCEPT

REASON: 1.4 (c) .
DRCLASSEY Ty 06-30-2095 sr-:eiQnoncon,noronn ‘ SHOUN OTHERVISE
INTELLIGENCE OVERSIGHT BOARD (I0B) MA
DIVISION
(7). I0B MATTER 2006-224(U)
X ’th Division reported this potential [OB matter involving gg &
unauthorized surveillance.
b2
bTE
) 8! On December 5, 2005, S was presented with information
(8)
b2
b7E
bl
[NSLB was promptly contacted.
(W - XSYOC/NF) Later on December 5, 2005, NSLB determined that the file could not be
viewed without a court order because of the password protection. The file was sequestered, and all
individuals receiving the file were told to sequester the information.
(U) - /OC/NF) Emergency search authority was granted by the Attorney General on
for the FBI| |
‘ b2
7B

(U) While neither the subject of the investigation, nor the sender of the email are US-
PERS, because the server where the file was located is in the US, Fourth Amendment protections
apply. Applicable decisional law holds that the password-protected file should not have been viewed
without a specifically tailored order. As a consequence of opening a password-protected file, the
FBI improperly obtained clectronic data. Thus, the surveillance was not authorized under the
Foreign Intelligence Surveillance Act or E.O. 12333.

OGC has referred this matter to the FBI's Inspection Division for action deemed
appropriate. (U)

(U Der rom: G-3
fy'Qn: X1

Hofmann-IOB-675
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DECLASSIFIED BY 65179/DMH/PLJ/LCY
ON 08-30-2010 '
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March 8, 2006

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board

New Executive Office Building - Room 5020
Washington, D.C. 20503

Dear Mr. Friedman:

'rhis letter forwards for your information a self-explanatory
titled "Intelligence Oversight Board (IOB),
[ 'D:.vi.sxon, 10B Matter 2006-257." (U)

* The enclosure sets forth details of investigative activity
vhich the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for. FBI National Security ’
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrom.sm
investigations. (U) .

Enclosure

(@- 278-RQ-C1229736-Vi0— [4 3

4 e
.

UNCLASSI WHEN
DETACHED
CLASSIFI CLOSURE
D u.-— -

Naora S o Hofmann-10B-676

M,

b2

b7E
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—SECRET
Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111 '

2 -~ Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
» U.S. Department of Justice
Room 6150

RPPROVED: &5 /" n___ Tidg

Labardony, Lol EEQ
fiay Bictiend Seg, Miairs
Directs Ges A HMocfPub s -
DepeyOrector____frdaR Pesscane] Cong AfTS, e
2
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DATE:

ALL INFORMATION CONTAINED
06-30-2010 . HEREIN IS UNCLASSIFIED EXCEPT

CLASSIFIED BY ss179mm/9w/1.cu JWHERE SHOUN OTHERVWISE

REASON:.1.4 (c) .
Dscusﬁn ON: 06-30-2 :

{U)-..

# i 1o T - e.case agent

~~~~~~~~~~~~~~~ Oni Ithe case_agent opened the NSL results and
noticed the discrepancy in the| ] The case agent

SWT
SECGRET
. b2
INTELLIGE BOARD (IOB) MATTER biE
DIVISION
I0B MATTER 6-257 (U) ‘

S )zn; The | | Division I | of the Federal b2
Bureau of Investigation (FBI) reported a pot'i%ﬂ._mp_;rvolving a PIE

National Security Letter (NSL) requested by

which, through
a transcription error, sought information about a | |
belonging to a person who was not the subject of an nationa
security investigation.

1

] On

t directed the invest:igative support specialist
(ISS) to draft an NSL requesting-information regarding the subject

Fl The request had the subject | ]

‘however,—due-to.an. administrative oversi ht: the NSL sent to the b2
:| company had the The case b7E
~—agentTs telephone extension in'| - 1-ds 1 bl

b2

immediately notified his supervisor and put the original results in a 5;

sealed envelope for sequestration with the Chief Division Counsel (CDC).
Nothing from the original NSL results was uploaded into the FBI computer
systems, nor was any mvestigative action taken based on the NSL

results.

(U) Due to inadvertent typographical error, | Ireceived
NSL results on a#gthat-was not associated with the b2
subject of an authorized investigation. However, due to the fact that ..
there was an unauthorized collection of presumed U.S. person

information, the error is a reportable matter under Section 2.4 of

Executive Order 12863.
Deriv rom: G-3
DeclassA¥y on: X1

Deri om: G-3
Decl : X1

SE 4
9 % Hofmann-IOB-678




DECLASSIFIED BY 6S5179/DMH/PLJ/LCU
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March 15, 2006
BY COURIER .

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
New Bxecutive Office Building
Washington, D.C.

Dear Mr. Friedman:
Bnclosed for your information is a corrected letterhead

memorandum (LHM), entitled "Intelligence Oversight Board (IOB) ;gg .
Matter, | —_|pivision, IOB Mattexr 2006-250 ." (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Poreign Intelligence Collection, and/or
laws, Executive Orders, or Presidential Directives that govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

URC IPZED WHEN

DETA .
CLASSIYIED CLOSURE

Dexived/from: G-3 )
Declasdifx on: X25-1

Bnc_losure
. —SECRET

ACog 1 —

Com,

of Eoaell

A AN, ——
o Pk Resps .
z——

1-

- 278-HQ-C1229736-VIO— [D*L(g Hofmann-I0B-679
1 - Inspection (10B 2006-250)
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o
.

Mr. Stephen Priedman

Should you or any member of' your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

. Julie F. Thomas ~
Deputy General Counsel

Bnclosure .

1 - The Honorable Alberto Gonzales
Attorney General
U0.S. Department of Justice
Room 5111

1 - Mr, James A, Baker -
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

prﬁoc T .
APPB(NED' cgtm -‘::f" o&gseo )
por M.olPubi s

Ot G2, G0 g;!:s.____—- oy
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DATE: 06-30-2010 . ALL INFORMATION CONTAINED
CLASSIFIED BY 65179/DMH/PLJ/LCU HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (c) . sgcﬁf\ WHERE OTHERWISE
DECLASSIFY pf: 06-30-2035 : b2

7 INTELLIGENCE QOVERSIGHT -BOARD (1I0B) MATTER b7E

() -

08y

(8

{U) -

DIVISION '
10B MATTER 2006-250(U)

The Counterterrorism Division reported that a 90-day
Letterhead Memorandum (LEM) may not have been submitted to the
~0ffice of Intelligence Policy and Review (OIPR) as required by the
Attorney G 1 Guidelines in effect at the time period in
question. e&{a

A_.l | was opened on or abO\'lt;_l
= b2

, H USPBR, File No. 1. A 90-day Letterhead b7E
Memorandum. (LEM) -for-USPER __|was uploaded to ACS on bl
:' within the 90-day time period required for this LHM b6
reporting. However, in April 2003, OGC's National Security Law - bic

Unit (NSLU) noticed that it did not have a copy of the 90-day LHM,
‘thus NSLU was unsure whether the 90-day LHM was forwarded to OIPR
as required by Attorney General Guidelines.

Although ACS indicates that an LHM was uploaded within the
~~~~~~ 90-days-of.the case initiation, there is no record verifying

transmittal of the LHM to NSLU or OIPR.? )s(

On| OIPR reported that they had no record -of
receivmg a 90-day However, OIPR did locate two annual ‘ B2
notxces, one date nd received at OIPR | b7E

- %ne dated| ia,nd received at OIPK on| [

There is no indication why this IOB notification was
received for action by 0GC's National Security Law Branch on
February 14, 2006, when the EC reporting the possible IOB
violation was dated May 13, 2003 and uploaded at that time. (U)

0GC has referred this matter to the FBI's Inspection
Division for action deemed appropriate. (U)

.................................................. (X D.:iv : G_ 3 A
Declassi D 4 §

« b2
! Although ACS, ICH indic:‘ma_dgn_gj_q_gﬂgng as b7E
the opening EC was serialized o nd the

this potential IOB indicates the case was opened on

? puring the time period in question, LHMs were provided to NSLU
in hard copy, and NSLU forwarded a hard copy to OIPR. There was no
cover EC used to document transmittal.

S?.Q‘!

Hofmann-IOB-681




/; DECLASSIFIED BY 65179/DMH/PLJ/LCU

- e Dﬁ 06-30-2010 2
“,- . .. ‘

March 8, 2006 L -

Mr. Stephen Friedman

Chairman Intelligence Oversight Board
New Executive Office Building .
Washington, D.C. )

Dear Mr. Friedman:

. This letter forwards for your information a self-explanatory
enclosure entitled "Intelligence Oversight Board (I0B), Matter
2006-231." (U) .

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U) :

2

. np.losure
1)- 278-HQ-C1229736-vi0— [ R5E

UNCLASSSELED WHEN
. DETACHED/ KROM
: CLASSIFAED RNCLOSURE

Sl . ‘ fay
Courwd ., : .
A DerivedNfom: G-3
—e Declasfify®ag: X1

[T y— SECRET
mtc:. ) ~ Hofmann-IQB-682
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" e __  ©

Should 'you or any membexr of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General )
U.S. Department of Justice
Room 5111

2 ~ Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

m,mom, Er'm specion, Trainlag
T v LD

D':mr‘_._cea.m A :)ff.ftsPubSc&

OepayQinchoe__nfo.Res_§ ] ~Personml_ Cong. Affs,

Deri G-3
DeclassifV on:

. SECRET 2
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DATE: 06-30-2010
CLASSIFIED BY 65179/DMH/PLJ/LCY

REA

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT

Pu: 1.4 (c) SHOUN OTHERVISE
DECLASSIFY ON: oe-ao-zo‘ .

SE%I‘

INTELLIGENC GHT BOARD (I0B) MATTER b2
. DIVISION b7E
10B MATTER 2006-231 (U)

’ The[____ pivision of the Federal Bureau of Investigation has
reported a possible violation in conjunction with an ongoing
I_'L_L . By electronic communication (EC) 1>
dated 12/19/2005, Denver requested FBI Office of General Counsel review hL7E
of this possible I0B error. The following facts are derived from-this
EC.

: b2
On 9/9/2005, FBII | prepared a_National Security Letter bic

(NSL) to obtain | ‘b4
The NSL was sexved tol 1 b7TD

[ by Fﬁﬂ [

| inadvertently requested information for

,EEOn 12/15/2005, FBI[___] discovered that the original NSL
dated | ] o

b2
| [ as requested for | bTE
| however, the COLTEect | | was

|

Irequested information on a | that had no relevance to an

ﬁ In this case, this matter must be reported to the IOB because

ongol estigation as required by statute. This error was compounded
by the fact that the results from this NSL were documented in an EC amdb
subsequently entered into the FBI's| Jdatabase. 2

(U) Based upon these facts, in accordance with the NSIG and the
terms implementing the
reporting requirements of Section 2.4 of EO 12863, it is our opinion
that this error must be reported to the IOB.

Derived pm: G-3
Declgssify\gn: X1

S T 3
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{ DECLASSIFIED BY 65179/DMH/PLI/LCW

ON 06-30-2010
+
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4

March 23, 2006

BY. COURIER

Mr. Stephen- P_riedman
Chairman
Intelligence Oversight Board
Room 5020
New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503
Dear Mr. Priedman: .

Enclosed for your information is a self-explanatory .A}’:%E
letterhead memorandum entitled "Intelligence Oversight
Board (IOB) Matter, Division, IOB Matter 2006-268." .

)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Poreign’ Intelligence Collection, and/or
laws, Bxecutive Orders, or Presidential Directives that govern
FBI foreign counterintelligence and :I.nternat:lonal terrorism

investigations. (U)
ONC
DETACHED
] CLASSZFIRD ENCLOB)
Dl —
o . .
o Deri om: G-3
'g— Declas n: X25-1
p | .

-m_
O e

| - =
2 .
vy Bnclosure L6

m bicC . )
-mr.—l - M8. Thomas ’
%m—l - w

i ——y}) - 178-HQ-C1229736-VIO— [ Hofmann-IOB-685

PAML—=1 - Inspection (IOB 2006-268)
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Mx. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (0O)

Sincerely,

Julie P. Thomas
Deputy General Counsel

Bnclosure

* 1 - The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James, A. Baker

Counsel, Office of Intelligence Policy and Review
U.8. Department of Justice
Room 6150
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" DATE: 06-30-2010

CLASSIFIED BY 65179/DMH/PLJI/LCW

! REASON:, 1.4 (c)
" DECLASSIFY ON: 06-30-2035
>

S%T

ALL INFCRMATION COUNTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN QTHERWISE

~r¢¢.4...11~rr.....‘4X nexiv xo‘ s 0.3 -
. Declas : X1 ’

. Hofmann-I0B-687

A

INTELLIGENCR OQVERSIGHT BOARD (IOB) MATTER b2
IVISION . b7E
IOB MATTER 2006-268 (U)  __ )

. - bl

(§) - The-Pederal Bureau of 1 Invest::l. at:ion ermined b2
that: in conducting a the FBI b6
improperly collected Information fxom a| [that was not b7C
authorized by an order of the Foreign Intelligence Surveillance Court ©°'C
(PISC). &Y .

) The current| |arises out of the facts discussed
in "Intelligence Oversight Board (IOB) Matter, Divis .
(§) . 2006-237.% On|

(8) - | b1
b2
be

(81 bTC
5) - b7E
X
(8) -

. C e bl
b2
b7C

. b7E
> ‘
Iadvised the appropriate persomnel of the potential
IOB violation due to the unauthorized collec
Mﬁ]_lagents to gtop the collection. - b2
placedlAhrssions each session € a separate b7E
{u) - and deleted them
from the|_|syst:em. “Thel - Isealed, sequestered,
‘and forvarded the disk to FBIHQ on| """""""""" }az\/xoc NP)
. 0GC recommend L o2
bS
| | o6c had B3
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DECLASSIFIED BY 65179 Dlﬂ'l/‘plj/lcw

ON 07-01-2010 . \ s
{

BY COURIER

March .28, 2006 =

Mr. Stephen Friedman, Chairman

Intelligence Oversight Board '

Room 5030 s Q)m@ qb
New Executive Office Building 4\\@)
725 17th Street, Northwest ' : %%
Washington, D.C.

Dear Mr. Friedman:

' Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
‘Division, IOB Matter 2006-238." (U)

This memorandum sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter "has also been referred to our
Inspection Division. (U)

Enclosure UNCLASSIXIED N
DETACHED M
CLASSIFIED ENCLOSURE

1 - Mr. Hulon
TS 278-HQ-C1229736-VI0— (@D

1 - Inspection D13}51on {IOB 2006-238)
1 - Ms. Kelley
LDK:1ldk
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—CHEREE-
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. ’

Sincerely,

Julie F. Thomas
Deputy General Counsel

1- Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

Cri ipspection___. Traivied_ ..
RPPRNEDI .,?llg " a‘.*.e.':tsg;______ 3;; ;:SEEO

i {ianal Sec. £

Financa s fals__
Director, Gen. Coun @L_____wam&

Deputy Director, Into. Res._{J Personnel___ Ceng.Afis___

Lo’

7T
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ALL INFORMATION CONTAINED

HEREIN IS wcnaqstrn:p EXCEPT

WHERE SHOWN gmzmusr: ‘
DATE: 07-01-2010 s T
CLASSIFIED BY 65179 DMH/plj/lcw
REASON: 1.4 (¢) .

DECLASSIFY ON: 07-01-203S

INTELLIGENCE_OVERSIGHT BOARD (IOB) MATTER
DIVISION
IOB MATTER 2006-238 (U}

Inquiry has determined that during the investigation of
Lhat ferm ig nused in

................................. | , a

National Security Letter (NSL) was submitted for | for
the subject's| | for the period of| ]
to the time the NSI was issued. Due to an error on the part of
the | lworking on the case, the

[ | was misidentified. Consequently, records
unrelated ‘to the subject were received. The error was ickl
recognized, and the records have been sealed by the [::f?i::::r
CDC. All relevant records have been permanently charged out of
the FBI's Automated Case Support system. Neither the incorrect
nor any records received with respect to the | |were
uploaded into FBI databases, including]|
According to | ] of the NSIG, |

]is opened. When the FBI issues an NSL for

| [it must certify in accordance with Title 18,
U.S.C., Section 2709(b), that "the name, address, length of
service, and toll billing records sought are relevant to an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of a United States person is not conducted

solely on the basis of activities protected by the first
amendm i i $ s " |

| In this case, the FBI

recelived | [records for which no relevance existed to an
authorized Investigation. Therefore, we are reporting this

(U) ... matter. This has also been referred to the FBI's Internal
Investigations Sectign of the Inspection Division for action
deemed appropriate: -

Derived om : G-3
Declassi on: X25-1

IER, orim. oy, Ingpactian Traini
EPPROYED: o —— ey 3.5 FEECRET K
Financa usasiSag, Alfaiss HOW -690
Dirsclor__________Gen, Counsd M Jfcffebicd
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DECLASSIFIED BY 65179 DMH/plj/lcw
ON 07-01-2010

March 16, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:

~ Enclosed for your information is a corrected letterhead
memorandum (LHM), entitled "Intelligence Oversight Board (IOB)
Matter, Counterterrorism Division, IOB Matter 2006-221
(Corrected) ." (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or
laws, Executive Orders, or Presidential Directives that goverm
FBI foreign counterintelligence and international terrorism
investigations. (U)

UNCLA
DETAC
CLASSIFIE!

IED WHEN
ROM
CLOSURE

Derxriwv
Declas

Enclosure
Thomas

1) Z78-HEO-Ci229736-vio— MO D
- Inspection (IOB 2006-221)

Hofmann-IOB-ﬁQl

MAIL ROOM {J
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto Gonzalesg
Attorney General

U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

ﬂpﬁf@yﬂ) S;gv Iy Inspection

. Lebapatary———— Valhing
Drector Fheses_ ,;,,I‘.‘.‘i'e’c i, of £6)
Deputy Direegop - - Couns: .. Aifars
OI_NIBfO. Res. Pﬂm . of Pubiic &

N
‘\ Cong. Afs,
h‘*

Hofmann-I0OB-692




ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT DATE: 07-01-2010
WHERE SHOWN Q’[‘HERWISE y&%’! CLARSTIFIED BY 65179 DMH/plj/lcw
. , ‘;m 1.4 (o)
. SSIFY ON: 07-01-2035
INT‘TENMLEE&LBHL&TRD (IOB) TER
DIVISION
IOB MATTER 2006-221 (Corrected) (U) b2
b7E
The [ |Division, | |
41§ e e e ,reported this POtential 10B
er involving unauthorized surveillance,
bl
b2
b7E
(8) bs
b7C
b4
b7D
/
(8) . bl
b7E
bé
b7c
/
OGC has referred this matter to the FBI's Inspection
Division for action deemed appropriate. (U)
O Derivarom : G-3
Dac si On: X1
bl
b2
(8 b1E

SHCIET
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DECLASSIFIED BY 65179 DMH/plj/lcw
0N 07-01-2010

“ @ o
L “SECRED

BY COURIER
March 29, 2006

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-

explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2006-235." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined may have been contrary
to the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or
laws, Executive Orders, or Presidential Directives which

govern FBI foreign counterintelligence and international
terrorism investigations. (U)

UNCLA
DET
CLAS§AFIED
1 - Ms. Thomas 1l - IOB Library
1 - @- 278-HQ-C1229736-VI0 — (0]
1 -

Dep.Dir.

Chiof of Stalt

Off. of Gen.

CO\I.IISC!

Aot D Derive om: G-3
g:;lnsn. Inv. Decla fy : X25-1
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National Sec.
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Off. of EEOA _____
Director’s Office ____
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Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Enclosure

1 - The Honorable Alberto R.

Attorney General

Sincerely,

Julie Thomas
Deputy General Counsel

Gonzalez

U.S. Department of Justice

Room 5111

Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.8. Department of Jusatice

Room 6150

IED WHEN

UNCLAS
DETAC oM
CLASYIFIED CLOSURE

G-3
X1
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ALL INFORMATION CONTAINED
HEREIN I$ UNCLASSIFIED EXCEPT
WHERE $HOWN OTHERWISE . .
DATE: 07-;01:2010 .
CLASSIFIED BY 65179 DMH/plj/lcw SE\%T
REASON: 1.4 (c)
DECLASSIFY ON: 07-01-2035
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2006~235 (U)
o }-( The[__ |Division | | of the Federal Bureau of
Investigation has reported a period of unauthorized collection of b2
| | through the inadvertent activation of a L7E
[ |during the process of| ]
7 | I
e b2
(8) B7E
: bl
b2
b7E
bl
was entered into FBI systems including | [
However, this | _ | wvas conducted without b2
court authorization. The matter is therefore reportable to the b7E
Intelligence Oversight Board under the terms of Executive Order
12863. In addition, it has been referred to the FBI's Inspection
Division, Internal Investigations Section for any action that is
deemed appropriate.
Hofmann-IOB-696
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DECLASSIFIED BY 65179 DMH/plj/lcu
ON U'J‘;Ul-ZIJJ_D

March 21, 2006

BY COURIER

Mr. Stephen Friedman
Intelligence Oversight Board
Room 5020 :

New Executive Office Building
725 17th- Street, NW
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-

explanatory enclosure, entitled “Possible Intelligence Over31ght
Board Matter.™

- This enclosure sets forth details of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Countérintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

". FBI foreign counterintelligence and. international terrorism

investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(0)

FEnclosure

1 - Ms. Thomas

1 - b6
~ p7C
@~ ~AQ-CI229736-VI0~ DET
Dep. O Derived/ From: G-3
©tn Dec];.?s(l{( On: X1

SEERET Hofmann-I0B-697
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Mr. Stephan Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

APPROVED; Cinim g
Finance - Affalrs

Director, Gen, Coun
Deputy Director, Info. Res,

. of Public &
Personngl Cong. Affs.______,

SEERET

-2- Hofmann-IOB-698




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

DATE: 07-01-2010
CLASSIFIED BY 65179 DMH/plj/lcw SE%T
REASON: 1.4 (c)

DECLASSIFY ON: 07-01-2035

{uy e

(Sjufii e
(8

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER e
| | DIVISION
I0B MATTER 2006-226 (U)

R \,C&f By electronic communication (EC) dated October 5, 2005
the | | pivision[_] reported a potential IOB involving b2
a National Security Letter (NSL) requested by | |~ biE
| case.
X
t s ) IR e e T b7E
I -
....... L ]
I
b2
b7E

U T G-3
Declgés on: X1
SE T
/( % Hofmann-10B-699
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(U) RSO S ><
b2
b7E
(U) The error is a reportable matter under Section 2.4 of
Executive Order 12863.
ok
bé
b7C

1See E-mail ﬁ0m| ko dated November

14, 2008,
SE; T Hofmann-10B-701




, o ¢

DECL{LSSI-FIED BY 65179 DMH/pli/lcw
ON 07-01-2010

Asst, Dir:

Admin, Ser.

Crim.. Inv,
cns
Finance

BY COURIER
March 30, 2006

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. PFriedman:

This letter forwards for your information a self-

explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2006-194.% (U)

The enclosure sets forth details of investigative
activity which the FBI has determined may have been contrary
to the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or
laws, Executive Orders, or Presidential Directives. which
govern FBI foreign counterintelligence and international
terrorism investigations. (U)

UNCLASGIRIED WHEN

1 - Ms. Thomas I0B Library

1 - @ 278-HQ-C1229736-VIo— ( A1 Y. o

" Off.of EEOA
Director’s Office __
MAIL XOOM O
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1l - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker .
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

UNCLASSIFIED WHEN
DETACH FROM
CLASSI ENCLOSURE

Derived\grom: G-3
Declassifx on: X25-1
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT . .
WHERE SHOUN_ O'THERWISE : .

-

DATE: 07-01-2010 -
CLASSIFIED BY 65179 DMH/plj/lcw SE%T
REASON: 1.4 (c)

DECLASSIFY ON: 07-01-2035

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

IOB 2006-194 (U)
&) The[___IDivision] Jof the Federal Bureau of Investigation has .
reported receiving results froma [which thef I wre
b2

t 5) tg)
] r— | I

— —— ———— e b2
(5) T - - };IE

0 e }S{ Although the receipt of the erroneous information was caused by thel_____Jerror,

and the error was immediately realized by[ | this interception was conducted without if :
court authorization. The matter is therefore reportable to the Intelligence Oversight Board under '
the terms of Executive Order 12863. In addition, it has been referred to the FBI's Inspection

Division, Internal Investigations Section for any action that is deemed appropriate.

. snyﬂm*
Derive m: G-3
Declaspt : X-1

Hofmann-I0B-704
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DPCLASSIFIED BY 65179 DMH/pli/lcw
ON 07-01-2010

March 21, 2006
BY COURIER ~

Mr. Stephen Friedman

Chairman ;
intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight

Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
256." ()

This 1LHM sets forth details of investigative activity which
the FBI has determined was conducted inadvertently contrary to
the Attorney. General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or laws,
Executivé Orders, or Presidential Directives that govern FBI
foreign counterintelligence and international terrorism

. investigations. (U)

Enclosure

1 )- 278-HQ-C1229736-vIo— [R/1(e

UNCLAS ED WHEN
DETAC -
CLASSIFIED ENCLOSURE e
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Mr. Stephen Friedman

¢

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales

Attorney General

U.S. Department of Justice

Room 5111

1l - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice

Room 6150

APPROVED:

Dirsctor
Depuly Director,

Inspection, Tralning
Laboratory_________ Jff. of EEQ
Hasional See, Affairs
PR OffoiPubiic&
Peisoanel, Cong. Affs
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DATE:

(8)

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

v

07-01-2010

CLASSIFIED BY 65179 DMH/pli/flcw
REASON: 1.4 (b,c,d)

DECLASSIFY ON: 07-0D1-203S

® sege é

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
I0B MATTER 2006-256 (U)

Investigation of this IOB matter has determined with regard to two reported potential
IOBs:

(8]

...... >¢

(§)
(s]ﬁ
{8y

<

[ | pivision Chief Division Counsel (Cpcy[ ]

| | sealed the mistaken| ] on |

and secured them in the CDC's office. | [Division's

_responsive -EC- , which specifically

referenced incorrect | haa_hggn_pg;vanently
has not

charged out of ACS. The incorrect|
been uploaded into FBI databases such asl

A8

.The second potential violation 1nvolved| |

ivision 1nvestlgatlon of "subjectt |
: opened as a ]and then
on as a | in accordance with the
|

Attorney General Guidelines. | ,

(gy-L

The potential IOB violation occurred in connection with
the results received from thel | TFO
......].requested.|... e — ]
furnlshed the results on a CD-Rom to the| | Division, which in
turn forwarded the results to TFO The results were
prov;ded along with a | | dated

The correct |
[provided on

was Tdentified in th . ... | however, the]
the CD-Rom included partial records” forf ] as_well as

another | ] that was not requested by TFO | L
reportedly could not explain how this occurred.

%
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o

, @ snc?ﬁm e

S Once again, the mistaken | | were sealed
by the [~ Division Chief Division Counsel (cDC) [ | bz
— 1= b7E
| e |]and are being maintained in a secure bé
manner j ! “»ermk[:::::]D1v151on s responsive EC b7C
e , did not reference the incorrect[ | b1
| that was provided on. the CD- -RoM;- therefore it has not been
charged out of ACS. The incorrect | -| were n uploaded
into FBI databases, including | L“ES(

As required by Executive Order (E.O.) 12863 (Sept. 13,
1993) and| _ |of the National Foreign Intelligence Program
Manual (NFIPM), OGC was tasked to determine whether or not the

matters describrd_h.e.nei.n_sh.a.uld_bsl reported to the IOB. We believe
that though the reported herein occurred through b2

no fault of the case officer or| | Division, the reported LIE
activity nonetheless requires notification. Despite the inadvertent
nature of the mistake made by the | | that

provided the records, the fact remains that information was
improperly collected | | unrelated to an authorized
investigation. Thus, OGC is required to report this matter to the

“z}ggzin accordance with E.0. 12863 and | | of the NFIPM.
OGC notes that thel |of records reported
herein were in no way due to errors made by the| Division ‘
or any other FBI entity. Further, | | took appropriate steps b2
--..to remove all non-authorized information from FBI systems of b7E
records, ‘sequester. it and provide it to the CDC to be secured.
did not review ‘any-of- the. unautho d information
provided by the| b

This matter has been referred to the FBI's Inspection
" Division for their information. (U)
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