
DECLASSIFIED BY 65179/DHH/PLJ/LCTfl 
OH 06-30-2010« . 

February 9, 2006 
BY COURIER 

M̂tta Ua. zia. «a. 
JB. 
Xu. •Shvi « 
a. 
i bv.. 

Mr. Stephen Friedman 
Chairman 
Intell igence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your informat ion i s a s e l f - e x p l a n a t o r y 
let terhead memorandum (LHM), e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t 
Board (IOB) Matter, I I IOB Mat te r 2006-241." 
<U) 

This LHM sets for th d e t a i l s of i n v e s t i g a t i v e a c t i v i t y 
which the FBI has determined was conducted c o n t r a r y t o t h e 
Attorney General's Guidelines f o r FBI Na t iona l S e c u r i t y 
Investigations and Foreign I n t e l l i g e n c e C o l l e c t i o n , a n d / o r 
laws, Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s t h a t govern 
FBI foreign counterintel l igence and i n t e r n a t i o n a l t e r r o r i s m 
investigations, (u) 

UNCUtefl̂ FXED WHEN 
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—aacRKT 

Mr. Stephen Fciedman 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information concerning t h i s ma t t e r , an o r a l b r i e f i n g w i l l be 
arranged for you a t your convenience. (U) 

Enclosure 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e Po l i cy and Review 
U.S. Department of J u s t i c e 
Room 6150 

S i n c e r e l y 

J u l i e F. Thomas 
Deputy General Counsel 

' Hofmann-IOB-611 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

/ [î ÉE 

SE^JST 

IHTBLffPjEWjp AVippcrnuT aA&pn <Tnp) MATTER 

IOB MATTEK ¿UUb-ZflHU)1 

DATE: 06-30-2010 
CLASSIFIED BY 65179/DHH/PLJ/LCW 
REASON: 1.4 (c) 
DE^BSIFY ON: 06-30-2035 

COI ifi&l b2 
b7E 

( U ) The Federal Bureau of I n v e s t i g a t i o n ' s [ 
| 1 reported this po t en t i a l IOB mat te r involving 
unauthorized surveillance. 

"(S) L "I opened a f 
J(U.S. Person) . On 

b2 
b7E 

bl 
hi 
b6 
b7C 
b7E 

(S) 

(S) 

(U) 

b2 
b7E 

•'.bl 

( U ) 

X 

b2 
b7E 

0GC has referred t h i s matter to the FBI's Inspec t ion 
Division for action deemed appropr ia te . (U) 

(U) D e r i v e S ^ ^ : G-3 
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DECLASSIFIED BY 65179/DHH/PLJ/LOJ 
ON 06-30-2010 

February 24, 2006 

' • BY COURIER 

Nr. Stephen Friedman 
Chairman 
Intell igence Oversight Board 
Room 502P 
New-Executive Office Building 
725 17th Street , N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This l e t t e r forwards f o r your i n f o r m a t i o n a s e l f -
explanatory enclosure e n t i t l e d , " I n t e l l i g e n c e Over s igh t Boaird 
(IOB) Matter, IOB 2006 212 (U) 

* « 

The enclosure s e t s f o r t h d e t a i l s of i n v e s t i g a t i v e 
ac t iv i ty which the FBI has determined was conducted c o n t r a r y t o 
the Attorney General Guidelines f o r FBI Foreign I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
laws, Executive Orders, o r P r e s i d e n t i a l D i r e c t i v e s which govern 
FBI foreign counter intel l igence and i n t e r n a t i o n a l ' t e r r o r i s m 
investigations. (U) 

Enclosure 
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UNCIAS 
DETAC: 
CLASS: 

r 
« 

WHEN 
CLOSURE 

Jakkn 
OLdEEM Olcff\*ic 

« Oir«ao(ii0ac*_ 

Derived fronTr 
D e c l a s s i f y 

ODCIUH? 

t i p l e Sources 
a r y 15,2031 • i,. 

Hofmann-IQB-613 

fai/ooj MMHtOOMO 



Should you or any member of your s t a f f r e g u i r e 
additional information concerning t h i s m a t t e r , an • o r a l b r i e f i n g 
will be arranged for you a t your convenience. 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James A. Baker" 1:11 
Counsel for Intel l igence Policy and Review 
U.S. Department of J u s t i c e 
Room 6000 

S ince re ly 

J u l i e F. Thomas 
Deputy General Counsel . 

.Off.olEEO 

Diector G&CMiBäfliyufoa* 
Oip5*Cftdoi_IdaRis PwoauL 
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DATE: 06-30-2010 
CLASSIFIED^BT 65179/DMH/PLJ 
REASOÏk 1«.4 (c) 
DECLASSIFY OIT: 06-30-2035 

# S E ^ ^ T «"ÏMF0BHATI0H CONTAINED 
:iN\IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

(U) 

(S) 

r 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE. 

IUB MAT I tH 2Ö06-212 

b2 
b7E 

div is ion ' s 
'ga ± 

TheL I F i e l d O f f i c e of t h e Fede ra l Bureau 
of Investigation has repor ted an e r r o r i n c o n j u n c t i o n wi th t h a t 

regard, when the I F ie ld O f f i c e changed from t 
t o t h e I } t h e [ 

In 
M . 

t h i s 

coverage, which was permit ted t o l a p s e when t h e f i i r vH .na jgq 
order was renewed> 
throughl 

f 
was mistakenly t u rned on from I 
None of t he s e s s i o n s has been rev iewed; t h e 

sessions erroneously captured have been copied t o r _ 
I and the or ig ina ls have been d e l e t e d from the"H 

hi 
b7E 
bl 
b6 
b7C 
b4 
b7D 

1 T 

(U) This matter has been r e p o r t e d t o t h e F B I ' s O f f i c e 
of Professional Responsibi l i ty f o r a p p r o p r i a t e a c t i o n . 
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DECLASSIFIED BY 65179/DMH/PLJ7LCTJ 
ON 06-30-2010 

February 14, 2006 

BY COURIER 

Mr. Stephen Friedman 
Intel l igence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street , NH 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This l e t t e r forwards f o r your i n f o r m a t i o n a s e l f -
explanatory enclosure, e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t Board 
Matter 2006-202." 

This enclosure s e t s f o r t h d e t a i l s of i n v e s t i g a t i v e 
ac t iv i ty which the FBI has determined was conducted c o n t r a r y t o 
the Attorney General Guidelines f o r FBI Fore ign I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
laws, Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern 
FBI foreign counter in te l l igence and i n t e r n a t i o n a l t e r r o r i s m 
investigations. This mat ter has a l s o been r e f e r r e d t o o u r 
Internal investigations Sect ion, I n s p e c t i o n Div i s ion? f o r a 
determination of whether any a d m i n i s t r a t i v e a c t i o n i s w a r r a n t e d . 
(U) 

Enclosure 

1 - Ms. Thomas 
1 - SSAI I 

^ k - l 1 
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• • 
Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information concerning t h i s mat te r , an o r a l b r i e f i n g w i l l be 
arranged for you a t your convenience. 

Attorney General 
U.S. Department of J u s t i c e 
Room 51:11 

1 - Mr. James Baker 
Counsel for In te l l igence Pol icy , OIPR 
U.S. Department of J u s t i c e 

SECKfiT 

S ince re ly , 

J u l i e F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 

SECRET 
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DECLASSIFIED BY 65179/DMH/PLJ/LCU 
OH 06-30-2010 

oCCRCr* 

TMTRT,T.TGf.»ir.F. OVERSTfiHT 'BOARO (IOB) MATTER 
J5IVISI0N 

b2 
b7E 

I0B MATTER 2006-202 (U) 

By electronic communication (EG) da ted October 6, 2005, 
the I ~~l Field Of f i ce I ^ ^ ^ r e p o r t e d t h a t t h e 

was not authorized and r e su l t ed i n an I I These 
1 I have been seggpsfprprl nnfn a pp, and d e l i v e r e d t o 
01PR and removed from the 

from the [ ] sys tems . 
J has removed t h i s d a t a 

b2 
b7E 

b2 
b7E 

Derived 
Declass 

ĵ&Sjf In addition. 

HZn£ 
I 

\ the 1 

. An add i t iona l 
collected a t t e r the Order expired. 

E E .contént i n | 
and I 

I resul ted i n 

were a l s o 
J o n 

"^SBeRSI 

removed t h e c o n t e n t of 

Hofmann-IOB-618 

b2 
b7E 



the 

SECRET 

from t h e sys tem. b2 . 
b7E 

(U) The error i s a r e p o r t a b l e m a t t e r under S e c t i o n 2 .4 of 
Executive Order 12863. 

SECRET Hofmann-IOB-619 



DECLASSIFIED BY 65179/DMH/PLJ/LCW 
OH 06-30-2010 

February 24, 2006 » 
f 

BY COURIER ' 

Mr. Stephen Friedman ' 
Chairman 
Intel l igence Oversight Board 
New Executive Office Building 
Washington, D.C.* 

s 

Dear Mr. Friedman: * 

Enclosed for your in fo rmat ion ' i s a s e l f - e x p l a n a t o r y b 2 
memorandum, en t i t l ed " I n t e l l i g e n c e Overs igh t Board (IOB) M a t t e r , b7E 
I Field Off ice , IOB Mat ter 2006-207. (U) 

This LHM se ts fo r th d e t a i l s of i n v e s t i g a t i v e a c t i v i t y which 
the FBI has determined was conducted c o n t r a r y t o The A t t o r n e y 
General's Guidelines fo r FBI Na t iona l S e c u r i t y I n v e s t i g a t i o n s and 
Foreign Intel l igence Col lec t ion and /o r laws , Execu t ive Orders , ' o r 
Presidential Directives which govern FBI f o r e i g n . ' ' 
counterintelligence and i n t e r n a t i p n a l t e r r o r i s m i n v e s t i g a t i o n s . 
(U) . 

» 

Enclosure * * . • » . 
1 - Ms. Thomas • 
1 -I i 

¿ 9 - 278-HQ-C1229736-VIO-
1 - Inspection Division (IOB 2006-207) 
1 - Mr. Hulon 

b6 
b7C 

UNCS^SSIFZED WHEN 
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Hr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e 
additional information concerning t h i s m a t t e r , an o r a l b r i e f i n g 
will be arranged for y<>u a t your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Ju s t i c e 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e Po l i cy and Review 
U.S. Department of Ju s t i c e 

•Room 6150 

S ince re ly , 

J u l i e F. Thomas 
Deputy General Counsel 

2 
' Hofmann-IOB-621 



DATE: 06-30-20L0 
CLASSIFIED BY 65179/DMH/PLJ/LCtf 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 SECJj^T 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WERE SHOtJN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 "IFIELD OFFICE 

IOB MATTER 2006-207 (U) 

b2 
b7E 

(S) 

(S) 

(S) 

b2 
b7E 
bl 
b6 
b7C 

Thvestioatimv ivfthift lOR matter has determined that On I 
_] of s u b j e c t 1 

I a non-U.S. person . 1 On 
I of the I 1 fa 

c a s e a g e n t SA |_ ? 
Agency ("RA") s u b m i t t e d 

an EC to his pr incipal r e l i e f s u p e r v i s o r . S A P L r e q u e s t i n g 
the conversion of fchel 1 

1 ito a [ J However, t h e 
conversion EC was nei ther uploaded i n t o ACS nor s e n t t o t h e Bureau f i l e , 
and i t was not approved by the I I S p e c i a l Agent, i n Charge 
(SAC). Principal Relief Supervisor SAl I, who' r e c e i v e d t h e 
conversion request by Bureau Mail from t h e RA, was unaware t h a t t h e 

the EC up the chain for approval , 
had proper authority to conduct a 

N e v e r t h e l e s s . SA 1 b e l i e v e d h e 
and on 1 1 

l ö r [ he submitted a National Secur i ty L e t t e r PNSL") 
I | of the subject . The NSL was se rved and t h e r e s u l t s t r a n s m i t t e d 
to | | by the d e l i v e r i n g d i v i s i o n on I I At t h i s 
point, the case agent r e a l i z e d t h a t t h e conve r s ion of h i s i n v e s t i g a t i o n 
had not vet; occurred, so he r e - submi t t ed t h e c o n v e r s i o n EC on 

However, SA This EC, too, was never approved by t h e SAC. 
] continued to i nves t i ga t e t h e s u b j e c t under t h e 

| The e r ro r was d i s cove red on[ 
inspection of I 
onl i SAI 
case, c i t ing i t as a 

J d u r i n g an 
1 conducted by t h e I n s p e c t i o n D i v i s i o n . S t i l l , 

Tsubmit ted a r e q u e s t f o r an e x t e n s i o n of t h i s 
I, even though nol I 

J had ever been p r o p e r l y i n i t i a t e d . During t h e 
period that SA I I conducted t h i s i n v e s t i g a t i o n a s a 315 m a t t e r , no 
no t i f i ca t ion of the conversion (which he assumed t o have o c c u r r e d ) was 
made to FBI Headquarters and no annual l e t t e r h e a d memorandum was 
submitted. In November 2005, fo l l owing t h e submiss ion o f t h e p o t e n t i a l 
IOB violat ion to the Of f i ce of t h e General Counsel , t h e I I 
Chief Division Counsel i n s t r u c t e d SA| | on t h e p r o p e r means t o 

(S) J ^ status is not that of" a United States person. The 
term UniteA b'tätöä pöüäin" is ased in Section 101 (i) of the Foreign 
Intelligence Surveillance Act ofc 1978 (FISAl (codified at 50 U.S.C. § 1801-s£ 
s£<j.) and is defined as "a citizen of the United States (or) an alien lawfully 
admitted for permanent residence (as defined in section 101(an20) of the 
Iraaigratiön and Naturalization Act) . . . ." See alsol bf The 
Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). 

bl 
b2 
b6 
b7C 
b7E 

SECRET 
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convert a criminal inves t iga t ion t o a | J 
I I The continued i n v e s t i g a t i o n of t he s u b j e c t bv SA 
as a | Ibeginning when he submi t t ed a 
request for an NSL on | | v i o l a t e d The At torney G e n e r a l ' s b 6 
Guidelines for FBI National Secur i ty I n v e s t i g a t i o n s and Foreign b 7 c 
Intelligence Collection (NSIG), I I b2 

b7E 
This matter a lso has been r e f e r r e d t o t he FBI ' s I n t e r n a l 

Investigations Section of the Inspec t ion Div i s ion f o r a c t i o n deemed 
appropriate. (U) . • 

Der ived^Mr t iG-3 
Declas^irfyo^: X-l . 
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DECLASSIFIED BY 65179yDHH/PLJ/LCW 
ON 06-30-2010 

February 24, 2006 

' • BY COURIER 

Mr. Stephen Friedman. 
Chairman 
Intel l igence Oversight Board 
Room 5020 
New.Executive Office Building 
"725 17th Street , N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This l e t t e r forward's f o r your i n f o r m a t i o n a s e l f -
explanatory enclosure e n t i t l e d , " . I n t e l l i g e n c e O v e r s i g h t Board 
(IOB) Matter, IOB 2006 230 (U) 

The enclosure s e t s f o r t h d e t a i l s of i n v e s t i g a t i v e 
ac t iv i ty which the FBI has determined was conducted c o n t r a r y t o 
the Attorney General Guidelines f o r FBI Fore ign I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
laws, Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern 
FBI foreign counter in te l l igence and i n t e r n a t i o n a l - t e r r o r i s m 
invest igat ions. (U) 

Enclosure 

27 8-HQ-C1229736-VIO — / / 7 < f 

UNCLASSIFIED WHEN 
DETACHEDXjfoOM 
CLASSfïTEDSENCLOSORE 

IWrtng O&dEEOA OtdftMe ICwAh. OtKfcnOSc* lUJLItOOM Q 

Derived f r o m K M u i t î p l e Sources 
D e c l a s s i $ y - < r t r f x e b r u a r y 7 ,2031 ' 
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Am 
u or any member of your s W K - r e q u i r e 

additional information concerning t h i s m a t t e r , an o r a l b r i e f i n g * 
wi l l be arranged for you a t your convenience. 

. S i n c e r e l y , 

J u l i e F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James A. Baker I I I 
Counsel for In te l l igence Pol icy and Review 
U.S. Department of J u s t i c e 
Room 6000 

J. CriulwJ! Itspecfion J J j L , 
. V laSoratotv Off.otEEO 

tmzMlMtedte AUm 

OîTKtor M B B f L -
Ot̂ Citttto» lMo.Rts PefSonnU Corçm 

-2- Hofmann-IOB-625 



DATE: 06-30-2010 ALL INFORMATION CONTAINED 
CLASSIFIED^Y 65179/DHH/PLJ/LCW SECRET HpEIH IS UNCLASSIFIED EXCEPT 
REASON-- 1.4» (c) J ^ ^ fJ^HpPE SHOUN OTHERWISE 
DECLAS^FY* ON: 06-30-20^ 

t UM / UVW • * 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
(U) I I FIELD OFFICE. 

IOB MATTER 2006-230 

The I 1 F i e l d O f f i c e of t h e F e d e r a l Bureau 
of Investigation has repor ted an e r r o r i n c o n j u n c t i o n wi th t h a t 

(S) d iv i s ion ' s I " ^ [of | In t h i s r e g a r d , 
in response to a National Secu r i t y L e t t e r (NSL) t o C h a r l e s 
Schwab, Schwab erroneously provided two documents which were 
unrelated to the subject of the NSL, which were a s s o c i a t e d w i t h a 
Schwab customer who i s probably a Uni ted S t a t e s p e r s o n . 

(U) This matter has been r e p o r t e d t o t h e FBI ' s O f f i c e 
of Professional Responsibi l i ty f o r a p p r o p r i a t e a c t i o n . 

DeriveofcrfQm : G-3 
Declassify oh*. 25X1 

SECRET 

b2 
b7E 
bl 
b6 
b7C 
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DECLASSIFIED BY 65179/DHH/PL4/LCU 
ON 06-30-2010 

February 24, 2006 

' • BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intell igence Oversight Board 
Room 5020 
New.Executive Office Building 
725 17th Street , N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 
« 

This l e t t e r forwards f o r your i n f o r m a t i o n a s e l f - ' 
explanatory enclosure e n t i t l e d , " . I n t e l l i g e n c e O v e r s i g h t Board • 

, (IOB) Matter, IOB 2006 228 (U) 

The enclosure s e t s f o r t h d e t a i l s of i n v e s t i g a t i v e 
act ivi ty, which the FBI has determined was conducted c o n t r a r y t o 
the Attorney General Guidelines f o r FBI Fore ign I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 

** laws, Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern 
FBI foreign counter in te l l igence and i n t e r n a t i o n a l ' t e r r o r i s m 
invest igat ions. (U) 

Enclosure ^ 

^ ) L 278-HQ-C1229736-VIO— (¡¿>0 

UNCLASSIFIED WHEN 
DETACHE&VFRQM 
CLASSIFIED ENCLOSURE . 

Derived from^Jfcfltiple Sources 
Declassif^xJti: February 10, 2031 

SECRET 
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• ft Should you or any member of yoaVs t v Should you or any member of yoaVsCa.ff r e q u i r e 
additional information concerning t h i s m a t t e r , an o r a l b r i e f i n g 
will be arranged for you a t your convenience. 

S ince re ly , 

J u l i e F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James A* Baker XXI - . 
Counsel for In te l l igence Policy and Review 
U.S. Department of J u s t i c e 
Room 6000 

i. MM« ZjnspsctfcL 
' ' -ütaatay 3ÌUE8) 

— f f f W M Off. cl PcbBc & 0s?5iy0ieito(—ißfo.R6$__Z__ Personnel Ccflg./Vfs, 

' Hofmann-IOB-628 



DATE: 06-30-2010 \ U 1 M r 0 M * T I °» COBTAIHED 
5 S 2 ™ . T « 2 « - » » " » S E W T K V S J E S S ? " " " REASON: 1.4 (c) ̂ ^ /"T 
DECLASSI^ ON: i ^ H - 2 0 3 5 \ 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 

I I FIELD OFFICE„ b 7 E 

IOB MATTER 2 0 0 6 - 2 2 8 ( 

I T h e "1 F i e l d O f f i c e of t h e F e d e r a l Bureau _ • _ • __ • » ._« « . • . • _ b2 
of Investigation has repor ted an e r r o r in con-iiinr.fion wi th t h a t b7E 

( S ) d iv i s ion ' s I 1 of . In t h i s b i 
regard.I I i n an"H5L t o i I was b 4 regard, I I i n an t o I I was 
erroneously transposed, and I I produced | 

for a customer who was no t t he s u b j e c t o r t n e NSL. 
b7D 
b6 
b7C 

(U) This matter has been r e p o r t e d t o t h e F B I ' s O f f i c e 
of Professional Responsib i l i ty f o r a p p r o p r i a t e a c t i o n . 

Der ivea^^om : 6 - 3 
D e c l a s 9 u y > s n : 25X1 

SEC^T 

RET 
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DECLASSIFIED BY 65179/DMH/PL.yLCljJ 
OH 06-30-2010 

February 24, 2006 

' • BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intel l igence dversight Board 
Room 5020 
New.Executive Office Building 
'725 17th Street , N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This l e t t e r forwards f o r your i n f o r m a t i o n a s e l f -
explanatory enclosure e n t i t l e d , " I n t e l l i g e n c e Ove r s igh t Board 
(IOB) Matter, IOB 2006 210 (Uj 

» • 

The enclosure s e t s f o r t h d e t a i l s of i n v e s t i g a t i v e 
ac t iv i ty which the FBI has determined was conducted c o n t r a r y t o 
the Attorney General Guidelines f o r FBI Fore ign I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 

- laws, Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern 
• FBI foreign counter in te l l igence and i n t e r n a t i o n a l ' t e r r o r i s m 

invest igat ions. (U) 

Enclosure / 
1 - Ms. Thomas 
1 -

278-HQ-C122973 

b6 
b7C 

s-vio— U 8 Z 

UNI 
DETAC 
CLASS 

PIED WHEN 
*OM 
«CLOSURE 

Derived fro&T-^j^f^pJ-0 Sources 
Declass4£y-<'tI?"JäniI&ry 26, 2031 

-' SECRET 

nata» <*dE80A_ OLdPuMe t Cor« Aft. ' 0HcBrt08ie»_ 

Hofmann-IOB-630 

rai/oaj 
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, § # 
Should you or any member of your s t a f f r e q u i r e 

addit ional information concerning t h i s m a t t e r , an o r a l b r i e f i n g 
wil l be arranged for you a t your convenience . 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. 'Department of J u s t i c e 
Room 5111 

1 - Mr. James A. Baker I I I 
Counsel for In te l l igence Pol icy and Review 
U.S. Department of J u s t i c e 
Room 6000 

S i n c e r e l y , 

J u l i e F. Thomas 
Deputy Genera l Counsel 

APPROVED: UfcorMocy Off. of EEO 
HtöWlSec Affâs_ 

Inspect»« Training 

"irisa 
Oirectof Gw.Co 
Oìpty Diteci« Info. Re 
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„ c À f l T 
DATE: 06-30-2010 » ALL INFORMATION CONTAINED 
CLASSIFIED BY 65179/DMH/PLJ/LCW SECÄBT HEBEIN IS UNCLASSIFIED EXCEPT 
FEAAprf: 1 - 4 ( c , ^ ^ TJHEPE SHOWN OTHERWISE 
DECLASSIFY ON: 

(U) INTELLIGmCELCSEBSIfiHT BOARD (I0B) MATTER b2 
I FIELD OFFICE b7E 
105 MATTER 2006-210 J S J Q 

^ The I 1 F i e l d O f f i c e of t h e Fede ra l Bureau b2 
ticjatlon has repor ted an e r r o r i n <jQn1uncU<?n Vfitjji t h a t . ^ 

I . In t h i s r e g a r d / a l t hough t h e I (g \ I " I < In t h i s r e g a r d / a l t h o u g . 
application was f i l e d in a t ime ly manner, thej | annual LHM ^ _ i >.« ^ n^^^n^ « • i . was 
f i l e d l a t e , when the I lannual LHM was s u b m i t t e d . 

(U) This matter has been r e p o r t e d t o t h e FBI ' s O f f i c e 
of Professional Responsibi l i ty f o r a p p r o p r i a t e a c t i o n . 

Derive9*>£Kdm : 6 - 3 
D e c l a s a i i y Ö i v ^ 25X1 

SEj lE^Eü 

APPROVED: 
Otfttior 
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DECLASSIFIED BY 65179/DMH/PLJ/LCU 
ON 06-30-2010 February 24, 2006 

»0 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intel l igence Oversight Board 
Room 50209 
New Executive Office Building 
725 17to Street , Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your in format ion i s a s e l f - e x p l a n a t o r y 
memorandum ent i t l ed " I n t e l l i g e n c e Overs igh t Board (IOB) M a t t e r , 
I I Division, IOB Matter 2006-213." (U) 

This memorandum- s e t s f o r t h d e t a i l s of i n v e s t i g a t i v e 
ac t iv i ty which the FBI has determined was conducted c o n t r a r y t o 
the Attorney General Guidelines f o r FBI Fore ign I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
laws, Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern 
FBI foreign counter intel l igence and i n t e r n a t i o n a l t e r r o r i s m 
invest igat ions. (U ) 

b2 
b7E 

Enclosure 

278-HQ-C1229736-VIO—-//^Y 
UNCLASSSqttEp'WHEN 
DETACHED 
CLASSIEÎÊD ENCLOSURE 

Derived^^rpHr : G-3 
Declas^jrfysçn: X- l 

rnWna 
01 of EEC* 
Oldftffc i am Ait. 0Mnob_ 

Hofmann-IOB7633 

HM.R00MO 



ifïnnrnr MUWXW 

Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e 
additional information concerning t h i s m a t t e r / an o r a l b r i e f i n g 
wil l be arranged for you a t your convenience . (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of I n t e l l i g e n c e Po l i cy and Review " 
U.S. Department of J u s t i c e 
Room 6150 

S i n c e r e l y 

J u l i e F. Thomas 
Deputy General Counsel 

- 2 -

3ECRDT 
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DATE: 06-30-2010 
CLASSIFIED BY 65179/DMH/PLJ/LCW . A L L ™F0BHATI0N CONTAINED 
REASON- 1 4 (cl HEREIN IS UNCLASSIFIED EXCEPT 
DECLASSIFY ^ S ™ OTHERWISE ^ 0 3 3 ^ ^ 

SE^ET 

Mr. Stephen Friedman 

TNTET.T,TRENTE OVF.RfiTfiHT ROARD (IOB) MATTER b2 
I blVISION b7E 
IOB MATTER 2006-213(Ü) 

( S ) The Federal Bureau of I n v e s t i g a t i o n ("FBI") has 
determined that in conducting a| | o n [ 

| 1 the FBI continued i n v e s t i g a t i v e t echn iques and 
(S) collection on the target al though the T I 

had expired. | I 
. 1 
] of t he Attorney G e n e r a l ' s G u i d e l i n e s 

for FBI National Security I n v e s t i g a t i o n s and Foreign I n t e l l i g e n c e 
Collection (NSIG). In t h i s regard, on I I t h e 

I Division | _ I opened a I 
Ion the sub j ec t . I 

P 
I On I \ and aga in 

on I L a cr iminal cour t o rde r I I 

Although the investigation a u t h o r i z a t i o n exp i red on I I, J 
I T h e m a t t e r 

also has been reported to the FBI 's I n s p e c t i o n Div i s ion f o r 
action deemed appropriate. 

Derive 
Declass 

b2 
b7E 
bl 
b6 
b7C 

' Hofmann-IOB-635 



DECLASSIFIED BY 65179/DMH/PLJ/LCU 
OH 06-30-2010 

February 17, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intel l igence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y 
enclosure en t i t led " I n t e l l i g e n c e Overs igh t Board (IOB) M a t t e r , b 7 E 

I Division. 2006-237." 

This - enclosure s e t s , f o r t h d e t a i l s of i n v e s t i g a t i v e 
ac t iv i ty which the FBI has determined was conducted c o n t r a r y t o t h e 
Attorney General's Guidel ines f o r FBI N a t i o n a l S e c u r i t y . 
Investigations and Foreign I n t e l l i g e n c e C o l l e c t i o n a n d / o r l aws , 
Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern .FBI 
foreign ' counter intel l igence and i n t e r n a t i o n a l t e r r o r i s m 
invest igat ions. (U) 

Enclosure 

1 - Ms. Thomas 
1 -
1 -
7V 278-HQ-C1229736-VIO 

( 3 -

b6 
b7C 

- I I Í 7 

UNCIAS 
DETAC 
CLASS 

WHEN 
M 
ENCLOSURE 
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# 
- « • n n u m OBvRBV* 

Should you or any member of your s t a f f r e q u i r e 
additional information concerning t h i s m a t t e r , an o r a l 
br ief ing will be arranged f o r you a t your convenience . 

1 - The-Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Jus t i ce 
Room 5111 

1 - Mr. James Baker -
Counsel, Office of I n t e l l i g e n c e Po l i cy and Review 
U.S. Department of Jus t i ce 
Room 6150 

S i n c e r e l y 

J u l i e F. Thomas 
Deputy General Counsel 

' Hofmann-IOB-637 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
DJHERE SHOBtT OTHERWISE ^ ^ 

DATE: 06-3^-2010 
CLASSIFIED BY 65179/DBH/PLJ/LCW 
REASON: 1.4 (c) \/ 

EQSE1 DECLASSIFY ON: 06-30-2035 S E ^ B T 

TNTEI.LTGENQB OVERSIGHT BOARD (IOB) MATTER b2 
lDIVISION b7E 

2006-237 (U) 

Investigation of t h i s IOB mat t e r has determined t h a t . 

information collected from the af f e c t e d I 
F Â I T 
Jhas been 

sequestered, and has been or w i l l be forwared t o FBI HQ. I t 
should be noted that I I 

|. The mat ter was tnen r e p o r t e d a s a p o t e n t i a l 
IOB violation (3*. 

(U) This matter has been r e f e r r e d t o t h e FBI ' s I n s p e c t i o n 
División for action deemed approp r i a t e . 

Derived J í r a i f : G-3 
Declas>fcfyoK: X25-1 

SEpj^l 
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DECLASSIFIED BY 65179/DHH/PLJ/LCU 
OH 06-30-2010 

February 8, 2006 

Mr. Stephen Friedman 
Chairman Intel l igence.Oversight Board 
Hew Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 
• • 

This l e t t e r forwards f o r your i n f o r m a t i o n a s e l f - e x p l a n a t o r y 
enclosure en t i t l ed " In t e l l i gence Ove r s igh t Board (IOB), M a t t e r 
2006-236." (U) . " 

The enclosure se ts f o r t h d e t a i l s of i n v e s t i g a t i v e a c t i v i t y 
which the FBI has determined was conducted c o n t r a r y t o t h e 
Attorney General's Guidelines f o r FBI N a t i o n a l S e c u r i t y 
Investigations and Foreign ' I n t e l l i g e n c e C o l l e c t i o n a n d / o r l aws , 
Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern FBI 
foreign counter intel l igence and i n t e r n a t i o n a l . t e r r o r i s m 
investigations. (U) 

Enclosure 

1 > 278-8Q-C1229736-VIO— i W O 

ED WHEN 
CLOSURE 

DerivecNjrfm: G-3 
DecJ*&fybq:Xl 
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. SECRET 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information • concerning t h i s m a t t e r , an o r a l b r i e f i n g w i l l be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e P o l i c y and Review 
U.S. Department of J u s t i c e 
Room 6150 

Very t r u l y yours 

J u l i e F. Thomas 
Deputy Genera l Counsel 

• "SECRET-2 
' Hofmann-IOB-640 



<U) 

(U) 

i % 

•SECRET 
b2 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . b7E 
I I DIVISION 

IOB MATTER 2006-236 (U) 

The I | Div is ion of t h e F e d e r a l Bureau of b7E 
Investigation has repor tecfa p o s s i b l e v i o l a t i o n i n c o n j u n c t i o n w i t h an 
I "1 By e l e c t r o n i c communication (EC) d a t e d J a n u a r y 6, 
2005/1 ""[requested FBI O f f i c e of Genera l Counsel rev iew of 
th i s possible IOB er ror . The fo l lowing f a c t s a r e d e r i v e d f rom t h i s EC. 

( U ) 

b2 
b7E 

<U) 

(U) Based upon these f a c t s , in accordance wi th t h e NSIG and t h e b 2 
terms implementing t h e b 7 E 

reporting requirements of Sec t ion 2.4 of EO 12863, i t i s our o p i n i o n * 
that t h i s error must be repor ted t o t h e IOB. 

DERIVEDTTOTA G-3 
DECLASSIFY ON?XL 

SECRET 3 
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DECLASSIFIED BY 65179/DMHmJ/LCTJ 
OH 06-30-2010 

February 27, 2006 

' BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intell igence Oversight Board 
Room 50209 
New.Execùtive Office Building 
725 17th Street , Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for yoûr in fo rmat ion i s a s e l f - e x p l a n a t o r y b 2 

memorandum en t i t l ed " I n t e l l i g e n c e Overs igh t Board (IOB) M a t t e r , b 7 E 

I Field Office, IOB Matter 2006-219.." (U) 

This memorandum s e t s f o r t h d e t a i l s of i n v e s t i g a t i v e 
ac t iv i ty which the FBI has determined was conducted c o n t r a r y t o 
The Attorney General's Guidel ines f o r FBI N a t i o n a l S e c u r i t y 
Investigations and Foreign I n t e l l i g e n c e C o l l e c t i o n a n d / o r laws, 
Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern' FBI 
foreign counter intel l igence and. i n t e r n a t i o n a l t e r r o r i s m 
investigations. (U) 

Enclosure / 

1 - Mr. HUlon 
1 - Inspection (IOB 2006-219) ) 

278-HQ-C1229736-VIO— 

IED WHEN 
FROM 
ENCLOSURE 

b6 
b7C 
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I % 
•fiSCBET 

Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e 
additional information concerning t h i s m a t t e r , an o r a l b r i e f i n g 
will be arranged for you1 a t your convenience . (U) 

S i n c e r e l y , 

J u l i e F. Thomas 
Deputy* Genera l Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of I n t e l l i g e n c e Po l i cy and Review 
U.S. Department of J u s t i c e 
Room €150 

Grricr_ 

Critilw, 
. CIS. 

r:3ce, 
.GMICW; 

C^Dnä* UîtxRts. 

ïrïang. 
03.01 SEO 
m . 
Oif.cJPli&i 
Cĉ .AKs. 

- 2 -
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DATE: 06-30-2CU.0 
CLASSIFIED BY 65179/DHH/, 
PEAfA: 1.4 (c) 
RECLASSIFY OH: 06-30-2 r 

^ALL III „ALL INFORHATION CONTAINED 
EIN IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

s p é ^ T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 FIELD OFFICE 

IOB MATTER 2006-219(U) 

b2 
b7E 

(S) 

(S) 

JpSi The Federal Bureau of I n v e s t i g a t i o n ("FBI") has 
determined that in conducting a I Tof 1 

I t he FBI improperly used a . 
National Security Letter (NSL) to ob ta in I I 
I I which 
was not related to the i n v e s t i g a t i o n . The o v e r c o l l e c t l ö n was due 
to a mistake in the NSL in i d e n t i f y i n g I 1 of 

(S) ma e intended t o be the s u b j e c t of t h e 
J was a v i o l a t i o n of I request. 

The Attorney General's Guidelines f o r FBI Na t iona l S e c u r i t y 
]. of 

Investigations and Foreign I n t e l l i g e n c e C o l l e c t i o n (NSIG) . 1 I n 
(ff) .--this rftoarri. onf ~ opened| | 

J o f T 
information or allegation [_ 

j 2 j During the course of the i n v e s t i g a t i o n , [ 

] in o rde r t o i n v e s t i g a t e 

J i s sued a 
1 

b2 
b7E 
bl 
b6 
b7C 

National Security Letter (NSL) pursuant t o t h e E l e c t r o n i c 
Communications Privacy Act. 18 U.S.C. S 2709. t o f 

discovered upon receipt of the in fo rma t ion , and t h e r eco rds were 
not reviewed nor used for any i n v e s t i g a t i v e purpose . Despi te t h e 
inadvertent nature of the mistake, the f a c t remains t h a t 
information was improperly c o l l e c t e d on I I • 
unrelated to an invest igat ion. Thus,- t he m a t t e r i s be ing 

- reported to the IOB. 
* 

Derive^faj&m: G-3 
D e c l a s s i f / o l K * ^ ! 

S^OffiT 
iKftfiffl "rata? 
Ubojtfwy OMEEO 
HîccUSsc. Affzsrs__ 
Cft Oif.oiPciSs4 
PMJCMÎL , Corvg.Affs. 

. . . 1 authorizes use of National Security Letters in 
conformity with 18 U.S.C. $ 2709 (relating to subscriber information, to l l 
billing- records, and electronic communication transactional records). The 
statute requires that information sought is relevant to an authorized national, 
security investigation. 
' Hofmann-IOB-644 
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DECLASSIFIED BY 65179/DMH/PLJ/LCTJ 
ON 06-30-2010 

February 27, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intell igence Oversight Board 
Eisenhower Executive Of f i ce Bui lding 
Washington,' D.C. 

Dear Mr. Friedman: 

Enclosed for your in fo rmat ion i s a s e l f - e x p l a n a t o r y 
let terhead memorandum (LHM), e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t ^ 
Board (IOB) Matter. I I Field Office, 2006-1.91." (U) E 

* • 

This LHM se ts f o r t h d e t a i l s of i n v e s t i g a t i v e a c t i v i t y 
which the FBI has determined was conducted c o n t r a r y t o t h e 
Attorney General Guidelines fo r FBI Fore ign I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
laws, Executive Orders, o r P r e s i d e n t i a l D i r e c t i v e s which govern 
FBI foreign counter inte l l igence and i n t e r n a t i o n a l t e r r o r i s m 
invest igat ions. (U) 

Enclosure 

1 - Ms. Thomas / T ONCLi fHEN be 
b7c 

CLAS! CLOSURE 

1 - Ms. Tnomas y * O N C L Ì 
I I (278-HQ-C1229736-VÏO) ' DETA) 

Derived 
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-SECRET 
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OOORBT 

Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e 
additional information concerning t h i s m a t t e r , an o r a i b r i e f i n g 
will be arranged for you a t your convenience. (U) 

S i n c e r e l y , 

J u l i e F. Thomas 
Deputy General Counsel 

<• „„OWct. 

RPPROVED: 
1nsp«9M Tg* a 
I M \* c E 0 
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DECLASSIFIED BY 65n9/DHH/PL3/LCW 
ON 06^30-2010 

ODQItEP 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 P T R T . n OFFICE 

2006-191 (U) 

b2 
b7E 

(D) 

Inquiry has determined t h a t L 

1 agents, from the[ 
jln excess of what the [ obtained. _ 

Therefore, t h i s matter must be r e p o r t e d t o t h e 

J F i e l d O f f i c e 

b2 
b7E 

a u t h o r i z e d . 
IOB. X 

<U> 

<ïï> 

b2 
b7E 

b2 
b7E 

D e r i v à à ^ r o m : 
D e c l a ^ i Î y . on: £ 1 

-SECRET" 
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• has indicated that was 
inadvertent and has taken the a p p r o p r i a t e s t e p s r e q u i r e d under 
these circumstances. I t has provided t h e O f f i c e of I n t e l l i g e n c e 
Policy and Review (OIPR) a t the Department of J u s t i c e w i th t h e 
original and one copy of the computer d i s k s c o n t a i n i n g t h e 
resu l t s of thel 

b2 
b7E 

I | a lso indicated fchat i t has de s t royed a n remain ing c o p i e s arid 
deleted the resu l t s of the | " | f rom a l l FBI systems 
and retained only that por t ion of t h e r e c o r d i n g d u r i n g which t h e 
target was present. ySO 

report dated£ 
In addition, OIPR repor t ed t h i s m a t t e r 

1X> 
i n a 

b2 
b7E 

MOVED: * 
Director. 
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DECLASSIFIED BY 6S179/DHH/PLJ/LCW 
ON 06-30-2010 

February 27, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intel l igence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th St reet , Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y 
memorandum en t i t l ed " I n t e l l i g e n c e Overs igh t Board (IOB) M a t t e r , 
I | Division, IOB Matter 2006-190." (U) 

This memorandum s e t s f o r t h d e t a i l s of i n v e s t i g a t i v e 
ac t iv i ty which the FBI has determined was conducted c o n t r a r y t o 
the Attorney General Guidelines f o r FBI Fore ign I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
laws, Executive Orders, o r P r e s i d e n t i a l D i r e c t i v e s which govern 
FBI foreign counter inte l l igence and i n t e r n a t i o n a l t e r r o r i s m 
invest igat ions. (U) 

b2 
b7E 

Enclosure 
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% -Seenas m 
t 

Mr. Stephen Friedman 

• Should you or any member of your s t a f f r e q u i r e 
additional information concerning t h i s m a t t e r , an o r a l b r i e f i n g 
will be arranged for you a t your convenience. 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Just ice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of In te l l igence Pol icy and Review 
U.S. Department of Just ice 
Room 6150 

S i n c e r e l y , 

J u l i e F. Thomas 
Deputy General Counsel 

Tr£aing_ 
OfUiEEO 
Alfà$_ 
Oif.olPcbfci 
Ccng.Aiit_ 
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DATE: Û6-30-Z010 
CLASSIFIED* BY 65179/DMH/PLJ/LCW 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORHATION CONTAINED 
^ B a a p t IS UNCLASSIFIED EXCEPT 
^ H ^ K SHOTJN OTHERVISE 

SE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER HT BOJ 
JDIVIS 
"2006-

b2 
IVIS ION • b 7 E 

IOB MATTER 2006-190 (U) 
(S) The Federal Bureau of I n v e s t i g a t i o n ("FBI") h a s 

determined that in conducting a I ^ I on I 
I I a col lect ion er ror occur red i n t h e e x e c u t i o n of a 

(S) properly authorized! I 
|. Due to a t r a n s c r i p t i o n e r r o r b y | "| 

I the FBI c o l l e c t e d i n f o r m a t i o n on t h e wrong 
I i n v i o l a t i o n of t h e Fore ign 

Intel l igence Surveillance Act . On 

b2 
b7E 
bl 
b4 
b7D 
b6 
b7C 

I The i n f o r m a t i o n c o n t a i n e d 
|information from! 

Those materials were sent t o OIPR. The m a t t e r a l s o has been 
reported to the FBI's Inspec t ion Div i s ion a s a p o s s i b l e IOB 
matter for action deemed a p p r o p r i a t e . 

Derive 
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SECHST 
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DECLASSIFIED BY 65179/DMH/PLJ/LCW 
ON 06-30-2010 > 

February 27, 2006 
BY COURIER 

Mr. Stephen Friedman, Chairman 
Intel l igence Oversight Board 
New Executive Office Building - Room 5020 . 

' 725 17th Street , NW 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This l e t t e r forwards f o r yoti.r i n f o r m a t i o n a s e l f -
explanatory enclosure, e n t i t l e d " I n t e l l i g e n c e Ove r s igh t Board . 
Matter 2006-215." (U) 

. This enclosure s e t s f o r t h d e t a i l s of i n v e s t i g a t i v e -
ac t iv i ty which .the FBI has determined was conducted c o n t r a r y t o 
the Attorney General Guidelines f o r FBI Fore ign ' I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r , 
laws, Executive Orders, o r P r e s i d e n t i a l D i r e c t i v e s which govern 
FBI foreign counter intel l igence^and i n t e r n a t i o n a l t e r r o r i s m 
invest igat ions. This mat ter has a l s o been r e f e r r e d t o o u r 
in ternal Investigations Sect ion, I n s p e c t i o n D iv i s ion / f o r a 
determination of whether any a d m i n i s t r a t i v e a c t i o n i s w a r r a n t e d . 
(U) 
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3ECTET 

Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information concerning th i s mat te r , an o r a l b r i e f i n g w i l l be' 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales • 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James Baker 
Counsel for Intel l igence Policy, OIPR 
U.S. Department of J u s t i c e 
Room 6150 

Sincere ly , 

J u l i e F. Thomas 
Deputy General Counsel 

mm 
Krectv 
Otp$Directof_ 
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Oif.ol Potei 
Cosg-Affĵ . 
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PATE: 06-30-2010 
CLASSIFIED BY 65179/DMH/PLJ/LCU 
PEASOH: 1.4 (c,d) 
DECLASSIFY OH: 06-30-2035 

S E C ^ T 

INTELLIGENCE OVERSIGHT BOARD 
I IDIVISION 

IOB MATTER 2006-215 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(IOB) MATTER 

<U) 

b2 
b7E 

The [ 1 F ie ld O f f i c e of t h e F e d e r a l Bureau 
of Investigation (FBI) advised in an e l e c t r o n i c communication 
(EC), dated 12/12/2005, of a p o s s i b l e Intelligence O v e r s i g h t 
Board (IOB) error in conjunct ion wi th an ongoing I \ 
I I. I I r e p o r t e d t h a t t h e FBI 
along with the U.S. Army 902M M i l i t a r y I n t e l l i g e n c e Group (902nd 

MIG) i s conducting a j o in t i n v e s t i g a t i o n of t h e | | 

b2 
b7E 
bl 
b6 
b7C 



* 

h 2 
b7E 
fcl 
b6 • 
b7C 

on th i s T 
the [ 

I I took swi f t ac t ion t o d i s c o n t i n u e t h e i n t e r c e p t s 
1 once i t was d i scovered i t was not used by 

J se l f - repor ted what they b e l i e v e d could be a 

(S) 

potential IOB violation, and brought t h i s m a t t e r t o t he a t t e n t i o n 
of the FBI OGC, National Secur i ty Law Branch (OGC/NSLB). I 1 
also submitted the I I pe r t a i n inq t o t h e 
above referenced incident f o r s e q u e s t r a t i o n with I I i f 
deemed appropriate. OGC received the m a t t e r f o r review and 
handling. 

b2 
b7E 
bl 

b2 
b7E 
bl 

-4-
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«* H 

(U) Although t h i s e r r o r i s no t d i r e c t l y a t t r i b u t a b l e 
to conduct on the part of FBI pe r sonne l , t h e u n a u t h o r i z e d 
surveillance i s nevertheless a r e p o r t a b l e m a t t e r under S e c t i o n 
2.4 of Executive Order 12863. 

Derived J&from: 6 - 3 
Declass^iy oh«^ XX 
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DECLASSIFIED BY 65179/DNH/PLJ/LCU 
ON 06-30-2010 ' 

February 24, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intel l igence Oversight Board 
New Executive Off ice Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your informat ion i s a s e l f - e x p l a n a t o r y 
let terhead memorandum (LHM), e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t 
Board (IOB) Matter, Counterterrorism Divis ion, IOB M a t t e r 2006-
222." (U) 

This LHM se t s for th d e t a i l s o£ i n v e s t i g a t i v e a c t i v i t y 
which the FBI has determined was conducted c o n t r a r y t o t h e 
Attprney General 's Guidelines f o r FBI N a t i o n a l S e c u r i t y 
Investigations and Foreign I n t e l l i g e n c e C o l l e c t i o n , a n d / o r 
laws, Executive Orders, o r P r e s i d e n t i a l D i r e c t i v e s t h a t gove rn 
FBI foreign counter inte l l igence and i n t e r n a t i o n a l t e r r o r i s m 

- invest igat ions. (U) 
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Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information concerning t h i s m a t t e r , an o r a l b r i e f i n g w i l l be 
arranged fo r you a t your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e P o l i c y and Review 
U.S. Department of J u s t i c e 
Room 6150 

S i n c e r e l y 

J u l i e F. Thomas 
Deputy Genera l Counsel 

N 

SBGRES 
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DATE: 06-3*0-2010 
CLASSJFIED BY 65179/DHH/^J/LCU 
¡A3 ON: 1.4 (c) 
ECLASSIFY ON: 06-30-20 

i /^J/L 
SECjfcp 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I blVISION 

$LL IHFORHATIOH CONTAINED 
IN IS UNCLA33IFIED EXCEPT 

SHOOT OTHERWISE 

( U > 
IOB MATTER 2006-222 

b2 
b7E 

b2 

unauthorized search of 
]Chief Division Counsel Division reported this potential IOB matter involving b i E 

(U) ^SiThe Attorney General's Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection allows physical searches of personal or real property where a warrant or a 
court order is not legally required because there is no i ^o f^^&^f i f f i ^^&PApnvacy . In the 

SECHST 

b2 
b7E 

b2 
b7E 
bl 

bl 
b2 
b7E 

b2 
b7E 

b2 
b7E 



. \ 

^ ^ SEC^T ^ ^ 

legally required because there is no reasonable expectation of privacy. In the matt« at hand, at the 
moment a reasonable expectation of privacy attached, a search warrant should have been sought prior 
to searching the cell phone. 

OA OGC has referred this matter to the FBI's Inspection Division for action deemed appropriate. Oft 

<U> G-3 
Declassifying XI 
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S Ì)E CLASSIFIED BY 651^DMH/PLJ/LCW 
if' , OH 06-30-2010 

S^^D 

t 
February 27, 2006 
BY COURIER 1 

Mr. Stephen Friedman 
Chairman 

.Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street , N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

Enclosed for your informat ion i s a s e l f - e x p l a n a t o r y 
letterhead memorandum (LHM), e n t i t l e d " I n t e l l i g e n c e Overs igh t 
Board (IOB) Matter. I I DIVISION. IOB Mat te r 2006-249." 
(U) 

b2 
b7E 

IS— 
.Sat.. 

i tar.. 
7 

This LHM sets for th d e t a i l s of i n v e s t i g a t i v e a c t i v i t y 
which the FBI has determined was conducted c o n t r a r y t o t h e 
Attorney General's Guidelines f o r FBI Na t iona l S e c u r i t y 
Investigations and Foreign I n t e l l i g e n c e C o l l e c t i o n , a n d / o r 
laws, Bxecutive Orders, or P r e s i d e n t i a l D i r e c t i v e s t h a t govern 
FBI foreign counterintel l igence and i n t e r n a t i o n a l t e r r o r i s m 
investigations. (U) 
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Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information concerning t h i s mat te r , an o r a l b r i e f i n g w i l l be 
arranged for you a t your convenience. (U) 

S i n c e r e l y , 

J u l i e F. Thomas : 

Deputy General Counsel 

Bnclosure 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e Po l i c y and Review 
U.S. Department of J u s t i c e 
Room 6150 

' Hofmann-IOB-662 



DATE: 06-30-2010 
CLASSIFIED BY 65179/DMH/PLJ/LCV 
PEASOH: 1.4 (c) 
DgCLilSSIFY OH: 06-30-20^ 

ENTEK 

secJ^I 

ALL INFOFHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

fiF.NCrE OVERSIGHT BOARD (IOB) 
DIVISION 

MATTER 
b2 
b7E 

IOB MATTER 2006-249(U) 

<S> 

iS> 

The Federal Bureau of I n v e s t i g a t i o n ("FBI") has 
determined that in conducting a I lof f ] 

1 the FBI improperly used a Nat iona l S e c u r i t y Le t t e r^ (NSL) 

investigation. The| 
potential IOB matter! 

I t h a t was no t r e l a t e d t o t h e 
Division r e p o r t e d t h i s 

I Iwas due to a mis take i n t h e NSL i n 
< S )l , l ^ 3 

intended to be the subject of the r e q u e s t . | | 
was a violation of I I of The At torney G e n e r a l ' s Gu ide l ines 
for FBI National Security Inves t i ga t i on? and Foreign I n t e l l i g e n c e 
Collection (NSIGÌ In t h i s regard, on I 

. « I 5 ' opened a [ 
association with an individual known t o t h e 

whom information has l inked t o <s> I 
lwas raisidentified and the in format ion r e t u r n e d from I | 

consisted of records of a whol;ly Unre la ted f 
The error was discovered upon r e c e i p t of t h e 

information, and the records were not reviewed nor used f o r any 
investigative purpose. Despite t he i n a d v e r t e n t n a t u r e o f t h e 
mistake, the fact remains t h a t in format ion was improper ly 
collected on a I I un re l a t ed t o an i n v e s t i g a t i o n . 
Thus, the matter i s being repor ted to t he IOB. 

0GC has referred t h i s mat ter t o t he FBI ' s I n s p e c t i o n 
Division for action deemed appropr ia te . (0) 

(U) ¥i Derive 
Declassi: 

G-3 
XI 

bl 
b2 
b6 
b7C 
b7E 

J b a s e d on h i s . 
I Div is ion a s 

3 During t h e 
course of the investigation/ I \ i s sued an NSL pursuant t o 
the Electronic Communications Privacy Act, 18 O.S.C. § 2709, t o a 

| for the records of a I ~l i n t ended 
to be identif ied as that of the t a r g e t . I n s t e a d , t h e I I 

b2 
b7E 
bl 
b6 
b7C 

<U) 1 | | authorizes use of Nat ional Secur i ty 
Letters in conformity witn 18 U.S.C. § 2709 ( r e l a t i n g t o subsc r ibe r b 2 

information, to l l bi l l ing records, and e l e c t r o n i c communication b 7 E 

transactional records). The s t a t u t e r equ i re s t h a t informat ion 
sought i s relevant to an authorized na t iona l s e c u r i t y 
investigation. ' 
' Hofmann-IOB-663 

SEC^T 



DECLASSIFIED BY 65179/DHH/PLJ/LCU 
ON 06-30-2010 

March 13, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman ' 
Intel l igence Oversight Board. 
New Executive Office Building 
Washington, D.C. « 
Dear Mr. Friedman: 

Enclosed for your informat ion i s a s e l f - e x p l a n a t o r y 
let terhead memorandum (LHM), e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t 
Board (IOB) Matter, Counterterrorism Divis ion , IOB Mat t e r 2006-
246." (U) 

This LHM sets for th d e t a i l s of i n v e s t i g a t i v e a c t i v i t y which 
the FBI has determined was conducted c o n t r a r y t o t h e A t t o r n e y 
General's Guidelines for FBI Nat ional S e c u r i t y I n v e s t i g a t i o n s and 
Foreign Intell igence Col lec t ion , and /o r laws, Execu t ive Orde r s , 
or Presidential Directives t ha t govern FBI f o r e i g n 
counterintelligence and i n t e r n a t i o n a l t e r r o r i s m i n v e s t i g a t i o n s . 

' (U) . 

Enclosure 

278-fiQ-C1229736-VIO-

UNCIASJMCMED WHEN 
DETACEQSdFRQM 
CLASSIFIED EltSLOSURE 

D e r i v M ^ o m : G-3 
'Decl^tf^ifc^on: X25-1 

SECRET 
Hofmann-IOB-664 Tawn» 

CColEEM CColfVbic 
< c**mCSc«_ MMLMMO 



""SEÄRBT 

Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information concerning th is ' mat te r , an o r a l b r i e f i n g w i l l be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of J u s t i c e 

" Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e Pol icy and Review 
U.S. Department of J u s t i c e 
Room 6150 

S i n c e r e l y 

J u l i e F. Thomas 
Deputy General Counsel 

jsBewnr 
Hofmann-IOB-665 



DATE: 06-30-2010 
CLASSIFIED BY 65179/DHH/PLJ/LCW 
REASON: 1.4 (c) A W

 1 3 CLASSIFIED EXCEPT 
DECLASSIFY oi: L06-30-203S ^ SkMkV ^ SHOWN OTHERWISE ^ S E ^ T ^ p R E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b 2 
I D I V I S I O N B7E 

IOB MATTER 2006-246 (U) 

(UJ ^fc^Thl bivision reported this potential IOB matter involving unauthorized 
surveillance. 

b2 
b7E 

bl 
b2 

b7C 
hlE 

(U) 

( g ) I lopenedal L who was and 
remains a "United States person" as that term is used in Section 101(i) of the Foreign Intelligence b i 
Surveillance Act of 1978 fFISAV During the course of the investigation,! I issued two NSLs, hi 

I I pursuant to the Electronic Communications Privacy Act, 18 U.S.C. § 
— ^ 2709. The subject NSL requested) | 

| [responded to the two NSLs by transmitting 
information responsive to both on a single compact disk (CD). Subsequently! determined b 2 

that the CD contained full email content for both accounts. Pursuant to the direction ofNSLB, SA hi E 
I "Isealed and sequestered in A1 envelopes the CD, along with all paper copies of its 
contents. 1 i i 

^tefOnl II I contacted! ! and advised regarding 
overproduction and requested verification of compliance with the limits of National Security Letters. 
In the interest of administrative purity, onl Iservedl Iwith 
another NSL, requesting!" I b6 

>2 
b7E 
bl 

b7C 

b2 
b6 

( s ) I I Onl Itransmitted a CD to the FBI I I 
Office. Once again information responsive to multiple NSLs was included on the CD. 

(S) ^ •• W o n l lafter having the information separated by email account/NSL, 
I Idetermined that once again" I had provided fall email content. Based upon " b7c 
advice ofCDQ landNSLB SSAI land SAl Itook corrective action and b7E 
ensured that the CDs, along with all paper copies of their contents, were sealed and sequestered in . 
1A envelopes. 

' S * x^Despitethe feet that I I limited the scope of the subject NSL to| 1 
I Provided content information concerning an e-mail account. Thus, the 
FBI unintentionally received that content information not contemplated by the NSL. Such viewing b 2 

of! "Hwas not authorizied under the b 7 E 

Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act and/or E.0.12333. 
Under these circumstances, it is OGC's opinion that the error, although inadvertent, must be reported 
to IOB. 

(U) OGC has referred this matter to the FBI's Inspection Division for action deemed 
appropriate. 

(U) ^^berive^Efam; G-3 
Declassi^bnj XI 
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DECLASSIFIED BY 65179/DMH/PLJ/LCU 
OK 06-30-2010 • • 

March 8, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intell igence Oversight Board 
Mew Executive Office Building 
Washington, D.C. 

Dear Mr.'Friedman: ' 

Enclosed for your informat ion i s a s e l f - e x p l a n a t o r y 
let terhead memorandum (LHM), e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t . 
Board (IOB) Matter, Counterterrorism Div is ion , 10B Mat te r 2006-
245." (U) 

* • 

This LHM sets for th d e t a i l s of i n v e s t i g a t i v e a c t i v i t y which 
the FBI has determined was conducted con t ra ry , t o t h e A t t o r n e y 
General's Guidelines for FBI Na t iona l S e c u r i t y I n v e s t i g a t i o n s and 
Foreign Intel l igence Col lec t ion, and /o r laws, Execu t ive O r d e r s , 
or Presidential Directives t h a t govern FBI f o r e i g n 
counterintelligence and i n t e r n a t i o n a l t e r r o r i s m i n v e s t i g a t i o n s . 
(0) 

Enclosure 

278-HQ-C12.29736-VIO-

TaUm OlclEEa*_ OlclFttic 

UNI 
DETAC1 
'CLASSI 
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CLOSURE 

D e r i v e a ^ o m : G-3 
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Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information concerning t h i s ma t t e r , an o r a l b r i e f i n g w i l l be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e Po l i cy and Review 
U.S. Department of J u s t i c e 
Room' 6150 

S i n c e r e l y , 

J u l i e F. Thomas 
Deputy General Counsel 

SECRET 
' Hofmann-IOB-668 
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FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

1 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) • (d)(5) 
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Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 
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DECLASSIFIED BY 65179/DMH/PLJ/LCN 
ON 06-30-2010 

"# . + 

March 15, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intell igence Oversight Board 
Room 5020 
New .Executive Of f i ce Building 
725 17th Street , N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This l e t t e r forwards f o r your i n f o r m a t i o n a s e l f -
explanatory enclosure e n t i t l e d , " I n t e l l i g e n c e Ove r s igh t Board 
(IOB) Matter, IOB 2006 248 (U) 

The enclosure s e t s f o r t h d e t a i l s of I n v e s t i g a t i v e 
ac t iv i ty which the FBI has determined was conducted c o n t r a r y t o 
the Attorney General Guidelines f o r FBI Fore ign I n t e l l i g e n c e 
Collection and Foreign C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
laws, Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern 
FBI foreign counter in te l l igence and i n t e r n a t i o n a l - t e r r o r i s m . 
investigations. (U) 

Enclosure 

Q - 278-HQ-C12.29736-VIO- / A 3 0 

UNCLAS FJED WHEN 
DETACI 
CLASS] 
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Declassi£ytt»r''robriR»y 27,2031 
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Should you or any member of your s t a r ^ ^ r e q u i r e 
additional information concerning t h i s m a t t e r , an o r a l b r i e f i n g 
wil l be arranged for you a t your convenience . 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of J u s t i c e 
Room S i l l 

1 - Mr. James A. Baker I I I 
Counsel for In te l l igence Pol icy and Review 
U.S. Department of J u s t i c e 
Room-6000 

S i n c e r e l y 

J u l i e F. Thomas 
Deputy Genera l Counsel 

SECRET 

' Hofmann-IOB-671 



DATE: 06-30-2010 
CLASSIFIED BY 65179/DMH/PLJ/LCU 
REASON: ¿.4 (c) 
DECLASSIFY ON: 06-30-2035 

i 

S E j ^ E I 
ALL INFORMATION CONTAINED 
m n H IS UNCLASSIFIED EXCEPT 
^ ^ k SHOWN OTHERWISE 

(U> 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER • FIELD OFFIC 
IOB MATTER 2006-248 

b2 
b7E 

(S) 
iS) The | | F i e ld O f f i c e of t h e Fede ra l Bureau of 

Investigation has reported an e r r o r i n c o n j u n c t i o n wi th t h a t 
d iv i s ion ' s I J. In t h i s 
regard, in response to a National S e c u r i t y L e t t e r (NSL), t o I I 

I erroneously provided | r e c o r d s which were 
unrelated to the subject of the NSL, which were a s s o c i a t e d w i t h a 

]customer who may be a United S t a t e s p e r s o n . 

(U) This matter has been r e p o r t e d t o t h e FBI ' s O f f i c e 
of Professional Responsibi l i ty f o r a p p r o p r i a t e a c t i o n . 

b2 
b7E 
b'l 
b4 
b7D 

Derived sxuria : 
Declassi^yS^n: 

S E ^ Z T 

G-3 
25X1 

jpfstàSis 
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DECLASSIFIED BY 65179/DHH/PLJ/LCW 
OH '06-30-2010 

March 13/ 2006 
BY COURIER 

Mr. Stephen Friedman • • 
Chairman 
Intel l igence Oversight Board 
New Executive Office Building 
Washington, D.'C. ' « 
.Dear Mr. Friedman: 

Enclosed for your informat ion i s a s e l f - e x p l a n a t o r y 
let terhead memorandum (LHM), e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t 
Board (I0B) Matter, Counterterrorism Div is ion , IOB Mat te r 2006-
224." (U) 

This LHM sets for th d e t a i l s of i n v e s t i g a t i v e a c t i v i t y which 
the FBI has determined was conducted c o n t r a r y t o t h e A t t o r n e y 
General's Guidelines for FBI n a t i o n a l S e c u r i t y I n v e s t i g a t i o n s and 
Foreign Intell igence Col lec t ion, and /o r laws, Execu t ive O r d e r s , 
or Presidential Directives tha t govern FBI f o r e i g n 

. counterintelligence and i n t e r n a t i o n a l t e r r o r i s m i n v e s t i g a t i o n s . 
' (0) 

Enclosure 

- 278-HQ-C1229736-VIO— { 2 . 3 ^ 

M m 
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• • 
-SH€REÏ 

Mr. Stephen Friedman 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information concerning t h i s ma t t e r , an o r a l b r i e f i n g w i l l be . 
arranged for you at your convenience. (U) 

Sincere ly , 

» 
J u l i e F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e Po l i cy and Review 
U.S. Department of J u s t i c e 
Room 6150 

Ceprt/O'ttctcf loia Res. 

Off.ciEEO 
iwslSec. A!fâs_ 
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DATE: 06-30-2010 AIlIl INFOFHATION CONTAINED 
CLASSIFIED BY 65179/DMH/PLJ/LCV •• HEREIN IS UNCLASSIFIED EXCEPT 
REASON: 1.* (c) ^ ^ «JFC^ET/ORrON.NOFORN j^BE SHOUN OTHERWISE 
DECLASSIFY ON;, 06-30-2035 M S 

INTELLIGENCE OVERSIGHT BOARD HOB) M m E R 
I I DIVISION 

j y j IOB MATTER 2006-224(U) 

Th<| [Division reported this potential IOB matter involving 
unauthorized surveillance. 

b2 
b7E 

(g) .regariingthji 

(U) 

^tf/OC/NF) On December 5,2005, SA[ was presented with information 

JNSLB was promptly contacted. 

(U) Later on December 5,2005, NSLB determined that the file could'not be 
viewed without a court order because of the password protection. The file was sequestered,'and all 
individuals receiving the file were told to sequester the information. 

^fS/ZOONF) Emergency search authority was granted by the Attorney General on 
1 for the FBI f ] 

(U) Derive iveKFrom: G-3 
eclas^ifj^On: XI 

b2 
b7E 

(U) While neither the subject of the investigation, nor the sender of the email are US-
PERS, because the server where the file was located is in the US, Fourth Amendment protections 
apply. Applicable decisional law holds that the password-protected file should not have been viewed 
without a specifically tailored order. As a consequence of opening a password-protected file, the 
FBI improperly obtained electronic data. Thus, the surveillance was not authorized Under the 
Foreign Intelligence Surveillance Act or E.0.12333. 

OGC has referred this matter to the FBI's Inspection Division for action deemed 
appropriate. (0) 

= Hofmann-IOB-675 
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DECLASSIFIED BY 65179/DHH/PLJ/LCW 
ON 00-30-2010 ' * ' • 

ê I "• ' 

March 8/ 2006 

Mr. Stephen Friedman, Chairman 
Intel l igence Oversight Board 
New Executive Office Building - Room 5020 
Washington, D..C. 20503 

Dear Mr..Friedman: 

This l e t t e r forwards f o r your i n f o r m a t i o n a s e l f - e x p l a n a t o r y 
enclosure en t i t led " In t e l l i gence Overs igh t Board (IOB), 

1 Division, IOB Matter 2006-257." (U) 

• The enclosure se t s f o r t h d e t a i l s of i n v e s t i g a t i v e a c t i v i t y 
which the FBI has "determined was conducted c o n t r a r y t o t h e 
Attorney General's Guidelines f o r . FBI N a t i o n a l S e c u r i t y 
Investigations and Foreign I n t e l l i g e n c e C o l l e c t i o n a n d / o r l aws , 
Executive" Orders, or P r e s i d e n t i a l D i r e c t i v e s which govern FBI 
foreign counterintel l igence and i n t e r n a t i o n a l t e r r o r i s m 
invest igat ions. (U) 

Enclosure 

j > 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHED FSLOM 
CLASSIFIED ENCLOSURE 
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Should you or any member o£ your s t a££ r e q u i r e a d d i t i o n a l 
information concerning t h i s ma t t e r , an o r a l b r i e f i n g w i l l be 
arranged for you a t your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e Po l i cy and Review 

. U.S. Department of J u s t i c e 
Room 6150 

Very t r u l y yours 

J u l i e F. Thomas 
Deputy Genera l Counsel 

M I E D : ni I H w i w i 

I*"*» 
Dtp̂ Oxecior 
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ALL INFORMATION CONTAINED 
DATE: 06-30-2010 HEREIN IS UNCLASSIFIED EXCEPT 
CLASSIFIED BY 65179/DHH/PLJ/LCU JJHERE SHOWN OTHERWISE 
REASON:.1.4 (c) 
DECLASSIFY ON: 06-30-2i| 

SE0WST 

3EGTUSX 

b2 
TNTF.T.T.TFLENR.F, OVERSIGHT BOARD (IOB) MATTER b7E 

1 DIVISION 
IOB MATTER 2066-257 (U) 

(U) 
The | Division | . . . I 

au or Investigation (FBI) repor ted a p o t e n t i a l f< 
of t h e Federa l b 2 

OB invo lv ing a b 7 E 

(S) 

Bureau of Investigation (FBI) repor ted a p o t e n t i a l IQB i nvo lv ing a 
National Security Letter (NSL) reques ted by 1 which, th rough 
a transcription error, sought in format ion about a | | 
belonging to a person who was not t he s u b j e c t of an FBI n a t i o n a l 
security investigation. 

M ) T h e US person w >o i s t h e s u b j e c t of t he I "I 
had the I 1 On 

(S) 01/16/2006, the case agent d i r e c t e d the i n v e s t i g a t i v e suppor t s p e c i a l i s t 
(ISS) to d ra f t an NSL request ing in format ion r ega rd ing t h e s u b j e c t I I 

I i The request had t h e sub jec t I _ 
(S) however, due to an adminis t ra t ive o v e r s i g h t , t h e NSL s e n t t o t h e b2 

I 1 company had the I _ ~l The ca se b7E 
(S) agent ' s telephone extension in I I i s I \ b 1 

(U) On I t h e .case agent opened t h e NSL r e s u l t s and 
,ced the discrepancy i n the I The case agen t noticed the discrepancy i n the I 1 The case agen t b 2 

immediately not if ied his superv isor and put t h e o r i g i n a l r e s u l t s i n a b 7 E 
sealed envelope for seques t ra t ion with t h e Chief Div is ion Counsel (CDC). 
Nothing from the or iginal NSL r e s u l t s was uploaded i n t o t h e FBI computer 
systems, nor was any i n v e s t i g a t i v e ac t i on taken based on t h e NSL 
resul ts . 

(U) Due to inadvertent typograph ica l e r r o r , I I rece ived 
NSL resul ts on a I " T tha t -was not a s s o c i a t e d wi th t h e 
subject of an authorized i n v e s t i g a t i o n . However, due t o t h e f a c t t h a t b 7 E 
there was an unauthorized c o l l e c t i o n of presumed U.S. person 
information, the error i s a r epo r t ab l e m a t t e r under Sec t ion 2 .4 of 
Executive Order 12863. 

Deriv^sLgrom: G-3 
Dec las^ iSxon : XI 

SSf 

SECRET 4 
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DECLASSIFIED BY 65179/DHH/PLJ/LCW 
ON 06-30-2010 • • 
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March 15, 2006 
BY COURIER 
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Mr. Stephen Friedman 
Chairman 
Inte l l igence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your in format ion i s a c o r r e c t e d l e t t e r h e a d 
memorandum (LHM), en t i t l ed " I n t e l l i g e n c e Ove r s igh t Board (IOB) b 2 

Matter, | | Division, IOB Mat te r 2006-250 (U) b 7 E 

This LHM sets fo r th d e t a i l s of i n v e s t i g a t i v e a c t i v i t y 
which the FBI has determined was conducted c o n t r a r y t o t h e 
Attorney General's Guidelines f o r FBI N a t i o n a l S e c u r i t y 
Investigations and Foreign I n t e l l i g e n c e C o l l e c t i o n , a n d / o r 
laws, Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s t h a t govern 
FBI foreign counter inte l l igence and i n t e r n a t i o n a l t e r r o r i s m 
invest igat ions . (U) 

V 

QNCLuUBIBD WHEN 
DBTACHmKniOM 
CZASSSVIEDSQICLOSURB 
Derivèti^from: G-3 
Declas^ifcy. on: X25-1 

[Enclosure 
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Mr. Stephen Friedman 

Should you or any member o f ' y o u r s t a f f r e q u i r e a d d i t i o n a l 
information concerning t h i s mat te r , an o r a l b r i e f i n g w i l l be 
arranged for you a t your convenience. (U) 

Enclosure. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of j u s t i c e 
Roan 5111 

1 - Mr. James A. Baker 
Counsel, Office of I n t e l l i g e n c e Po l i c y and Review 
U.S. Department of J u s t i c e 
Room 6150 

S incere ly , 

J u l i e F. Thomas 
Deputy General Counsel 

Hofmann-IOB-680 



DATE: 06-30-2010 ALL INFORMATION CONTAINED 
CLASSIFIED BY 65179/DMH/PLJ/LCtt HEREIN IS UNCLASSIFIED EXCEPT 
REASON: 1,4 (c) . ^ SECRET WHERE smBB OTHERWISE 
DECLASSIFY pit: 06-30-2035 ^ B ' \ b2 

' INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E 
I I DIVISION 

IOB MATTER 2006-250(U) 

(II) 

(S) 
(S) 

(SJ 

The Counterterrorism Division repor ted t h a t a 90-day 
Letterhead Memorandum (LHM) may not have been submitted t o the 
Office of Intelligence Policy and Review (OIPR) as requi red by the 
Attorney General Guidelines in e f f e c t a t the time per iod in 
question. 

AI I was opened on or about \ I 

J ; USPER; File Nò. 
] 

I A 90-day Let terhead 
^ w a s uploaded to ACS on bi 

b2 
b7E 

Memorandum (LHM) for U S P E R — .. . 
(S) | | within the 90-day time per iod requi red f o r t h i s LHM b 6 

reporting. However, in April 2003, OGC's Nat ional Secur i ty Law b 7 c 

Unit (NSLU) noticed that i t d id not have a copy of t he 90-day LHM/ 
thus NSLU was unsure whether the 90-day LHM was forwarded to OIPR 
as required by Attorney General Guidel ines . 

Although ACS indicates t ha t an LHM was uploaded wi thin t he 
(U) 90 days of the case i n i t i a t i on , t he re i s no record v e r i f y i n g 

transmittal of the LiW to NSLU or OIPR,? 

Onl I OIPR repor ted t h a t they had no record -of 
receiving a 90-dav LHM. However, OIPR did l o c a t e two annual 

(U) notices, one dated|^ land received a t OIPR[ 1 

nd one dated] | and received a t OIPR on[ 

b2 
b7E 

There is no indication why t h i s IOB n o t i f i c a t i o n was 
received for action by OGC's National Secur i ty Law Branch on 
February 14, 2006, when the EC repor t ing the pos s ib l e IOB 
violation was dated May 13, 2003 and uploaded a t t h a t t ime. (U) 

OGC has referred t h i s mat ter to the FBI 's Inspec t ion 
Division for action deemed appropr ia te . (U) 

(U) <X DesivMFsoa- : G-3 
Declassify- On: XI 

1 Although ACS, ICM indicates date of opening as, 
the opening EC was serialized onl land the EC report ing 
this potential IOB indicates the case was opened on 

b2 
b7E 

* During the time period in question, LHMs were provided to NSLU 
in hard copy, and NSLU forwarded a hard copy to OIPR. There was no 
cover EC used to document t ransmi t ta l . 

' Hofmann-IOB-681 



f DECLASSIFIED BY 65179/DHH/PLJyLCU 
, y OH 06-30-2010 ' 

. » • 

March 8, 2006 

Mr. Stephen Friedman 
Chairman Intel l igence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

' This l e t t e r forwards f o r yoU.r i n f o r m a t i o n a s e l f - e x p l a n a t o r y 
enclosure en t i t l ed " In te l l igence Ove r s igh t Board (IOB), M a t t e r 
2006-231." (U) , 

The enclosure se ts f o r t h d e t a i l s of i n v e s t i g a t i v e a c t i v i t y 
which the FBI has determined was conducted c o n t r a r y t o t h e 
Attorney General's Guidelines f o r FBI N a t i o n a l S e c u r i t y 
Investigations and Foreign I n t e l l i g e n c e C o l l e c t i o n a n d / o r l aws , 
Executive, Orders, or P r e s i d e n t i a l Direct!vies which govern FBI 
foreign counterintel l igence and i n t e r n a t i o n a l ' t e r r o r i s m 
investigations. (U) 

E n c l o s u r e 

( j ) - 278-8Q-C1229736-VIO— 

UNCLASS^ ED WHEN 
DETACHEI 
CLASSIF1 CLOSURE 
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fPfHTBT a t i l l r M 

Should you or any member of your s t a f f r e q u i r e a d d i t i o n a l 
information concerning th i s matter , an o r a l b r i e f i n g w i l l be 
arranged for you at your convenience. (U) 

Very t r u l y yours, 

J u l i e F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Jus t ice 
Room 511.1 

2 - Mr. James A. Baker 
Counsel, Office of In te l l igence Policy and Review 
U.S. Department of Jus t ice 
Room 6150 

M U D : CrâilcvL 
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DATE: 06-30-2010 ALL INFORMATION CONTAINED 
CLASSIFHED BY 65179/DMH/PLJ/LCU HEREIN 13 UNCLASSIFIED EXCEPT 
PEAS/PH: 1.4 (c) j W R E SHO0N OTHERWISE 
DECLASSIFY ON: 06-30-201 ^ ^ 

( U ) 

^ ^ epAi tT j ^ j j j ^ SEi^ÈT 

INTELLIGENCÇ-ÛÏEBSJjGHT BOARD (IOB) MATTER b2 
DIVISION b7E I 

IOB MATTER 2006-231 (U) 

The I division of t he Federa l Bureau of I n v e s t i g a t i o n has 
reported a possible violat ion in con junc t ion with an ongoing 
I I. By e l e c t r o n i c communication (EC) b2 
dated 12/19/2005, Denver requested FBI O f f i c e of General Counsel review b7E 
of th is possible IOB error . The fo l lowing f a c t s a r e de r ived from t h i s 
EC. 

(U) X) On 9/9/2005. FBI I I p repared a Na t iona l S e c u r i t y L e t t e r b7E 
(NSL) to obtain I I 'b4 

I The NSL was served t o ! I b7D 
I by £611 | • 

jCH^Qn 12/15/2005, FBI 1 I d i scovered t h a t t h e o r i g i n a l NSL b l 
dated! I inadvertently requested i n fo rma t ion f o r I ~1 

^ I ~}ias r eques t ed f 0 y | b 7 E 
" I however, tne c o r r e c t I | was 

(S) 

(S)-

^S^Çin this case, this matter must be reported to the IOB because 
(U) FBI I requested information on a I "I tha t had no relevance t o an 

TOestigatior 

I 

ongoirtg investigation as required by s t a t u t e . This e r r o r was compounded 
by the fact that the r e su l t s from t h i s NSL were documented i n an EC and 
subsequently entered into the FBI 's I | d a t a b a s e . 

(U) Based upon these f a c t s , i n accordance with t h e NSIG and t h e 
terms implementing the 

reporting requirements of Section 2.4 of EO 12863, i t i s our o p i n i o n 
that th i s error must be reported t o t he IOB. 

DerivedJS^m: G-3 
Dec l^ i fy \n : XI 

SÉSrtET 3 
^ Hofmann-IOB-684 



DECLASSIFIED BY 65179/DHH/PLJ A C W 
ON 06-30-2010 

I 

March 23, 2006 
BY. COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

Enclosed for your information i s a s e l f - e x p l a n a t o r y 
letterhead memorandum (LHM). e n t i t l e d " I n t e l l i g e n c e Overs igh t 
Board (IOB) Matter. I I Div i s ion . IOB Mat te r 2006-268." 
(U) 

b2 
' b7E 

Vta.. rwa. 
ü» . 
B . 
•Serf« • 

liar.. 

hi. xtios™ 
Teck. 

This LHM sets for th d e t a i l s of i n v e s t i g a t i v e a c t i v i t y 
which the FBI has determined was conducted c o n t r a r y t o t h e 
Attorney General's Guidelines f o r FBI Na t iona l S e c u r i t y 
Investigations and Foreign' I n t e l l i g e n c e C o l l e c t i o n , a n d / o r 
laws, Executive Orders, or P r e s i d e n t i a l D i r e c t i v e s t h a t govern 
FBI foreign counterintelligence and i n t e r n a t i o n a l t e r r o r i s m 
investigations. (U) 

DNCLÀâ&SB̂ Bn̂ IfâBN 
DBTACHTO r̂aOMoŝ ^ 
CLAS0Z0XBD ENCLOdtJRK 

Deri tadf i rom: G-3 
Declassify^çn: X25-1 

-Enclosure b6 
b7C 

- Ms. Thomas 

.'ESO*. 

278-HQ-C1229736-VIO—— IPstaO 
Inspection (IOB 2006-268) 

MAHROOUQ 

Hofmann-IOB-685 



OflURUA 

Mr. Stephen Friedman 

Should you or any member o£ your s t a f f r e q u i r e a d d i t i o n a l 
information concerning t h i s mat te r , an o r a l b r i e f i n g w i l l be 
arranged for you a t your convenience. (U) 

S i n c e r e l y , 

J u l i e P. Thomas 
Deputy General Counsel 

Bnclosure 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of J u s t i c e 
Room 5111 

l - Mr. James. A. Baker 
Counsel, Office of I n t e l l i g e n c e Po l icy and Review 
U.S. Department of J u s t i c e 
Room 6150 

Ftance t 
.CaCcctti 

Jfc lr.fftRK PtflOIUHL 

' Hofmann-IOB-686 



, DATE: 06-30-2010 
; CLASSIFIED BY 65179/DHH/PLJ/LCW 

REASON:, 1.4 (c) 
DECLASSIFY OH: 06-30-2035 

(S) 

<u> 

^ SE£J(ET 

INTBLLIGBNCfi_Q3ZEESIfiHT 
I b: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT ̂ ^ 
WHERE SHOOT OTHERWISE ̂P SECH&Ei 

BOARD (IOB) MATTER 
IVISION 

b2 
b7E 

IOB MATTER 2006-268 (U) __ 

The Federal Bureau of Invest igat ion ("FBI") has determined 
[ the FBI 

t h a t was not 

The current I I a r i s e s out of the f a c t s discussed 
in "Intelligence Oversight Board (IOB) Matter. I I Divis ion . • 
2006-237." On| | 

advised the appropriate personnel of the potential* 
IOB violation due to the unauthorized c o l l e c t i o n ^ a n d - n o t l f l e d -
technical agents to stop the col lec t ion . On| \ 

lplacedl Isesaiona (each session Seing a separa te 
) on af 

from the I I system. ~The 
and forwarded the disk to FBIHQ on 

and de le t ed them 
sealed, sequestered, 

£a(/OC,NF) 

OGC recommended \ 
I OGC haaf 

1 

bl 
b2 
bö 
b7C 

that in conducting a 
inproperly collected information f ron al 
authorized by an order of the Foreign In te l l igence Survei l lance Court b 7 E 

(FISC). 

bl 
b2 
b6 
b7C 
b7E 

bl 
b2 
b6 
b7C 
b7E 

b2 
b7E 

b2 
b5 
b7E 

ÎU) ' DerivMsJxom : a - 3 
DeclaHrlf^Qçt XI 

Sjft^BT 

Hofmarin-IOB-687 



DECLASSIFIED BYA65179 DHH/plJ/l-cw 
ON 07-01-2010 . 

I 
SECRET 

BY COURIER 

March .28, 2006 
Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
Enclosed for your information is a self-explanatory 

memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
I Division, IOB Matter'2006-238." (U) 

to 2 
b7E 

This memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidéntial Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter'has also been referred to our 
Inspection Division. (U) 

Enclosure UNCLASS 
DETACHED. 
CLASS LOSURE 

1 - Mr. Hulon 
278-HQ-C12297 36-VIO— 3 

1 - Inspection Division (IOB 2006-238) 
1 - Ms. K e l l e y ' 
LDK:ldk 

Dep. Dir. 
Chief ot 

StaH 
Off. of Gen. 

Counsel 
AssLDlr.: 

Crim. tnv. 
CJIS 
Finance 
Info. Res. _ 
I rap. 

Derive 
Declass 

Ls 
National Sec. 
Personnel 
Training 

Off. of EEOA 
Ott. of PubSc 

&Con(|.AIts.__ 
Director'« Office MAIL ROOM • 

0D0IU3T 
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{ * 
3ECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1' - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

K P M O t 
Crinvlnv. 

I. CJIS__ 
Finança. 

Inspection. 
iav.or:lory_ 
M:.'.':o?.al Sec. 
0?3 

Training 
Off. ot EEO 
. Afiairs 

Director. Gen.Coun̂ j 
Deputy Director Into. Res._3 Personnel. 

Gif. Ci Public & 
Ceng. Afis. 

3ECRB? 
' Hofmann-IOB-689 



ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE I 

DATE: 07-01-2010 
CLASSIFIED BY 65179 DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

# 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I \ DIVISION 
IOB MATTER 2006-238 (U) 

(S) 

(U) 

Inquiry has determined that during the investigation of 
^ "-S- narsnn fas that tprm is H I P H inl 

National Security Letter (NSL) was submitted for | ~ 
the subject's I I for the period of |_ 

for 

to the time the NSL was issued. Due to an error on the part of 
the | Iworking on the case, the 

| was misidentified. Consequently, records 
unrelated to the subject were received. The error was quickly 
recognized, and the records have been sealed by the I I 
CDC. All relevant records have been permanently charged out of 
the FBI's Automated Case Support system. Neither the incorrect 
I |nor any records received with respect to the I I were 
uploaded into FBI databases, including I |. 
According to E 1 of the NSIG, f I 

lis opened. When the FBI issues an NSL for 
Jit must certify in accordance with Title 18, 

U.S.C., Section 2709(b), that "the name, address, length of 
service, and toll billing records sought are relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that such 
an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States." I _ 

In this case, the FBI 
records for which no relevance existed to an received 

authorized investigation. Therefore, we are reporting this 
matter. This has also been referred to the FBI's Internal 
Investigations Section of the Inspection Division for action 
deemed appropriate. 

b2 
b7E 
bl 
b6 
b7C 

b5 

DerivecNf^om : G-3 
Declassi£ys^>n: X25-1 

Director. 

Crim. Inv. 
CJIS. 
Finance. 

_Gen. COURS! 
-Info. Res. 

Oif. 0! EEQSECRET 
Affairs 
01 c-1 Public & 
Ceng. Aifs. 



1 # 
DECLASSIFIED BY 65179 DMH/plj/lcw 
OH 07-01-2010 

March 16, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a corrected letterhead 
memorandum (LHM), entitled "Intelligence Oversight Board (IOB) 
Matter, Counterterrorism Division, IOB Matter 2006-221 
(Corrected).» (U) 

i 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNCLA&qî XED WHEN 
DETACHED\FROM 
CLASSIFIEDVÇNCLOSURE 

DerivàsLirom: G-3 
ST* Declasjd^x. on: X25-1 
OT. Sim. ntelL 
».: . Serv. . 

Llav. ir 
Enclosure 

SCtioil Tech. — - — 1 - Ms. Thomas 
of Cong. Affi. r of the Gen. [ Co un. oflntefl. Z l > 278-HQ-C1229736-VIO Hofmann-IOB-691 
S Ä i T i " inspection (IOB 2006-221) Mgmt. 

he 
b7C 

nty-ling-ÌEEOA MAIL ROOM • 



V 

SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Enclosure 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Hofmann-IOB-692 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

I N T ^ k 

DATE: 07-01-2010 
CLASSIFIED BY 65179 DHH/plj/lcw 

1.4 (c) 
SSTFV ON:. 07-01-2035 pFMPF. nvBRfiT^HT Rn&Rn ( IOB)^RTER 

CLASSIF 

DIVISION 
IOB MATTER 2006-221 (Corrected)(U) 

(U) 
The f 1Division, £ 

reported th^s^potential IOB 
matter involving unauthorized survei 1 lance. 

(S) 

(S) 

OGC has referred this matter to the FBI's Inspection 
Division for action deemed appropriate. (U) 

(U) X DERIVE&^EOM : 6-3 
Decljk£si.x^On: XI 

b2 
b7E 

bl 
b2 
b7E 
bo 
b7C 
b4 
b7D 

bl 
b2 
b7E 
be 
b7C 

(S) 

bl 
b2 
b7E 

"SÊ TKSn 
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DECLASSIFIED BY 6S179 DHH/plj/lCW 
OH 07-01-2010 

"SSCfiSï 

BY COURIER 
March 29, 2006 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006-235.« (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined may have been contrary 
to the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or 
laws, Executive Orders, or Presidential Directives which 
govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

UNCLASflZFXED WHEN 
DETACH^0\FROM 
CLASgaFIED^ENCLOSURE 

Dep. Dir. 
Chief of Staff 
Off. of Gen. 
Counsel 
Asst. Dir.:_ 

Admin. Serv 
Crim.. lnv. _ 
CJIS 
Finance 
Info. Res. _ 
Lab. 
Nationnl Sec. 
OPR 

1 - Ms. Thomas 
1 -
1 -

1 
<1 

IOB Library 
278-HQ-C1229736-VIO 

b6 
b7C 

Der ived^rom : 
DeclaSS^^y" 

.SECRET 

Off. of Public 
& Cong. Atïs. _ 
Training 

Off. ofEEOA 
Director's Office. 

G-3 
X25-1 

Hofmann-IOB-694 

FBI/DOI 
MAIL ROOM • 



•SBCKÈT 
- 2 -

Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie Thomas 
Deputy General Counsel 

-BUCHET Hofmann-IOB-695 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 07f01-2010 
CLASSIFIED BY 65179 DHH/plj/lew SEi 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

EÒ^éT 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2006-235 (U) 

(U) The J Division J of the Federal Bureau of 
Investigation has reported a period of unauthorized collection of 

| | through the inadvertent activation of a 
J Z during the process of H 

b2 
b7E 

b2 
b7E 
bl 

b2 
b7E 
bl 

(u> X [ was entered into FBI systems including f 
However, this [ was conducted without 

court authorization. The matter is therefore reportable to the 
Intelligence Oversight Board under the terms of Executive Order 

12863. In addition, it has been referred to the FBI's Inspection 
Division, Internal Investigations Section for any action that is 

deemed appropriate. 
Hofmann-IOB-696 

b2 
b7E 
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i 
DECLASSIFIED BY 65179 DKH/plj/lcu 
OH 07-01-2010 

# 

March 21, 2006 
. BY COURIER 

Mr. Stephen Friedman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th"Street, NW 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Possible Intelligence Oversight 
Board Matter." 

• This enclosure sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and. international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 
1 - Ms. Thomas 
1 SSAI 

d s * 
/IjNCLASaÌFIED WHEN 

278-H0-Ó1229736-VIO DETAJZHEDNFROM 
CLJiSSIFIED^ENCLOSUBE 

b6 
b7C 

Derived/From: 6-3 
Declas^sKy On: XI Staff 

Off. of Gen. 
Counsel 

Asst. Dir.: 
Crim. Inv. 
CJtS 
Finance 
Info. Res. _ 
Insp. 
Lab. 

ffr^Sff*— SEG8ET Hofmann-IOB-697 
Training. 
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SECRET 

Mr. Stephan Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice. 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Training... 
Off. o fEEO 
Affairs 
Off. of Public & 
C o n g . A f f s . _ 

rprpiTT OOCIuTl 

- 2 - Hofmann-IOB-698 



ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-01-2010 ^ ^ 
CLASSIFIED BY 6S179 DHH/plj/lcw S E C R E T 
REASON: 1.4 (c) \ 
DECLASSIFY ON: 07-01-2035 

<U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I DIVISION 

IOB MATTER 2006-226 (U) 

W By electronic communication (EC) dated October 5, 2005 
the | | Division I I reported a potential IOB involving b2 

b2 
b7E 

a National Security Letter 
I I case. 

(NSL) requested by b7E 

b2 
b7E 
bl 
b6 
b7C 

b2 
b7 E 

:T Hofmann-IOB-699 



S E ^ E l 

(U) 

X 

(S) b2 
b7E 
bl 
b4 
b7D 

' Hofmann-IOB-700 



b2 
b7E 

(U) The error is a reportable matter under Section 2.4 of 
Executive Order 12863. 

'See E-mail froml 
14,2005. 

dated November 
bo 
b7C 

S E ^ T H o f m a n n . I O B-701 
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DECLASSIFIED BY 65179 DMH/plj/lcw 
ON 07-01-2010 

SECRET 

BY COURIER 
March 30, 2006 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006-194." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined may have been contrary 
to the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or 
laws, Executive Orders, or Presidential Directives, which 
govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

UNCLASSIFIED WHEN 
DETACHEÖSTROM 
CLASSISI EDNENCLOSURE 

Finance 
Info. Res. 
Lab. 

Ms. Thomas L - IOB Library 
P j 278-HQ-C1229736-VI0 ^ b6 

b7c 

Derrfrad^from: 
Dec 1 a«isiî v>Qn : 

- SECRET 

G-3 
X25-1 

National Sec. 
OPR I 

Off. of Public 
& Cong. AfTs. _ 
Training 
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- 2 -

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie Thomas 
Deputy General Counsel 

G-3 
X25-1 

' Hofmann-IOB-703 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT ̂ ^ 
WHERE SHOOT OTHERWISE ̂P SECH&Ei 

DATE: 07-01-2010 
CLASSIFIED BY 65179 DMH/plj/lew 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

SECJ^I 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2006-194 (U) 

(U) 
Divisionf 

reported receiving results from aj 
M The[ "|ofthe Federal Bureau of Investigation has 

which thej" b2 
b7E 

b2 
b7E 
bl 
b6 
b7C 

b2 
b7E 
bl 
b4 
b7D 

Jerror, ^S^ Although the receipt of the erroneous information was caused by the[ 
and the error was immediately realized by| [ this interception was conducted without 
court authorization. The matter is therefore reportable to the Intelligence Oversight Board under 
the terms of Executive Order 12863. In addition, it has been referred to the FBI's Inspection 
Division, Internal Investigations Section for any action that is deemed appropriate. 

b2 
b7E 

SEORET 
\ X 

Dériveltóom: G-3 
Declas^tylK^ X-l 

Hofmarin-IOB-704 
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DECLASSIFIED BY 65179 DMH/plj/lcw 
ON 07-01-2010 

March 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. 'Friedman: 
Enclosed for your information is a self-explanatory 

letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
256." (U) 

This LHM sets fotth details of investigative activity which 
the FBI has determined was conducted inadvertently contrary to 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 
Executive Orders, or Presidential Directives that govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

- 278-HQ-C1229736-VIO — $ / 1 G D 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst. Dir.: 

Crtm. Inv. 
CJIS 
Finance 
Info. Res.. Inso-

[CIAS&ESTCD wi UNCLASSS^ED WHEN 
DETACHED IRASÎ  
CLASSIFIED ENCLOSURE 
Derive^fa^ri: G-3 
Decl&ergify on>-i{25-l 

National Sec. 
Personnel 
Training 

Off. of EEOA 
Off. of Public 

& Cong. Alts. 
Director's Office MAIL ROOM • 

J J ! I U Z % S L 
' Hofmann-IOB-705 



è 
SECRET 

Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: • 
»inarsC? ̂  

Director Gen. G o u n p 
Deputy Director Info. R e s . J _ 

C r k l n v , /inspection. 

P 
Training 
Oft. of EEO 

, Affairs 
Off. of Publics 
Cong. Affs. 

DECKET „ 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT ^ ^ 
WHERE SHOOT OTHERWISE ^ P SECH&Ei 
DATE: 07-01-2010 
CLASSIFIED BY 55179 DHH/plj/lcw 
REASON: 1.4 (b,c,d) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
DECLASSIFY ON: 07-01-2035 | |FIELD OFFICE b 7 E 

IOB MATTER 2006-256 (U) 

Investigation of this IOB matter has determined with regard to two reported potential 

(S) 
IOBs: 

(S) 

(S) 

<S) 

(S) 

(S) 

(S) 

<S) 

I ~| Division Chief Division Counsel (CDC) f 
] sealed the mistaken| | on 

and secured them in the CDC's office. I I Division's 
responsive EG- £ 
referenced incorrect |_ i l 
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The potential IOB violation occurred in connection with 
the results received from the | |. TFO 
..I ~| requested T " ; I 
furnished the results on a CD-Rom to the! I Division, which in 
turn forwarded the results to TFO | |. The results were [ provided along with a 
| | The correct 
was identified in the | however, 

dated 
the f 

] as' the CD-Rom included partial records fori I as well 
another | |that was not requested by TFO [ 
I | reportedly could not explain how this occurred. 
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the mistaken again, tne mistajcen l I were sealed 
~1 Division Chief Division Counsel (CDC) I "I 

manner in the CDC's officer. 
]andare being maintained in a secure Jer. I 1 Division's responsive EC 

, did not reference the incorrect | | | that was provided on the CD-Rom, therefore it has not been 
charged out of ACS. The incorrect | | were nqt^uploaded 
into FBI databases, including 
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As required by Executive Order (E.0.) 12863 (Sept. 13, 
1993) and | |of the National Foreign Intelligence Program 
Manual (NFIPM), 0GC was tasked to determine whether or not the 
matters H p s r . r i h ^ H h p r e n ri s h n n l r i he> reported to the I0B. We believe 

\ reported herein occurred through 
I Division, the reported 

that though the 
no fault of the case officer or 
activity nonetheless requires notification. Despite the inadvertent 
nature of the mistake made by the I I that 
provided the records, the fact remains that information was 
improperly collected I I unrelated to an authorized 
investigation. Thus, 0GC is required to report this matter to the 

in accordance with E.0. 12863 and | | of the NFIPM. 
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0GC notes that the of records reported 
herein were in no way due to errors made by the | Division 
or any other FBI entity. Further, | |took appropriate steps 

( U ) t o remove all non-authorized information from FBI systems of 
records,sequester it and provide it to the CDC to be secured. 

] did not review any of the unauthorized information 
providèd by the f 

This matter has been referred to the FBI's Inspection 
Division for their information. (U) 
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