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DECLASSIFIED BY 65179 DMH/plj/lcw
ON 07-0X-2010

March 13, 2005

BY COURIER

Mr. Stephen Friedman

Chairman -
Intelligence Oversight Board

New Executive Office Building

Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
enclosure entitled “Intelligence Oversight Board (IOB)- Matter,
| | Division, 2006-183."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or 1laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)
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Should you or any member of your staff require

additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel, Office of Intelligence Policy and.Review
U.S. Department of Justice
Room 6150

'APPROVED: St lpeton___ Tog s

« CJIS | _ Laboratory, ff. of EEQ
Financa Hational Sec, Affairs
Director_________Gen, Coun, PR i, of Public &
Depuly Director____Info, Res. Personnel________ Cong.Afts_______
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CLASSIFIED BY 65179 DMi/plj/lcw . . ‘

REASON: 1.4 (c)
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DECLASSIFY ON: b7-01-2035

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
SE T WHERE SHOUN OTHERWISE

INTELLIGEN HT BOARD (IOB) MATTER b2
DIVISION b7E
2006-183 (U)

Investigation of this IOB matter has determined that
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DECLASSIFIED BY 65179 DMH/plij/lcw
ON 07-01-2010

March 21, 2006
BY COURIER

‘Mr. Stephen Friedman
Chairman -
Intelligence Oversight Board
New Executive Office Building
Washington, DC
Dr. Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IQB} Matter, DIVISION, IOB Matter 2006-267."

The LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, Executive Orders,

or Presidential Directives that govern FBI foreign

counterintelligence and international terrorism investigations.

(U)

Enclosures

1l - Ms. Julie F. Thomas -
1 -1

(D- 278-HQ-C1229736-Vio= RFO

1 - Inspection (IOB 2006-267)

when detached
document.

UnclasgsI
from clasxi

Derived
Declas

om: G-3

on: X1

Hofmann-10B-712

WAIL ROOM [

b2

(U) b7E

b6
b7C

FBi/DCJ

= ]



" . .
19

Should you or any member of your staff require additional
information concerning this matter, or oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
US Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
US Department of Justice
Room 6150

im. Inv, ecti Tealoi
ﬂp PR@UEB: g.rlllg " / E\:gomg?v :ilgji;‘gfo
—lati 3

A 2]
Direstor_________ Gen. SoufBefAM_/ t-ot Public &
Deputy Director_____[nfo, Res, Cong. Affs,
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DIVISION ﬁ:,E
IOB MATTER 2006-267
The Federal Bureau of Investigation's[::::::::]Eﬁvision b7E
[ | reported this potential IOB matter involvin b4
(Ul Gnauthorized recelpt of | | £rom 7D
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X
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forwarded the results to | ] The results were provided b2
along with a| | EZE
The correct [was 4
identified on the however, the | |provided on b7D
the CD-ROM contained the | TF%
(5) —and-another | “Trot requested by TFO! -
immediately contacted| | and was advised there was an
error in the way the data was captured for the
TFO | | requested. &%
The mistaken | | were sealed by | | chief b2
Division Counsel (CDC) | on February 16, 2005 i;E
and are securely maintained in the CDC's office. The | Bre
responsive EC- | |d1d not reference the bl
incorrect | ___|that was provided on CD-ROM, and has
not been charged out of ACS. The incorrect | | were not

uploaded into FBI databases, including |
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DECLASSIFIED BY 65179 DMH/plij/lcw
ON D7-01-2010

-

March 30, 2006 ~

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020 .

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2006 227 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

". laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U) ‘

Enclosure
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{ Should or any member of your sta quire
additional information concerning .this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

ﬂPPR!WE . Errm.lmr. Inspection - Tralnlng_~
s GJIS Laboratory e Jif. 0T EEQ
" Financa National Sec, Affairs
» reotor . Gen. Coun PR Otf.of Public &
Deputy Director_____info, Res, Personnel (:ohg Affs
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DECLASSIFIED BY 65179 DMH/pli/lcu
ON 07-01-2010«
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o

—]FIELD OFFICE b7E

117 M The [ ]Field Office of the Federal Bureau

of Investigation has reported an error in conjunction with a Eiz
response to a National Security Letter (NSL) to[ ] b4
pursuant to the NSL, did not b7D

rovide records which were related to the subject's
EE:::::] as requested, but rather, erroneously provided records
pertaining to thel

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

Dexrived{ fxrom
Declasgi on
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ON 07-0142010 ) . ‘ _
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BY COURIER
April 12, 2006 ~

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board
Room 50209 )
New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

" Enclosed for your information is a self-explanatory P2

b7E
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
Division, IOB Matter 2006-240." (U)
This memorandum sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterinteélligence and international terrorism
investigations. This matter has also been referred to our
Inspection Division. (U) A :
Enclosure UNCLASS D WHEN
DETACHED M
CLASSIF1 E OSURE
- Mr. Hulon
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- Inspection Division (IOB 2006-240) b7C
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. '

Sincerely,

Julie F. Thomas
Deputy General Counsel

1- Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice’
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

Training

PPROVED: |- b

Jff. of EEQ
Finance Hational Sec. Affairs,
thtor__Genﬁo@E IR - O, of Public &
Deputy Director____Info,ResA ) Personnel . Cong. Affs.
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
i WHERE SHOWN OTHERVISE . .
. )
DATE: 07-01-2010

CLASSIFIED BY 65179 DMH/plj/lcu

| REASON: 1.4 (c) SECRET
DECLASSIFY ON: 07-01-2035
INTELLIGENCE QOVERSIGHT BOARD (IOB) MATTER b2
DIVISION b7E
IOB 2006-240(U)

(8.
The Federal Bureau of Investigation ("FBI") has
. determined that in conducting a| | on

1 }] a collection error occurred in the execution of
a properlv authorized|

b2
b7E
bl
bé

b7C

.  The Attorney General's Guidelines for FBI National

Security Investigations and Foreign Intelligence Collection state
that [ |

| Title III of the Omnibus Crime Control Act [as
amended by the Electronic Communications Privacy Act] or
Executive Order 12333 Section 2.5. The| |
was therefore not conducted in conformit with any of those laws.
The collection has been sequestered in and will be
ultimately sent to OIPR for sequestration. The matter also has
been reported to the FBI’s Inspection Division for action deemed
appropriate. -6

Derived om: G-3
Declassdfx on: X~-1
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DECLASSIFIED BY 65179 DMH/plj/lcw

DN _Q07-01-2010
. N .

April 12, 2006 ~

BY COURIER

Stephen Friedman, Chairman
Intelligence Oversight Board
New Executive Office Building
725 17th Street, N.W., Room 5020
Washington, D.C. 20503

Dear Chairman Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2006-282." (U) : :

The enclosure sets forth details of investigative’
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign .Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

- investigations. (U)
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Chairman Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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CLASSIFIED BY 65179 DMH/plji/lcw
FEASON: 1.4 (c)
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transpired approximately 48 days after termination
of the authorized period. In addition, this matter has been
referred to'the FBI's Internal Inspection Section for any
action that is deemed appropriate.
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' DEC&ASSIFIEP BY 65179 DHMH/plj/lcw

0N $7-01-2010 ‘ .

! May 2, 2006 . ~
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209 )

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-280." (U)

" The memorandum sets forth details of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counteérintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(0)

Enclosure
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U}

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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ALL INFORMATION CONTAINED DATE: 07-01-2010

HEREIN- 18 UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DMH/plj/low
WHERE, SHOUN OTHERWISE ASON: 1.4 (c,d)
CLASSIFY ON: 07- 01‘-2035

SERKET
INTELLI T BOARD (IOB) MATTER et
i FIELD OFFICE
(U e 2006-280 (U)

By electronic communication (EC) dated March 27,
2006, the Federal Bureau of Investigation (FBI)
Fleld Office | | reported that, in [ l it b2

d al lof a | b7E
i fOn| ] bl

(8) during the course of the | |/ an FBI case agent b4
forwarded an email to an FBI investigative support specialist b7D
(ISS) asking the ISS to create National Security Letters (NSL)
for | | that were associated with the subject
of the investigation. On] _ ] the ISS created NSLs
for the|. |l Due to an 1lnadvertent error,
however,l pf the] ] was erroneously
transcribed. The NSL with the erroneous| |was
forwarded to [_

(o) - ““WW“““”M”:}Q% Due to the incorrect | | stated in the NSL, the
FBI received |pertaining to a
[that was neither under investigation nor related
to an investigation. The error was discovered upon receipt of
the information, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
collected on al unrelated to an investigation.
Thel . [was a violation of of The
Attorney General' uidelines for FBI National Securit
Investigations and Foreign Intelligence Collection.! Thus, the
matter is being reported to the IOB.

b2
b7E

(IIJ “W“““MM;EX§2| authorizes use of National Security R
‘ Lett€rs In conformity with 18 U.S.C. § 2709 (relating to E;E
subscriber information, toll billing records, and electronic
communication transactional records). The statute requires that

information sought is relevant to an authorized national security
investigation.
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DECLASSIFIED BY #5173DMH/PLJ/CC ,

ON 07-01-2010 S b

BY COURIER
May 16, 2006 ~

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board
Room 50208 .
New Executive Office Building .
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Friedman: .
" Enclosed for your information is a self-explanatory

memo om, entitled "Intelligence Oversight Board (IOB) Matter,
| Division, IOB Matter 2006-278." (U)

This memorandum sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter‘'has also been referred to our
Inspection Division. (U)

Enclosure
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely, *

. Julie F. Thomas
Deputy General Counsel

1- Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111 '

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review .
U.S. Department of Justice

Room 6150
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DATE: 07-01-2010 . ALL INFORMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJ/CCpa ‘HEREIN IS UNCLAXMSIFIED EXCEPT
REASON: 1.4 (=) % ‘ ! ‘W!—IERE SHOWN OTHERWISE
DECLASSTIFY CN: 07-01-Z2035

sg?Q%r

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ke
DIVISION L7E
_ 10B MATTER 2006-278(U)

The Federal Bureau of Investigation ("FBI") has
determined that in conducting an investigation on

5)

=9 |
LTE
b1

RirC

| |information was not entered into
any FBL computer systems or databases. | also immediately
deleted the data collection. Although the mistake was
inadvertent, the collection of data dating to January was
unauthorized. The matter also has been reported to the FBI’s
Inspection Division for action deemed appropriate. I&I_
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May 9, 2006
BY COURIER

Mr. Stephen Friedman

Chairman -

Intelligence Oversight Board

Room 5020

New Executive Office Bulldlng

725 17th Street, N.W.

Washington, D.C. 20503 ‘

Dear Mr. Friedman:

Enclosed for your information is a self -explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter, [ | Division, IOB Matter 2006-294." (U)

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and/or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterintelligence and international terrorism investigations.
(U)
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Mr. Stephen Friedman

Should you or any member of your staff reguire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S8. Department of Justice
Room 6150

v Adm, Serv, ____ Gen,Counsel ____ NationalSe¢,
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DATE: 07-01-2010 _ ALL INFORMATION CONTAINED

“LASSIFIED BY 65179DMH/PLS/CC HEREIN IS UNCLASSIFIED EXCERT
PEASCOHN: 1.4 (&) WHERE SROWN COTHERWI.3
DECLASSIFY ON: 07-01-2035 %
. ~~ ¢
s&@r
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o

DIVISION LiE
. I0B MATTER 2006-2%4 (U) ’

The Federal Bureau of Invest;gat;on ("FBI") has determined 173
[S] ) that in conducting a | B the Ll

i i ; i | by an ?fc
| 38 o
| | initiated a[ ]

(S) H____ngnggrningl | a United Sta erson. On
| pivision advised [ |

that | | had mistakenly provided more information than was he
_anticipated | BE
0l

:>x<: 1713

b7C

k4
b7D

9] - | S

b2
L7F
14
b

|obtained the data.
removed the data from FBI systems an estered it on a CD.
did not forward the data to%::::::] | [will provide the CD
(gy . 1. to the appropriate operational FBI Headquarters Section within CTD
for transmittal to the FISC,

OGC has referred this matter to the FBI's Inspectxon
Division for action deemed appropriate. (U)
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May 16, 2006 =
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Overs;ght Board
Room 50209

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-289." (U) ‘

* The memorandum sets forth detaxls of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterlntellzgence Investigations and/ox

. ‘laws, Executive Orders, or Presidential Directives which govern

- FBI foreign counterintelligence and interndtional terrorism
investigations.. This matter has alsoc been referred to our
Internal Investlgatlons Section, Inspection va1510n, for a
determination of whether any administrative action is warranted.
(0)
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

'

Julie F. Thomas
Deputy General Counsel

«

1 - The Honorable Alberto R. Gonzales
Attorney General -
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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(0)

SEPEET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b

| IFIELD OFFICE L7E
006-289 (U) ‘

NURE ' ;}S{; By electronic communication dated March 29, 2006,
the Feder#l Bureau of Investigation (FBI) | | Field
Office reported that, on| | the FBI submitted a
National Security Letter (NSL) seeking |

[ ] of a certain target to| |  Due to a typographical

error, the on the NSL was erroneously

transcribed. On]| ] the | | were
opened and it was determined that they were not the target's
records. The | | were destroyed without further
review.

;Egg/ Due to the incorrect | | stated in the NSL, the
FBI recei | pertaining to a

[that was neither under investigation nor related
to an investigation. The error was discovered upon receipt of
the information, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
collected on a| | unrelated to an investigation.
The overcollection was a violation of | } of The
Attorney General's Guidelinns for FBI National Security

Investi ions and Foreign Intelligence Collection.! Thus, the
matter is being reported to the IOB.

9

rred from:

‘ *;:kﬁ:l authorizes use of National Security
Letters in Tontormity with 18 U.S.C. § 2709 (relating to
subscriber information, toll billing records, and electronic
communication transactional records). The statute requires that
information sought is relevant to an authorized national security
investigation.
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May 16, 2006 ~
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 50209 : : .
New Executive Office Building .
725 17% Street, Noxthwest .

Washlngton, D.C.

Dear Mr. Friedman:

’ Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-295." (U) ‘ .

'The memorandum sets forth details of znvestmgatzve
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Countérintelligence Investigations and/or
laws, Executive QOrders, or Presidential Directives which govern

". FBI foreign counterintelligence and international terrorism

investigations.. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)
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Mr. Stephen Friedman v

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

’

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justlce
Room 5111

1 - My. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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ALL INFCRMATION CONTAINED

DATE: 07-01-2010 3 .(HEREIN T8 UNCLASSIFTED EXCEPRT

CLASSIFIED BY 65173DMH/PLJ/CC WHERE SHOWM COTHERWISE

REAZON: 1.4 {(c,d) yé&w '

DECLASSIFY ON: 07-01-2035 ko |
L7E

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
I0OB MATTER 2006-295 (U)

{8 By electronic communication (EC) dated March 21, .
2006, the Field Office | | repoxted that, on] |

[5)
[5)
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"“'”~‘\58{ The FBI purged its system of all inadvertentl

captured [ N |from

P92

captured

on the| | £rom
| ~_|lis neither logged, 1 {=lop 7

any | | FBI files.

| [ The FBI also sequestered the
I . A2l I

|

. . -;Eﬁ(; Here, an error on the part of
resulted ifi the unintentional acquisition of
EEEEER—

reporting requirements of Section 2.4 of E.O. 12863, the

12333.

e

i\l é Hofmann-IOB-739

mistake must be reported to the IOB because the

] resulted in the unintentional acquisition of

from a[____ ]| not authorized to be monitored under
the Foreign Intelligence Surveillance Act or Executive Order

. Based upon our analysis, in accordance with the
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on 07-01-2010 ’ - b
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May 23, 2006 ~
BY COURIER »

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 50209 : .
New Executive Office Building

725, 17" Street, Northwest

'Washlngton, D. C.

Deaxr Mr. Friedman:

Enclosed for your information is é self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-316." (U)

- The memorandum sets forth details of investigative
activity which the FBI. has determined was conducted contraxy to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orderxs, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

IER Crim. o, Inspection Trédalag

RPPRG\EB.am Labaoratory, Off. ol EEQ
finance..__a ationdd S0 Atais

Directer, Gen. Couns{i/{ 4LV M. of Publc &

Deputy Dizector____lnlo. Res Personne} Cong. Affs. o

}'«‘é’f Hofmann-10B-741




’

,'DECLASSIFTIED BY 6517 3DMH/PLJ/CC ~
f ON 07-01-2010

'éw ‘

INTEL JERSIGHT BOARD MATTER .
FIELD OFFICE e
y 2006-316 (U)

o R By electronic communication dated April 19, 2006,
the Federal Bureau of Investigation (FBI),[:::::;:%:] Field b2
Office, reported a possible Intelligence Oversight Board (IOB) b7E
matter. The FBI reported that, pursuant to 28 U.S.C. § 2709, it Siw
drafted a National Security Letter (NSL) seeking | | -
lfor a cextain | l. The NSL also listed an
The FBI served the NSL on| ,
[ [provided the result to the FBI.
(e »{gﬁ Upon review of the NSL results, the FBI learned
that response exceeded the scope of the NSL.
b4
170
b2
L7E
' The FBI
sealed and sequestered the additional information that exceeded
the scope of the NSI and placed the excess information in a safe.
(- - ;%S(; Here, during an authorized investigation, an error
on the part o resulted in the unintentional acquisition o4
of information. Based upon our analysis, in accordance with the 7D

repoxting requirements of Section 2.4 of Executive Orxder 12863,
the ﬁmista,ke must be reported to the IOB.
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May 25, 2006  ~
BY COURIER

Mr. Stephen Friedman

Chaixrman

Intelligence Oversxght Board

Room 5020

New Executive Office Building .
725 17" Street, Northwest

Wash;ngton, p.C. '

Dear Mx. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-315." (U) .

* The memorandum sets forth details of investigative
activity which the FBI.has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Countérintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

. FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
?etermination of whether any administrative action is warranted.

U) .
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

*Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General ,
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice .
Room 6150
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CDECLASSIFIED BY 6517%DMH/EBELJISCC
ON 07-01-2010

o GEE} ‘!!’
SEORET

INTELLIGENCE QVERSIGHT BOARD MATTER - be
FIELD OFFICE hIE
IOB MATTER 2006-315 (U)

(1) o zﬁg; By electronic communication dated %?g;; 27, po
2006, the Tfederal Bureau of Investigation (FBI), b7E
Field Office, reported a possible Intelligence Oversight Board 4
(I0B) matter. The FBI reported that, on [ 1 the E7D

FBI drafted a National Security Letter (NSL) pursuant to 18
g.s.c. 2709 seekin |
:§from the | | The
NSL requested the] |
[ | for tne subject of the lnvestigation. The

NSL specifically directed that [ ] not include
| ~]in its response.

(U]  _ ¥§ The FBI served the NSL on] 1 and

] provided the results to the FBI. On

| | the FBI reviewed the results of the NSL. Upon review of

the NSL results, the FBI learned that | ] response be
exceeded the scope of the NSL. Specifically, in addition to T
providing the | | -

improperl rovided the| of each| | R7E
[ E The, FBI immediately sealed and sequestered the
information and placed it in a safe. The FBI did not enter any

information _into the case file. Moreover, the FBI plans to
notify the of its error to avoid
future mistakes.

() - .. XY Here, an error on the part of | | .
resulted i the unintentional acquisition of information T P
through an NSL. Based upon our analysis, in accordance with i

the reporting reguirements of Section 2.4 of Executive Order
12863, thel[f:::fﬁ::]ndstake must be reported to the IOB.

from: . .
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June 2, 2006
BY COURIER ~ : e
DECLASSIFIED BY €517 9DMH/PLJ/CC
Mr. Stephen Friedman . ON 07-01-2010
Chairman :
“Intelligence Oversight Board
Room 5020
New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman: .

Enclosed for your information is a self-explanatory he
letterhead memorandum (LHM), entitled "Intelligence Oversight LB
Board (IOB) Matter, Division, IOB Matter 2006-320." (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security )
Investigations and Foreign Intelligence Collection, and/or laws,
Executive Orders, or Presidential Directives ‘that govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

\
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

.

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas

Deputy General Counsel

Enclosure -

.

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker . .
Counsel, Office of .Intelligence Policy and Review

U.S. Department of Justice
Room 6150
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DATE: 07-01-2010 ALL INFORMATION COHTAINED
CLASSIFIED BY 6517 9DMH/ELJI/CCR: " HEREIN TS UNCLASSIFTED EXCEBT
REASON: 1.4 (<) i%‘ . {éﬂHERE SHOWN COTHERWISE
DECLASSIFY OMN: 07-01-2035 '

SEC}&T

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
| DIVISION
10B MATTER 2006-320 (U)

’ The [ ] Division, |:] Resident Agency | ] b2 -
reported an error in conijunction with its ongoin 1 b
(3) - investigation of : a United States bl

Person. |initiated a| | of bé
’ } The| |was properly extended until b7z

} at which time it expired. The[ Jwas neither :
extended nor converted to a , as required

by The Attorney General's Guidelines for FBI National Securit
Investigations and Foreign Intelligence Cpllection ("NSIG"), prior
to its expiration on]| - )

By Electronic Communication ("EC") dated]| |
approximately two weeks before the expired, | | requested
that FBI Headquarters ("FBIH%"r grant an additional extension of

—
)

-
-—

the [} Unfortunately, addressed its reguest for an bz
extension to units at FBIHQ that do not oversee
[ [conducted by FBI field offices and therefore do not
have the authority to grant extensions. Had| | addressed

‘ its request to or even any | |
operational unit at FBIHQ, such as| the request for an

(U]'  additional extension would have been granted.

b1
5

h7E

=

(5] - - The failure to either convert or extend thel_;r_—l prioxr
to expiration of the six month initiation period was clearly

inadvertent. However, investigative activity continued until at
least L almost four months after the expiration of the
In light of the fact that investigative activity continued for
a period of approximately four months after the had expired, the
[:foverrun cannot be considered "de minimis in time." é)&i

—

e
o

IS I o T

Uy
1
T

In addition, | | did not request that EBIHQ

retroactively request an extension of the[ |until
:;éﬁost six months after the | | expiration date.

S}EQET

Hofmann-I0OB-748

bz
b7&

(U]




«

matter
(U)

U

SE T

The Office of General Counsel ("OGC") has reported this
to the FBI's Inspection Division for appropriate action.
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DECLAZRIFIED BY &517SDMH/FPLJI/CC
on 0D7-01-2010

e@ . e®

June 12, 2006 =
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 5020 )

New Executive Offlce Building
725 17" Street, Northwest
Washington, D.C.

»

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-341." (U)

" The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

- FBI foreign counterintelligence and international terrorism

investigations. This matter has also been referred to our’
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted,

(U)
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U) '

Sincerely,

Julie F., Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justxce
Room 5111

1 - Mr. James Baker
Counsel, .Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150 R
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DECLA®SIFIED BY 65175DMH/PLJ/CC

ON 07-01-Z010 '
. S
sr«}z@r

INTE ' IGHT BOARD MATTER b2
FIELD OFFICE L E
3. 006-341 (U)

(U] : By electronic communication dated May 16, 2006,
the Federal Bureau of Investigation (FBI),| |Field by
Office, reported a possible Intelligence Oversight Board (IOB) BTE
matter. The FBI reported that, onI'g ~} during an b4
authorized investigation, the FBI issued a National Security BD
Letter (NSL) pursuant to 18 U.S.C. § 2709. The NSIL was issued
to] land reguested the | I

[for a| ]
‘ | for the period of | Js

- iladelphia received a disk containing the NSL
results in . In when the NSL results were

being uploaded into the FBI applicatlon system, | ] o
learned that[____ ] response exceeded the scope of the NSL. 4

Specifically, while the NSL requested information fronlg;:::::] D
the NSL results dated back to mid-2002.

The case agent immediately advised that only the information
from the time period of| | as
requested by the NSL, should be uploaded into the system. The
NSL results prior to[___ ] were neither reviewed nor uploaded.

w - {54 Here, an error on the part of [ ] resulted in
the unlntentlonal acquisition of information through an NSL. b4
Based upon our analysis, in accordance with the reporting EES
requirements of Section 2.4 of Executive Order 12863, the
Itmistake ‘must be reported to the IOB.
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June 16, 2006 =
BY COURIER

Mr. Stephen Friedman
Chairman.
Intelligence Oversight Boaxd
Room 5020 .

New Executive Office Building
725 17" Street, Northwest
Washington, D.C. -

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-303." (V) . .

* The memorapdum sets forth details of investigative
activity which the FBI.has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives -which govern
FBI foreign counterintelligence and international terrorism

.investigations. This matter has alsoc been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted,
(0)
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SEC
Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 ~ The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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DECLAJSIFIED 3y 6517 9D§H/’ PLJ/CC
oN 07-01-2010

(U]

(1)

sé@xg?r
INTELLI {T BOARD (IOB) MATTER b
FIELD OFFICE LE
T 006-303 (U) '

2

(Y] ' - By electronic communxcat;on dated April 27, 2006, b7E
the Federal Bureau of Investigation (FBY), | | Fleld
Office, reported that a| lon a presumed
U.S. Person was initiated on| . Thel

expired on | || Due to an
adaministrative error, thel | was not
extended. As of | [ the] 1 has
not yet been reinitiated.

Believing that the[ __| had 2
been extended the FBI issu Na nrat S 57
dated | __|for

[ |. The results of the NSL were not reviewed and were

sequestered.
\
: Under the Attorney General's Guidelines for FBI
National Sécurity Investigations and Foreign Intelligence

ggl;gg;ignﬁ_%ffectlve October 31, 2003, a
must be initiated befo e an NS, may be

ogiiey
1
=1

issued.

|. Here, the

expired on| ] and the FBI issued an NSL on

| It was improper for the FBI to issue the NSL,

and thus, the matter is being reported to the I0B.
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e ON 07-01-2010
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June 13, 2006
! ‘ BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 5020 ’

New Executive Office Building .
725 17" Street, Northwest

Washlngton, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelllgence Oversight Board Matter
2006-309." (U)

* The memorandum sets forth details of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.

)
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s
Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker -
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

, Orim.Inv, Ihspection Trainteg.
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DECLAZSIFIED BY £5179DMH/PLI/CC

ON 07-01-2010

Y
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_SweRET

INTELLIGE : GHT BOARD (IOB) MATTER
______|FIELD OFFICE
IOB MATTER 2006-309 (U)

v sy | | o7
o ey | ‘ I

oo
N
s}

e By electronic communication (EC) dated March 28,
2006, the Federal Bureau of Investigation | | Field Office
reported that, on |

L7E

&l | |

] b
| for this]| | and h7E
the target. was| [6f this | [ For T
various reasons, the user of this| [ changed his bt
L | £xom | L. In
changing his service tol l however, an individual other

than the target became of the new

.

~t8{ Based upon the r;, 1

[ [initiated [ J
of the new| i On! | the case
agent met with members of the| | 0fFice Legal Unit to

review the basis of the| i The Legal Unit reviewed o

the | | and advised that | |
| |

| Pending further

clarification from the Office of Intelligence Policy and Review,

Department of Justice (OIPR), the Legal Unit advised that

[ | of the | | should cease. | |

Hofmann-10B-758

~ =
i

| | of the| | was discontinued. On




S @ =
o

() - 3¢ From]

[ 7 lwere intercepted. None of thel Lwere
reviewed by specialists and

[ stated that it will forward all original media to FBIKQ.

- . - The FBI Office of the General Counsel concurs with
the advice provided by the | 0ffice Legal Unit and OIPR.
The | I ]

]

o o I8y Based upon our analysis, in accordance with the
reporting requirements of Section 2.4 of E.O0. 12863, this mistake
must be reported to the IOB because the | ] resulted in
the acquisition of | ] from a | | not authorized to
be monitored under the Foreign Intelligence Survezllance Act or
Executive Order 12333.
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ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED

L. - .‘ - D& -30-2010 BY 65179DMH/PLJ/CC
- .
e\ S

June 29, 2006
BY COURIER

Mr. Stephen Friedman

Chairman .
Intelligence Oversight Board
New Executive Office Building
Washington, DC

-

- 3

Dear Mr. Friedman: '

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter, [ _____ | DIVISION, IOB Matter 2006-285." (V)

The LHM sets. forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterxntell;gence and 1nternatmonal terrorism investigations.
(U) -

Enclosures

1 ~ Ms. Julie F. Thomas -

@- TT8-HO- C_'ﬁ__I1229‘73 —vI0 — (4’1 B

1l - Inspectlon (I0B 2006-285) .“

b2
b7E

* Disector's OFice

MAIL ROOM D

Hofmann-IOB-760

Pai1700s




) . .

Should you or any member of your staff require additional
information concerning this matter, or oral briefing will be
arranged for you at your convenience. {(U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General

US Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
US Department of Justice
Room 6150

Tralning, -~

APPROVED: s il — qfl.ol €0
nmme . %H&wm&
Gen, Souns v
Bepuuuwector___m!o.ke Personnel Cong. Affse e

»

Hofmann-I0B-761
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DATE: 06-30-2010 - . A: ALL INFORMATION CONTAINED
CLASSIFIED BY 65175DMH/PLJ/CC SE ET HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (g) WHERE SHOWN OTHERWISE

IDECLASSIFY QN:" 06-30-2035 . .

INTELLIGENCE_QUERSIGHT BOARD (IOB) MATTER o’
DIVISION- b7E
I MATTER 2006-285 .
Federal Buréau of Investigation's [::::::; Division bb
- reported this potent;al IOB matter involving b7E
(U} Gnauthorized receipt of [ -
[ lipitiated a| | QBi...T_J b2
(USPER) bTE
{8y b1
- b6
b7C
>
On | | sa | ] issued a National
, Security Letter (NSL) to] - | requesting
i
(8} | This | — -1-J
| responded b2
to the NSL, i _ | as the previous '(S)E;E
(Sb The NSL further set forth thatl_—l"'ls- B7C
b4
‘ On L __IField Office responded to b7D
i | advising that had identified the| ]to bl
(85 The EC indicated the account
was_established on | and cancelled on
| | . It appears that SA| overlooked the text in the
: NSL_and the EC. On | |
e T [ S X
e R
(8| -
b2
b7E
bl
X
b2
b7E

S%ET Hofmann-I0B-762




SE%T | -

(§) —t
(9) - >
- {8)
T
' (8 :, B
I/ /NF)
? . A total of | | were coliﬂ‘_te.d_on_:
On| [sal | instructed the LS to discontinue
From| | took steps
to mitigate the| [on] |
(8) lto include; denying access to the | |in the
| removal of all | |
from FBI
[ and removal of all containing ’
1 | la the discs to the
for segregation of over
collecte . In addition, | will delete the over
collected from the "] and destroy the over
collected L (ﬁ??NE’)
OGC has | |
W)
Hofmann-I0OB-7
SE(\/ﬂET 0 OB-763

b2
b7E

bé
b7¢
b2
b7E
bl

b2
bTE
bé
b7C

b6
b7C
bl

b2
b7E
bl
bas
b7C

b2
b7E

b5




‘\ -DECLASSIFIED BY 651?9DMH/PLJ/CC
ON 06-30-2010

.
-

g :: - ~ ' : :
X
[ t "“
. ) ~ June 30, 2006 ~
. . BY COURIER
Mr. Stephen Friedman
Chairman .
Intelligence Overszght Board
Room 50209

New Executive Office Building
725 "17*" Street, Northwest .
Washington, D.C.

Dear Mr. Friedman:

Enclosed for yéux information is a self-explanatory

memoréndgm entitled “Intelligence Oversight Board (I0B) Matter,
| Division, IOB Matter 2006-206." (U)

. This memorandum sets forth details of investigative
activity.which the FBI has deterxmined was -conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence ’
« Collection and Foreign Counterintelligence Invest;gatlons and/or
" laws, Executive Orders, or Presidential Directives which govern
FBX foreign counterintelligence and international terrorism
investigations. (U) .

Enclosure ,

' @- 278-HQ-C1229736-vio— (41§

ree

UN IFIED WH
DETACHED
c TED ENCEL :

Derx
De

.XO
Ty oms

_SwesEy_

Hofmann-I0OB-764

=3
-1

MAIL ROOM [

b2
b7E

rB1/00J
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| |

Mr. ‘Stephen Friedman

Should you or ény member of your staff require

pg2

additional information concerning this matter, an oral briefing

will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room S111

"1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Inv., ion Training
RPPRWED g‘a"g ratory . Lol EE0
finance Mfairs, -
Director Gen.Cov M. ofPublicd
Deputy Dicector____Info, Res Cong. Alfs .

Hofmann-I0B-765 -




DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJ/CC HEREIN I3 UNCLASSIFIED EXCEPT

REASON: 1.4 (<) WHERE SHOWN OTHERWISE
DECLASSIFY O‘H.‘ 06-30-2035 . . . .
spegr

2
Mr. Stephen Friedman
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER e
DIVISION '
IOB MATTER 2006-206 (U)
The Federal Bureau of Investigation ("FBI") has
determined that in conducting a | |
(Sj“”“'E:::::fT a collection error occurred in the execution of a
properly authorized | ]
]. Due to an error by| [ the FBI
collected information ‘beyond the expiration date and time of the
by approximately six hours, in violation of the[ ] g%E
bl
bé
b7C
| on| _ | b4

discovered that | | had sent, and the FBI had entered into the .  b7D

FBI | contacts beyond the

expiration | __ | Ai | representative explained

that although the order expired at] | the

"cut off times" run between 12 p.m. and 12 a.m. and
did not terminate the collection until 12 a.m., after the 3 p.m.
expiration. The information has been deleted from the] |
I —land the original data sent from | [has
been sent to OIPR. The matter also has been reported to the
FBL’s Inspection Division for action deemed appropriate.

Der £ +G=3
Dec y - X=1

A .

Hofmann-10B-766
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DECLA.SSIFIED BY 651791)]'1]‘]/?1..1/[2!' .:

0N 06-30-20L%° \

n ’
- -
»

July 14, 2006  ~ -
BY COURIER

-

Mr. Stephen Friedman ) .
Chairman :
Intelligence Oversight Board

New Executive Office Building -
Washington, D.C.

Dear Mr. Friedman:

.Enclosed for &oux information is a self-explanatory

t entitled "Intelligence Oversight Board (IOB) Matter,
Field Office, IOB Matter 2006-307. (U) -

‘This. LHM sets forth details ‘of investigative activity which
the FBI has-‘determined was conducted contrary to The Attorney.

b2
b7E

General's Guidelines for FBI National Security Investigations and *
Foreign Intelligence Collection and/or laws, Executive Orders, or

Presidential Directives which govern FBI foreign-

. counterintelligence and 1nternational terrorism investigations.
(V) .

Enclosure
1 --Ms. T ‘
@ 278-H0-C1229736-vI0 —{ 519 -

1 - Inspection Division (IOB 2006—307)
1 - Mr. Hulon

P annt ‘Dexive “Trom: .
Com v ) Dec Ty on: Ok 16

P — '
[P — SBB@T
Pocsornal . Hofmann-10B-767
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Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

/

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales-
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

rim! fespection Trainteg
RPPRWEB: c@ " bgcrator; .ot EE0
rantt .\ Ko See, ltds__
Birestor___Gen.Seussf/L WA R iofPubicd
Deputy Director____lolo. Res. Personnel . Cong. Affs e
Erd
Crde & TL=

SEoreT
Hofmann-10B-768




DATE:

ALL INFORMATION CONTAINED

06-30-2010 Ny
CLASSIFIED BY 65179DMH/PLJ/CC . . HEREIN IS UNCLASSIFIED EXCEPT

REXION: *.4 (c) _°*
' DECLASSIFY OJ: 06-30-2035 . .

WHERE SHOWN OTHERWISE

: SEGKET o
INTELLIGENCE QUERSTGHT BOARD (IOB) MATTER b2
FIELD OFFICE b7
I0B MATTER 2006-307 (U)

used in Section 101(i) of the Foreian Intelligence Surveillance
Act of 1978 (FISA)!

bl
bé
b7C

hed
...... S e T PYTISTE, - 5

b7E
b4
b7D

> b2
' b7E
b6
b7C
v bl A “United States person” is defined in Section 101(i) of the
Foreign Iitélligence Suxveillance Act (FISA) (codified at 50 U.S.C. § 1801 et ,
seqg.) as “a citizen of the United f;a;gg_igxl_an_a}igf lawfully admitted for b2
permanent residence (as defined in of the Immigration and b7E

Naturalization Act) . . . .” See also of The Attorney General's
Guidelines for FBI National Security Investigations and Foxeign Intelligence
Colléction (NSIG).
SECRET
Hofmann-10B-769
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b6
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b2
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. SEg%.l.l

b2
L7E
b6
b3cC

c
Lo

(U) As such, OGC opines that these activities .
constitute an IOB violation and necessitate this reporting.

ol Tnspests ' Treining
APPROVED: & ey Ht®

s v
.;‘;mce______l:'ém&séc. A'ﬁaus -
Director, Gen. Soeasah 2 ¥t ofPubic &

Depaiy Director . talo.ReS e —— Persoacel__ Cong.Affs e K '

-3 - cﬁw:;f:

SE T : )
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSLFIED

DATE 06-30-2010, Y 65179DMH/PLI /Ty
AN

0

*
«

July 17, 2006

BY COURIER

Mr. Stephen Friedman -
Chairman
Intelligence Oversight Board
New Executive Office Building .
Washington, DC
Dear Mr. Friedman: ° .

Enclosed for your inforxmation is a self-explanatory b§ )
letterhead memorandum (LHM), entitled "Intelligence Oversight bIE
Board (IOB) Matter, IOB Matter 2006-281." (U)

The LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterintelligence and international terrorism investigations.

vy - '

Enclosure .

“

1l - Ms. 5ulie . _Thomas *

"é)- 578-R0-C1228736-vio— (634

1 - Inspection (IOB 2006-281)

-«

\ Directors — MAIL ROOK ()

b7C

[

CLASSIFIED WHEN ’
DETA
FIED EN ‘

De
D

from:
Sify © 1

Hofmann-10B-772

£517002




- @ o o2

Should you or any member of your staff require additional
information concerning this matter, or oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
‘ Attorney General

US Department of Justice

Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Polzcy and Review
US Department of Justice
Room 6150

APPROVED; Z' lospetin_____ g
"m ,ll:mosty__ M. of EEO

Director, ¥ e Affirs

Depuy Birector "“fn?; A ggm\.%n LolPe g
' . ong.AHS

Hofmann-10B-773




| sg;QET
'DATE: 06-30-2010 »

CLASSIFIED BY 651’?9Dﬂ1‘li’P_LJ/CC
REASON: 1.4 (c)

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

. WHERE SHOWN OTHERWISE

DECLASSIFY ON: 06-30-2035  INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER  P? .
DIVISION bI7E :
I . 2006-281
The Federal Bureau of Invest:.gata.on s ] Division b2
I p— I;I reported this otent:.a,l IOB matt:e.r 1nvolva.,ng b7E
unauthorized receipt of [ fe :
On| | initiated a | I -
e | on-presumed-USPER | By way of [T
background, an macfvertent administrative error involving b1
(8) - (&) e ] occurred from bé
; | Juntil =Y b7¢C
]
(8). | L] | ]
| | [ |
| I | ]
II | | | | e
l T - b7C
| | ic
b7E
| [ l | bl
| |
I I I
| ] [ ] | |
>
| I I | I
1 — 1
[ | I | I bé
|
b7C
l | [ | b2
l ] b7E
[ |
[ | | | | [ bl
I [ |><
| 1| | e
| [ | | bé
| | :><: B7C
| | b2
b7E
[ I>< 1

Hofmann-10B-774




. ) pa2
a5 [ ]

| | — |
| | I |
1 | [ | |
] [
| ]
j [ | |
1] I | <

on| _| FBT contractorl ladvised that
all | were
.deleted from the for the period from | |

thru

on| | sal

| sent one optical disk
to | [ Attorney Advisor, Office of Intelligence
Policy and Review, US Department of Justice, 950 Pennsylvania
Avenue, Washington, DC viaMOVEEEiQHE“FédefaI“BxpreSSr{§S{:

0GC has referred this matter or the FBI's Inspection
Division for action deemed appropriate. (U)

SE?(ET Hofmann-IOB-775
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DECLASSIFIED BY 6£S5179DMH/PLJ/CC -
0N 06-30-2010

BY COURIER

July 17, 2006 . ’

Mr. Stephen Friedman, Chaixrman
Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Friedman: . ’ -

"
«

Enclosed for your information is a self-explanatory b2
memorandum, entitled "Intelligence Oversight Board .(I0B) Matter, b7E
| |Divisxon, IOB Matter 2006-213." (U)

This memorandum sets forth. details of investigative activity
which the FBI has determined was conducted contrary to the .
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terxrorism
investigations. This matter-has also been referred to our
Inspection D;v;sion. (V)

Enclosure : ' SIFIED
DETACH M
‘ IFIED EN
- Mr. Hulon'’ , ]
' 278-HQ-C1229736-vIo— {5 (o - b6
~ Inspection Division (IOB 2006-213) bicC
1 -]
Oop.Ov_____ ’ Deri _from ; 6 ‘ o
Chist &t . - Dec y 0 3 ‘ i,
sa____ o
Of. ol Gonr. ~
meﬂ____ . . . N
AssLOes
[ — .
[
mm
o, Ret .
[ N
e _SEeRRT
Persornel__ . ofmann-I0B-776
Trakning
ONAEEOA,____ . . .
O, of Pubic .

.Cong. Al ___ ) ¥BI/D0J
* Oiactors Oficy ___ MASL ROOM ()
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e
Mr. Stephen Friedman
Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.
Sincerely,
Julie F. Thomas
Deputy General Counsel
1~ Honorable Alberto Gonzalez
Attorney General
U.S. Department of Justice
Room 5111
1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150 T
, otim.inv, Inspection Tréining__. ’
APPR%“ED. SBs Labseatery JtofcE0
. Tinanee Josiincl See, Atdes__
Director _____Gea. Souns{VIIL/OR if.cf Fubic &
DeputyDirector_____tnfo.Res | Perscanel_~_____ Cong. Afls . W .
Q7 ot

%fmann{o&???




ALL INFORMATION COMTAINED

DATE: 06-30-~-2010 HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179DMH/PLJ/CC WHERE SHOUN OTHERVWISE

REASQN: 1.4 (c) '
DECLASSII-‘Y iW: 0D6-30-2035 .
" - .
s;é@m '

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER  ,op
DIVISION
I0B MATTER 2006-213 (U)

Inquiry has determined that during the investigation of
a U S. person (as that term is used in Secta.on 101(1) of the

| a .

(S¥

Although the [ | expired on| }] the| [collection
continued until | I _On

| There were two problems with the
activities undertaken by | } First, the Attornev
General's Qg;gehngs for FBI Nat;ongl Secgglty Investigations an
Foreign Intelli 11 NSIG) require an open

[Only a| |was open at the time.
Further compounding the mistake, | continued to
collect information from the| | some five months after
the | | expired.

[ | Due to the commission of thesSeé exrrors in cthe
investigation of a U.S. Person, the FBI is reporting this matter.
This has also been referred to the FBI's Internal Investigations
Section of the Inspection Division for action deemed appropriate.

ived from :
De ity =1

APPROVED: S5 —— L ita

) agne? NS, Aifairs
Disector_ Gen, Sounse R A.cfPabics SEFNET
DepulyDicector____Info.Res. Petsonnel Cong. Affs_____ Hofmann-IOB-778
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DECLASSIFIED BY 65175DMH/PLJI/CC .
ON 06-30-2010 .

\

» 4 .
5 €
N 'r ) ,
I .

July 21, 2006 ~

. BY COURIER

Mx. Stephen Friedman

Chaixman )

Intelligence Oversight Board ' .

Room 5020

New Executive Office Bu;lding .

725 17th Street, N.W. ’
Washington, D.C. 20503 , )

Pear Mr. Frzedman~

This letter forxwards for your 1nformation a self-
explanatory enclosure entitled, "Intelligence Oversight Boaxd
(10B) Matter, IOB 2006 261 (U)

The enclosure sets forth details of investigative
activity which the FBI ‘has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Countetintelligence Investigations and/or

- laws, Executive Orders, or Presidential Directives which govern
FBI forezgn counterintelligence and intexnational. terrorism
.investigations. (U) .

Enclosure

: @- 278-HQ-C1229736-vi0 — {539 :

UN FIED
DETACHE
c FIED ENCEL L

o . " ws  Dexrx : Multi ces i
S D 3 on: Juneé 1j RIS
Od. ot Gan, :
Counsel______ .
JE—— ‘ , )
Wio.Res.
NS . :E gi_

Pacamel . . Hofmann-I0B-779

T T — . .

&Cong. As . ‘ FBI/DOS
* Director's Ofice ___ MAIL ROOK )

o . ' 1




e

: Should or any member of your sta.tequire
additional informWgfon concerning this matter,
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111 3 .

1 - Mx. James A. Baker III

Counsel for Intelligence Policy and Rev:.ew
- U.S. Department of Justice
Room 6000

cdmlm Inspection Tralnlng
ﬂPPRO\'ED Lshorztory. Jtf.olEEO
-msnoe Netienst Sec, ggz;snm&
Dicector, Gen.Coun '3 .
Deputy Oirector_____lnio.Res Personnel . Cong. AHS
L A AY

TSR

2  Hofmann-IOB-780
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i DATE: 06-30-2010 fml-:}:igFgRHATIOH CONTATINED
CLASSIFIED BY 65179DMH/PLJ/CC | 3 UNCLASSIFIED EXCEPT
REASON: L.4 (c) « WHERE SHOWN OTHERWISE

DECLASSIFY ON: "B6-30-2035

L Al \ ¢ '(
: ® sesher - 3
b2

INTELLIGENCE QUERSTGHT BOARD (IOB) MATTER g
IELD OFFICE
10B MATTER 2006-261 (S)

(S) The Field Office | | of the be
Federal Bureau of Investigation has reported an error in : ‘EIE
i i that division's of b6
(8) ﬁmm‘"'m" In this regaxdli, Tailed o notify FBIHQ  ric
of The opening of a| | by £iling a 10~day
notice. When the error was brought to their attention, the -’

oversight was corrected and a 1l0-day notice was forwarded to

FBIHQ.
Deri from ;
Dec tfy om: 5X1

SE%

Hofmann-I0B-781




DECLASSIFIED BY 65179DMH/PLI/CC .
1), 06;39;20;0 e

=

L 4 . " . . ., <, M
o . @
July 21, 2006 ~ .

] _ BY COURIER

Mr. Stephen Friedman

Chairman .

Intelligence Oversight Board .

New Executive Office Building

Washington, D.C. ,

Dear Mr. Friedman: .

Enclosed for your information is a self-explanatory
memorandum, entitled "Intellzgence Oversight Board (IOB) Matter,
|:|al:‘:.eld Office, IOB Matter 2006-300. (U) |, .

This. LHM sets forth details of investigative activity which,
the FBI has determined was conducted contrary to The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or

* . Presidential Directives which govern FBI foreign®
. counterlntelllgence and international terrorism znvestxgatlons.
(U) ‘ .
Enclosure
1 --Ms. Thomas
l = . s
- 778-Rg=c1229736-vi0 — (54l
1 - Inspection Division (IOB 2006-300)
1 - Mr. Hulon .
Dep.Ok ) .
Crietét -
O, Gen.
Asst, D,
Cimtw._____
o —
m_ L4
io.Res
[ L NN ’
Pecsonoel __ S Hofmann-10B-782
Tradning ____—_
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‘ Soger” . N

Mr. Stephen Friedman

Should you or any member of your staff require
additional. information concerning this mattexr, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

. et T
APPROVED: 33 " hor——awat@

ance LR femalSie A
Dizector_______ Gea.Sockfl A /X3 M.ofPublied
Deputy Direclor, Info.Res o Perscinel Cong. Alfs,

X
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DECLASSIFIED BY 65179DMH/PLJ/CC
ON 06-30-2010

: )
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

DIVISION,
IOB MATTER 2006-300 (U)

The [____| Field Office (Omaha) reported an
overcollection arising out of a| |

| on an indivi i ey —U.

"] opened a | ]

b2
b7E

The | | |

database. The Division TTA placed the data in the enclosed
sealed envelop and submitted it to FBI Headquarters for
sequestration with the

Division advised that themdata has not been
viewed by any lmﬂl_jglersonnel nor has it been uploaded into any

This matter has also been

_reporxted to tt%%l's Inspection Division for action deemed

) : =
ify on:

Hofmann-1I0B-784
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DECLASSIFIED BY A£5179DMH/PLI/CC
ON 06-30~2010

s

: _SEeRET

July 21, 2006 ~
BY COURIER

Stephen Friedman, Chairman - . )
Intelligence Oversight Board -

New Executive Office Building

725 17th Street, N.W., Room 5020

Washington, D.C. 20503 -

Dear Chairman Friedman:

" This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(I0B) Matter, IOB 2006-331." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign“.Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and mnternatzonal terrorism

. investigations. (U)

row

- Mr.
2F78-HQ-01229736-VIO_. ( 543

.

1 - Ms. Thomas Habich

O — -

Oep.OF . __ : ’ -
Chiet & . ;

Ry D 'y om—X1
Counsel_______

Kagonal Sec.

. Hofmann-IOB-785
dmmmenc contains neitherx xecomendatlons noxr conclusions of the FBI.

b6
b7C

It is the property of the

OPBchd i3 loaned to your agency; it and its contents are not to be distributed outside your agency,.,‘,oo,

. o&moch_ WAIL ROOM. £
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Chairman Stephen Friedman

Should you or any member of your staff require

additional information concexning this mattexr, an oral briefing

will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

”

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
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DETACHE
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SECRET

INTELLIGENCE_OVERSIGHT BOARD (IOB) MATTER b2
1 pIvIsSION b7E

IOB 2006-331 (U)

, As reported by the| |D1vismon
|&M_L oni |

a u. s person, on l. After several
re=-authorizations, the exp;red on
on | [ contacted FBIHQ to seek an extension of
the | | to close and/or transfer it to

another division. Outside of routine database checks,
conducted no investigation since the expiration of the case.

.

_ In the instant matter, the[ Jlapsed on [ |
but did not obtain authorization to continue the

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

investigation. . Although

IA While the expiration of the[ Jwas inadvertent, the
Iapse of time cannot be considered de minimus. In addition, this
matter has been referred to the FBI's Internal Inspection Section
for any action that is deemed appropriate.
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July 21, 2006 ~
BY COURIER

.

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 50209 ' .
New Executive Office Building

725 17*" Street, Northwest

Washington, D.C.

Dear Mr. Friedman:

- Enclosed for your information is a-self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-308." (V)

* The memorandum sets forth details of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/ox
laws, Executive Orders, or Presidential Directives which govern

. FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our -
Internal Investigations Section,; Inspection .Division, for a
determination of whether any administrative action is warranted.

, (W)

. Enclosure

@ 278-H0-C1229736-vio— LB HD

s

. IFIED
DETACH
FIED ENC \ .

. Deri =3
Chief ot . - 8ify On? ) .

%

Hofmann-I0OB-788

NasonsSec . ° S

F81/00J5




i o - @ ™

Mr. Steﬁhen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker - '
Counsel, Office of Intelligence Policy and Review
U.s. Department of Justice
Room 6150

Dlrcaor___
Depuyy Diector,

Hofmann-I0B-789




DECLASSIFIED BY 6S179DMH/PLJ/CC
0N 06-30-2010
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
I0OB MATTER 2006-308 (U)

e HEB{% By electronzc communication dated April 25, 2006,
the Federal Bureau of Investigation (FBI), [ Field
Office, reported that a on a United
States Person was initiated on|[ . On

the case was closed, and accordingl there was no nee o
seek an extension of the| ] An initial
10-day notification was never submitted in this investigation.

of The Attornev

As provided in |

b2
b7E

Gener. 1 s e11n for FBI National Security Inves ations and

Foreio
2003,

' |
| | After receiving the notice from the field
office, FBIHQ shall provide notice to the Office of Intelligence

Policy and Review and to the Criminal Division. OIPR shall then
notify the Attorney General and Deputy Attorney.General.

- - Under the NSIG, the FBI is required to submit an
1n1t1al lO-day notification of a| ]in
order for the United States Department of Justice to provide
oversight and review of the investigation. However, in this
case, the FBI failed to do so. Accordingly, the failure to
submit the initial 10-day notification ofry |
[ —_|must be reported to the IOB. )

SReXET.
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June 22, 2006 -
BY COURIER

Mr. Stephen Friedman .. .

Chairman :

Intelligence Oversight Board

Room 50209 : . ~
New Executive Office Building .
725 17" Street, Northwest

Washington, D.C. )

Dear Mr. Friedman:

Enclosed for your'information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-326." (U) i .

* The memorandum setfs forth details of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Countérintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

. FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure *
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Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice-
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Polzcy and Review
U.S. Department of Justice
Room 6150

Trékning
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DATE: 06-30-2010 ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65175DMH/PLJ/CC
FEASOR: 1.4 (o} WHERE SHOWN OTHERWISE
DECLASSIFY OM: D6-30-2035 .
' SEQRET
INTELLIGENC VERSIGHT BOARD (IOB) MATTER bg
FIELD OFFICE b7E
- IOB MATTER 2006-326 (U).
""" >< FISA WARNING STATEMENT--STATUTORY RESTRICTION
1 E—— ‘““513{: This information or document, or portions thereof,
is derxve from a court—-authorized FISA order and such

information or any information derived therefrom may only be used
in a criminal or other proceeding (including but not limited to
use in search/arrest warrants or affidavits or grand jury
subpoenas and proceedings) with the advance authorization of the
Attorney General. 50 U.S.C. §§ 1806(b), 1825(c).

() e jﬁn: By electronic communication (EC) dated May 17,
2006 the Federal B fice b2
reported that, from a e

b7E
special agent (SA) from| |[Division | | was on a sixty day
TDY to the

[ | when an apparent error
occurred in the collection of FL3A information.

(8),

o Rt

b7E

b1
(81 -|- [
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This information was relayed to the SA ¢ i
. _lns!_m.s_l

tspw.mwwwamwnwpm

tSJHMW

(3]

(5)

(81

[ This was done on| I

L | the Unit Chief (UC) from

| As a result,

(5]

the UC was concernecr that: the E‘BI was not: authorised to collect

data yelated to-the] ] and that
the data obtained from that | 1was a result of an
unauthorized collection. The collection of this —__]was -
stopped at 10:50 AM EDT on The UC éﬂiIEEE that all-

- material collected between and had not

been reviewed by the FBI.

| Based upon a mistaken interpretation of | |

N.\ Hofmann-10B-794
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SECRET

‘*F b2
[ the SA improperly Tmuﬁml:kg_c@mzlthe —1 b7E
which had been conducting

. ib 1
(&) b2
. b7E
(U Based upon our analysis, in accordance with the
reporting “requirements of Section 2.4 of E.O. 12863, this mistake. b2
must be reported to the IOB because the| Jresulted in b7E

the acquisition of communications not authorized to be monitored

under the Foreign Intelligence Surveillance Act or Executive
Order 12333.
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DECLASSIFIED BY &S179DMH/PLJ/CC

- ON 06-30-2010 .
A . ' .

g _ July 5, 2006
. BY COURIER ~

Mr. Stephen Friedman ’ . .

Chairman .

Intell:.gence Oversight Board .
. Room 5020

New BExecutive Office Building

725 17th Street, N.W,

Washington, D.C. 20503

Dear Mr. Friedman: .

" Enclosed for your information is a self-explanatory
- letterhead memorandum (LHM), entitled " Intelligence Oversight
Board (IOB) Matter, Counterterrorism Division, IOB Matter
2006-346." (U) .

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or
laws, Executive Orders, or Presidential Directives that govern
FBI foreign counterintelligence and international terrorism

- investigations. (U)
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Mr. Stephen Pr:.edman

.~ Should you or any membexr of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas *
Deputy General Counsel

Enclosure

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A.’ Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

s
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DECLASSIFIED BY 65179DMH/FLJ/CC
ON 06-30-2010

_SEeRar
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

COUNTERTERRORISM DIVISION
IOB MATTER 2006-346 (U)

’

)

The Federal Bureau of Investigation ("FBI"™) has determined
that the FBI disseminated information on United States persons to

foreign governments | |

[ [without the Attorney General's
authorization, and disseminated classified information to foreign
governments without obtaining authorization from a Designated
Intelligence Disclosure Official (DIDO). These actions were in
violation of the Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence ‘

Investigations (NSIG) and the National Foreign Intelligence Program
‘Matiual” (NFIEM) - -

As of|

N e,

.1W;E§(\

The Office of the General Counsel has referred this matter
to the FBI's Inspection Division for action deemed appropriate. (U)

- e i
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August 17, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, DC

Dear Mr. Friedman: '
Enclosed for your information is a self-explanatory b2

letterhead memorandy entitled "Intelligence Oversight b7E
Board (IOB) Matter, DIVISION, IOB Matter 2006~314." (U)

The LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, Executive Orders,
or Presidential Directives that govern FBI foreign

counterintelligence and international terrorism investigations.
(m '

Enclosure
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Should you or any member of your staff require additional
information concerning this matter, or oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
US Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
US Department of Justice
Room 6150

HPPR(WE cﬂm Inv ts eclmn Tralning.
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INTELLIGENCE_QVERSTIGHT BOARD (IOB) MATTER b2
DIVISION b7E
2006-314 (U)

b2

b4

b7D

b7E

|
(U)o Initiall to effect the authorized| I ]
‘b;E
1
...... I I

b2
b7E
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the network, the private entity method was employed without FBI
involvement.

b2
bTE
was then moved‘by| lto another
computer where it was made available to the FBI via
)
b2
b7E

BN

SECRET :
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[and reported the above information to
the FBI's Office of General Counsel and Inspection Division as a
potential IOB violation.

{UY oo 'BXQ The Office of General Counsel has determined that
the situation, as described byl | is an IOB violation since
the FBI became privy to]| |

It should be noted, however,
Lﬂﬁﬁﬂ |

| Moreover, | b2
b7E

Seore

2, S
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B r\ Hofmann-10B-803




@» 278-HQ-C1229736-VIO ~ {6O7

DECLASSIFIED BY 6S179DMH/PLJ/CC
ON 06-30-2010

August 30, 2006 -~
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Qversight Board
Room 50209 '

New Executive Office Building
725 17" Street, Northwest

‘Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-351." (0)

* The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(0)

Enclosure
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Mr. Stephen Friedman

Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

1

Sincerely,

Julie F. Thomas
Deputy General Counsel

The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice

Room 5111

Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
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DATE: 06-30-Z0L0 FORMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJ/CC {ﬂls UNCLASSIFIED EXCEPT
REASON: 1.4 (c) I HOWN OTHERWISE

~ DECLASSIFY ON: 06-30-2035 \ SE&ET Lo

l D

| INTELLIGENCE OVERSIGHT BOARD MATTER bIE

- | |FIELD OFFICE

IOB MATTER 2006-351 (U)
By | |
the Federal Bureau of Investigation (FBI), | |Field 11
Office, reported a possible Intelligence Oversight Board (IOB) b2
matter. The FBI reported that, on | | during an b4
authorized| ]the FBL issued a National b6
Security LettT.r_LNsm_mu;snam_tg_lls .S.C. § 2709. Thel | p7C
was issued to and requested| ] b;D
L information k78

associated with US.person] and

}Xg I_?TFI | received the
requested information, along wi | of a

prev:.ously unknown individual. Upon receiving the information b1l
e previously unknown individual, the case agent in b2
performed preliminary checks in ACS and open b4

(5]

T —In an attempt to ascertain the b6
relevance of the information. However, all h checks were b7cC
negative, and it was later determined thatﬁerroneously b7D
provided jhg unknown individual's information In The same BTE

(S).mwwwwpackagema- L  The unknown individual's information

was later sequestered in the Chief Division Counsel's safe, and
no personal identifying 1nformat10n concerning her was ever
entered into ACS.

b2
Wrwww~wwmwmwmwmxs(: Here, an error on the part of |resulted b4
in the unintentional acqulsltlon of information rough an NSL. b7D

Based upon our analysis, in accordance with the reporting b7E
requirements of Section 2.4 of Executive Order 12863, the
| must be reported to the IOB.
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August 31, 2006 -~
BY COURIER

DECLASSIFIED BY 65179DMH/PLJ/CC

ON 06-30-2010
Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 50209

New Executive Office Building

725 17" Street, Northwest

Washington, D.C. : '

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-305." (U)

" The memorandum sets forth details of investigative
activity which the FBI.has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Countérintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U) '

Enclosure
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Mr. Stephen Ffriedman

s

Should you or any member of .your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

spection, Trahing
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DECLASSIFIED BY 65179DMH/PLJ/CC

* ON 06-30-2010
.

SEGRET_

INTELLIGENCE QUERSTGHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E
IOB MATTER 2006-305 (U)

(S) By |[_ dated April 18, 2006,
the Federal Bureau of Investigation (FBI)I | Field Office

reported that on three separate occasions, during the time period
of | ] thel | Field

Offfce_inannﬁopriately utilized a Natlonal Security Letter (NSL).
The Field Office drafted an NSL]

The

However, because the information

that is allow i ‘ i
specific, and
pursuant to an NSL, the Field Office erroneously

utilized the NSL. The information that was obtained beyond the
scope of the NSL shall be sequestered. The inappropriate
utilization of the NSL was in violation ofl:a‘ of The Attorney
General's Guidelines for FBI National Security Investigations and

Foreign Intelligence Collection.? Thus, the matter is being
reported to the IOB.

e Section V.12. authorizes use of National Security
Letters in conformity with 18 U.S.C. 2709 (relating to subscriber
information, toll billing records, and electronic communication
transactional records). The statute requires that information
sought is relevant to an authorized national security
investigation.
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