
DECLASSIFIED BY 65179 DHH/plj / lCU 
OH 07-01^-2010 

March 13, 2005 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB)• Matter, 
I ~1 Division, 2006-183." 

b2 
b7E 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Ms. Thomas b6 
b7C 
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SECRET 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and.Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Hofmariri-IOB-710 



DATE: 07-01-2010 
CLASSIFIED BY 65179 DMH/plj/lcw 
REASON: 1.4 (c) * 
DECLASSIFY ON: 07-01-2035 

SE^äl 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENC iT BOARD (IOB) MATTER 
DIVISION 

2006-183 (U) 
b2 
b7E 

Investigation of this IOB matter has determined that, 

(U) 
This matter has been referred to the FBI's Inspection 

Divisionfor actiondeemedappropriate 

b2 
b7E 
bl 
b4 
b7D 
b6 
b7C 

Deriv^ekJ^m : G-3 
Declassify*©«: X25-1 

SEÒ^T 
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DECLASSIFIED BY 65179 DMH/plj/lcw 
OH 07-01-2010 

March 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dr. Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight b2 

Board (IOB) Matter, | "| DIVISION, IOB Matter 2006-267." (U) b7E 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosures 

1 - Ms. Julie F. Thomas b6 
¿Jj)- '278-HQ-C1229736-VIO"«- hj!Ö b?C 

1 - Inspection (IOB 2006-267) 
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Should you or any member of your staff require additional 
information concerning this matter, or oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: Î 
finance 

Director Gen. Co 
Deputy Director : Into. Re 

Crim.ln inspection 
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.Training 
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Hofmariri-IOB-713 



ALL INFORMATION CONTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE' 

DATE: 07-01-2010 
CLUjŒFIED BY 65179 DHH/plj/lcw 
R ^ B : 1.4 (c) 
DEotRsIFY ON: 07-01-2035 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
l~ IDIVISION 
IOB MATTER 2006-267 

The Federal Bureau of Investigation's | | Division 
I | reported this potential IOB matter involving 
unauthorized receipt of I I from | | i • ; I 

h 2 
b7E 

b2 
b7E 
b4 
b7D 

Task Force Officer (TFO) [ requested f 
(S) 

forwarded the results to 
along with a | 
I J The correct 

I from the 
I furnished results for this 

"| on a CD-ROM to the | | Division, who 
]. The results were provided 

A 

(S) 

identified on the 
the CD-ROM contained the 
andanother 
c 

however, the 1" 

not requested by TFO | 

I was 
1provided on 

"Tïi F J immediately contacted I land was advised there was an 
error in the way the data was captured for the 
TFO I I requested. 

(S) 

The mistaken I were sealed by | Chief 
Division Counsel (CDC)| | on February 16, 2005 
and are securely maintained in the CDC's office. The 
responsiveEC 
incorrect 

did not reference the 
| that was provided on CD-ROM, and has 

not been charged out of ACS. The incorrect I I were not 
.uploaded into FBI databases, including | |. 

OGC has 
(U) 

b2 
b7E 
bl 
b6 
b7C 

bb 
b7C 
b2 
b7E 
bl 
b4 
b7D 

b2 
b7E 
b6 
b7C 
bl 

b5 

Hofmariri-IOB-714 
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DECLASSIFIED BY 
ON 07-01-2010 

65179 DMH/plj/lcu ^ ^ $ 

March 30, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 227 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 

. laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

- 278-HQ-C1229736-VIO— (MO? 

UNCIALSQNRJAIB WHEN 
detachei^TOM 
CLASSIFIED ENCLOSURE 

Dep. Dlr._ 
Chief« 

Staff 
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Aas1..Dlr.: 

Crfm. Inv. _ 
CJIS 
Finance_ 
Into. Res., 
Insp. 

National Sec.. 
Personnel 
Training. 
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s * 
^ • ^ r any member of your staJff^eqv 

Should any member of your staJff^equire 
additional information concerning .this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

Director. 
Deputy Director̂  

Crlm.lw. 
CJIS. 
Finança. 
.Gen. Cou (i: 
.Info. Res 

tospection_ 
Laboratory 
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, Affairs 
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.Off. of Publics 
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""3ECRBX 

SECfcffr Hofmann-IOB-716 



DECLASSIFIED BY 65179 DMH/plj/lcu 
ON 07-01-2010- 4 0 

SECRET 

(U) 
T M m n t T T f . m T n r . A : T r , n n T P T , m a r m r m / -rz-vn x » " " m r . n ^ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I "IFIELD OFFICE b7E 
IOB MATTER 2006-227 

ÎU) X The Field Office of the Federal Bureau 
h 2 of Investigation has reported an error in conjunction with a b7E 

response to a National Security Letter (NSL) to| | b4 
] pursuant to the NSL, did not ,b?D 

provide records which were related to the subject's | | 
I ~l as requested, but rather, erroneously provided records 
pertaining to the 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

Derivefe^from : 6-3 
Declasalif^on : 25X1 

SECRET 
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DECLASSIFIED BY 6S179 DHH/plj/lew 
OH 07-01-^2010 

SfiGRSX 

BY COURIER 

April 12, 2006 -

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

Division, IOB Matter'2006-240." (U) 

This memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure UNCLASSÎK D WHEN 
DETACHED 
CLASSIFIJ LOSUKE 

* - Mr. Hulon 0 
- 278-HQ-C122 9736-VIO-' (310 - b6 
- Inspection Division (IOB 2006-240) b7c 

1 - L 
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SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice' 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Crim Inv, 
M i n 

Inspection Training. 
Laboratory Oft. of EEO 

SECfcffr Hofmann-IOB-719 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

i 
DATE: 07-01-2010 
CLASSIFIED BY 65179 DHH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

# 
SEC^T 

(S) 

INTELLIGENCE OVERSIGHT BOARD 
[DIVISION 

IOB 

(IOB) MATTER b2 
b7E 

MATTER 2006-240(U) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting a | |on 

I a collection error occurred in the execution of 
a oroDerlv authorized I I 

b2 
b7E 
bl 
b6 
b7C 

The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection state 
that I I 

J Title III of the Omnibus Crime Control Act [as ] 
amended by the Electronic Communications Privacy Act] or 
Executive Order 12333 Section 2.5. The V 
was therefore not conducted in conformity with any of those laws. 
The collection has been sequestered in | and will be 
ultimately sent to OIPR for sequestration. The matter also has 
been reported to the FBI's Inspection Division for action deemed 
appropriate. 

Derivea\|xom: G-3 
Declas^f^on: X-l 

A 

Director. 
-Deputy Director. 

Grim lnv._ 
CJiS__ 
Ftoencî. 
_Gen.Cour.si 
Jnio.Res. 

V-
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DECLASSIFIED BY 65179 DMH/plj/lcw 
ÜNJ7-01-2010 % - ' 

SECRBS! 

April 12, 2006 
BY COURIER 

Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W., Room 5020 
Washingtqn, D.C. 20503 
Dear Chairman Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006-282." (U) 

The enclosure sets forth details of investigative' 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign .Counterintelligence investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNCLA§9Z^L£B WHEN 
DETACHEDY&BQM 
CLASSIFIED ENCLOSURE 

1 - Ms. Thomas 
i -i i 

- Mr. Habich 
TJ- 278-HQ-C1229736-VIO— b6 

b7c 

Dep. Olr._ 
Chief of 

Off. of Gen. 
Counsel_ 

Asst-Dlr.: 

Deri-^sd/f rom: G-3 
Declas/a^6y on: XI 

Crim. Inv. — O H O R E i T 
CJIS 
Finance _ 
Info. Res. — Z ~ 
Insp. 

Hofmann-IOB-721 
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Shit^ECTPCument contains neither recommendations nor conclusions of the FBI. It is the property of the 
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Director's Office MAIL ROOM • 



Chairman Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

-SECRET 

APPROVED 
finance 

Director Gen.Cotws 
Deputy Director lnfo.Res_ 

I, Crimlnv, 
CJIS 

Mftlional Sec. 
Inspection, 
laboratory. 

Personnel 

_ Off. of EEO 
_ Affairs 

Training1. 

Off. of Public & 
Cong. Affs, 

2 
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ALL JHFORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

t 
DATE: 07-01-2010 
CLASSIFIED BY SS179 DHH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

* 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1DIVISION 

IOB 2006-282 (U) 

b2 
b7E 

b2 
b7E 
bl 
b6 
b7C 

b2 
b7E 
bl 
b6 
b7C 

Jtranspired approximately 48 days after termination 
of the authorized period. In addition, this matter has been 
referred to-the FBI's Internal Inspection Section for any 
action that is deemed appropriate. 

SEC^T 
Derivei^faiom: G-3 

Declassi£&on: X-l 



DECiASSirap BY 65179 DMH/plj/lcw 
Oil C7-01-2010 ^ ^ ^ 

May 2, 2006 . 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled wIntelligence Oversight Board Matter 
2006-280." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI.has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
Q - 278-HQ-C1229736-VIO— (3H*/ 

UNCLA^BTEZfiD WHEN 
DETACHBCS^ROM 
CLAiKgxFXED^SJNCLOSURE 
Der iveCKErom: G-3 
Declassify1©»*: XI 

SSCFET Hofmann-IOB-724 

F B I / D O J 
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i I 

-JBDGREr 

Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

GDCIUET Hofmann-IOB-725 



ALL INFORMATIOH CONTAINED 
HEÇ£IN* Iê', UNCLASSIFIED EXCEPT 
WHERE, SHOWN OTHERWISE 

(U) 

<S) 

(U) 

LL< 
DATE: 07-01-2010 
CLASSIFIED BY 65179 DHH/plj/lcw 

ASON: 1.4 (c,d) 
'CLASSIFY ON: 07-01-2035 

THTP.T.T.TnRWrF. nVRRSTIiHT BOARD ( IOB) 
^IFIELD OFFICE 

MATTER h 2 
bll 

IOB MATTER 2006-280(0) 
By electronic communication (EC) dated March 27, 

2006, the Federal Bureau of Investigation (FBI) | I 
Field Office I I reported that, ini I it 
•init-.iatftd al I n f a I | 

during the course of the |_ 
L On L 
j, an FBI case agent 

forwarded an email to an FBI investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) 
for I I that were associated with the subject 
of the investigation. On| y the ISS created NSLs 
for the | |. Due to an inadvertent error, 
however, I bf the| 
transcribed. The NSL with the erroneous 
forwarded to I 1 

] was erroneously 
]was 

i^edT 
Due to the incorrect f I stated in the NSL, the 

FBI received^ I pertaining to a 
J that was neither under investigation nor related 

to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a I I unrelated to an investigation. 
The| |was a violation of L of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the 
matter is being reported to the IOB. 

b2 
b7E 
bl 
b4 
b7D 

b2 
b7E 

Derivè&^rom: G-3 
Declas^iry on: X-l 

( U ) I authorizes use of National Security 
Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 

b2 
b7E 

SECfcffr Hofmann-IOB-726 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

BY COURIER 

May 16, 2006 
Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 
New' Executive Office Building . 
725 17th Street, Northwest 
Washington, D.C. 

» 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory b2 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, b7E 

Division, IOB Matter 2006-278." (U) 

This memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign coUnterintéllcigence and international terrorism . 
investigations. This matter'has also been referred to our 
Inspection Division. (0) » 
Enclosure 

1 - Mr.' Hulon i9re? 
¿j) - 278-HQ-C1229736-VIO- (3v?V ... b6 
1 - Inspection Division (IOB 2006-278) fc~c 
1 -

Dep.Dir_ 
CNe)«l 
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Counse<_ 
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Finance _ 
Wo. Bes.. 
Ksp. 
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pg2 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: S 
MfliW. 

Director Qen.Cov 
Otpify Director inio.Res, 

Grim. Inv. Inspection. 
Ut'0r;t0ry_ 
tt'c'JxiiSîc. 
QHÌ 
Personnel 

Oil. ci Putlic i 
Cong.Affs. 
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DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC( 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
'HEREIN IS UNCLASSIFIED EXCEPT 
^WHERE SHOWN OTHERWISE 

SEILET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

b2 

(S) 

IOB MATTER 2006-278(U) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting an investigation on[ 

(SJ 

b2 
b7 E 
bl 
b4 
b7D 

lip.for.mat ion was not entered into 
any FBI computer systems or databases. I ~| also immediately 
deleted the data .collection. Although the mistake was 
inadvertent, the collection of data dating to January was 
unauthorized. The matter also has been reported to the FBI's 
Inspection Division for action deemed appropriate. ^ 

SECRET 

APPROVED: 
Director 
Deputy Doctor 

Crim Inv, 
CÌS. 
?ifA1C3, 
.Gen,COM: 
.Info. Res. 

spKticn__ 
laboratory.. 
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. Training 

. Off.ctEEO 

. Affairs 
PerscnneL 
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. Co.ig. Wis. 
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fi ̂  • > DECLASSIFIED BY 6517 9DMH/PLJ/CC 
ON 07-01-2010 

^ 9 

May 9, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman -
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Y Division, IOB Matter 2006-294." (U) 

h 2 
b7 E 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
( U ) 

Dep. I EA0-, . Director. Adm.. EAD-CT/CI. EAD-Crim._ EAD-Intelt_ EAD-LES_ Asst, Dir.:_ Adm. Serv._ OIS. Ctrintcll Ctrteirorism. Crim, Inv Cyber Finince Info. Res.. nonclosure Inspection. Inv, Tech _____ 
Ä I S Z Ö : - Ms. Thomas Off. of the Gen. Coua Oft of Intel), Off. Pub. Affi. Off.ofProf.Resp. Ree. Mgmt Security, 

APPROVED; Adm. S«iv, CJIS 

Tr»ining_ Off. of EEOA 

- 278-HQ-C12297: 
- Inspection (IOl 

MAIL ROOM • 

12/12- Crtrn',nv' aor 
-Z3TT 

Cntrerror. Fin»nce_ 

Gen, Counsel Info, Res Inspection 
National Sec^. 
OEEOA OPCA 

b6 
b 7 G 

laboratoiy Training. 



pg2 

Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Enclosure 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: *!!"-8WV-CJIS 
Crim.lnv., 
Cntrerror 

Gen, Counsel 
Info. Ras. 
Inspection 

National See. 
OEEOA. 
OPCA 

Director .üofmtmiWQR-731 °PFÌ_ 
Laboratory Training, Deputy Director Finance, 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 f 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
IWHEP.E SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

to 
b'/E 

IOB MATTER 2006-294 (U) 
The Federal Bureau of Investigation ("FBI") has determined 

(S) 

(S) 

that in conducting a the 
FBT imnrnnerlv nollectftd information that was not authorize«^ by an 

~ 3 

3 
b 7 E 
bi 
be 
b 7 C 

1 
initiated a 

concerning I 
that 

1 a United States person. 
J advised Division 

On 
l had mistakenly provided more information than was b2 

b7E 
bl 
be, 
b7C 
h 4 
b7D 

h 2 
b7E 
b4 
b~P 

obtained the data, 
removed the data from FBI systems and spmmst-prpri it on a CD. 
did not forward the data to f 

( U ) 
to the appropriate operational FBI Headquarters 
for transmittal to the FISC. 

will provide the CD 
Section within CTD 

OGC has referred this matter to the FBI's Inspection 
Division for action deemed appropriate. (U) 

( U ) 

S^f^El 

Hofmariri-IOB-732 



\ 

. — 1 INFORMATION CONTAINED 
DATE: 07-01-2010 | ^ .^BHEREIN IS UNCLASSIFIED EXCEPT 
CLASSIFIED BY 65179DMH/PLJ/CC *' ^JtfHERE SHOWN OTHERWISE 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

May 16, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289." (U) 

* The memorandum sets forth details of investigative 
activity which the FBI.# has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
•laws, Executive Orders, or Presidential Directives which govern 

'- FBI foreign counterintelligence and international terrorism 
investigations.. This matter has a.lso been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(0) 
Enclosure 

2 ^ - 278-8Q-C1.229736-VIO— 13/7̂ 1 

Deo. Pir. 
Chief & , 

Staff 
Off. of Gen. 

Couos«(_ 
AMI. Or.; 

CJtS 
F(r«noe_ 
Wo. Res.. Kip. 
Lib. 
National Soc. 
Persormol. 
. Tr«Wno. 

.J3ôclasra±îy~=6ïïT—XI 

Hofmann-IOB-733 
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pg2 

^SECBET""^ 
Mr. Stephen Friedman 

Should yoü or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (0) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.'S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Hofmann-JOB-734 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

SEJ 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER bZ 
b7E 

IOB MATTER ¿006-289 (0) 

(U) By electronic communication dated March 29, 2006, 
the Federal Bureau of Investigation (FBI) I I Field 
Office reported that, on 
National Security Letter (NSL) seeking 

of a certain target to 

the FBI submitted a 

]. Due to a typographical 
on the NSL was erroneously error, the 

transcribed. On 
opened and it was determined that they were not the target's 

1 the [ were 

records. 
review. 

The were destroyed without further 

bZ 
b'7E 
b4 
b7D 

( U ) FBI received \ 
Due to the incorrect stated in the NSL, the 

] pertaining to a 
J that was neither under investigation nor related 

to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a I I unrelated to an investigation. 
The overcollection was a violation of I [ of The 
Attorney General's Gnj-rielln̂ s for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the 
matter is being reported to the"IOB. 

b2 
b7E 

Jiss^ra-s^l?^^ 

(U) 

Letters in onrormity witn 
authorizes use of National Security 
18 U.S.C. § 2709 (relating to 

subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 

Hofmariri-IOB-735 
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DECLASSIFIED BY S5179DMH/FLJ/CC 
ON 07-01-2010 

' £ ^ 

May 16, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 .17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-295." (U)' -

* The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Countérintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations.- This matter has also been referred to our 
Internal Investigations Section,- Inspection Division, for a 
determination of whether any administrative action is warranted. 
( 0 ) 

Enclosure 
tJ- 278-HQ-C1229736-VÏO — 1310? 

Dep. Dir. 
Chief c/ 
Stiff 

Off. of G&v 
Cowse(_ 

Crim,lnv,_ 
CJtS 
fV>arice,_ 
Wo. Res, _ 
Inso. 
Ub, National Soc. _ 
Personnel 
Trainino, 

OS. of EEOA 
OB. ofPubfc 

&Cong.AKs. 
Director's Offee . 

Declasßi^y^Tini--^^ 

seJs^t Hofmann-IOB-736 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

# 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department* of Justice ' 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Hofmariri-IOB-737 



DATE: 0 7-OL-20ID 
CLASSIFIED BY 6517 9DMH./PL J/C 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 07-01-2035 

f ALL INFORMATION CONTAINED 
,THEREIN IS UNCLASSIFIED EXCEPT 
\ H E R E SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IFIELD OFFICE " 

IOB MATTER 2006-295 (0) 

b7E 

(S) 2006, the 

(S) 

(S) 

By electronic communication (EC) dated March 21, 
Field Office I I reported that, on ' 1 

X 

(UJ 

( U ) 

b2 
b7E 
"bl 

b4 
b7D 
bl 
b2 
b7E 

CJIS_ 
SEÒ^ET HofmantVlQB-7ä&r. Finn«. 
' \ J * . —GenCouna Depufy Director |si0ifi£Si 



( U ) 

(ü) 

S E ^ E I 

fit PQ2 

The FBI pugged its system of all inadvertently 
n a n t n r p H I X X |from 

on the I from 
any 

The FBI also sequestered the 
I. All I I captured 

is neither logged, inaexea, rereryncea, nor ytoreu in 
FBI files. 

Here, an error on the part of 
resulted ifi fche unintentional acquisition of 

j. Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, the 

mistake must be reported to the IOB because the 
1 resulted in the unintentional acquisition of 

from a I I not authorized to be monitored under 
the Foreign Intelligence Surveillance Act or Executive Order 
12333. 

tc 
b"7 E 

b4 
b 7 D 
1-2 
b7E 

SECfcffr Hofmann-IOB-739 



DECLASSIFIED BY 65179DMH/PLJ/CC _ _ 
ON 07-01-2010 -

May 23, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman * ' > 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-316." (0) 

' The memorandum sets forth details of investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(0) 
Enclosure 

o -
278-HQ-C1229736-VIO— ( 3 % 

Dep. 0». 
Chief of 
SUff 

Off. of Goo. 
Counsel_ 

Asst. Dir.: 
CrUvtnv. 
CJtS 
Finance _ 
Wo. Res.. 
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National Sec.. w 
Training 

Off. of EEOA 
Off. of Pwbfic 

& Coro.Ags. • 
Director's Offee _ 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Jü.lie F. Thomas 
Deputy General Counsel 

APPROVED: 
Director Gen.Cou 
Deputy Director Into. Res 

Finance. 
I flj/wfl 
; Personnel. 

I n s p e c t i o n ^ 
l a b o r a t o r y . 
\';tiCill!S:C. 

.Training 

.Off . of EEO 

. Affairs 
Off. of Public & 
Cong. Alfs. 

SECfcffr Hofmann-IOB-741 



i 'DECLASSIFIED BY £517 9DMH/PLJ/CC 
OH 07-01-2010 

(U) 

(Ü) 

» 
£ 

( U ) 

% 
ÏNTËIJJIîEmLJmESIGHT BOARD MATTER 

FIELD OFFICE 
2006-316 (U) IOB MATTER 

h 2 
b7E 

By electronic communication dated April 19, 2006, 
Field the Federal Bureau of Investigation (FBI), . 

Office, reported a possible Intelligence Oversight Board (IOB) 
matter. The FBI reported that, pursuant to 28 U.S.C. § 2709, it 
drafted a National Security Letter (NSL) seeking | | 

1 for a certain I I. The NSL also listed an 
The FBI served the NSL on 

I provided the result to the FBI 

that 
Upon review of the NSL results, the FBI learned 

I. The FBI 
sealed and sequestered the additional information that exceeded 
the scope of the NSL and placed the excess information in a safe. 

Here, during an authorized investigation, an error 
on the part of I ~l resulted in the Unintentional acquisition 
of information. Based upon our analysis, in accordance with the 
reporting requirements 'of Section 2.4 of Executive Order 12863, 
the 1 mistake must be reported to the IOB. 

b2 
b7E 
b4 
b'7'D 

b4 
b7D 
b2 
b7E 

b4 
b 7 D 



DECLASSIFIED BY 65179DMH/PLJ/CC 
^ ^ ON 07-01-2010 

May 25, 2006 ' 
BY COURIER 

Mr._Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 .17th Street, Northwest 
Washington, D.c. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-315." (0) 

• The memorandum sets forth details of investigative 
activity which the FBI-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign CoUntèrintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 

' , FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(0 ) 
Enclosure 

278-HQ-C1229736-VÏO-/W/ 

Dep. Olr. 
CNefOf 

SUN. 
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# # 
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (Ü) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

j ì Ò W È Ì ^ o f m a n n - I O B - 7 4 4 



DECLASSIFIED BY 6517 9DMH./FL J./CC 
ON 07-01-2010 

(U) 

( Ö ) 

e 
SE 

I.NTELLIfiFlNŒ OVERSIGHT BOARD MATTER 
I IFIELD OFFICE 
IOB MATTER 2006-315 (0) 

By electronic communication dated April 27, 
ral Bureau of Investigation (FBI), 

b2 
b-7E 

2006, the Tec _ . . . 
Field Office, reported a possible Intelligence Oversight Board 
(IOB) matter. The FBI reported that, on I L the 
FBI drafted a National Security Letter (NSL) pursuant to 18 
U.S.C. § 2709 seeking T 

from the 
NSL requested theT 

The 

NSL specifically directed that 
for the subject of the investigation. The 

not include 
in its response. 

The FBI served the NSL on 
] provided the results to the FBI. 

H and 
the FBI reviewed the results of the NSL. 

the NSL results, the FBI learned that [ 
exceeded the scope of the NSL. Specifically, in addition to 

On _ 
Upon review of 

response 

providing the [ 
improperly provided the .of each 

The. FBI immediately sealed and sequestered the 
1 

information and placed it in a safe. The FBI did not enter any 
information into the case file. Moreover, the FBI plans to 
notify the 
future mistakes, t of its error to avoid 

Here, an error on the part of 
resulted i-fi the unintentional acquisition of information 
through an NSL. Based upon ou.r analysis, in accordance with 
the reporting requirements of Section 2.4 of Executive Order 
12863, the | | mistake must be reported to the IOB. 

b2 
b 7 E 
b4 
b"U) 

b4 
b7D 
b2 
b7E 

b4 
b7D 

Hofmann-IOB-745 
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G k A 

June 2, 2006 
BY COURIER DECLASSIFIED BY 65179DMH/PL07 CC 

Mr. Stephen Friedm'an , O N °7-0i-20iD 
Chairman 
Intelligence Oversight Board 
Room 5020 -
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear MrFriedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM),. entitled "Intelligence Oversight 

b2 
b7E 

Board (IOB) Matter, Division, IOB Matter 2006-320." (U) 
This LHM sets forth details of investigative activity 

which the FBI has'determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 
Executive' Orders, or Presidential Directives 'that govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
l)- 278-HQ-C1229736-VÎO- lUtf e 

OSSIFIED WHEN, 
DETACHED FROM 
CLASSIFIÈ&xEtfCLOSURE 
De r i ve^fr omV-^-3 
Declassify on: JC2S-1 

MIL ROOM o 

Hofmann-IOB-746 



Mr. Stephen Friedman 
Should' you or any member of your staff require 

additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

# 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of .Intelligence' Policy and Review 
U.S. Department of Justice 
Room 6150 

2 
Hofmann-IOB-747 



DATE: 0 7-01-2010 
CLASSIFIED BY 6517 9DMH./FLJ/CCj 
REASON: 1.4 (c) m\ 
DECLASSIFY ON: 07-01-2035 % r 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
-^WHERE SHOWN OTHERWISE 

(S) 

(Ü) 

(S) 

(S) 

( U ) 

SE 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

DIVISION 
IOB MATTER 2006-320 (U) 

The Division, Resident Agenc\ 
reported an error in conjunction with its ongoing 
investigation of 

(S) 
Person a 1 initiated a 

a United States 
of 

J The'l I was properly extended until 
extended nor converted to a 

I at which time it expired. The | I was neither 
as required 

by The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("NSIG"), prior 
to its expiration on M 

By Electronic Communication ("EC") dated 
approximately two weeks before the [_] expired, r I requested 
that FBI Headquarters (" FBIHQ" j) grant an additional extension of 

addressed its request for an the I I Unfortunately, 
extension to Units at FBIHQ that do not oversee! 

1 conducted by FBI field offices and therefore do not 
have the authority to grant I I extensions. Had I I addressed 

' J, or even an its request to 
operational unit at FBI'HQ, such as jy I I \ the request for an 
additional extension would have been granted. 

The failure to either convert or extend the| prior 
to expiration of the six month initiation period was clearly 
inadvertent. However, investigative activity continued Until at 
leastr almost four months after the expiration of the 
I I In light of the fact that investigative activity continued for 

0eriod of approximately four "months after the | | had expired, the 
__ A. i • j j n _ i _ i _ J L 7 _. _ ii 
overrun cannot be considered "de minimis in time." 

did not request that FBIHQ In addition,| 
retroactively request an extension of the I I until 

^Jjpost six months after the expiration date. 

S ^ ^ E T 

h 2 
b7 E 
b,l 
b6 
b7 7. 

b2 

bl 
b2 
b 1E 

b] 
be 
b 7 c 
bl 
b^E 

b2 
b7 E 
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M 
SE^ET 

The Office of General Counsel ("OGC") has reported this 
matter to the FBI's Inspection Division for appropriate action. 
( U ) 

(U) X 

SECRET 
SEC; CKS1 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

June 12, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
Enclosed for your information is a self-explanatory 

memorandum entitled "Intelligence Oversight Board Matter 
2006-341." (0) 

* The memorandum sets forth details of investigative 
activity which the FBI .has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Countèrintel.ligence Investigations a.nd/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to ott.r' 
Internal Investigations Section,- Inspection Division, for a 
determination of whether any administrative action is warranted. 
("J 
Enclosure 
1 )- 278-HQ-C1228736-VïoW^^ 

Dep. Dir, 
CNetol 
sax 

Od. d Gen. 
Counsel 

Crim. kw,m CJtS 
F k w i e » _ 
Wo. R<a.. 
k-op. 

SEC&ËT Hofmann-IOB-750 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel,.Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

SECfcffr Hofmann-IOB-751 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

SE^EI 
TNTF.p.TfiF.NCE n V R R S T G H T BOARD MATTER 

FIELD OFFICE 
to 
b / E 

(U) 

the Federa 

ÏÔË MATTER 2006-341 (U) 
By electronic communication dated May 16, 

BAi.reau of Investigation (FBI), 
2006, 
Field 

Office, reported a possible Intelligence Oversight Board (IOB) 
during an matter. The FBI reported that, on 

authorized investigation, the FBI issued a National Security 
Letter (NSL) pursuant to 18 U.S.C. § 2709. The NSL was issued 
to I l and requested thef 

for the period of 
for a 

( U ) 

results in 
Philadelphia received a disk containing the NSL 

results were In 
being Uploaded into the FBI 
learned that[ 

when the NSL 
application system, [_ 

response exceeded the scope of the NSL. J 
Specifically, while the NSL requested information from 

1 . the NSL results dated back to mid-2002. The case agent immediately advised that only the information 
from the time period of I I as 
requested by the NSL, should be uploaded into the system. The 
NSL results prior to| 1 were neither reviewed nor uploaded. 

( U ) £)§<( Here, an error on the part of I I resulted in 
the unintentional acquisition of information through an NSL. 
Based Upon our analysis, in accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, the 

mistake must be reported to the IOB. 

b 2 
b7 E 
b 4 
b 7 D 

d 2 
b 7 E 
h 4 
b 7 D 

b 4 
b7D 

< Hofmann-IOB-752 
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DECLASSIFIED BY 
ON 07-01-2010 

6517 9DMH/PLJ/ 

June 16, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman-
Intelligence Oversight Board 
Room 5020 • * . 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-303." (U) -

' The memorandum sets forth details of investigative 
activity which the FBI-,has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives -which govern 
FBI foreign counterintelligence and international terrorism 
.investigations. This matter'has also been referred to our 
Interna,! Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
<U) 

Den-Dir. 
Chief Of 
s u n _ 

OS.oKkn. 
Counsel 

Asst.0«r.;_ 
Crim.lnv._ 
CJIS fln*noe„ 
Wo. Ret . . 
Irao. 
Ub. 

Jnclosu.re 
rij- 278-HQ-C1229736-VIO-

UNC: 

National Sec.. 
Personnel _ 
Training. 

OB. o< E EOA 
Oft. Ol Public 

»Cong.ASsw 
Director's Offioe . 

T Hofmann-IOB-753 
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SEC] 
Mr. Stephen Friedman / \ 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing wilJL be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of,Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: ispscllon „Training. 
iralwy Off.olEEO 

Fi,me 1 
Director Gen. Cows11. 

ti a ü M i l S e c Affairs. 
Off. of P u b i c i 

Deputy Olrector lnfo.Ress Personnel Cong.Affs. 
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DECLASSIFIED BY 6517 9DMH/'PL J/CC 
ON 07-01-2010 

S E ^ E T 

TNTRT.T.TfiF.NCE OVRRSTPiHT BOARD (IOB) MATTER 
IFIELD OFFICE 

b_ 
h/'E 

IOB MATTER 2006-303 (0) 
( U ) By electronic communication dated April 27, 2006, 
the Federal Bureau of Investigation (FBI), 
Office, reported that a[_ 
U.S. Person was initiated on I 

^ 1 expired on l~ 
administrative error, the! 
extended. As of [_ 

Field 
1 on a presumed 

The 
Due to an 

was not 
the 

not yet been reinitiated. 
has 

( U ) ^ S ^ Believing that the had 
been extended, the FBI issued a National Security Letter (NSL) 
dated 
[ 

for 1 The results of the NSL were not reviewed and were 

( U ) 

sequestered. 
v 
Under the Attorney General's Guidelines for FBI 

National Security Investigations and Foreign Intelligence 
Collection, effective October 31, 2003, a 

expired on 

"i — ' — — ' —i I must be initiated befoye an NSL mav be 
Here, the 

ssued. 
\ and the FBI issued an NSL on 

It was improper for the FBI to issue the NSL, 
and thus, the matter is being reported to the IOB. 

h 2 
to 7 E 

•b2 
b7E 

k2 
Jd7E 
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DECLASSIFIED BY 6.5 17 9DMH/PL J/CC 
, ON 07-01-2010 

June 13, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725,17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-309." (U) 

' The memorandum sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U> 

Enclosure 
Ï)- 278-HQ-C1229736-VIO— 

CLASSIFIED WHEN 
DETAC 

Oep. Dir. 
CNelol 

Stall 
OB.oiGerv 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: CI 
Fliw.ce_ 

Director Gen. Cou 
DiptyOirector info.Res. 

Crialnv, I tspsclion 
4 j î » r a ' o r y _ 
if aita, i l Sec.. 
(M 

Training 
Off. oi EEO 
, Affairs 

Pwsonnel 
Off. ol P u b i c i 
C o r . g . A f f s ^ _ 
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DECLASSIFIED BY É5179DMH/PLJ/CC 
ON 07-01-2010 

(UJ 

INTELLIGÇMCE—ÛÛEÛSJLGHT BOARD (IOB) MATTER 
FIELD OFFICE 

b2 
b7E 

IOB MATTER 2006-309 (0) 

I"' X 
(U> X J 

By electronic communication, 
2006, the Sedérai Bureau of Investigation" 
reported that, on 

(EC) dated March 28, 
Field Office 

( U ) M 

than the target became 
R — I 

of the new 

[ 
^Xf Based upon the 

of the new I 
agent met with members of the 
review the basis of the [ 
the I 

[ On 
initiated 

Ofnce Legai unit 
the case 
to 

"I and advised that 
I The Legal Unit reviewed 

Pending further 
clarification from the Office of Intelligence Policy and Review, 
Department of Justice (OIPR), 

of the 
the Legal Unit advised that 

should cease. 

of the 

b2 
t 7 E 

1 b2 
for this and b7E 

the target- was of this For h-4 
various reasons, the user of this [ changed his b /i: 
1 1 from 3 In 

b2 
b5 
b'-E 

Hofmann-IOB-758 

was discontinued. On b/E 

lT 



From 
reviewed bv 

1 were intercepted. None of thQ-X 
specialists and 

"I Wfìrfì 

stated that it will forward all original media to FBIHQ. 
(U)- The FBI Office of the General Counsel concurs with 

thé advicgprbvided by the| | Office Legal Unit and OIPR. 
The 

1 
(0) Based upon our analysis, in accordance with the 

reporting requirements of Section 2.4 of E.O. 12863, this mistake 
must be reported to the IOB because the I I resulted in 
the acquisition of | ~| from a I I not authorized to 
be monitored under the Foreign Intelligence Surveillance Act or 
Executive Order 12333. 

1:2 
b 5 
b7E 

b2 

b2 
b5 
h7 E 

h 2 
b7E 
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ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DA-ntaflfi-30-2010 BY 65179DMH/PLJ/CC 

June 29; 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman . " 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dear Mr. Friedman: ' 

Enclosed for your information is a self-explanatory 
letterhead memorandum (L8M), entitled "Intelligence Oversight 
Board (IQB) Matterf r I DIVISION, IOB Matter 2006-285." (U) 

The LHM sets, forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

* « Enclosures 

b2 
b7E 

1 - Ms. Julie F. Thomas • 

278-HQ-CI229736-VIO — ¿^(/J 
1 - Inspection (IOB 2006-285) . 

b6 
b7C 

Deftved-fcom^G^S-— 
Deciasearfy^onT'waaAai! 

tmondSML. 

Training 
OB.04EEOA Ctt.olPubfc 
Oir»elortOSie»_ 

Hofmann-IQB-760 
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Should you or any member of your staff require additional 
information concerning this matter, or oral briefing will be 
arranged for you at your convenience. (0) 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Hofmann-IOB-761 



DATE: 06-30-2010 
CLASSIFIED BY 65179DHH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY,ON:* 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOUH OTHERWISE 

INTELLIGENC T BOARD (IOB) MATTER 
DIVISION' 

ÎÔÈ MATTER 2006-285 
b2 
b7E 

(U) 
lhe Federal Bureau of Investigation's 

reported this potential IOB matter involving 
unauthorized receipt of I -T ^ S ^ 

(S) 

.initiated aj b2 
b7E 
bl 
b6 
b7C 

Security Letter (NSL) to 

(S) 1 This r 

1 issued a National 
1 requesting 

T 

(SÏ 
to the NSL, identifying l" 

(S) 

(SJ 

I responded 
| as the previous {„. 

1 The NSL further set forth that I I *3' ° 

h 2 
b7E 

3 , On I 
advising that! 

was established on | 
I 1. It appears that SAf 
NSL and the EC. On I 

I Field Office responded to 
1 had identified the I I to 

L The EC indicated the accoont 

] b7C 
b4 
b7D 
bl 

and cancelled on 
overlooked the text in the ] 

X 

b2 
b7E 
bl 

b2 
b7E 

L . 
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^ 7 / N F ) 

(S) P 
A total of f 

On[ 
(S) thereviewoff 

TSAT 

1 were collected on f 
] thruL 

(S) 
From[ 

to mitigate thef T ^ T 

removal of all f 

1 instructed the LS to discontinue 
I. &//NF) 

~| took steps 

? 

I I to innliid^; denying access to the I I |in the 
] 

the capturfidJ. 
^ o F " a i n [ 

collected 
collected 
collected 

in additianZl 
from the 

lt_t 

Twi 

land sent the discs to 

from FBI 
containing 
the 

J. &//NF) 

for segregation of over 
will delete the over 

and destroy the over 

OGC has f 

w w 

SECRET SECfcffr Hofmann-IOB-763 

b2 
b7E 

bo 
b7C 
b2 
b7E 
bl 

b2 
b7E 
b6 
b7C 
bl 

b6 
b7C 
bl 

b2 
b7E 
bl 
b6 
b7C 

b2 
b7E 
bl 
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DECLASSIFIED BY 65179DHH/PLJ/CC 
OH 06-30-2010 

T. # 
"" f 

June 30, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence O.versight Board 
Room 50209 
New Executive Office Building 
725 '17th Street, Northwest . 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) Matter, 

b2 
b7E 

] Division, IOB Matter 2006-206." (U) 

This memorandum sets forth details of investigative 
activity.which the FBI has determined was conducted contrary to 
tfoe Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence ,and international terrorism 
investigations. (U) 

Enclosure 

1 > 278-HQ-C1229736-VÏO- l H H % 

emu 

Hafen* S*c. ^jSeRÈsjT 
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/ 
Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: £ 
Finance 

Director Cen.Cc 
Deputy Director Info. Ri 

Insïfetou. 
brearatoiy_ 
TjaionalSea, 
Personnel. 

,Tra!nto<j_ 
,3ff.o1EEO 
. Affairs 
Off. ot PubSc & 
Cong. Alfs. 

2 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY OH* 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Mr. Stephen Friedman 

(S) 

INTELLIGENCE_jQJffiRSIGHT BOARD (IOB) MATTER 
DIVISION 

b2 
b7E 

IOB MATTER 2006-206(U) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting a I 
I 1 a collection error occurred in the execution of a 

] 
properly authorized f 
I j. Due to an error by [_ 1, the FBI 
collected information beyond the expiration date and time of the 

1 by approximately six hours, in violation of thef 

discovered thatT 
FBI [ 

J On 
I had sent, and the FBI had entered into the 

expiration |_ 3 Ä T 
contacts beyond the 

that although the order expired atTI 
I I"cut off times" run between 12 p.m. and 12 a.m. and[ 

1 representative explained 
] the 

p.m. did not terminate the collection until 12 a.m., after the 3 
expiration. The information has been deleted from the| 
I I and the original data sent from I I has 
been sent to OIPR. The matter also has been reported to the 
FBI's Inspection Division for action deemed appropriate. 

b2 
b7E 
bl 
b6 
b7C 
b4 
b7D 

SE^fe^T 
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DECLASSIFIED BY 65179DMH/PL J/Cij 
OH 06-30-201(1; 

July 14, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

.Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

1 Field Office, IOB Matter 2006-307. (U) 
h 2 
b7E 

This.LHM sets forth details of investigative activity which 
the FBI has "determined was conducted contrary to The Attorney. 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign• 
counterintelligence and international terrorism investigations. 
(0) ' 

Enclosure 

1 -Ms. Thomas 
1 - [ ] 

278-HQ-C1229736-VIO*—1 
1 - Inspection Division (IOB 2006-307) 
1 - Mr. Hulon 

be 
b7C 

SESRÉT 
rraMng O8.0ÎEEOA. OB. oi Pubic «Cong. A OirKtortOeic* MAILKOOUO 

Hofmann-IOB-7^7 
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S E C R E T 

Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

/ 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales-
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Director 
Deputy Director. 

Crtn Inv, *ne WlV, 
MPAÌCt, 

_Gen.Ccur.i 
_ldo.Res. 

Tr&fcg 
Oîf. 0Ï E£0 
Aifsirs 
31f.elPub5c& 
Cong. AH* 

¿OjC 

SECRET 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REJC90N: Jr. 4 (cj ' 
DECLASSIFY OJJ: 06-30-2035 

ALL INFORMATION COHTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE1 

INTELLIGEINCE—ûiERSIiJHT BOARD (IOB) 
FIELD OFFICE 

MATTER h 2 
blE 

IOB MATTER 2006-307 (U) 

used in Section 101(i) of the Foreign Intelligence Surveillance" 
Act of 1978 (FISAlH 

bl 
be 
blC 
b2 
b7E 
h 4 
b7D 

b2 
b7E 
bo 
b7C 

(U) A "United States person" is defined in Section 101(i) of the 
Foreign intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 e£ 

) as "a citizen of the United States tori an alien lawfully admitted for 
permanent residence (as defined lol |of the Immigration and 
Naturalization Act) . . . See also | [of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG). 

h 2 
blE 

SECJTTIT 
Hofmann-IOB-769 
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h 2 
blE 
b6 
b7C 

be 
b7C 
b2 
b7E 
b4 
b7D 

- 2 -

SE^Z^ 
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SECflET 

h2 
b7E 
b6 
blC 
h5 

(U) As such, OGC opines that these activities 
constitute an IOB violation and necessitate this reporting. 

A P P R O ® : 
Director, 

Personnel. - Coag.Ans Deputy Director IrfaRes. Personnel t w 
- 3 -

S E C P E T 
Hofmann-IOB-771 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-30-2010 gV 65179DMH/PLJ/t 

July 17, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dear Mr. Friedman: " 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, I \ IOB Matter 2006-281." (U) 

b2 
b7E 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) • 
Enclosure 

1 -^Ms. Julie F. Thomas 

278-HQ-C1229736-VIO 
1 - Inspection (IOB 2006-281) 

b6 
b7C 

Dap. Dir. CNdòl 
smf OS.dG«a Counsel AssLOir.: 

T r a H n B _ _ _ (XLciEEQA OS. 0« Pubic 4 Cong Alii. < Oiractot̂Offio» 

Hofmann-IOB-772 
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Should you or any member of your staff require additional 
information concerning this matter, or oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

OepuiyOirectoi 
Director 

m o v 

Hofmariri-IOB-773 



Ì ^ E T 
DATE: 06-30-2010 . 
CLASSIFIED BY 5S179DHH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-30-2035 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I I DIVISION 
IOB MATTER 2006-281 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE , 

h 2 
•b7E 

(0) 

<S) 

The Federal Bureau of Investigation's 
reported this potential IOB matter involving 

J Division b2 
b7E 

unauthorized receipt of |_ I- i&t 
On r ] initiated a f 

background 
J on presumed USPER[ 

1 
J~By way of 

an inadvertent administrative error involving 
' 1 occurred from 

b6 
b7C 
b2 
b7E 
bl 

b6 
b7C 
b2 
b7 E 

bl 

b2 
b7E 
b6 
b7C 

b2 
b7E 
bl 



(U) 

(U) 

I FBI contractorT 
all 
deleted from thieT 
thru I R P ^ 

]for the period from 

1 advised that 
were 

On 
to [ 

SA | ~L sent one optical disk 
1 Attorney Advisor, Office of Intelligence 

PolicyandReview,US Department of Justice, 950 Pennsylvania 
Avenue, Washington, DC viaovernightFederalExpress. 

OGC has referred this matter or the FBI's Inspection 
Division for action deemed appropriate. (U) 

b6 
b7C 
b2 
b7E 
bl 

b6 
b7c 
b2 
b7E 

b6 
b7C 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
OH 06-30-2010 

BY COURIER 

July 17, 2006 
Mr. Stephen Friedman, Chairman ' • 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest ' 
Washington/ D.C. 

Dear Mr. Friedman: - -

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board .(IOB) Matter, 

Division, IOB Matter 2006-213." (Ù) 

h 2 
b7E 

This memorandum sets forth details of investigative activity 
which the FBI has'determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This ma.tter'has also been referred to our 
Inspection Division. (U) -

Enclosure 

r Mr. HUlón 
278-HQ-C1229736-VIO-— 
Inspection Division (IOB 2006-213) 

b6 
b7C 

OeoLOir. CIWcl sua Off. of Gm. CgdfUlI 
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SèÇRÉT 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED 
Director. 
Oeput/Oirector. 

/ 
, aipitnv. I Inspect? 

•mance , 
.GexCwns 
_ln!o.Res. 

WiW I 
M M 

Inspection 
atciy_ 

fJ&xulSec.. 
J?R 

r l r . t a . R a s , y PwsonneL 

. Training 

.Oif.of £E0 

. Aît&s 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
RJ^SQN: 1.4 (c) 
DECLASSIFY OtT: 06-30-2035 

(S)-

se^E:: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTET.T.TGENCE OVERSIGHT BOARD (IOB) MATTER 
I IDIVISION 
IOB MATTER 2006-213 (U) 

b2 
b7E 

Inquiry has determined that during the investigation of 
a U.S. person (as that term is used in Section 101 (i) of the 
ForeignIntelligenceSurveillance Actof 1978).I la 

J There were two problems with the 
First, the Attorney , 

General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG) require an open I \ 

activities undertaken by [ 
b 2 
b7E 
bl 
be 
b7C 

. I Only 
Further compounding the mistake, | 

was open at the time. 
]continued to 

I some five months after 
the 1 | expired. | 

I Due to the commission ot tnese errors in tne 
investigation of a U.S. Person, the FBI is reporting this matter. 
This has also been referred to the FBI's Internal Investigations 
Section of the Inspection Division for action deemed appropriate. 
X 

Appnnra«Cfb ^ ^ w&i RrrimLii. cjis uiiiaw 3f{. ri e UV:r üiTf Dil. d 660 
XcSflliSac, Affairs V / Director Gen. Counsel m -WMPuhfr* ssgXpT 

Depot/Director Into. Res, personnel Cong. AH* \ Hofmann-IOB-778 



DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 

t t 

July 21, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 261 (U) 

The enclosure sets forth details of investigative 
activity which the FBI"has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international, terrorism 
.investigations. (U) 

br Ö Enclosure 
1)- 278-HQ-C1229736-VIO•— (513^ 

Deri* 
D 

TrUnlm OLotEEOA OtotPuMe * Cong Am. Or»ckx"»Oe<*_ UAILftOOMQ 

"onT ~JuHe~lT7-| 
c e s 

Hofmann-IOB-779 
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/ 1 Should Jttk or any member of your sta'^^require 
additional inform^Jron concerning this matter, ̂ Pr oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Juliè F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

\ 

APPROVED: S C ^ S f c l » nn»«I3QKîî!caîiS«c Ate. 
Director Gen.C^MLZo*-_- Offici 
(Hput/Oirector mio. Res . T T P e t s w n e l • C c f t g - W 1 s 

•2" Hofmann-IOB-780 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY OU: "06-30-2035 

S E ^ U 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED1 EXCEPT 
WHERE SHOWN OTHERWISE 

INTËLLIGENCE-ûiiERSIGHT BOARD (IOB) 
I FIELD OFFICE 
IOB MATTER 2006-261 (S) 

MATTER 

(S) The ] Field Office of the 

(S) 

Federal Bureau of Investigation has reported an error in 
conjunction with that- division's I I of 

In this regard, | 

b2 
b7 E 

1 failed to notify FBIHQ 
]by filing a 10-day of the opening or a [ 

notice. When the error was brought to their attention, the 
oversight was corrected and a 10-day notice was forwarded to 
FBIHQ. 

b2 
b7 E 
bl 
b6 
b7C 

De 
Dec, 5X1 

SEC) 
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DECLASSIFIED BY 65I79DMH/PLJ/CC 
ON 06=^q,^0i0 

/ u è 
July 21/ 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

b2 
b7E 

Field Office, IOB Matter 2006-300. (U) 

This. LHM sets forth details of investigative activity which, 
the FBI has determined,was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign* 
countérintelligence and international terrorism investigations. 
(U) • 

Enclosure 

1 - Ms. Thomas 

¿ 0 - 278-HQ-C1229736-VIO* 
1 - Inspection Division (IOB 2006-300) 
1 - Mr. Hulon 

be 
b7C 

0*p.0k, CHWtì 
sun Oft. el Gm. Couns»l_ 
Crtn.ta»._ CI«S__ Fkano* 
Mo.««*.. 

TuMna OB. 0« E EOA Od. ol Putte 
KraclortOBn» 
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Mr. Stephen Friedman 

Should you or any member of your staff require 
additional- information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

FLPPNNIIFFÌ n, CrLulnv. Inspection. 
• ais -vUboratcw. OttofEEO 

Aftirs 
Off. ot Pubici 
Corvg.Aifs. 
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DECLASSIFIED BY *65179DMH/PLJ/CC 
ON 06-30-2010 

i * ê ISsesssiCl 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION, 

IOB MATTER 2006-300(U) 

The ] Field Office (Omaha) reported an 
overcollection arising out of a [ 
I ~1 opened a [ 

b2 
blE 

b2 
b7E 

b2 
b7E 

b2 
b7E 

(U) 

b2 
b7E 

] Division advised that the data has not been 
viewed by any FBI personnel nor has it been uploaded into any 
database. The 
sealed envelop" _ and 
sequestration with the [ 
reported to the 

< 

Division TTA placed the data in the enclosed 
"submitted it to FBI Headquarters for 

J. This matter has also been 
FBI's Inspection Division for action deemed 

)er 
Ty on: 

Hofmann-IOB-784 



DECLASSIFIED BY £5179DMH/PLJ/CC 
ON 06-30-2010 

July 21, 2006 

BY COURIER 

Stephen Friedman, Chairman * 
Intelligence Oversight Board 
New Executive .Office Building 
725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 • 

Dear Chairman Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006-331." (U) 

The enclosure sets forth details of investigative' 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI For.ei'gn Intelligence 
Collection and Foreign'-Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (0) 

1 - Ms. Thomas 
1 -I I 

bo 
b7C 

& Mr. Habich 
278-HQ-C1229736-VIO ( 5 x 3 

D t p . » . * 
CNtfot 

OS.otGan. 

AtstOif.v. 
Crim.lrw._ CJis fWno»_ 
M S . R M . . 

Lab.. 
HtSonalSM. 
p«no«wi Hofmann-IOB-785 
<2hiJBE<MQ£a®ent contains neither recommendations nor conclusions o£ the FBI. .It is the property of the v 
ĉtjnaSuaf loane<* t 0 your agency;" it and its contents are not to be distributed outside your agency ̂.ei/OOJ 
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Chairman Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 
Director 
Deputy Oiector 

lrispactk>n____ Traiamg 
laboratory Off.oiSEO 
•MriicaalSee. Affairs 
m Oil.ol Public & 
Personnel Cong. Alfs. 

2 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

(Ü! 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 

b2 
b7E 

IOB 2006-331 (U) 
As reported by the [ 

1 iriitiàted a I 
1 Division 

\ a U.S. person, on_L 
re-authorizations, the I I expired on [ 

I 
] on 
After several 

1 b2 
b7E 
bl 
bo 
b7C 

I contacted FBIHQ to seek an extension of 
I to close and/or transfer it to 

Outside of routine database checks, [ another division, 
conducted no investigation since the expiration of the case. 

but [ jKEfcT In the instant matter, the lapsed on 
\ did not obtain authorization to continue the 

investigation.. Althoughf 
b2 
b7E 

While the expiration of the I I was inadvertent, the 
lapse of time cannot be considered de minimus. In addition, this 
matter has been referred to the FBI's Internal Inspection Section 
for any action that is deemed appropriate. 

SE 
D5rivedfroitu--G-3 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
OH 06-30-2010 '«' 

July 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725,17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
* 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-308." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
<U) 
Enclosure 
1 > 278-HQ-C1229736-VIO 

DETACHES 
CLASSIFIED ENC1 

Dep. Dir. CNrfol 
sail 09-otG«a 

Asst. Dir.; Crim. toft. CJS 
FVunoe_ 
Wo-fW».. 

NrtonHSm. . 

r«wIM 
Od.olEEOA 09. ol Pubic 

1 Cong. Am. 
1 D i w a r t C l l l a 

(S) Hofmann-IOB-788 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Hofmann-IOB-789 



DECLASSIFIED BY *65179DMH/PLJ/CC 
ON 06-30-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FI ELD OFFICE 

IOB MATTER 2006-308 (U) 
b2 
b7E 

jCS^ By electronic communication dated April 25, 2005, 
the Federal Bureau of Investigation (FBIK I [Field 
Office, reported that a \ 
States Person was initiated on , ._ , 
I I. the case was closed, and accordingly, there was no need to 

on a United 
On ] 

seek an extension of the An initial 
10-day notification was never submitted in this investigation. 

As provided in of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG1. effective October 31. 
2003, ] 

I After receiving the notice from the field 
office, FBIHQ shall provide notice to the Office of Intelligence 
Policy and Review and to the Criminal Division. OIPR shall then 
notify the Attorney General and Deputy Attorney.General. 

Under the NSIG, the FBI is required to submit an 
initial 10-day notification of a| |in 
order for the United States Department of Justice to provide 
oversight and review of the investigation- However, in this 
case, the FBI failed to do so. Accordingly, the failure to 
submit the initial 10-day notification of| 
I Imust be reported to the IOB. 

b2 
b7E 

b2 
b7E 

b2 
•b7E 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON' 06-30-2010 . 

/ # • 4 v 

June 22, 2006 
BY COURIER ' 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-326." <U) 

• The memorandum sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U> 
Enclosure 

- 278-HQ-C1229736-VIO—• 0 
Hofmarin-IOB-791 
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Mr. Stephen Friedman 
Should you or any member of your staff require.additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice • 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: S 
Finance 

Director Gea.Couns 
Oeputy niredor Info. Reŝ  

CtimlnVs 

Personnel 

i(spect»n_ 
ôratory. 

latiwalSei 

.Training. 
Off. of EEO 
, Affairs -
Off. of Public i 

, Cong.Ai fSw. 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) , 
DECLASSIFY ON: ¿36-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
.WHERE SHOWN OTHERWISE 

S E ^ E I 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
[ FIELD OFFICE 

b2 
b7E 

(U) 

X 
IOB MATTER 2006-326 (Uh 

FISA WARNING STATEMENT—STATUTORY RESTRICTION 
(U) This information or document, or portions thereof, 

is derivea from a court-authorized FISA' order and such 
information or any information derived therefrom may only be used 
in a criminal or other proceeding (including but not limited to 
use in search/arrest warrants or affidavits or grand jury 
subpoenas and proceedings) with the advance authorization of the 
Attorney General. 50 U.S.C. §§ 1806(b), 1825(c). 

IU) issi By electronic communication 
2006, the Federal Bureau of Investigation\ 
reported that, froml 
special agent (SA) froml I Division | 
TDY to the I | 
I I when an apparent error 
occurred in the collection of FISA information. 

dated May 17, 
1 Field Office 

I was on a sixty day 
b2 
b7E 

b2 
b7E 
bl 

bl 
h 2 
b7E 

b2 -
b7E 
bl 

s a * & T Hofmarin-IOB-793 
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This information was relayed to the SA and his 
Shecial Agent /SSAi from EOPS via an email \ 

This was done on|_ 

(S) 

(S) 

advised the 

(S) 

M 1 the Unit Chief (UCi from I I 

j As a resült, 
the UC was concerned that the FBI was not authorised to collect 
data related to the I I and that 
the data obtained from that | |was a result of an 
unauthorized collection, 
stopped at 10:50 AM EDT on 
material collected between 
been reviewed by the FBI. 

•foe collection of this I I was 
The UC advised that all' 
and had not 

(S) 

(S) 

PRC, nnnmrs with the UC'a comments that the 

bl 
b2 
b7E 

b2 
b7E 
bl 
b4 
b7D ' 

bl 
b2 
b7E 
bo 
b7C 

(S) b2 
b7E 
bl 
b4 
b7D 

b2 
b7E 
bl 
b4 
b7D 

bl 
b2 
b7E 

Based upon a mistaken interpretation of 

Hofmann-IOB-794 
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SECRET 
] the SA improperly requested 

which had been conducting 
"ko chanqg^ the 

(SJ 

b2 
b7E 

bl 
h 2 

b7E 

(UJ Based upon our analysis, in accordance with the 
reporting-"requirements of Section 2.4 of E.O. 12863, this mistake b2 
must be reported to the IOB because the| """[resulted in b7 

the acquisition of communications not authorized to be monitored 
under the Foreign Intelligence Surveillance Act or Executive 
Order 12333. 

Hofmann-IOB-795 



DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 

July 5, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
• letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter1 
2006-346." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General1s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Um. 
TC/a. 
Ztiol MdL. FC 
XfJ • Sear, a 
*dL. uoclia, i In v. _ 
Rei., -Enclosure 

X-OOQ m Tech.. 
oi Cong. Aft». [ of Ii» Gov 1 Coon, -oflsteQ. Pob-Affi«. of Prot Rap. _ 
n<y BQg. 

Thomas 

1 -

] 

ILA8B1FJSD WHEN 
I ^ÒafiD^FROM 

VSSIPIED^NCLOSÜRE 

'EEOA. 

278-HQ-C1229736-VIO 
Inspection (IOB 2006-346) 

MAIL ROOM • 

Hofmann-IOB-796 
bó 
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Mr. Stephen Friedman 
» 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

• • Sincerely, 

Julie F. Thomas • 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A.' Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED: S 1 * 
Director 

Iwiice. 
.Geo. Cod 
-inlaße: 

T r a M u -
Off.dEEO 
Affairs. 
Off. of Pob5c & 
Coy.Mii 
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ON 06-30-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
COUNTERTERRORISM DIVISION 
IOB MATTER 2006-346 (U) 

b2 
b7E 

As off 

The Federal Bureau of Investigation ("FBI") has determined 
that the FBI disseminated information on United States persons to 
foreign governmentsf I 
I I without the Attorney General's 
authorization/ and disseminated classified information to foreign 
governments without obtaining authorization from a Designated 
Intelligence Disclosure Official (DIDO). These actions were in 
violation of the Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) and the National Foreign Intelligence Program 
Manual (NFIPM) . 

b2 
b7E 

b2 
b7E 

The Office of the General Counsel has referred this matter 
to the FBI's Inspection Division for action deemed appropriate. (U) 
<U) D e r i v e d ^ — 

Hofmann-IOB-798 
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DECLASSIFIED BY 6S179DHH/PLJ/CC 
ON 06-30-Ê010 

August 17, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC* 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHMÌ entitled "Intelligence Oversight 
Board (IOB) Matter rC 

b2 
b7E 

DIVISION, IOB Matter 2006-314'." (U) 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

1 - Ms. 
1 - Mr. 

Julie F. Thomas' 

278-HQ-C1229736-VIO — l ^ O S 
- Inspection (IOB 2006-285) 

b6 
b7C 

Dep. Dir. 
Chief öf 

Staff. 

Hofmann-IOB-799 
Off. Ol EEOA 
Off. of Public 

a Cono. Alfa. 
Director's Office MAIL ROOM C D 
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Should you or any member of your staff require additional 
information concerning this matter, or oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 

Director 
Deputy Director. 

Crkliw. 
CJIS. 
Finance. 
.Gen. Conn: 
Jala Res. 

Traininĝ. 
Off.ofEEQ 
Affairs 
ûlf. of Public 4 
CMg.Affs. 
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ON 06-30-2010 

INTELLIGENCE nVERSTRHT BOARD (IOB) MATTER 
DIVISION 

2006-314 (U) 

b2 
b7E 

b2 
b4 
b7D 
b7E 

( U ) 

b2 
b7E 
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S E ^ E T 
the network, the private entity method was employed without FBI 
involvement. 

(U> 

was then moved by 
computer where it was made available to the FBI via 

b2 
b7E 

b2 
b7 E 

SECRET 
Hofmann-IOB-802 

Mark
Highlight

Mark
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pg3 

b2 
b7E 

and reported the above information to 
the FBI's Office of General Counsel and Inspection Division as a 
potential IOB violation. 

(U) 

b2 
b7E 

SECkET 
/ \ Hofmann-IOB-803 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

August 30, 2006 -
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725. 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-351." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

278-HQ-C1229736-VIO-ibOl 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED:! 
Director -
Deputy Director Into. Res, Personnel Cot>g.A«s.. 

S ^ 5 ^ H o f m a n n - I O B - 8 0 5 
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DATE: 06-30-2pl0 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 SE' 

(S) 

(S) 

(0) 

è^Ei 

AL̂ ÎFi 

INTELLIGENCE OVERSIGHT BOARD MATTER 
| | FIELD OFFICE 
IOB MATTER 2006-351 (0) 

FORMATION CONTAINED 
IS UNCLASSIFIED EXCEPT 
¡HOOT OTHERWISE 

b2 
b7E 

M ̂ By | . , ZH 
the Federal Bureau of Investigation (FBI), | | Field 
Office, reported a possible Intelligence Oversight Board (IOB) 
matter. The FBI reported that, on f ~| during an 
authorized! I the FBI issued a National 
Security Letter (NST.) pursuant to 18 U.S.C. § 21LS. 

[ 
was issued to Ï land requested 

jmsL 1 

associated with US personf 
li n formation 

and I 

M On 
requested information, along witn[ 

1 received the 
] of 

previously unknown individual. Upon receiving the information 
Qoncernina tfre previously unknown individual, the case agent in 

performed preliminary checks in ACS and open 
•n an attempt to ascertain the 

However, all such checks relevance of the 
negative, and it was 
provided t;he unknown 

were information. _, 
later determined thatf 

dividual's information in 
The unknown individual1 s information 

in the Chief Division Counsel's safe; and J 

erroneously 
the same 

package a^ 
was later sequestered 
no personal identifying information concerning her was ever 
entered into ACS. 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

Here, an error on the part of£ b2 resulted b4 
in the unintentional acquisition of information tnrough an NSL. b7D 
Based upon our analysis, in accordance with the reporting b7E 
requirements of Section 2.4 of Executive Order 12863, the 

|must be reported to the IOB. 

SEC^l 
Hofmann-IOB-806 



August 31, 2006 -
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 .17th Street, Northwest 
Washington, D.C. 

DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 

Dear Mr. Friedman: 
Enclosed for your information is a self-explanatory 

memorandum entitled "Intelligence Oversight Board Matter 
2006-305." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI.has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section,- Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
278-HQ-C1229736-VIO— (böQ 

Dep. Dir. 
Chlel 61 

Stafl 
OH. 0) Sen. 

Counsel 
AssuDlr.: 

Crfm. Inv. 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 
Finance 

Director Gen. Co 
Deputy Director Info. Re 

I, CrtnUn 
L CJIS_ 

Inspection.. 
(Laboratory, 
'National Sec. 
Personnel 

Trahfnff 
Off.ofEEO 
. Affairs 
.Off. of Public & 
, Cong.Affs, 



, , DECLASSIFIED BY 65179DMH/PLJ/CC 
É ^ , ON 06-30-2010 ^ i i J ^ V t F w 

INTELLIGEfrlfF nWftSTjGHT BOARD (IOB) MATTER b2 
FIELD OFFICE b7E 

2006-305 (U) HOB M A T T E R 

(S) By[ dated April 18, 2006, 
] Field Office the Federal Bureau of Investigation (FBI) 

reported that on three separate occasions, during the time period 
of I I thel I Field 
nff ir.A inannropriately utilized a National Security Letter (NSL) . 
Thel I Field Of fi r.P. drafted an NSlJ 

The [ y However, because the information 
that is allowed to be obtained pursuant to an- NSL is very 
specific, and 

Tïïi" ] Field Office erroneously pursuant to an NSL, 
utilized the NSL. The information that was obtained beyond the 
scope of the NSL shall be sequestered. The inappropriate 
utilization of the NSL was in violation ofl " of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection.1 Thus, the matter is being 
reported to the IOB. 

b2 
b7E 

SEÒ^ÌÌT 

:u) D ^ C Section V.12. authorizes use of National Security 
Letters in conformity with 18 U.S.C. 2709 (relating to subscriber 
information, toll billing records, and electronic communication 
transactional records). The statute requires that information 
sought is relevant to an authorized national security 
investigation. 

5Ee3MaCJHofmann-IOB-809 


