
DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

August 11, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dear Mr. Friedman: 

Enclosed .for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight h2 
Board (IOB) Matter, IOB Matter 2006-367." (Ü) b7E 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

1 - Ms. Julie F. Thomas ' ' be 
1 - Ms.I I b7C 

278-HQ-C1229736-VIO — In 
- Inspection (IOB 2006-285) 
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Should you or any member of your staff require additional 
information concerning this matter, or oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 

APPROVED: S T 
Director. 
Deputy Director. 

finance. 
.Gen. Counsel 
.info. Res, 

Inspection. 
Laboratory.^ 
National Sec.. 

Personnel, 

„Training. 
. Off. of EEO 

Affairs. 
.Off. of Public & 

Cong.Affs.__ 

3^®^ÎHofmann"IOB"811 



DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
I DIVISION 

2006-367 (U) 
MATTER b2 

b7E 

on 
opened~aT 
The [ 

Tntnagf i rta-n nn of this IOB matter has determined that, 
I the I I Division of the FBI I I. 

determined it would not seek to 
rather would f 
subject in I 
after thel 

| but 
T 

I howëver, 
I had clearly expired, the 

matter to the IOB as the[ 
JihfîJI 

1 The FBI is reporting this 
occurred after 

had expired. Since thef 1 | had expired, then the| | 
were in contravention of the Attorney General Guidelines for FBI 
Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations. In addition to reporting this matter to the IOB, 
it has been referred to the FBI's Inspection Division for action 

[U> deemed appropriate 

b2 
b7E 

Hofmann-IOB-812 



DECLASSIFIED BY 65I79DHH/PLJ/CC 
ON 06-30-2010 # 

September 7, 2006-
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled wIntelligence Oversight Board Matter 
2006-391." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
- 278-HQ-C1229736-VIO— 

OHeaASSIFIEDWff 
DETAC^S^BW^r 
J^ÄSSlFIED ENCLi 

.DecîSssxfyOni 25X1 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 
Director 
Deputy Director. 

Inspection^ 
Laboratory. 
National Sec. 
GPR 
Personnel̂ . 

Tratntnn , . 
. Off. of EEO 
. Affairs 
.Off. of Public & 

Cong.Affs.. 

® Hofmarin-IOB-814 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c,'d) 
DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(S) 

<U) 

<U) 

(U ) 

SE^^El 
INTELLIGENCE OVERSIGHT BOARD MATTER 

I I FIELD OFFICE 
IOB MATTER 2006-391 (U) 

b2 
b7E 

(U) By electronic communication dated June 23, 2006, 
the Federal Bureau of Investigation (FBI), | | Field 
Office, reported a possible Intelligenr-p fivpr.sipht Board (IOB) 
matter. The FBI reported that, from I I until 

b2 
b7E 

presnmfid t n b e U . S . n s r s n n s w e r e T a a s a 

onened—a! 
^ScT M o r e s n e n i f i n a l l y . o n I ll 

Inri t-ho non—n <¡ Po-rgnnl 

a u t h o r i z e d f 
Con ri-

ta 1 
b2 
b7E 

I 

FromH ~ v "I until 
b2 
b4 
b7D 
b7E 

However, while reviewing the\ "Imaterials on 

Snhspniiprit imrpsl-irtatinn rpvsa 1 ftH thalT 
b2 
b4 
b7D 
b7E 

Aft-.sr riismvRHna t h e mistake, | "I 
purged the incorrect I [from the| b2 

I I and copied tne data to live CDs b7E 

for proper handling and destruction. The CDs are currently 
stored at FBIHQ. 

.-- ^S^Ultimately, the I 

"I Th»f B 
The FBI has since taken steps to prevent 

b2 
b4 
b7D 
b7E 

S E p ^ E Hofmann-IOB-815 



<U) Here, an error on the part of 
resulted in the unintentional acquisition of 

information. However, because none of this information was 
ever attributed to any identifiable individual, it appears 
likely that no prejudice occurred as a result of this error. 

(U) 

b2 
b7E 

b4 
b7D 

^S^ Regardless, we conclude that, in accordance with 
t h e r e p o r t i n g r e q u i r e m e n t s of Section 2.4 of E.O. 12863, the 

nistake and resulting overcollection by the 
FBI should be reported to the IOB. 

b4 
b7D 

SEC^T 

- 4 -
Hofmarin-IOB-816 

ET 



DECLASSIFIED BY 65179DHH/PLJ/CC 
OH 06-30-2010 

September 5, 2006" 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 293 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
- 278-HQ-C1229736-VIO — © 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst. Dir.; 

Crim. In». 
CJIS 
Finance 
Info. Res. 
Insp. 
Lab. 
National Sec.. 
Personnel 
Training, 

Hofmann-IOB-817 
Off. of EEOA 
Off. ol Public ' 

& Cong. Arts. 
Director's Office UAIL ROOM • 



Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED- ~ 
Director OPR. 
Deputy Director Pers 

Inspection 
Laboratory_ 
National Sec. 

Personnel. 

Training 
, Off. of EEO 
, Affairs 
.Off. of Public & 
, Cong. Alfs. 

-2" Hofmann-IOB-818 



DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 

iU) 

INTELLIGENCE—Û1ZERS IGHT BOARD (IOB) 
riELD OFFICE 

IOB MATTER 2006-293 (S) 
MATTER b2 

b7E 

X Thef- 1 Bureau of Investigation h 
Field Office 
as reported a E 

day notification Letterhead Memorandum (LHM) 
late. When the error was brniirrh.t to their attention, 

l
f i 

C 

of the Federal 
e r r o r l'n filing the 10-

almost six months 
the 

b2 
b7E 

filed the 10-day notification oversight was corrected and 
LHM. However, during this period, OIPR was substantially 
impaired from performing their oversight function, and 
accordingly, this failure must be reported as a violation. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

Deoiassïi^oSr—25X1 

Hofmann-IOB-819 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

September 14, 200*6 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-411." (U) 

' The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section,- Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

D - 278-HQ-C1229736-VIO— — 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
AsslDlr.: 

Crim. Inv. 
CJIS 
Finance 
Info. Res. 
Insp. 
Lab. 
National Sea 
Personnel 
Training 

Off. of EEOA 
Off. of Public 

&Cong.AKs. 
Director's OMce MAIL ROOM • 
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SESSaT^^ 
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: i, Crlnünv.. CJIS 
Finance.. 

nsnaBnn . Trainino _ 
Moratory Off. of EEQ 
IMionalSec. Affairs 

Director Gen. Couns) 
Depuly Director Info. Res_ 

IPa Off. of Public 4 
Personnel Cong.Affs._ 

sE$>^Hofmann-IOB-821 



DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 

(U) 

INTELLIGENCE OVF.RSTRHT BOARD MATTER 
OFFICE 

SEI b2 
b7E 

IOB MAÎÏËR 2006-411 (U) 

jD®^ By electronic communication dated June 
the Federal Bureau of Investigation (FBI),\ 
Office, reported a possible Intelligence Oversight Board 
JtioLation. The FBI reported that, on| 

I initiated a I 

30, 2006, 
]Field 
" HOB) 

G 
Person .~T 

"Iwho is a United States 

Further, on [_ ^submitted the initial 
10-day notification to FBIHQ regarding this investigation. 

(U) As provided in C Jof The Attorney 
General's Guidelines for FBI National Security Investigations 
and Foreign Intelligence Collection (NSIG), a "field office 
shall notify FBI Headguarters within ten working days of the 
initiation by the field of a| | 
investigation.11 FBIHQ first learned of thel | 

Ion I Iwhenl Isuomitted a 

[ | However, this 
]notitication was one year late. Because this 

notification was one year late, FBIHQ was unable to provide 
meaningful oversight and review of this investigation. 
Moreover, the initial 10-day notification was submitted to 
FBIHQ on I I approximately 21 months late. 
Again, this late submission violated the NSIG and deprived 
FBIHQ of its oversight function. 

jsf Based upon the above analysis and in accordance 
^ ' with the term& implementing the reporting requirements of 

Section 2.4 of EO 12863, this matter is reportable to the IOB. 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-822 SECRET 



DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 

September 14, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, B.C. 
Dear Mr. Friedman: 

Enclosed for your informaiation is a self-explanatory 
memorandum entitled """Intelligence Oversight Board Matter 
2006-410." (0) 

- The memorandum sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations auntd/or 
laws. Executive Orders, or Presidential Directives which govern* 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also lbeen referred to w 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(0) 

Enclosure 
1 - 278-HQ-C122973G-VXO— 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst. Dir.: 

Crlm. Inv. 
CJIS 
Finance _ 
Info. Res.. 
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National Sec. _ 
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Training. 
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* 

Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto' R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

APPROVED; APPROVED: 3 2 = 
Finance 

Director Gen. Counse 
Deputy Director Info. Res. 

.Training 

. Off. of EEO 

. Affairs 
Off. of Public & 
Cong. Afis. 



DECLASSIFIED BY 65179DMH/PLJ/CC 
OH 06-30-2010 

(U) 

(U) 

(U) 

TNTKT,T,TGF.NCF. OVERSIGHT BOARD MATTER 5 FFICE h 2 
b7E 

IOB MATTER 2006-410 (U) 
{jfcŜ  By electronic communication dated June 30. 2006, 

Field the Federal Bureau of Investigation (FBI),i 
Office, reported a possible Intelligence Oversight Board (IOB) 
violation. The FBI reported that, onI I 

i l initiated a I 

Further, on £ J submitted the initial 
10-day notification to FBIHQ regarding this investigation. 

As provided in [_ J of The Attorney 
General's Guidelines for FBI National Security Investigations 
and Foreign Intelligence Collection (NSIG), a "field office 
shall notify FBI Headguarters within ten working davs of the 
initiation by the field of a 

] FBIHQ first learned ol thef 1 
"lwhen 

[ 
However, tnis 

Jnotirication was one year late. Because this I 
notification was one year late, FBIHQ was unable to provide 
meaningful oversight and review of this investigation. 
Moreover, the initial 10-day notification was submitted to 
FBIHQ on]" approximately 20 months late. 
Again, this late submission violated the NSIG and deprived 
FBIHQ of its oversight function. 

Based upon the above analysis and in accordance 
with the terms implementing the reporting requirements of 
Section 2.4 of EO 12863, this matter is reportable to the IOB. 

b2 
b7E 

b2 
b7E 

^ Hofmann-IOB-825 SJJÔK3ÉT 



DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 

August 30, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-431." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Countèrintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
3 ) - 278-HQ-C1229736-VIO— 

Dep. Dir._ 
Chief of 

Staff__ 
Off. of Gen. 

Counsel 
Assl.Olr.; 

Crim. Inv. _ 
CJIS 

, Finance _ 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Crimlnv, 
CJ1S. 

Director. 
Deputy Director lnfo.Res. 

finance 
„Gen.Counsçj^ 

Training 
Off.ofEQ 
Affairs 
3ft. of Public & 
Cong.AKSw. 

3 ^ ® ^ Î H o f m a n n " I O B " 8 2 7 



DECLASSIFIED BY 65179DMH/PLJ 
ON 06-30-2010 # 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
OFFICE hZ 

hl E 
IOB MATTER 2006-431 (U) 

<U) By electronic communication dated July 28, 2006, 
the Federal Buteau of Investigation (FBI) 
reported that they came into possession of unauthorized material. 

]Field Office 

On May 31, 2006, the, 
Security Letter seeking! 
EleiiLmnic, Communications Privacy Act (ECPA) , 
The Field Office [ 

iField Office issued a National 
] pursuant to 
18 U.S.C. 2709. 

for 
1 However. I 

~ \ £ o r I 1 Field 
(Jit ice determined that the 
related to the subject and was provided bv errorl 

was not 

Upon noticing this error, Field Ottice 
correctly segregated and sealed the unsolicited information. The 
error was committed solely [ 
Office committed no error. Nevertheless,X 

J Field 

came into possession of material that E 
]• 

jField Office ï was unauthorized to provide to the FBI under the ECPA. Although 
1 Field Office committed no error itself, the mere receipt 

of unauthorized material pursuant to a lawfully issued National 
Security Letter is a violation that must be reported to the 
Intelligence Oversight Board. 

b2 
b4 
b7D 
b7E 

Hofmann-IOB-828 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

BY COURIER 

September 20, 200-6 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

Division, IOB Matter 2006-229." (U) 

This memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure 

LUBE 

- Mr. Hulon f tre 
- 278-HQ-C1229736-VIO-— t^ 

1 - Inspection Division (IOB 2006-229) 
1 -I 

b6 
b7C 

Dep. Dir. 
Chief óf 

Staff 
Off. of Gen. 

Counsel 
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Crimtiw. 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

m m 

Director Gen. Co 
Deputy Director Info. Re 

I, Grim In 
C J I S _ 
Rnancs 

inspection. 
Laboratory. 
\hiio,-ialSic. 

m 
Personnel 

Training. 
Off. of EEQ 
Affairs 
)(f. of Public & 
Ccng,Aftsw 

3^®^ÎHofmann"IOB"830 



DECLASSIFIED BY 65179DHH/PLJ/CC 
OH 06-30-2010 a 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IDIVISION 

IOB MATTER 2006-229 (U) 

(U) that the V 
jKgf^ Investigation of this IOB matter has determined 

iField Office initiated a 
that expired on 

1 
The 

b 
b 

subject is a U.S. person as that term is used in Section 101(i) 
of the Foreign Intelligence Surveillance Act of 1978. Thus, 
continuation of the I I required that | |comply with the 
requirements of the Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence 
Collection (NSIG). On 11/15/2005 and 11/16/2005.1 INational 
Security Letters (NSLs) were issued for the subject's financial 
data. On discovered that the| bad expired 
and requested an extension from FBIHQ on| | The 
extension was approved. No new investigative techniques were 
conducted in the period after! ""[noticed that the case had 
expired and before it was renewed. Nonetheless, serving| |NSLs 
five months after thel lexpired was a violation of the NSIG. 
The NSIG requires that a national security investigation be open 
on a subject before investigative techniques may be used. In 
this case, the| |had not been renewed and the NSLs were issued 
without proper authorization. This matter has also been referred 
to the FBI's Inspection Division, Internal Investigations 
Section, for appropriate action. 



DECLASSIFIED BY 65 
OH 06-30-2010 

'HH/PLJ/CC 

September 20, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
entitled "Intelligence Oversight Board (IOB) Matter, 
ivision, IOB Matter 2006-393." (U)' 
This memorandum sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

278-HQ-C1229736-VIO— UttS^? 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
AssuDlr.: 

Crtm. In». 
CJIS 
Finance 
Into. Res. 

National Sec. 
Personnel 
Training 

Off. of EEOA 
Off. of Public 

& Cong. Alls. 
Director's Office M A I L R O O M i I 

Lab. 
Insp. 
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Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 
Finance c.. 

Director Gen.Counsi 
Deputy Director Info. Res. I I "Personnel 

Training 
Off. of EEO 
Affairs 

.Off. of Public & 

. Cong. Affs. 

^ S E ß R E T ^ 
lofmann-IOB-833 



DATE: 06-30-2010 
CLASSIFIED BY 65179DHH/| 
REASON: 1.4 (c^ 
DECLASSIFY 0N< 06-30-203S 

(S) 

(S) 

(S) 

# 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SEC 
INTELLIGENCE OVERSIGHT BOARD [ (IOB) MATTER 

lFIELD OFFICE 
IÖÜ MATTER 2006-393(0) 

he Federal Bureau of Investigation ("FBI") ha 

h 2 
b7E 

fjptprmi npH in conducting a [ ] o £ It in conducting a | |oi| 

the FBI improperly used a National Security Letter 
| 1 which 

was not related to the investigation. Thd~ 
tn a mistake in the NSL in identifying [ 

Fwas due 
Jof 

request. 
The Attorney 

Thëf 
ev G èftéiràl's GUldé 

"Iwas intended to be the subject of the 
was a violation of | 1 of 
ines for FBI National Security 

Investigations and Foreign Trn-0n i nsnCe Collection (NSIG) ' J I InnPnpH 
i l l V L X M O U - L V l l l J q. 
this regard, on I 

[ known\ 
I in order to identify 

In 
and his association with 

1 
I 

] During the course of the 
investigation, issued a National Security Letter (NSL) 
pursuant to the Electronic Communications Privacy Act, 18 U.S.C. 

l ~~1 f o r I °f a lintended to be identified as that of the target. was 
S 9-70Q fn r 
Instead,| 
incorrectly written; 
I Iwas T 

thus, the information returned tromI I 
I ?.T W Ä 1 1«» 11 VS V A I +• /""» /J ]of a wholly unrelated 

I The error was discovered upon receipt of the 
information, and I Iwas not reviewed nor 
used for any investigative purpose. |_ had been 
sought through the NSL. Despite the inadvertent nature of the 

]was 
Junrelated to an 

mistake, the fact remains that 
improperly collected on C 
investigation. Thus, the matter is being reported to the IOB. 

ived from: G-3 

bl 
b2 
b4 
b7D 
b7E 

(U) Section V.12. authorizes use of National Security Letters in 
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
billing records, and electronic communication transactional records). The 
statute requires that information sought is relevant to an authorized national 
security investigation. H o f m a n n - I O B - 8 3 4 

s e c W t 



DECLASSIFIED BY 65179DMH/PLJ/CC 
OH 06-30-2010* 

September 21, 200*6 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
•725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
m entitled "Intelligence Oversight Board (IOB) Matter, 
Field Office, IOB Matter 2006-306." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Hulon 
1 - Inspection (IOB 2006-30 fr.) 
1 - Ms. 

278-HQ-C1229736-VIO-— ((¿J&O 

SSIFIED 
DETACH! 

jSXFIED ENCLOS 
b6 
b7C 

Dep. Dir._ 
Chief óf 

Staff 
Off. of Gen. 

Counsel 
Asseoir.; 

Citm. Inv. 
CJIS 
Finance 
Info. Res. _ 
InsD. 
Lab. 
National Sec. _ 
Personnel 
Training. 

o f m a n n - I O B - 8 3 5 
Off. of EEOA 
Off. of Publio 

& Cong. Affs. 
Director's Office KAIL ROOM i n 



Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 
Director 
Deputy Director. 

Finance / T p f f i 
.Gen.CoufegLf/. 
Info. Res. if~7 " 

Crim.lnv, 
CJIS 

'Inspection. 
loratory. 
ionalSec, 

Traininĝ  
Off.ofEEO 
Affairs 
Off. of Public & 
Cong. Atls. Personnel 

2 
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DATE: 06-30-2Q10 
CLASSIFIED 65179DMH/PLJ/CC 
SEASON: 1^4 (c) 
DECLASSIFY ON: 06-30-2035 

SECRET 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Mr. Stephen Friedman 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I fc'IELD OFFICE 
IOB MATTER 2006-306(U) 

•b2 
b7E 

The Federal Bureau of Investigation ("FBI") has 
H^t tarmi n<=»H 1-hat- . I 

bl 
b2 
b4 
b7D 
b7E 

"I Despite the inadvertent nature of the mistake, and 
the fact that it was a mistake by |_ 

and not the FBI, the fact remains that 

(S) 
information was improperly collected on the f~ 

Thus, the matter is being reported to tne iut$. 
from: 

Deci 16 



DECLASSIFIED BY 65179DMaBfcT/CC 
OH 06-30-2010 • * • 

September 22, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-436." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General' Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Dep. Dir. 
Chief of 

Stall 

Enclosure 
1) - 278-HQ-C1229736-VIO 

Off. of Gen. 
Counsel Asst. Dir.: 
Crlm. Inv. 
CJIS 

Info. Res. _ 
Insp. 

National Sec.. 
Personnel Training, 

Off. of EEOA 
Off. of Public 

& Cong. Alfs. 
Director's Office . 

Hofmann-IOB-838 

MAIL ROOM • 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Deputy Director lnfo.ResJÌZE^Tersoniiel. 

Finance /Ty jOfa t inna i Sec. 
Director Gen. C m k t f ü f Votò Director Gen.Coun 

Cong. Afis. 

u 

lofmann-IOB-839 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 • « 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2006-436 (U) 

b2 
b4 
b7D 
.b7E 

i Collected in e r r o r was s e m ^ s t e r e d 
by theP | Field Office. Further, the \ Field 
Office will be sending the erroneously collectSCl material to the 
Office of Intelligence Policy and Review, Department of Justice. 
Although the[ 
th<= m p r e i - p r p i n t -

Board. 

Field Office committed no error itself, 
>f unauthorized material pursuant to a | 
must be reported to the Intelligence Oversight ] 

JSSSgJ^Hofmann-IOB-MO 



DECLASSIFIED BY 65179DMH/PLJ/CC 
OH 07-01-2010 

September 22, 20(̂ 6 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 ,17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-386." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI.has determined was conducted contrary to 
the Attorney General Guidelines for. FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations -Section,- Inspection Division, for a 
determination of whether any administrative action is warranted. 
(0) 

Enclosure 
X)- 278-HQ-C1229736-VIO^ 1 / 7 0 3 

Dep. Dir. 
Chief 61 

Staff 
Oft. of Gen. 

Counsel 
Asst. Dir.: 

Crlm. Inv. 
CJIS 
Finance 
Info. Res._ 
Inso. 

National Sec. _ 
Personnel 
Training. 

H o f m a n n - I O B - 8 4 1 
Off. ofEEGA 
Off. of Public 

& Cong. Affs. 
Director's Office MAIL ROOM O 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

M O V E D : 
Finance. 

Inspection. 
Moratory. Off.ofEEO 

Training. 

^a=i®: iilofmann-IOB-842 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4, (c,d) 
DECLASSIFY ON: 07-01-2035 

4 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
LWHERE SHOWN OTHERWISE 

SE^El 
INTELLIGENCE OVERSIGHT BOARD MATTER 

I ~l FIELD OFFICE 
IOB MATTER 200-6-386 (U) 

b2 
b7E 

By electronic communication datedf 
the Federal Êureau of Investigation (FBI), I 
Office, reported a possible Intelligence Oversight Board (IOB) 
matter. The FBI reflnrf^H that- frnm I | L 

J Field 

(S) 

Lan accidental [ loccurred in connection with the 
T 

I 

(U) Two days later, the error was discovered. 
Bureau personnel immediately discontinued coverage ] land sequestered all information gained as a result of 
tne | | This information has been reduced to CD-
ROM format and is being sent to the DOJ Office of Intelligence 
Policy and Review (OIPR) for appropriate disposition. 

(U) 

bl 
b2 
b7E 

b2 
b7E 

Here, an error on the part of the FBI resulted 
in the unintentional I ~| of information. Although 
the information was gathered in good faith by Bureau personnel, 
we nevertheless conclude that this incident must be reported to 
the IOB. 

b2 
b7E 

Derivi 
Decía 

Hofmann-IOB-843 SECRET 



September 19, 2006 

BY COURIER 

DECLASSIFIED BY 65179DMH/PLJ/CC 
Stephen Friedman, Chairman OH 07-01-2010 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 

Dear Chairman Friedman: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2006-424." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNCLASSIFIED WHEN 

CLASSIFIED ENCEO» 

b6 
1 - Ms. Thomas 1 - Mr. Habich n/\C b7c 

1 -| | 278-HQ-C1229736-VIO t lOS> 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst..Dlr.: 

Crim. Inv. 
CJIS 
Finance 
Info. Res. _ 
Insp. 
Lab. 
National Sec. 
Personnel 
Training 

Off. of EEOA 
Off. of Public 

& Cong. Afls. 
Director's Office MAIL ROOM O 
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Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Training. 
Off. of EEO 
Affairs 
Off. of Public & 
Cong.Affs. 

-2" Hofmann-IOB-845 



DATE: 07-01-2010 
CLASSIFIED BY 65179DHH/PLJ7CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
LWHERE SHOWN OTHERWISE 

TMTPT.T.TnE-yr-'E' OVCPQTCHT1* RORRD (IOB) MATTER 
DIVISION 

IÖB 2UU6-424 (U) 
b2 
b7E 

jfcĝT As reported by the Division 

(S) 

(S) 

r-miT-gP f>r a 
1. an unauthorized collection arose during the 

of I 
[ a non-United States person. 

(̂ Ŝ  During the course its 
determined that I 

E 

(S) 

(S) 

^authorizedÇ ? 
contract for internet service at the new address. Philadelphia 
also attempted to conduct physical surveillance to confirm an 
exact date of the move. 

(S) 

(S) 

(S) 

X 

(U) ]did not view or upload any of the 
] information. 

of this information. | 
Nor did, 

] will send all [ 
make use of an 

information and/or disks via separate communication to OIPR for 
sequestration. In addition, it has been referred to the FBI's 
Internal Inspection Section for any action that is deemed 
appropriate. 

5 

Hofmann-IOB-846 

bl 
b2 
b6 
b7C 
b7E 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b4 
bo 
•b7C 
b7D 
b7E 

b2 
b7E 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 * 

September 29, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Deat Mr.'Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

I Field Office, IOB Matter 2006-467. (U) 
b2 
b7E 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General1s. Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws-, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

1 - Ms. Thomas 
1 - Mr. [ J- L'Ji • J J 

278-HQ-C1229736-VIO-
1 - Inspection Division 
1 - Mr. 

(IOB 2006-467) b6 
b7C 

Dep. Dir. 
Chief ót 

Staff 
Off. of Gen. 

Counsel Asst. Dir.: 
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CJIS 
Finance 
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Training 
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Off. of Public 

& Cong. Alls. 
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Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: I, Crklnv, nspection_ 
CJIS ¡Laboratory. 

Training 
Off. of EEO 
Affairs 

Director Gen. Corn Pil 
Deputy Oirector Info. Res. ersonnel. 

finance. alionalSec. 
Off. of Public & 
Cong. Affs. 

-2" Hofmann-IOB-848 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 0'*7-01-2035 ¥ JHK. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

IRE SHOWN OTHERWISE 

S E ^ E T 

INTELLIGENÇE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

b2 
b7E 

IOB MATTER 2006-467 (U) 

(S) 

Investigation of this IOB matter has determined that on 
nr a Hon t-1 I frt r-<ap<a i v<=»h information collected under a 
I 

ipeived information coiiectea unaer a 
1 that exceeded the scope of-thef | 

The | |was due to a mistake by 
I inasmuch as the j 

contrary to the f 

I 
and, as such, the collection was 

jHofining thc> paramstsrs of 
T Tn this renard, the opened al 1" 

United States Person. 
bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

sequestered and subsequently sent to FBI Headquarters, and notice 
of the mistaken collection bvl I was given to the 
Department of Justice Office of Intelligence and Policy Review. 
I |reports that no copies of this data have been printed, 
duplicated, and/or reproduced in any form. 

This matter also has been referred to the FBI's 
Internal Investigations Section of the Inspection Division for 
action deemed appropriate. (U) 

SECRET 
/ » Hofmann-IOB-849 



DECLASSIFIED BY 65179DMH/PLJ/CC 
OH 07-01-2010 

< 

October 11, 2006 

BY COURIER 

Mr. .Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-365." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section/ Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

ts> 
Enclosure 
y r 278-HQ-ai2.23.7'3.6-:VJLO—• L' 

Dep. Dir.. Chlelof 
Staff. Off. of Gi 
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llESSET"" 
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: S £ ü 
Director Gen. Cou 
Deputy Director into. Res 

Finance. 

Training 
. Off. of EEO 
. Affairs 
Off. of Public & 
Gong. Affs. 

3^®^ÎHofmann"IOB"851 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
I IFIELD OFFICE 
IOB MATTER 2006-365 (U) 

MATTER b2 
b7E 

(U) 
and iTnn e 2 ^ 2 ( 

By electronic communications dated May 18, 2006 
006, the Federal Bureau of Investigation (FBI), 

Field Office, reported that a | _. 1 
dörj = initiated on a non-U.S.. Person expired 

an administrative oversight, the I 
rint- nrnnprh; svl-anHpH Believing that the J 

Due to 
]was 

b2 
b7E 

]had beeh properly extended, the FBI served _ 
National Security Letters (NSLs) on April 28, 2006., May 2, 
and May 4, 2006. The results from these NSL 

(U) 

copied, or entered into any databases, 
were sealed and sequestered by the FBI. 

?00 6, 
were not analyzed, 

Further, the NSL results 

National 
Collection 
Sections 
expired on onf 

Under the Attorney General's Guidelines for FBI 
•rity Investigations and Foreign Intelligence 
affective October 31, 2003, al I 
Hmiist ho initiated before an NSL may be served. 

Here, the| ~ 
Believing that the[ I 

b2 
b7E 

NSLs on April 28, 2006, 
imnroner for t.hfi FRT 
to the IOB. 

]had been properly extended, the FBI served I I 
May 2, 2006, and May 4, 2006. It was 

£p serve the NSLs in the absence of a 
3 and thus, this matter is being reported 

s e c r e t Hofmann-IOB-852 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

V 

September 29, 20CT6 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725'17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This-letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, 10B 2006 288 (U) 

The. enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Dap. Dir. 
Chief ¿1 

Staff 
Off. of Gen. 

Counsel 
Asst.. Dir.-

Crim. Inv. _ 
CJ1S 
Finance 
Info. Res. _ 
Insp. 
Lab.. 

SE 

National Sec. _ 
Personnel 
Training. 

Hofmann-IOB-853 
Off. of EEOA 
CW. of Public 

& Cong. Alls. 
Directors Office MAIL ROOM a 



I * Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III' 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

APPROVED: « * 
Finance. 

Director. 
Deputy Director. 

Training^« 
Off. of EEO 
Affairs 

.Gen. Counsel, 

.Info. Res. 
Off. of Public & 
Cong.Afls 

Hofmann-IOB-854 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

SE^OEi 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
LWHERE SHOWN OTHERWISE 

(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

FEi IOB MATTER 2006-288 X (U) 

b2 
b7E 

^wf The Field Office [ of the Federal 
Bureau of 'Investigation has reported an r̂-r-nr -in mniiinrtinn with 
that division's investigation captiyned | . , I 

In this regardTI 

[ mistakenly I J 
to be 

J 
unknown to the FBI J 

AS §66tt as the error became known, 

I had been expected 
Ihpranss Of 

tïïël was shut 
down and the original and one copy of the tape was secured. No 
one has listened to the tape. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

bl 
b2 
b7E 

SEÔ^ET 

Hofmann-IOB-855 



DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 07-01-2010 „ 

September 30, 200.6 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-438." (U) 

' The memorandum sets forth details of investigative 
activity which the FBI-. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section/ Inspection Division, for a 
determination of whether any administrative action is warranted. 

Off. of Gen. 
Counsel 

AssL-Olr.: 
Crim. Inv. 
CJIS 
Finance 
Info. Res. . 
Insp., 

(Ü) 

Enclosure 

Dep. Dir., 
Chief of 

Staff_ 

National Sec. 
Personnel 
Training 

Off. of EEOA 
Off. of Public 

S Cong. Affs. 
Director's Office MAIL ROOM • 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 . 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

APPRO®. « 
'Iwj 

Director. 
Deputy Directs Into 

'Iwj 
.Info 

Inspection.^«—.Training«« 
laboratory Off.oiEEQ 
National Sec. Affairs— 

Off. ol Public & JTi\_ . • 
Personnel, Cong.Mfs.___ 

3^®^ÎHofmann"IOB"857 



DATE: 07-01-2010 
CLASSIFIED BY 65179DHH/PLJ/CC 
REASON: 1.4.«(c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S E ^ I 
m 

INTELLIGENCE OVERSIGHT BOARD MATTER 
]FIELD OFFICE 

IOB MATTER 2006-438 (U) 
. b2 
b7E 

(S) 

< U ) 

( U ) 

By electronic communication dated. Bnmigt 
fédéral Bureau of Investigation (FBI), 2006, the _ 

Field Office, reported a possible Intelligence Oversight Board 
(IOB) mattery The FBI reported that, onf^ | a case 
agent in an | |C555 C&nHTHtted a 
typographical error when issuing a national security letter 
(NSL) on a I I As a result of this error, 
thP FRT rihl-ainpH in srrnr thp [ ^ I 

I as opposed to the[ J of the 

On the case agent discovered and 
reported his "^rror tô hiè Unief Division Counsel (CDC) and his 
supervisor. Immediately thereafter, steps were taken to ensure 
that the information was never uploaded into FBI files or 
indices. 

v&f I n this case, the case agent's typographical 
error in preparing the NSL request resulted in the collection 
of information unrelated to the investigation. Because this 
information was immediately sequestered by the case agent and 
subsequently destroyed at the direction of the FBI Office of 
General Counsel, no US person was prejudiced as a result of 
this error. Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, this 
error must be reported to the IOB. 

bl 
b2 
b7E 

h 2 
b7E 
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DECLASSIFIED BY 65179DHH/PLJ/CC 
OH 07-01-2010 

September 30, 200.6 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 ,17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-480." (U) 

' The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Dep. Dir. 
Chief ÓI 

Staff 

Enclosure 

^ y 278-HQ-C1229736-VIO fl" 5^ 
UNC: 

Off. of Sea 
Counsel 

Asst. Dir.: 
Crim. Inv. 
CJIS I 
Finance 
Info. Res._ 
Insp. 

National Sec. 
Personnel 
Training 

Off. of E EOA 
Off. of Public 

& Cong. Alfs. 
Director's Office MAIL ROOM • 
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p g 2 
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

iJulie F. Thomas u 

Deputy General Counsel 

b6 
hlC 

APPROVED: Crlmlnv, 
CJIS 

Inspection Training«. 
Laboratory Off.ofEEO 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

(S) 

(U) 

(U) 

(U) 

S E 

INTELLIiaEMCE—QlffiRSIGHT BOARD MATTER 
IFIELD OFFICE 

::0B MATTER 2006-480 (U) 
(S)On 04/14/2006, the FBI Office of General Counsel 

received an electronic communication (EC) from Inspections, 
rpqnftst "i nn that Oftf!rmrI pw thp fart.s ofFBT File] I 
involving af 

b2 
b7E 

on 
J for possible reporting to the IOB. 

USPER|_ 

bl 
b2 
b7E 
be 
b7C 

y&f In the instant case, Automaton r.as<* system 
records indicate that the| | was firstL 
However, as noted by the Inspection Division, at least one 
serial, serial 26, contains evidence suggesting that errors 
were made with regard to the reporting requirements mandated by 
the Attorney General's Guidelines for National Security 
Investigations and Foreign Intelligence Collection (NSIG). 
According to serial 26. the investigation was converted to a 

] However, because 

:b2 
b7E 

of th< 
loccurred prior to 
an error is apparent. 

]the date of the opening 

Further, the ACS file contains no evidence of a 
Letter HeaeT Memorandum (LHM) being forwarded to FBIHQ for. 
submittal to OTPR. a a wnnlH hp required in t-hg fasp nf a 
Because NSIG.f requires that 

]t>e reported to FBIHQ within ten days, tne case 
also indicates error in this regard as well. Finally, the NSIG 
also r e q u i r e s a n n n a l reports,, for filing with FBIHQ and OIPR 

b2 
b7 E 

See NSIG Ï In this case, the requirement for an 
have been omitted. The lapse, in this annual LHM appears to 

case, appears to have adversely impacted oversight by both HQ 
and OIPR. 

In this case, we therefore conclude that, in 
accordance with the reporting requirements of Section 2.4 of 
E.O. 12863, this incident should be reported to the IOB. 

s®Ì3C§d_f rom : 
Declaasïî5^SScL25Xl 

SEÒAET 

SE^U^ET -
2" Hofmann-IOB-861 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-01-2010 BY 65179DMH/PLJ/Î 

October 4, 2006 

BY COURIER 
Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th'Street, Northwest 
"Washington, D.C. 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board b2 
(IOB) .Matter,! I Division, IOB Matter 2006-304. " -(U) b7E 

The enclosure sets forth details of investigative 
activity which the FBI-, has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

CJII 

s > 
Enclosure 

278-HQ-C1229736-VIO ( (of • 

Dap. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
AssL.Dir.: 

Cifra. Inv. _ 
CJIS 
Finance 
Info. Res. _ 
Insp. 

National Sea . 
Personnel 
Training . 

Off. of EEOA 
Off. of Public 

& Cong. Affs. 
Director's Office MAIL ROOM • 

Hofmann-IOB-862 



Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

\J 

2 
Hofmann-IOB-863 



DATE: 07-01-2010 
CLASSIFIED BY 65179DHH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY Oft: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS. UNCLASSIFIED EXCEPT 

ÏOOT OTHERWISE 

SEt^ET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IDIVISION 

IOB MATTER 2006-304 (U) 
b2 
b7E 

(S) 

(S) 

(U) 

the error of 
Thef "| Division has reported that, due to 

conducted 

regard. o n T 

1 beyond the scope of what was authorized by 
I in this 

1 in an investigation of 
as that term is used in 

Section 101 (i) of the Foreign intelligence Surveillanc 
(PISA). r 

f the Foreign. 
1authori zed"Ll 3 0 

[ 
discovered through review of thel 
addition to the 

that, in 

The FBI contacted 
FBI that f 
the L, 

]of an unknown individual were being collected. 
' |who notified the 

I 
from 

lanH aaa j-hprpforT 
lof. 

J the FBI was informed by 
that the problem had been repaired and 

the collection was subsequently restarted. On 
| | the FBI realized that the problem had not been resolved-
and the ]had continued. 

again identified a problem and repaired it. 

Immediately after first discovering the error, 
the FBI notified OIPR and was advised by OIPR to isolate and 
destroy the unauthorized collection. On I the FBI 
successfully isolated and deleted all the material 
inadvertently collected due tol Itechnical 
problems. Because of the I I the FBI changed the 
method of collection and |was no 
longer used to collect information on the targeted account. 

The error, although occurring as a consequence of a 
technical error on the part of I I is 
nevertheless a reportable matter under Section 2.2 of 
Executive Order 12863. (U) 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

b2 
b7E 

:b2 
b7E 

De 
Declassi 

Ujom. 
Octot 2031 

-2" Hofmann-IOB-864 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

A . • \ I 

October 13, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

Enclosed for your information' is a self-explanatory 
letterhead memorandum_£LHMl entitled "Intelligence Oversight 
Board (IOB) Matter,I | Division, IOB Matter 2006-
484." (U) 

b2 
b7E 

This LHM sets, forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations-. (U) 

Snclosure 

of CmpJ oftoGca/ Coua. i oflntelL. Pòh. Atti. \ t -
ofProCRap. 
MJBXL 

- Ms. Thomas 

nty. «s*. 

M r J — — I _ 0_ N 
278-HQ-C1229736-VIO — [ l l O 
Inspection (IOB 2006-484) 

S 

b6 
b7C 

Hofmanrf-IOB-865 
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DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

( U ) 

(Si 

SEC^T//ORCON/NOFORN 

ÏNTËLLIGENCE-ûSZEESIiàHiC BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2006-484 (Ü) 
b2 
b7E 

The Federal Bureau of Investigation ("FBI') has determined 
that anions t-.alti>n hv 
during al 
reportedtotheIOB; 

On I 

reau Q, 
EBlLal 

I 
Division ] b2 

b7E 

I K 
of a United States Person should be 

authorized 
Tteft 

initiated [ 
a United States Person. On 

1 

(S) 
lor 

produced by thef 
I that. 

registered by[ 
I t-h» anpnt; noticed some results being 

including L 

X 
1 examined the 

The Office of the General Counsel has referred this matter 
to the FBI's Inspection Division for action deemed appropriate. 
The Office of Intelligence Policy and Review (OIPR) has been 
advised of the overproduction. (U) 

ID) X 

IT//ORCON/NOFORN 

bl 
b2 
b4 
b 6 
b7c 
b7D 
b7E 
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b2 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

I-

October 3, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725,17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is"a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-479." <U) 

' The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(0) 

Enclosure 
1 - 278-HQ-C1229736-VIO— 

NtfonriSee.. 

TraMng. 
08. oi E EOA OS.o(PiMc 
t Cono. AH*. Director-« Office 

Hofmann-IOB-867 

MAIL ROOM a 



Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Director 
Qepsîy Director. 

CrLulr.V, 
CJiS. 
finance. 

.GaCc iaa 

.Info. Res, 

_l|(spectioiL_ 
laboratory. 

.Trainî  
.Off. oi ££0 

Affairs 
Off. of Public & 
Cor.g.AIfs. 

^S^et f Hofmann-IOB-868 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(5) 

(U) 

(U) 

S E b ^ T 

INTELLI RSIGHT BOARD MATTER 
FIELD OFFICE 

IOB MATTER 2006-479 (U) 
By electronic communication dated August l 

2006, the Federal Bureau of Investigation (FBI), \ I 

(5) 
(S) I 

9 , 
Field 

Office, reported a nng<H.hle .Intelligence Oversight Board (IOB) 
matter. On I L Hift FBT ongngri a I I 
I .... [who was then pnrtaftoH i n frofman»_e0ptact With tfae I ~l tO the 

Letter (NSL) was issued for his 
On 08/08/2005. a National Security 

X On 
information from [ Tfïïe 

(S)-

(5) 

after receiving the requested 
e case agent noticed a 

typographical error in the issuance of the NSL. The NSL 
rgqnASigri informationfori | not 

As a result of the typographical 
information for an individual other " S T T ü r l 

than! 
tne agent received ¥ 

the case agent 
d destroyed the CD of information 

Upon discovering the error, 
immediately sequestered and destroyed the 
submitted by| | After attending NSLB training 
earlier this year, she reported the incident and requested a 
legal review. 

X Here, a 
accidental 

typographical error on the FBI resulted 
J of information. Based upon our m an 

analysis, in accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, 
must be reported to the IOB. 

mistake 

Deïive4fr9BW--G^ 

SEC 

b2 
blE 

bl 
b2 
b4 
h 6 
b7C 
b7D 
b7E 

bl 
b4 
b7D 

b4 
b7D 

b2 
b4 
b7D 
b7E 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
OH 07-01-2010 » 

October 19, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 ' - -
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for yo.ur information is a self-explanatory 
memorandum entitled xxIntelligence Oversight Board Matter 
2006-477." (U) . • 

* The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 

• FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
<0> 

Enclosure 
* 

/?3> 278-HQ-C1229736-VIO— I t O o 

Niton* S«c.. Pmonml TnWna O8.0IEEOA Oe.ol Putte & Cong Aga. (*«**•» o<r*» _ 
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Mr. Stephen Friedman 
• . . 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely/ 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice ' 
Room 5111 

1 - Mr. James Baker 
Counsel/ Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

CrLulnv. APPROVED: S 
Director 
Deputy Director. 

'lESTiM. 
„Gm . Coy R 
Jnio-Res, 

-2" Hofmann-IOB-871 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

(D) 

(U| 

(U) 

( U ) 

INTELLIGENCE—ûiiERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
IOB MATTER 2006-477 (Ü) 

11, 2006, the [ 
rennrteH f haf on I 
[ I on TT 

ÊSi" Bv electronic r.ommnnf ration (RCA dated September 
" ' 1 Field Office,I I 

I I linitiated al I 
United S f a ^ 

the 

target's| , 
I authorized L lor the 1 Thp ro foi 

data, the 
FRT ronf-ao-î HÌ 

jCS^ Due to a concern about the nature 
FBI stopped collecting on I L Ifo riismfis i-hifi ififtiiP. and 

of the collected 
Moreover, the' 
fafhH.seri that £ 

l 

Based uponl r 
collecting data from all L 

X On. collected sinceI 

] the FBI began J 

[reviewed th 
land determined that: \ 

e data 

review, the FBI ceased its collection of data [ 
Based upon this 

that 
lem a 
- onl 

X On[ problem anain Hnri nq the conversation 
1 the target'sr II ontacted tint orme d 

about the 

M 

During the same conversation.I 

b2 
b7E 

b2 
b4 
b7D 
b7E 

b2 
b4 
b7D 
b7E 

b2 
b4 
b7D 
b7E 

b2 
b7E 

b2 
b4 
b7D 
b7E 

J4ofmann-



(U) 

( U ) 

IU] 

Ü pg2 

that the 
assigned, 
again,^ 

Ito the FBI are in fact 

data, 
On 
observed 

iHnrinff a rpvisw of, the collected 

tns fctsi CèâSêd óòlleótioh of data 
1 Upon Iftarninrt of thft inconsistencies. 

- • I 

target'sr 
ability to [ 

¿ M — O n l Unformed the FBI that the 
~l does not have the 

to the target. I land the 
FBI were not aware ot tnis prooiem with the \ _ I until 
they encountered it during this collection 
work with I Itc ind a solution to the 

The error occurred on 
and the FBI has worked closely with 
from occurring in thf> future. None 
acquired data was 

The FBI continues to 
two separate occasions 

to prevent this issue 
of the unintentionally f 

y&C Here, an error on the part of I I resulted in 
the unintentional acouisition of electronic communications that 
was not authorized by the I 1 Based upon our analysis, in 
accorrianr-g wii-h t-ho requirements of Section 2.4 of E.O. 
12863, | _|mistake must be reported to the IOB because 
the surveillance resulted in the unintentional acquisition of 
data that was not authorized to be monitored under the Foreign 
Intelligence Surveillance Act or Executive Order 12333. 

b2 
b4 
b7D 
b7E 

b2 
b7E 

b2 
b4 
b7D 
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b2 
b4 
b7D 
b7E 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
J* • O N 0 7 - 0 1 - 2 0 1 0 

November 43/ 2006 

BY COURIER 

K 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 502.09 
.New-Executive Office Building 
725 17th Street, Northwest 
Washington/ D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
mpmnranrinm entitled "Intelliaence Oversight Board (IOB) Matter, 

[Field Office/] |Resident Agency, IOB Matter 
2006-475." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 

• The Attorney General's Guidelines for FBI National Security 
Investigations- and Foreign Intelligence Collection and/or laws. 
Executive Orders, or.Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
•investigations. (U) • 

Enclosure 
b6 1 - Mr. Hulon ' 
blC 1 - Inspection /TOR 9 n 0 f i - 4 7 M 

1 - Ms. 
278-SQ-C1229736-VIO—(oO«S 

CNdA 
SUM OS.otG«a 

Training OHoiEEOA 
OS. ot Pubic ICimAti 
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^SEjajETT 
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Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 3 £ 
Director Gen.Co'J 
Oepirt/Oiiector Info. Res 

nnjfl«. 

inspection Tr»iftlng_ 
Laboratory 311. of 60) 
T M S e e A!!aiis__ 
ffi 3«. ot Pctfc & 
Personnel Cong. Ails.— 

2 
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DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

I 
A H INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(3) 

(S) 

(3) 

TMTH-T.T.TrSENCE OVERSIGHT 
JFIELD OFFICE, 

(IOB) MATTER 
RESIDENT AGENCY 

h 2 
blE 

IOB MATTER 2006-475(0) 

idf̂ tha 
^ The Federal Bureau of Trivetination f"FRT'M 

determined" that in conducting a| 
1 1 the FBI improperly used a Standard Forra| 

has 
on 

Release of 
nf a r 

In this case, 

was a violation of Sectior£ 

(3) (SI-

ISI 

1 The improper use of the Release 
I of The Attorney General's 

Guidelines for FBI National Security Investiga^^« Portion 
Intelligence Collection ( N S I G ) I n this regard, on I 
the I I Resident Agency opened al * \ol 

I rbased on .Information that 
was also the 

]because he hadEZ 
subject of an ongoing 

I 
JESI. Pursuant to the 
I had signed a Release entitling the FBI to qatner 

bl 
b2 
b6 
b7C 
b7E 

in order to[ The 
Release, by its terms, mav not- bo nspd for any other purpose. 
Nonetheless, on or about 

ïje 
with the consent of the 

Assistant United States Attorney and the case agent's training 
agent, the national security investigation case agent used the 
Releaseto obtain informationfrom! I 
for the national security case. Although the information could 
have been obtained by a grand jury subpoena and/or for purposes 
of the background check, it was improper to obtain the 
information through the Release for purposes of furthering the 
national security investigation. Thus, the matter is being 
reported to the IOB. 

Dec] 5rf: Noyem 
SE 
Noven 
sËptiEÏ 

-1016 

(U) 1 ^ W f Section ftlflntrnni^ smwoiil ano |states that all lawful techniques, excluding 
atesical search, and mail openings, may be used in 

]] Contrary to that provision, the Release was used 
b2 
b7E 

m a manner that was not in conformity with its terms. 
H o f m a n n - I O B - 8 7 6 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

November 24, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725" 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-317." (U)-

The memorandum sets forth details of 'investigative 
activity which the FBI' has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 

; laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure , 
1 - 278-HQ-C1229736-VIO — t £ 3 5 

Training 
O L d E E O * 
00.0t Pubic 

tCona.AH. 
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p g 2 • * 
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
.information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED; 

timi ce 
Gen. 
Mo. Rei 

Director. 
towòimòr 

Tubing 
Off. of fio" 
Atliis 

CotyAffs 
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["DATE: 07-01-2010 
! CLASSIFIED BY 65179DMH/PLJ/CC 
! REASON: 1.4 (c) 

DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE_Q2ERSIGHT BOARD (IOB) MATTER OVERfiTflH' 
I It 

(S) 

DIVISION 
IOB MATTER 2006-317 (U) 

By electronic communication dated April 18, 2006, the 
Federal Bureau of Investigation (FBI), I "1 Field Office, 
reported a possible intelligence Oversight Board (IOB) matter. The 

n I [ the FBI ¡initiated a 

b2 
b7E 

FBI reported that, on I 
1 The 

E 
was properly 
as neither extended until it expired onf 

extended nor converted tc| as required 
by The Attorney General's Guidelines tor FBI National Security 
Investigations and Foreign Intelligence Collection ("NSIG"), prior 
to its expiration. 

fef Prior to the expiration of thel I the FBI filed a 
I ^ Ion the 

bl 
b2 
b6 
b7C 
b7E 

(sj captioned subject, and had the subject's [ 

OS. 
followingtheexpirationofth< 
subjected to a secondary inspection upon 
United States aft^r thg <=>xniration of the 
caused hv I 

• I Trpstilts were obtained outside the authorized 

was subsequently 
arrival into the 
The_ssarch was 

since 
The search was 

]wnen thel I expired. 

bl 
b2 
h 6 
b7C 
b7E 

FBI's mistake must be reported to the IOB. 
(U) 

matter 
(Ü) 

' X ' to th 
The Office of General Counsel ("OGC") has reported this 
e FBI's Inspection Division for appropriate action. 

Hofmann-IOB-879 



DECLASSIFIED BY 65179DMH/FLJ/CC 
ON 07-01-2010 

November 15, 2006 

* BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New' Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

» 

This letter forwards for your information a self-; 
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2007 492 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

Q ) - 278-HQ-C1229736-VIO — ¿ g H Q 

Dtp. D i r _ CNetó« Staff 
Off. o( Gen, 
tea. Wr.;_ 

CrtfTLlny, _ 
CJIS FIn»no»_ 
Wo. Ret. _ 

Ub. NaSonilSec.. 
Training O8.0ÎEEOA 

OS.otPubGc 
4 Cono.AJU. 

Director's CXTce 

H o f m g n n - I O B - 8 8 0 

_ M I L K O O M O 
f O I / O O J 



• # 
Should yocrer any member of your staff require 

additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

APPROVED: 
Director 
OepatyCirectcr_ 

Crtulnv, 
CJ1S. 
'inn ci, 
.Gen.Cotws* 
.Info. Res. 

S^CBET 

"2" Hofmann-IOB-881 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c, d) 
DECLASSIFY ON: 07-01-2035 

( Ü ) 

» SECRET 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
LWHERE SHOWN OTHERWISE 

INTELLIGENCE OVRRSIGHT BOARD (IOB) MATTER 
FIELD OFFICE „ 

( Ü ) 

IOB MATTER 2007-492 
h 2 
b7E 

(5) 

(3) 

X Invest 
that- Hi visi r>n ' sf 

The of the Federal 
Bureau of invesHnation has rgnnrteH an error an mniimnHnn with 

1 Tn this regard.I 
on the 

were! 
As 

[to by 
soon as tne error 

I the original 
Headquarters for sequestration/ 

th 
Vnnwn E 

Twhich 
1 1 J 

bl 
b2 
b7E 

was forwarded to FBI 
the recorded materials and all 

in question will be deleted from all FBI systems - and databases 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

SECRET 

1 

1 

SEXTET 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
OM 07-01-2010 

V 

October 25, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman • 
Intelligence Oversight Board 
Room 5020 
New' Executive Office Building 
725 17th Street, N.W. 
Washington/ D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 273 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

(1)- 278-HQ-C1229736-VIO— f f H A 

Dep. Dir. CNrfcl sua 00.«fG«a 
Crimlrw. CJtS 
Flftano* 
Mo.Ru. 
msj> 

NtSonalSoe. Personnel Training OlMEEOA (XLotPkMe tCona-ABi. 
OrKtOftCOoa IU.IL ROOM ¿ D 

-ftnrivori frnm: Mult-'plft 
Jtnrl ami i fa •"' f i n r 

^sgeagor 

Hofmann-IOB-&83 



Should yocWr any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 511.1 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

M O V E D : äs,nv' 
f b ^ M e m 
S ® ! ^ 8 " $*? 

-2" Hofmann-IOB-884 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

S E ^ E T 

— 1 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER H f I JFIELD OFFICE 

(S) The 
IOB MATTER 2006-273 

Field Office £ 

(U) 

(S) of the Federal Bureau of Investigation has reported an error in 
conjunction with that division's 

I Tn this regard, the entity witli 

] 
and 

: i 

I 

l-ir>o*-oâ  pf mor-ol y 
As soon as the 

effort to purge its databases and recall any intelligence 
products that may contain the I |information. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

T 

h 2 
b7E 

bl 
b2 
b4 
b6 
b7C 
b7E 

Da 
tssify on 
SECRET 
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* DECLASSIFIED BY £5179DMH/ELJ/CC 
ON 07-01-2010 

S E C R E T 

November 13, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
.725 17th Street, N.W. 
Washington, D.C. 20503 

• 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead mAmrvrawHiim {t.hmI . Ant-.-it-.igH " Intelligence Oversight 
Board (IOB) Matter, \ Division, IOB Matter 2007-506.• 
(U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

)ircc<ot. Udl , 
ÎDt B ntdL_ 

JES. 
.Sov. 
ten.. 
iln., x 
Res. •Enclosure 
Tech.. iitwy. ofCocj.Af&. oftheGea Cool. oflotdL PuKAffi. ofProtRcjp. _ MpoL 

1 - Ms. Thomas 

278-HQ-C1229736-VIO — l%Cf<0 
Inspection (IOB 2007-506) 

] 

ISSIFIED WHEN, 
DETACHE 

EFIED ENCI 

b6 
b7C 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Enclosure 

. 1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department o£ Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Oepcf/Oirector. 
Director 

M O M : 

r 

Oif.cfEEO 
AHùs 

Training.; 

\__^Hofmann-IOB-887 
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DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
LWHERE SHOWN OTHERWISE 

(Ü) 

(S) 

(S) 

seôj^ÊT 
INTRT.I.IGENCE OVERSIGHT BOARD (IOB) MATTER 

[DIVISION 
IOB -MATTER 2007-506 (U) 

The Federal Bureau of Investigation ("FBI") has determined 
that actions taken'by FBI's 
a 
to the IÖB. ^ S ^ 

during 

In 
I 

of a United States Person should be reported 

initiated aI 1 
_ | of. United States Personsf 
_| Tnere is no indication in the case file that Fèl I 

Headquarters (FBIHQ) was ever notified that the matter was opened 
as a| 

iquarters 
O X 

Phel I exnired on f 
However I 1 without being extended. 

X 
Per thef 

Charge (ASAu) wno oversees IT matters inf 
open[ 
that there are no otherf 

Assistant Special Agent in 
Iwill review all 

]to ensure 
[ I |has no reason to 

believe that there are. In addition/I Iprovides mandatory 
training to all personnel conducting international terrorism 
investigations. This matter will be discussed during that 
training/ and supervisors again will be advised to closely monitor 
all open investigations and set appropriate ticklers on those 

(U) investigations. 
The Office of the General Counsel has referred this matter 

to the FBI's Inspection Division for action deemed appropriate. (U) 

ID) X DeslÄes±fy<:Di«— 

b2 
b7E 

b2 
b7E 

bl 
b2 
bo 
b7C 
b7E 
bl 
•b2 
b6 
b7C 
b7E 

b2 
b7E 

Slj^RET 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 07-01-2010 

V ' . 
y 

November 20, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive 0££ice Building 
725 17th Street, N.W. 
Washington, D.C. 20503 . 

Dear Mr. Friedman: 

Enclosed £or your information is a self-explanatory 
letterhead mpmor-andtim (TiHMl . ̂ nt-i t-i"intelligence Oversight 
Board (IOB) Matter, 
586." (U) 

Division, IOB Matter 2007-

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

7r/a. >im. „ 
JSS. 
• Serr. 
MdL. 
i lav. 1 

-Enclosure 
Tech., 
otory. 
of Coos. Affi. _ 
of the Geo. 
Coat, «ti¡tei 
FrinASi. 
of Prot Rnpy ___ 

ny 
.'EEOA 

1 - Ms. Thomas b7C 
A D . _ _ I I 

» L - Mr. I I 
rlJ- 278-HQ-C1229736-VIO l^Hù 

Inspection (IOB 2007-586) 1 - Hofmann-IOB-889 
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Mr. Stephen Friedman 

^Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED: S T 
finance. 

Director Gen.CoM 
Oepoty Director Into. Res, 

3^®^ÎHofmann"IOB"890 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(HI 

(S) 

( U ) 

INTELLIGEHCE_Q2EESI2HS BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2007-586 (U) 

The Federal Bureau of Investigation ("FBI") has determined 
that actions taken bv FBI'si I Division 
during a 
reported to theIOB. 

lai 

] jof a United States Person should be 

initiated a f 
^ ^ of United States Personf 

Review of the file showed that when thel 
acting SSA wrote an incorrect! 

This! 
On 

M 
1 

Based on the| 
/'Joa Ciww^*.* Inn g\ 

the I [was extended. 
however, the FBI's 

Hatahape recorded the expiration date 
the case agent submitted to 
of th Shortl f thereafter, EC 

FBIHQ an EC reguesting an extension 
FBIHQ contactedl I and advised that the 
requesting the extension was premature, and the investigation was 
not due for extension I [ However, without the 

then charged the EC requesting case agent's knowledge, 
an extension out of the case file. On[ ] the case 
anonf. riigcnyereH that Serial 24 had been charged out of the file on 

and no extension had heen granted. Investigative 
activity was conducted after the • 
Federal Grand Jury Subpoenas were issued and served and| | 
I I All investigation h^s bpen terminated 
until resolution of the potential IOB violation. J)®^ 

The Office of the General Counsel has referred this matter 
to the FBI's Inspection Division for action deemed appropriate. 

ID) X Docla*®±£y"~Öttr— 

b2 
b7E 

h 2 
b7E 

bl 
b2 
b6 
b7C 
b7E 
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i 
^ DECLASSIFIED BY 65179DMH/PLJ/CC 

J ^ i ON 07-01-2010 ^ # • W 

November 3, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 

- New Executive Office Building 
725 17th Street, N.W. 
Washington/ D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self,-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 433 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign-Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
278-HQ-C1229736-VIO— 

^CLASSIFIED WHEN 
DET2 
CLASSIFIED 

TndHng__ 
OS. ot EEQA 
Ofl.o« Pubic 

«Cong. 
DireaortOeic« 

Hofmann-IOB-892 
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m ' - ¿ i 
Should yoc^r any member of your staff ^puire 

additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience, 

t 
Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

APPROVED: ^ 
Oil trior 
DepuvOitector_ 

OiS. 
finance. 

.GM.CMBSÌI 
JnlaRes, 

-2" Hofmann-IOB-893 



DECLASSIFIED BY 65179DMH/PLJ/CC 
OM 07-01-2010 « r SEJS^ÉT 4 

( U ) 

( U ) 

INTËLLIGENCE-ÛSffiSSIGHT BOARD (IOB)' MATTER 
I IFIELD OFFICE . 
Î Ô B M A T T E R 2006-433^I< 

The Field Office 
Federal BtfreaU of investigation has reported | 

of the 

b2 
b7E 

b2 
b4 
b7D 
b7E 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

îfërxved^jgrogu^:— 
DaolasSiiyo*rr—25X1 

Hofmann-IOB-894 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ION 07-01-2010 

November 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 . 
New Executive Office Building 
725' 17th Street, Northwest 
Washington, D.C. 
Dear Mr• Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-585." (U) . 

The memorandum sets forth details of investigative 
activity which the FBI% has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
•<U) 
Enclosure 
1 - 278-HQ-C1229736-VIO — 

Training 
OtLoiEEOA 
OS.tfPuMe 

& Ceng. 
OnetoCtOSk» 
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Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (Ü) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

'MOVED: 
Director 
Depaìy Director. 

CrimM 
WIS. 
Final«. 

_Gîft.Co!r.Sil 
.Info. Res. 
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DATE: G7-01-201G 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) I 
DECLASSIFY ON: G7-G1-2G35 I 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
iWHERE SHOWN OTHERWISE 

(S) 

(S) 

[SJ 

( S ) 

( U ) 

( U ) 

( U ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
IOB MATTER 2007-585 (U) 

• 

Bv electronic communication (EC) dated October 
16, 2006,^thel "|reported THIS NOT-ENF-IA! TOR 
matter relating to an investigation which utilizes [ ] 

conducts"! 
1 Pursuant to~[ 

]in the [_ 

"|approvyd 
~ \ the 

C ]authorized the use of with the 
understanding that the FBI would commence recording only upon 
determining a 

T 
has been 

disconnect the 
Iwas reguired to ] 

t 

imr.n a 1 
r I Ĥ uOTTOr- pn 

]when th 

[ 
was 
off 

terminated. Approximately 
I 

3 Jofl Qait 
Upon realizing thatl | 

errr>r was discovered 
ofl î 

] promptly took 
improperly collected media, and to notify 

neither 
steps to sequester the 
FBIHQ, DOJ 01PR and Ultimately the FISC. 
uploaded nor even reviewed erroneously collected recordings, 

may have 
This error was an administrative oversight, which 
affected bv the late hour of the day. The Agent 

responsible for the I Iwas counseled about the importance of 
adhering I I and has in 
turn, developed a guide to ensure this error does not occur 
again. 

^S^ Based upon our analysis, in accordance with thft 
reporting requirements of Section 2.4 of E.O. 12863, 
mistake must be reported to the IOB because the surveillance 
resulted in the unintentionalT ~1 not authorized 
Under the Foreign Intelligence Surveillance Act or Executive 
Order 12333. 

h 2 
b7E 

bl 
h 2 
b7E 

bl 
h 2 
b7E 

bl 
b2 
b7E 

b2 
b7E 

•b2 
b7E 

b2 
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DECLASSIFIED BY É517 9 UCLP/PLJ/JN 
ON 07-01-2010 

November 19, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New.Executive Office Building 
'725 17th Street, Northwest • 
Washington/ D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) Mat'ter, 

Field Office, IOB Matter 2007,-568.." (U) 

b2 
"b7E 

This memorandum sets forth details of investigative • 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National,Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, òr Presidential Directives which govern" FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b2 
b7E 

1 - Mr. Hulon 
.1 - Inspection (IOB 2007-568) 
1 - Ms. 

- 278-HQ-C1229736-VIO— 

b6 
b7C 
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""SECSE®-

Mr. Stephen Friedman 

Should you or any member of your-staff require , 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED: 2 T 
finance. 

Director Gen.Coiinsî! 
OepuìyOirecìor Into. Res. 

- 2 -

SECRBSL 
-2" Hofmann-IOB-899 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
LWHERE SHOWN OTHERWISE 

Mr. Stephen Friedman 

DATE: 07-01-2010 
CLASSIFIED BY 6517 9 UCLP/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-01-2035 

¡) 

INTELLIGÇNCE_Q2ERSIÇHT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-568(Ü) 

The Federal Bureau of Investigation ("FBI") has 
Hot-ormincrf t-hat- in conducting ai 

the. FBI ]field office [ 
1 on 

raiisa CO pittfflptly notify FBI Headquarters and the Office of 
Intelligence Policy and Review (OIPR) of the opening of the 

[ investigation. The failure to provide prompt notification of the 
was a violation of Section \_ \ of 

The Attorney General's Guidelines for FBI National Security 
Investigation? and Foreign Intelligence Collection ( N S I G ) I n 
this renard, on a 

Per the lì initjLflt.fìdl an 
SIG, 

required to submit to FBI Headquarters a notice of 
|within ten working days, that is, by 

Such notice would be sent by FBI Headquarters to the Office of 
Intelligence Policy and Review (OIPR) for the purpose of allowing 
OIPR the nnnort-nn-i t-v Lt-r> provide oversight of the investigation. 

was 

However, I 

via an LHM dated 
dated [ 

i failed to submit an opening notice until J ait-hrm<?rr'r>TPR ro^iv<aH notice of the investigation 
a lapse of almost two years. By EC 
] reported this matter as a possible 

IOB violation. Because of the considerable time lag in reporting 
the initiation of the investigation, OIPR was deprived of its 
ability to provide oversight of the investigation. Thus, the 
matter is being reported to the IOB. jtS^ 

b2 
b7E 

bl 
b2 
b6 
b7C 
b7E 

S E C R E T 

I®) 1 SectionH I requires that upon the opening of an 
investigation, the field office must give notice o£ such investigation to FBI b2 
headquarters within 10 working days. Thereafter, FBX headquarters is required b7E 
to notify OIPR of the investigation within ten days of its receipt of the 
notice. 
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DECLASSIFIED BY É5179 UCLP/PLJ/JN 
ON 07-01-2010 

November 19, 2006 

' BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board • . . 
Room 50209 
New .Executive Office Building 
725 17th Street, Northwest ' 
Washington* D.c. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
mpmnrrfnriiHii enfifieH "Intèlligence- Oversight Board (IOB)- Matter, 

Field Office, IOB Matter 2007-571..", (U) 

b2 
b7 E 

This memorandum sets forth details of investigative 
activity' which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National .Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern"FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
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"UnOfiET. 

Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, .an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable.Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 
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ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE S E ^ E T 

DATE: 07-01-2010 
CLASSIFIED BY 6517 9 UCLP/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-01-2035 

Mr. Stephen Friedman 

INTELLIG,EHCE_ÛJZEBSI^HT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-571(U) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting a I I nn 

the FBI field office 
failed to promptly notify FBI H e a d q u a r t e r s and the Office of 
Intelligence Policy and Review (OIPR) of the opening of the 
investigation. The failure to provide prompt notification of the ire to provide prompt notine« 

J was a violation of Section [ 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG1 

of 

initiated an this regard, on | | initii 
investigation of the subject. Per the NSIG, [ 
reouired to submit to FBI Headquarters a notice of 

In 

within ten working days, that is, by 
Such notice would be sent by«FBI Headquarters to the Office of 
Intelligence Policy and Review (OIPR) for the purpose of allowing 
OIPR the 
However, 

n n n n r h i n i l - v 

9-
v i a a p T.HM riafeHI 
d a t e d 

to provide oversight of the investigation, 
failed to submit an opening notice until 

]although OIPR received notice of the investigation 

Î lapse of almost one year. By EC 
reported this matter as a possible 

IOB violation. Because of the considerable time lag in reporting 
the initiation of the investigation, OIPR was deprived of its 
ability to provide oversight of the investigation- Thus, the 
matter is being reported to the IOB. 
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SEÎ^tET 

1 Section I I requires that upon the opening of an 
investigation, the field office must give notice of such investigation to FBI 
headquarters within 10 working days. Thereafter, FBI headquarters is required b 7 E 

to notify OIPR of the investigation within ten days of its receipt of the 
notice. 
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• DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 

ON 07-01-2010 

November 19, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman . 
Intelligence Oversight Board • . ' • 
Room 50299 , • 
New.Executive Office Building 
725 17th Street, Northwest ' 
Washington/ D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
momnrànrfnm n̂t-it-ioH « intelligence Oversight Board (IOB) Matter, 

Field Office, IOB Matter 2007-562." (Ü) 

b2 
b7E 

This memorandum sets, forth details of investigative 
activity, which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National.Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern' FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
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Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

JU.lie F. Thomas 
Deputy General Counsel 

1 The Honorable Alberto Gonzales 
Attorney General 
U . S . Department of Justice 
Room .5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U . S . Department of Justice 
Room 6150 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Mr. Stephen Friedman 

(5) 

SEÇ^l DATE: 07-01-2010 
CLASSIFIED BY 6517 9 UCLP/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-01-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 

IOB MATTER 2007-562(Ü) 

The Federal Bureau of Investigation ("FBI") has 
determined that iî  conducting a I 

the FBl| | field office | 
jQn 

failed to promptly notify FBI Headquarters and the Office of 
Intelligence Policy and Review (OIPR) of the opening of the 
investigation. The failure to provide prompt notification was a 
violation of Section I I of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) In this regard, on| 
initiated an it of the subject. Per the NSIG, 

1 
was rPftin'TPri t-r> g«ihm^ to FBI Headquarters a notice of 

within ten working days, that is, by 
Such notice would be sent by FBI Headquarters to the 

Office of intelligence Policy and Review (OIPR) for the purpose 
of allowing OIPR the opportunity tn provide oversight of the 
i n v e f i t - r r r a t r o n . 

•> I 
.However, 

la 1 ipse of over six months. 
failed to submit such notice 

By EC dated 
reported this matter as a possible IOB 

violation. Because of the considerable time lag in reporting the 
initiation of the investigation, OIPR was deprived of its ability 
to provide oversight of the investigation. Thus, the matter is 
being reported to the IOB. 

(U) Sectionf I requires that upon the opening of an 
investigation, the field office must give notice of such investigation to FBI 
Headquarters within 10 working days. Thereafter, FBI Headquarters is required 
to notify OIPR of the investigation within ten days of its receipt of the • 
notice. 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

December 7, 2006 
BY COURIER 

Ai 

Mr. Stephen Friedman 
Chairman ' . -
Intelligence' Oversight Board 
Room 50209 ". 
New Executive Office Building 
.725-17th Street, Northwest 
Washington/ D.C. 

• 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007r584." (U) . ' . • 

The memorandum sets forth details, o'f investigative 
activity which the FBI'-has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives -which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to our 
Internal Investigations Section, .Inspection Division, for a 
determination of whether any administrative action is warranted. 
<U) 
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OBORIMP 
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy,General Counsel 
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DECLASSIFIED BY 6517 9 UCLP/PLJ/JN 
ON 07-01-2010 

SECRET 
INTELLIGENT nwtPPSTGHT BOARD (IOB) MATTER 

( U ) 

I FIELD OFFICE 
IOB MATTER 2007-584 (Ü) 

By electronic communication (EC) dated October 25, 
ral Bureau of Investigation I I Office . 

I the United States 
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reported that, oni 

Person, 
the [ 

"Ün 
Ion 

LanthûrjLzed an 
of a non-U.S. 1 r»f a certain . 

and again shortly before the[ 

t m Degan monitoring" 
the FBI confirmed that thef 

~l SinceT lURèfl tflé 
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"EL 
- H ] On I I an FBI translator reviewed 

fmm thai- Hay and believed that the individual 
J w a s not the target. The case agent using 

was advised of this potential violation and immediately reported 
the issue to the technical squad in order to ascertain the 
current owner and 

c 

(U) A H H i f i ^ n a T T v . o n l~ 

t h a t t h ^ r 
contacte« ÎâHvisPfT 

1 

"1 also advi.qp.d that this' l h a H b e e n 

immediately I ~ . . . I 
I 1 Significantly, although! 

r » h 1 i r r a t * T r > n f r » n n h i f v t h e F B I i f t Ï Ï l 

received no notice from 
of its 
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m ^ t s C L for 

in question. In addition, . . has already or 
in the near future "will delete from all FBt-systems and databases 
all of the recorded material in question. 

( Ü ) 

ixfy'oir! 
Based upon our analysis, in accordance with the 

reporting requirements of Section 2.4 of E.O. 12863, this mistake 
must be reported to the IOB because the « n r v e y i l a n ^ e resin i-eH in 
the unintentional acquisition of ****• * g \ 
not authorized to be monitored under 
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Act or Executive Order 12333. b7E 
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