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August 11, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, DC

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorandu nti "Intelligence Oversight b2
Board (IOB) Matter, i IOB Matter 2006-367." (U) b7E
The LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, BExecutive Orders,
or Presidential Directives that govern FBI foreign

counterintelligence and international terrorism investigations.
(V)

Enclosure
1 - Ms. Julie F. Thomas : ] b6
1 - Ms.L | b1ic
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1 - Inspection (IOB 2006-285)
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Should you or any member of your staff require additional
information concerning this matter, or oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General

US Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
US Department of Justice
Room 6150

a1, of Public &
[HTT) N—

Spcnet

Hofmann-I0B-811
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INTELLIGENC 'IGHT BOARD (IOB) MATTER b2
| DIVISION b7E
2006-367 (U) |

Investigation of this TOB matter has determined that,

on| the | Division of the FBI| L.
opened a| 5
The | |
determined it would not seek to| | but
rather would | |
subject in| | however,
after thel | had clearly expired, the

[Special Agentl |

|was

b2
b7E
Special Agent. On| |the Special Agent again
|
| The FBI is reporting Chis
matter to the IOB as the] occurred after
the | |[had expired. Since thel| |

ihad expired, then the| |

were in contravention of the Attorney General Guidelines for FBL
Foreign Intelligence Collection and Foreign Counterintelligence

Investigations. In addition to reporting this matter to the IOB,
it has been referred to the FBI's Inspection Division for action

-deemedwapprepriate:IS(:

e
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September 7, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-391." (U)

* The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPR(WED' Crim. Inv, Inspectlon, Tralnlng.

v G5 Laboratory, 0ff. of EEQ
“inane National Sec, Affairs

Direetor e G5, M Off. of Publc &

Deputy Dirgctor Inlo, fies) Personnel:

Cong. Alfs._ e

MHofmann-IOB-BM




DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED BY 65175DMH/PLJ/CC HEREIN IS UNCLASSIFIED EXCEPT

FEASON: 1.4 (£/1) VHERE SHOWN OTHERWISE
DECLASSIFY ON: 06-30-2035

SE),QET

INTELLIGENCE OVERSIGHT BOARD MATTER b2
FIELD OFFICE b7z
IOB MATTER 2006~391 (U)
U)o pef By electronic communication dated June 23, 2006,
the Federal Bureau of Investigation (FBI), | | Field b2
Office, reported a possible Intelllgen.ch;m;s.i.lght Board (IOB) b7E
matter. The FBI reported that, from until
I .
ere | as
51l
= —More specifically, on | I | B7E
l.nnan.ed_a an _the nan-[1.§ P&nsanl_‘_____|
(S:' T Court
authorizedl| |
| .
() \Cx{ From| Iuntil| I b4
rd < I— b7D
I b7E
|
However, while reviewing the] materials on
D" Snhseanent dinvestigation revealed thatl |
I -~
b2
b4
b7D
b7E
{m ?,S( After _di i e mistake, |
' l rom the b2
and copied tne data to five CDs *E
for proper handling and destruction. The CDs are currently
stored at FBIHQ.
) &) Ultimately, the | I
| 7 |
l |
| _Thel | b2
! b4
b7D
b7E

[ The FB1 has since taken steps to prevent
another communication failure, however, by| |

Hofmann-IOB-815
SE}%@T
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b2

b7E
(U T \Tigi Here, an error on the part of
| -~ resulted in the unintentional acquisition of b4
information. However, because none of this information was 57D

ever attributed to any identifiable individual, it appears
likely that no preijudice occurred as a result of this error.

{T) o )8( Regardless, we conclude that, in accordance with

irements of Section 2.4 of E.O. 12863, the ba
istake and resulting overcollection by the b7D
shou e reported to the IOB.

sz&@r

Hofmann-IOB-816
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September 5, 2006

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 5020 ,

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2006 293 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

". laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U) .

Enclosure

1)~ 278-HQ-C1229736-VIO — [{( 32~

Dep.O_____ . De¥ . Multi ces
Dec i T Ju 1

tnfo. Res, }E EZ
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i Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker IIT

Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

o Crim. [nv, Inspection Training,
EPPR(B‘!E s IS ; Labaratory. Off, of EED
Finance Nationai Sec. Affairs
Director____.__ Gen. Couns M Off.ofPublick
Deputy Director Info.Re Persannel Cong. Afs_______

e

-2-  Hofmann-IOB-818




DECLASSIFIED BY £5179DMH/PLJ/CC
ON 06-30-2010
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®

IELD OFFICE b7E

INTELLIGENiE:EfijEGHT BOARD (IOB) MATTER b2

I0B MATTER 2006-293 (8)

day notification Letterhead
late. When the error was L

)8( The QField Office : of the Federal
Bureau of Investigation has reported a or 1n filing the 10-

Memorandum (LHM) almost six months
rouoht to their attention, the

oversight was corrected and

filed the 10-day notification

LHM. However, during this period, OIPR was substantially
impaired from performing their oversight function, and
accordingly, this failure must be reported as a violation.

(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.

from :
Yy OmnT

St

_SEeRET_

Hofmann-10B-819
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DECLASSIFIED BY 65179DMH/PLJ/CC
s 0N 06-30-2010

September 14, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209 :

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-411." (U)

" The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.

(U)
Enclosure

1/~ 278-HQ-C1229736-VIO— {OH2 —

Staff
Off. of Gen,
Counsel__
AssLO:
Cam.tnv. _____
cJis

Inlo, Res.

Insp.,

National Sec. __

O, of EEQA_____
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&Cang. Alts.___

* Director's Office ___
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

pg2

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gon:zales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

nspection Tealning,

APPROVED: s

oratory Jff. of EEQ
Finance tional Sec. Affairs
Director__________Gen. Souns, o Ji.ofPublick
Depuly Direclor, info. Res, Personne| Cong. At —

SEM(Hofmann-IOB-BZI




DECLASSIFIED BY 65179DMH/PLJ/CC
0N 06-30-2010

o o

INTELLIG QVERS T BOARD MATTER b2
OFFICE b7E
IOB MATTER 2006~411 (U)

1) [ }&5 By electronic communlcatlonrda&ﬁd_lﬂnﬁ_iO; 2006,
the Federal Bureau of Investigation (FBI), Field
Office, reported a possible Intelligence Oversight Board (IOB)

.dethion. The FBI reported that, on
initiated al

|[who 15 a United States ng
Person. |

Further, on | pubmitted the initial
10-day notification to FBIHQ regarding this investigation.

G

As provided 1n| Iof The Attorney
£

and Foreign Intelligence Collectlon (NSIG), a "field office
shall notify FBI Headgquarter

within ten working days of the
initiation by the field of ai |

investigation." FBIHQ first learned of the|
lon] | when[ I_FTErlsu mitted a

| However, this
[notification was one year late. Because this
notification was one year late, FBIHQ was unable to provide
meaningful oversight and review of this investigation.
Moreover, the initial 10-day notification was submitted to
FBIHQ on [ | approximately 21 months late.
Again, this late submission violated the NSIG and deprived
FBIHQ of its oversight function.

b2
| b7E

(ijwmmmwmwwwwwww;)B(; Based upon the above analysis and in accordance
with the terms implementing the reporting requirements of
Section 2.4 of EO 12863, this matter is reportable to the IOB.

Der G-
D ify on?

Hofmann-108-822
SECRET
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DECLASSIFIED BY 65179DMH/PLJ/CC
ON 06-30-2010

September 14, 2006

-~

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209 .

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your informatien is a self-explamatory

memorandum entitled “Intelligence Qversight Board Matiter
2006-410." (U) .

- The memorandum sets forth details of imvestigative

activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelinmes for FBI Foreign Intelligemce
Collection and Foreign Counterintelligenmce Investigations and/or
laws, Executive Qrders, or Presidential Directives which goverm
FBI foreign counterintelligence and internztional terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspectien Divisiom, for a
?gt):emination of whether any administrative actiom is warranted.

Enclosure

1 - 278-HQ-1229736-vio— \(2HY

- Diector's Office __

‘SBCRRT {ofmann-10B-823

MAN. ROOK (3
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 -~ The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

. Taling
nPIPR QUEB: glil"sl " boratory, O'ﬁ. of EED

Finance ional Sec. Adtaits
Director Gen. Counsel . Otf. of Public &
Deputy Director___Info. Res ersonnel,_ . Cong. AffS.

Wmann-lOB-BM




DECLASSIFIED BY 65179DMH/PLJ/CC
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INTELLIﬁENQE_QyERSIGHT BOARD MATTER b2
FFICE b7E
IOB MATTER 2006-410 (U)

- "mwmqui By electronic communication d Ju 0, 2006,
the Federal Bureau of Investigation (FBI}), Field
Office, reported a possible Intelligence Oversight Board (IOB)
violation. The FBI reported that, on

initiated al ]

b2
B7E

“Further, on| submltted the initilal

10-day notification to FBIHQ regarding this investigation.

- E?Q;.As provided in | of The Attorney
General's elines for FBI National Securl1z Investigations
and Foreign Intelligence Collectlon (NSIG), a "field office

shall notlfy FBI Headquarter in n _working days of the
initiation the field of a
| FBIHQ first learned of the] |
I'al when | ] b2

| b7E
[ However, tnis

[notification was one year late. Because this

notification was one year late, FBIHQ was unable to provide
meaningful oversight and review of this investigation.
MoreoverT_;hg_;n;;;gl_lg_gTy notification was submitted to
FBIHQ on approximately 20 months late.
Again, this late submission violated the NSIG and deprived
FBIHQ of its oversight function.

p—— Based upon the above analysis and in accordance
w1th the terms implementing the reportlng requirements of
Section 2.4 of EO 12863, this matter is reportable to the IOB.

M

Hofmann-10B-825
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0N 06-30-2010
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August 30, 2006 -~
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209 )

New Executive Office Building
725 17 Street, Northwest
‘Washlngton, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Over51ght Board Matter
2006-431." (U)

* The memorandum sets forth details of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure

@ _ 278-80-C1229736-vI0 —\ LOA

UNCLASSIFIED. WHEN

CLASSTrIED ENCTOSRE
C E
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Off. of Public
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Mr. Stephen Friedman

Pg2

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice

Room 5111

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice

Room 6150

. Grim. lov. spection, Trainlng
APPROVED: cus oy 0, o 50
Finance Vi Sec. Alairs__.
Director_________Gen. Cou - Ofi. of Public &
Deputy Director_____lnfo. Re Personnel__ .. Cong. Alfs o

%ofmann-lOB-BZ?
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SE T
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

OFFICE b7E
IOB MATTER 2006-431 (U)

iU)'““wmmwwvw;;)&(:éy electronic communication _dated July 28, 2006,
the Federdl Bureau of Investigation (FBI) :Field Office

reported that they came into possession of unauthorized material.
On May 31, 2006, the| |[Field Office issued a National

Security Letter seeking| — | pursuant to
Ele ic Communications Privacy Act (ECPA), 18 U.S.C. 2709,
TheI |Field Office | | for
| However, |
Forl_ ]Field b2
ice determine at the | was not b4
related to the subject and was provided by error | izg
Upon noticing this error, Field Office
correctly segregated and sealed the unsolicited information, The
error was committed solely | rJ. Field
Office committed no error. Nevertheless,| Field Office

came into possession of material that]| [ was
unauthorized to provide to the FBI under the ECPA. Although

Field Office committed no error itself, the mere receipt
of unauthorized material pursuant to a lawfully issued National
Security Letter is a violation that must be reported to the
Intelligence Oversight Board.

Hofmann-IOB-828




DECLASSIFIED BY 65179DMH/PLJ/CC
. . . ON 06-30-2010
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BY COURIER

September 20, 2006

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board
Room 50209 ‘
New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

" Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
Division, IOB Matter 2006-229." (U)

This memorandum sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterinteélligence and international terrorism
investigations. This matter has also been referred to our
Inspection Division. (U)

Enclosure

- Mr. Hulon
j’- 278-HQ-C1229736-VI0— L@ 5
1

- Inspection Division (IOB 2006-229) nIC
1_

) Deri ' T G-3
Cretal D Sify onr

E:__::: A ::sggggg:;
Famoanst - — . ofmann-10B-829
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1- Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

ﬂppﬂeu_ Crim Inv, Inspection Training

L IS __ Labarstory Jff. of EEQ
Finangz. AV ssonal Sze., Adfairs

Dlrector________ Gen. Cous{] R . of Public &

Deputy Dirsctor [afo, Res. . Personnel_______ Ceag.Affs._____

%7&

Hofmann-10B-830




DECLASSIFIED BY SS179DMH/PLJ/CC
ON 06-30-201(‘0
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER bz
DIVISION b7E
I0B MATTER 2006-229 (U)

IMIM stigation of this IOB matter has determined
that the Field Office initiated a

that expired on | The

subject 1s a U.S. person as that term is used in Section 101 (i)

of the Foreign Intelligence Surveillange Act of 1978. Thus,
continuation of the Dgrequired that comply with the
requirements of the Attorney General's Guidelines for FBI

National Security Investigations and Foreign Intelligence b2
Collection (NSIG). On 11/15/2005 and 11/16/2005,_JNational 3¢

Security L ssued for the subject's financial
data. On discovered that the lhad expired
and requested an extension from FBIHQ on]| | The

extension was approved. No new investigative techniques were
conducted in the period after ______ Jnoticed that the case had
expired and before it was renewed. Nonetheless, serving NSLs
five months after the[  _Jexpired was a violation of the .

The NSIG requires that a national security investigation be open
on a subject before investigative techniques may be used. 1In
this case, the[::]had not been renewed and the NSLs were issued
without proper authorization. This matter has also been referred
to the FBI's Inspection Division, Internal Investigations
Section, for appropriate action.

erd from - =
D y om:

Mﬁann-lo&eﬂ




ON 06-30-2010

DECLASSIFIED BY 65 MH/PLJ/CC W

‘e ‘ - .

September 20, 2006

BY COURIER
b2 i
Mr. Stephen Friedman b7E
Chairman ‘ '
Intelligence Oversight Board
Room 50209
New Executive Office Building
725 17" Street, Northwést
Washington, D.C.
Dear Mr. Friedman:
Enclosed for your information is a self-explanatory
fmmnuzumhpxentitled “Intelligence Oversight Board (IOB) Matter,
Division, IOB Matter 2006-393." (U) .
This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
. The Attorney General's Guidelines for FBI National Security
" Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)
Enclosure
@ 278-HQ-C1229736-VI0 — (a5 &
SIFIED
DETACH '
IFIED ENCL
Oep.Dir____
Chiet &
Stalf,
Off. of Gen.
Counsel_______
Asst.Dk.:
Crm. lnv.
s
Flnance _______
info. Res.
- S— SEeRET
Pacsamna , Hofmann-IOB-832
Training
Off.of BEEOA ___
Off. of Public
&Cong.Alfs.__ FBI/ DOJ

* Diractor's Offica ___ KAIL ROOK T
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Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Training ,
2it. of EEO

Attales

i, of Publle &
Cong. Afs,

APPROVED: s

Finance
Director, _.__Gen.CounsEQ;
Depuly Director Info, Res. L

E ;ofmann-IOB-833




DATE:

ALL INFORMATION CONTAINED
06-30-2010

HEREIN IS
CLASSIFIED BY 651?91)111{/.0 ‘ T 15 UNCLASSLFIED EXCEPT
REASON: 1.4 (c

WHERE SHOWN OTHERUWISE

DECLASSIFY ONe 06-30-2035
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 5
[ , FIELD OFFICE LIE
2006-393 (U)

he Federal Bureau of Investigation ("FBI") hag

i i I§*<§ in conducting a ) |of] I
‘ {§) - the FBI improperly used a Natlonal Security Letter

| {8y -

(8)

| which
was not related to the investigation. Thed | was due

r:n_a_mistﬁke in the NSL in identifying | —Jof
: was intended to be the i

: subject of the
request. The was a violation of | | of

The Attorne lines for FBI National Security

Investigations agg_gggggggjl‘ i ce Collection (NSIG).! 1In bl
.this regard, on ed af ] b2
| _lin ordér to identifw and his association with b4

Known | I b7D

] bTE
i [ During the course of the

investigation, issued a National Security Letter (NSL)

pursuant to_the ectronic Communications Privacy Act, 18 U.S.C.
IS 2700, tol for | | of a

[ffitended to be identified as that of the target.
Instead | was

in tly wrltten, thus, the information recurned Iroml I
| i of a wholly unrelated

| The error was discovered upon receipt of the
1nformat10n, and | was not reviewed nor

used for any investigative purpose. | | had been

sought through the NSL. Despi ] rtent nature of the
mistake, the fact remains thati has
improperly collected on | Junrelated to an
investigation. Thus, the matter is being reported to the IOB.

ived from: G-3
Declassi T 2016
SECHET

m%%"w““i;ﬂg(;Section V.12. authorizes use of National Security Letters in
confor

ity with 18 U.S.C. § 2709 (relating to subscriber information, toll
billing records, and electronic communication transactional records). The
statute requires that information sought is relevant to an authorized national

security investigation. Hofmann-IOB-834

SEC\X:T




DECLASSIFIED I‘BY 65179DMH/PLI/CC
ON 06-30-2010

L 3 . .‘ .

September 21, 2006

BY COURIER

Mr. Stephen Friedman

Chairman _

Intelligence Oversight Board
Room 50209 :
New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory bz

im entitled “Intelligence Oversight Board (IOB) Matter, b7E
Eield Office, IOB Matter 2006-306." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National Security

- Investigations and Foreign Intelligence Collection and/or laws,

" Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1l - Mr. Hulon

1 - Inspection (I0B 2006-30@.) SIFIED b6
1 = Ms.l | - DETACH : b7cC
@- 278-HQ-C1229736-Vio— |[lg D * SIFIED ENCLO

cim.lnv. ; from : G-

Lab.
Persomnel , - :Hofmann-IOB-835

& Cong. Afts, . FBI/00J
* Director's Office MAIL ROOM (]




Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr., James Baker .
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPROVED; Eit——Jisin____Totg___

Adoratory_____ O of EEQ

Finance Nagtional Sec. Aftairs,
Dlrector.'___sen. Cou it of Public &
Deputy Director_____|nfo. Re Personnel Cong. Afis,_
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ALL INFORMATION CONTAINED
DATE: 06-30-2Q10
CLASSIFIED BY 65179DMH/PLJ/CC WPEQER;HS;;];W EIL]I;:::J;.;:D EXCEFT
REASON: 1.4 (c) .

DECLASSIFY ON: 06-30-2035 .
szc)%r

Mr. Stephen Friedman

INTELLIGENCE QVERSIGHT BOARD (IOB) MATTER b2
IELD OFFICE b7E
IOB MATTER 2006-306(U)

The Federal Bureau of Investigation ("FBI") has
_determined that. | ]
I —

bl

jnl
L

b70D
b7E

[ Despite the Inadvertent nature ol the mistake, and

the fact that it was a mistake by | ]

| and not the FBI, the fact remains that

i tion was improperly collected on the! |
(S]mwmww[:ff?iffj. Thus, the matter is being reported to the I0B.

i from: G=
Decl i : 6
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September 22, 2006
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209 )

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

memorandum entitled “Intelligence Oversight Board Matter
2006-436." (U)

- The memorandum sets forth details of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General' Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure

@ - 278-HQ-C1229736-vio— (o 5

Dep.OF______

Chlst 6t

Ofi. of Gen.

Caunsel___.

Asst.Oir;

‘ SIFIED WHE
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be

arranged for you at your convenience.

(0)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 ~ The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPRB"ED c:mm 1 Tnspection_~___— Tralnmy_._ "
Labaratory 0Off. of EEQ
Flnance ional Sec, Adfairs
Director, Gen. Coun Oif. of Publlc &
Dsputy Dirscior, info. Res... ersonnel________ Cong. Affs .

Mofmann-m&sw




DECLASSIFIED BY 65179DMH/PLJ /CC

ON 06~30-2010 . .
® ¢

INTELLIGENCE OVERSIGHT BOARD MATTER
IOB MATTER 2006-436 (U)

b2
b4
7D
b7E

Eollected in err stered
by theg [Field Office. Further, theti;f::;:j::rField
Office will be sending the erroneously collec to the
Office of In1;glliggng_e_ﬁolicy and Review, Department of Justice.
Although the Field Office committed no error itself
I.U:.Lme.nue.c.e.i.n.Lof unauthorized material pursuant to a

must be reported to the Intelligence Oversight

Board.

MHofmann-IOB-MO




DECLASSIFIED BY 65179DMH/PLJ/CC
ON 07-01-2010

; .

September 22, 2006
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C. ~

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006+386." (U)

" The memorandum sets forth details of investigative
activity which the FBI.has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations -Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

(- 278-n0-c1229736-v10 — | 703

SIFIED WH
DETACEED
; TED ENCLOSY

Dep. Dir, . De rom . .
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 -~ Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

BPPROVED: Sinim—_ frspion__ g

. US boraloy____— 9, of 9
Direclof (;::ng:u vional Sec. Aifairs
Oeputy irecor___nfo_Re R Oii.ofPublicg
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ALL INFOBMATION CONTAINED
DATE: 07-01-2010 HEREIN I3 UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179DMH/PLJI/CC . WHERE SHOWN OTHERWISE

REASON: 1.4, (c,d) .
SE%ET

DECLASSIFY 0OM: 07-01-203S5
¢
INTELLIGENCE OVERSIGHT BOARD MATTER ) b2
FIELD OFFICE bTE
IOB MATTER 2006-386 (U)

}ﬂ% By electronic communication dated| |
the Federa ureau of Investigation (FBI), | |Field

Office, reported a possible Intelligepce Oversight Board (IOB)
matter. The FBI repaxtaed that fram

an accidental bl
(89 I “occurred in connection with the b2

b7E
>

(U} - Two days later, the error was discovered.

Bureau personnel immediately discontinued coverage

and sequestered all information gained as a resu of
The| ] This information has been reduced to CD-
ROM format and 1s being sent to the DOJ Office of Intelligence
Policy and Review (OIPR) for appropriate disposition.

(U o g Hexe, an error on the part of the FBI resulted
in the unintentional | |of information. Although
the information was gathered in good faith by Bureau personnel,
we nevertheless conclude that this incident must be reported to
the IOB.

b2
b7E

N

b
b7E

Hofmann-IOB-843
SECRET




Stephen Friedman, Chairman

®
Seeant’

September 19, 2006

BY COURIER

DECLASSIFIED BY 65179DMH/PLJ/CC
ON 07-01-2010

Intelligence Oversight Board
New Executive Office Building

725 17th Street, N.W.,
Washington, D.C. 20503

Dear Chairman Friedman:

Room 5020

This letter forwards for your information a self—eiplanatory

enclosure entitled,
IOB 2006-424." (U)

"Intelligence Oversight Board (IOB) Matter,

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the |
Attorrey General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

laws, Executive Orders, or

Presidential Directives which govern

FBI foreign counterinteélligence and international terrorism

investigations. (U)
SIFIED WHEN
DETACH
o IED EN
: - b6
1 - Ms. Thomas - Mr. Habich . b7C
1 | @- 278-HQ-C1229736-v10 — { 765

ot —— . D §ify on:
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1l - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Meion_____Ta
APPROVED: &7 o skt

Financa Hational Sec. Affairs
Director, Gen. & Wa__ - OffofPublic
Depuly Director____ Info. Res. Personnel Cong. Affs,

oot

Hofmann-IOB-845




DATE: 07-01-2010 ALL INFORMATION CONTAINED
CLASSTFIED BY 65179DMH/PLJ/CC HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (c) WHERE SHOWN OTHERWISE
DECLASSIFY 0ON: 07-01-2035

(3) -

4 o ¢

INTELLIGENCE _QVERSTGHT BOARD (IOB) MATTER "

A

DIVISION oE
TOB 2006-124 (U)

As reported by the| |Division bl

{ i llection arose during the b2
b6

rcmnm a of | | oac

L a non-United States person. b7E

(8]

ES( During the course its | I |

(g L

(3)

determined that | I
puthorized| H
e
bl
b2
b7E
b&
e b7C
contract for internet service at the new address. Philadelphia
also attempted to conduct physical surveillance to confirm an
exact date of the move.
X
P E— b4
b7C
b7D
L7E

(81 [

of this information. | |will send alll] |

| ldid not view or upload anr of the ‘
]information. Nor did make use of any i?

information and/or disks via separate communication to OIPR for
sequestration. 1In addition, it has been referred to the FBI's
Internal Inspection Section for any action that is deemed
appropriate.

Deri £ —G=
Sify om: =

,s-aﬁﬁm

Hofmann-IOB-846




DECLASSIFIED BY 65179DMH/PLJ/CC
ON 07-01-2010

L .b LS

September 29, 2006

BY COURIER =

Mr. Stephen Friedman
Chairman .
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

pear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
Field Office, IOB Matter 2006-467. (U)

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to The Attorney
General's. Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or
Presidential Directives which govern FBI foreign
counterintelligence and international terrorism investigations.
(U) '

Enclosure

1 - Ms. Thomas

1l - Mr. .
(- 278-|_HQ-TIC122 736-VIO— (‘783

1 - Inspection Division (IOB 2006-467) oL
1 - Mr. .

Hofmann-I10B-847

- Okecior's Office MAIL ROOM 3

b2
b7E
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
. Attorney General

U.S. Department of Justice

Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPROVED; cis"—

ahoratory
Finance fational Sec, Atfaigs,
Dirgelor Gen, Soun O of Public &
Depitty Direclor, Info, Res, ersonnel Cong. Affs.________

Hofmann-10B-848




ALL INFORMATION CONTAINED
DATE: 07-01-2010
CLASSIFIED BY 65179DMH/PLJI/CC HEREIN 13 UNCLASSIFIED EXCEPT

REASON: 1.4 (c) ‘ 3 ‘JHERE SHOWN OTHERWISE
'DECLASSIFY ON: 0%-01-2035 ; .
i ’
SE()Q:T
b2

INTELLIGENﬁ QVERSIGHT BOARD (IOB) MATTER b7E

|[FIELD OFFICE
IOB MATTER 2006-467 (U)

Investigation of this IOB matter has determined that on
baut FRT received information collected under a
that exceeded .the scope of -the
The | ]was due to a mistake by
| inasmuch as the

[ and, as such, the collection was

contrary to thel

g =

|defining the paramef f 4
| In this regard. the pened al |
ts)wwwmmwmwmmwmwmwwmw.| a United States Person. By

sequestered and subsequently sent to FBI Headquarters, and notice
of the mistaken collection byl __ | was given to the
Department of Justice Office of Intelligence and Policy Review.
E:fi:]reports that no copies of this data have been printed,
duplicated, and/or reproduced in any form.

This matter also has been referred to the FBI's
Internal Investigations Section of the Inspection Division for
action deemed appropriate. (U)

ived from:
1 y . —1

SEC
Hofmann-10OB-849
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0N 07-01-2010
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October 11, 2006
BY COURIER

‘Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209 :

New Executive Office Building
725 17ttt Street, Northwest
Washlngton, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-365." (U)

* The memorandum sets forth details of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section,; Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

@ 2TI-HQ-C1229736-t0— LTHO

IFIED
DETACH
IFIED ENCL
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

. pg2
‘4‘,

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

"1 - The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of Justice
Room 5111

1l -~ Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
. Training,
APPROVED: g?lnsum 3. of E0
Finance { . Atfairs :
Director , 2, of Public &
Oeputy Dirzclor—— Personnel . Gong. AflS.




DECLASSIFIED BY 65179DMH/PLJ/CC
ON 07-01-2010

N
4 ’ .

d SECRET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
|FIELD OFFICE bIE
IOB MATTER 2006-365 (U) .
1) IR m~wwé§£(; ~~~~~ By electronic communications dated May 18, 2006
=) ;, 2006, the Federal Bureau of Investigation (FBI),
| | Field Office, reported that a|_ .
initiated on a non-U.S.. Person expired on| | Due to
an administrative oversight, the| |was

Innt_nrnnexlu_ixtended. Believing that thel| _ |
had been properly extended, the FBI served
National Security Letters (NSLs) on April 28, 2006, May 2, 06,
and May 4, 2006. The results from these NSL were not analyzed,
copied, or entered into any databases. Further, the NSL results

were sealed and sequestered by the FBI.

(UJ“W““M"WMWMMMM;>3§ Under the Attorney General's Guidelines for FBI
National Secur

ity Investigations and Foreign Intelligence >
ﬁffffffi?n‘_effective October 31, 2003, al | bTE

: muet hoa initjated before an NSL may be served.
Sections Here, the
expired on| Believing that the |

had been properly extended, the FBI served| |
s on April 28, 2006, May 2, 2006, and May 4, 2006. It was

Hmmunnex_ﬁg;_:hg_Eﬁl_;T serve the NSLs in the absence of a
and thus, this matter is being reported

to the IOB.

SECRET Hofmann-IOB-852
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ON 07-01-2010
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September 29, 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Bulldlng

725 17th Street, N.W.

Washington, P.C. 20503
Dear Mr. Friedman:

This-letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(I0B) Matter, TOB 2006 288 (U)

The. enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential DPirectives which govern
FBI foreign counterintelligence and international. terrorism
investigations. (U) ‘

Enclosure

(D- Gogecizzsmssvo=(H3

Dep. O Derive :_Multi curces

Declassi T Ju 31

tsp______

Hofmann-I0B-853
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Should you or any member of your sta!! require
; additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker III-
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

Ciim. I L ti Trahning.
APPRQ\!EB‘ cals " \S;P::alo?y Or;.nof EEO

Finance inal Sec., Affairs,
Director Gen. Counsel Off. of Public &
Deputy Director____ Info, Re sonnel___. Cong.Affs

2- Hofmann-10B-854




DATE: 07-01-2010

CLASSIFIED BY 65175DMH/PLJY/CC . ALL INFORMATION CONTAINED
REASON: 1.4 (c) SE%ET HEREIN I$ UNCLASSIIFIED EXCEPT

DECLASSIFY ON: 07-01-2035 . . WHERE SHOWN OTHERWISE
2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
qu‘IELD OFFICE b7E
I0B MATTER 2006-288 ﬁ( (U
bl
Thelq Field Office of the Federal b2
Bureau of estlgatlon as reported anIex:nr.;n.snn:nnct;nn.m;T b7E
ned
- i In this regard,|
mistakenly | }
| had been expected
to be unknown to the FBI, because of

s the error became known, the] |was shut
down and the original and one copy of the tape was secured. No
one has listened to the tape.

(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.

Dezxi rom_ _:
D Yy on?
S T

sz;@m
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September 30, 2006
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209 :

New Executive Qffice Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-438." (U)

" The memorandum sets forth details of investigative
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Qrders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section; Inspection Division, for a
determination of whether any administrative action is warranted.
(0}

Enclosure

SIFIED WH
DETACHE
CLA IED ENC ‘
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Pdlicy and Review
U.S. Department of Justice

Room 6150
Crim. Ty, Inspection TN e
APPROVED: s taboraory__—— . of EEQ
Snanes A £ National See. Affairs, .
nmm“_mwwm.‘u_'&“____wuwm&
Depuly Direchv:____ lnio. A& Personnel Cong. AlfS. e =

SECRET Hofmann-IOB-857




DATE: 07-01-2010
CLASSIFIED BY 65179DHMH/PLJ/CC

REASON: 1l.4.4c) ”

DECLASSIFY ON: 07-01-2035
L4
INTEL

I SHOWN OTHERWISE
{ 1]
S%ﬁ‘#T

SIGHT BOARD MATTER
FIELD OFFICE
IOB MATTER 2006-438 (U)

;&(' By electronic communication dated
2006, the Tederal Bureau of Investigation (FBI}),

Field Office, reported a possible Intelligence Oversight Board
(108) matter! ‘The fAl fevorted that. ol 13 case
agent--in-an ted a
typographical error when issuing a national security letter
(NSL) on al | As a result of this error,
MLcibtained in error the | l

as gpposed to thel [of the | |

(&) - e

W“WWWWWWMM}S(;On the case agent discovered and
reported his ®error to his chnief Division Counsel (CDC) and his
supervisor. Immediately thereafter, steps were taken to ensure
that the information was never uploaded into FBI files or
indices.

,meﬂ,wuwm;;§{; In this case, the case agent's typographical
error.in eparing the NSL request resulted in the collection
of information unrelated to the investigation. Because this
information was immediately sequestered by the case agent and

{1

subsequently destroyed at the
General Counsel, no US person
this error. Nevertheless, we
the reporting requirements of
error must be reported to the

direction of the FBI Office of
was prejudiced as a result of
conclude that, in accordance with
Section 2.4 of E.O. 12863, this
IOB.

Hofmann-IOB-858
szxzw

. ALL INFORMATION CONTAINED
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DECLASSIFIED BY 6S51739DMH/PLJ/CC
0N 07-01-2010
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September 30, 2006

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209 '

New Executive Office Building
725 .17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-eXplanatory
memorandum entitled “Intelllgence Oversight Board Matter
2006-480." (U)

" The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection 'and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Div151on, for a
determination of whether any admlnlstratlve action is warranted.

(U)

Enclosure

.

1} 278-HQ-C1229736-vI0 — 1589
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Vo IR PRl P

be
/ bL7C

__ ¥ o SET
¢Julie F. Thomas '
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
APPR“VEB' Crim. Inv, Inspection Training
e QIS Laboratory Oif. of EEQ
Finance ational Sec. Aftairs,
Director___________Gen.Couns M____Orf.of Public&
Deputy Director_____ Info. Res Personnel Cong. Affs._____

Mofmann—lo&%o




ALL INFORMATION CONTAINED
DATE: 07-01-2010 HEREIN IS UNCLASSIFIED EXCEPT

CLASSIFIED BY 65179DMH/PLJI/CC . WHERE SHOVWN OTHERWISE
REASON: 1.4 (c) ..

DECLASSIFY ON: 07;01-203§
v SEeﬁ“{r

INTELL RSIGHT BOARD MATTER b2
FIELD OFFICE b7E
IOB MATTER 2006-480 (U)
bl
(S)On 04/14/2006, the FBI Office of General Counsel b2

received an electronlc communlcatlon (EC) from Igggggglgggh___j b7E
(8)  requestingt —of FRI File be

ipvolving a on USPER| | b7cC
{8y L | for possible reporting to the IOB.

(g }Sgln the instant case, Autfmamdiaa.e_ﬁxsm_ﬂi:S)
records indicate that theDwas first

However, as noted by the Inspection Division, at least one

serial, serial 26, contains evidence suggesting that errors

were made with regard to the reporting requirements mandated by

the Attorney General's Guidelines for National Security ,

Investigations and Foreign Intelligence Collection (NSIG). b2

ccording to sexial 26, the investigation was converted to a b7E

However, because

occurred prior to |[the date of the opening

of th1 an error is apparent.

(T) - mw;§$;Further, the ACS file contains no evidence of a
Letter Hea morandum (LHM) being forwarded to FBIHQ for

submittal to e required in case of al 1

IBgganag_NSIGJE;:f::ff:f:f;fgbrequires thatl |b2
€ reported to FBIHQ within ten days, the case ~ P/E

also indicates error in this regard as well. Finally, the NSIG

also req i;gs_annnal_ﬁeports, for filing with FBIHQ and OIPR.

See NSIG, In this case, the requirement for an

annual LHM appears to have been omitted. The lapse, in this

case, appears to have adversely impacted oversight by both HQ
and OIPR.

tUJMwmmw%“““““”“mw;)s(;In this case, we therefore conclude that, in
accordancé with the reporting requirements of Section 2.4 of
E.0. 12863, this incident should be reported to the IOB.

ived from:
Declagsi . 25X1
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED " ) P
DATE 07-01-2010 BY 651'?9DHH/PLJ/ - A .

.

October 4, 2006

BY COURIER
Mr. Stephen Friedman
Chairman
Intelligence Oversight Board
Room 50209 '

New Executive Office Building
725.17th Street, Northwest
Washington, D. C.

Dear Mr. Friedman:
This letter forwards for your information a self-

explanatory enclosure entitled “Intelligence Oversight Board b2
(IOB).MatterJ |Division, IOB Matter 2006-304." -(U) BTE

" The enclosure sets forth details of investigative
activity which the FBI- has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorlsm
investigations. (U)

Enclosure

@— 278-1Q-C1229736-vI0o — | 7 lof

SIFIED WH
DETAC
FIED EN

Personnet - . Hofmann-IOB-862
Ot ol EROA——
Off. of Publlo
&Cong. Atfs.__ R FBI/00J
* Diector's Office __ WAIL ROOM ()
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.Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General .
U.S. Department of Justice
Room 5111 :

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150 )

Hofmann-I0B-863




: ALL INFORMATION CONTAINED
- DATE: 07-01-2010 HEREIN IS.UNCLASSIFIED EXCEPT

. CLASSIFIED BY 65179DMH/PLJ/CC L OUN OTHERWISE
REASON: 1.4 (c) d . .

| DECLASSIFY off: 07-01-2035 8 -

! ’ sn%ﬁ?r

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o2
| |pIvisION ‘s
TOB MATTER 2006-304 (U)

The | |Division has reported that, due to
the error Of | | | conducted
[beyond the scope of what was authorized by

| In this

regard, on | [ in an investigation of]| ,
(8 ] as that term is used in
Section 101(i) o e Forelg ‘ illan a_Agﬁ
rLEISA). authorized I

(8)
discovered throt iew of thel [that, in b
addition to the | . 2
| |of an unknown individual were being collected. b4
The FBI contacted | |who notified the bé
FBI that | lof o7t
the land wag therefor] ] "bIE
£rom |
| the FBI was informed by |
that the problem had been repaired and
the collection was subsequently restarted. On
| | the FBI realized that the problem had not been resolved
and the had continued.
| again identified a problem and Tepaired it.

i
o wm:}s(; Immediately after first discovering the error,

the FBI nétifled OIPR and was advised by OIPR to isolate and
destroy the unauthorized collection. On| | the FBI
successfully isolated and deleted all the material b2
inadvertently collected due to] |technical b7E
problems. Because of tlie | | the FBI changed ‘the
method of collection and | |was no

longer used to collect information on the targeted account.

The error, although occurring as a consequence of a 02
technical error on the part of| | is A7E
nevertheless a reportable matter under Section 2.2 of
Executive Order 12863. (U)

De rom :
Declassi T Octo 2031

sg; %T Hofmann-I0B-864
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DECLAS3STFIED BY 65175DMH/PLJ/CC

ON 07-0;—2010 . . -
I R )
Y- R
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| ' N

October 13, 2006
BY COURIER

«

Mr. Stephen Friedman ] .
Chairman

Intelligence Oversight Board
Room 5020 .
New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman: - -

“Enclosed fd; your information is a self-explanatory b2

letterhead memorandum (THM) . entitled "Intelligence Oversight b7E
Board (IOB) Matter, Division, IOB Matter 2006-

4840' (U) ‘a T

This LHM sets. forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or
laws, Bxecutive Orxders, or Presidential Directives that govern
FBI foreign counterintelligence and international terxorism

investigations. (U) . .

,' ’ SSIFIED -
DETACH
¢ 'FIED OURE
De from:
D fy on+--x25-1
nclosure
b6
~ Ms. Thomas b7C

@9’136-‘&0-— (f)C)b ' Hofménrf-IOB-BGS

Coura,
1 - Inspection (IOB 2006-484)
enss

MAILROOM O
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o ALL INFORMATTION CONTAINED
DATE: 07-01-2010 HEREIN TS UNCLASSIFIED EXCERT
CLASSIFIED BY 65179DMH/PLJ/CC . WHERE SHOWN OTHERWTSE

REASON: 1.4 (<)

DECLASSIFY ON: 07-01-2035 . ')

szggé?//oncou/uoronﬁ

I‘NTEﬁLL,IGEN:.‘.s_omsmH::l BOARD (IOB) MATTER
. DIVISION EEE

IOB MATTER 2006-484 (U)

The Federal Bureau ?ﬁ_lnxessigaﬁion ("EBITl;haﬁ_QQEQEﬁined b2
that actfons_naken hv FRI's Division b7E

e ————

v

9~ —— v

i during a _ |of a United States Person should be
onl initiated
(3) [ a United States Person. On
. [ thel ]
authorized | i bl
5 m . bz
()~ [T reqistered Byl | "
J,:Lt.hwr_nfticed Some_results bein e
roduced by _thel |inciuding[ b7D
that, [ b7E
\/ .
/ N\ . " .
The FBI's| | examined the

bl
b2

b7E

(U] PR ><

The Office of the General Counsel has referred this matter
to the FBI's Inspection Division for action deemed appropriate.
The Office of Intelligence Policy and Review {OIPR) has been
advised of the overproduction. (U)

(U]mwwwwwwww:pni :gﬁii:::;%%%;:::ng:

.’ : saégsr/ /ORCON/NOFORN

Hofmann-IOB-866




'DECLASSIFIED BY 65179DMH/PLJ/CC

ON 07-01-2010
oW o0

-
-
Y

October 3, 2006
BY COURIER

, Mr. Stephen Friedman
Chairman .
Intelligence Oversight Board
Room 50209 - .
New Executive Office Building . .
725,17 Street, Northwest )
Washlngton, D.C.

Dear Mr. Friedman:

: Enclosed for your information is'a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-479." ()

* The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterxntelllgence Investigations and/or

, laws, Executive Orders, or Presidential Directives which govern

+ FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection va131on, for a

determination of whether any administrative action is warranted.
(U)

. Enclosure

1 - 278-HQ-C1229736-vIo— |19

t*—-—:—-— N
e it . w Hofmann-IOB-867
Tealnlng ______ ) ) .

~ Director's Office ___ MAIL ROOK (=)
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111 .

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

.

APPROVED; Siatit——fipetin Tuiy_
finaace 2 gmaj&n Affaiss

Oirector___Gen, Couag : AM.ofPublc &
Deputy Director Info. Res, 008} Corg. Alls,

W Hofmann-IOB-868
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DATE: 07-01-2010
CLASSIFIED BY 65179DMH/PLJ/CC
REASON: 1.4 (<) 3

L
ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

DECLASSIFY ON: 07-01-2035

L]

'

INTELLI

FIELD OFFICE
I0B MATTER 2006-479 (U)

RSIGHT BOARD MATTER

b2
b7E

bl
By electronic communication dated 19, b2
2006, the Federal Bureau of Investigation (FBI), Field b4
Office, rep?::ed_a_nQszble JIntelligence Oversight Boar; {(I0B) né
r. On ,_the FBI onened al pIe
ES] e o was then bIE
renaaaed_ln_fxaanan:_ﬁontact with the | Ito the
Oon 08/0£.Lm_0.§_._a_lla:.§.2nﬂ_semx;iui
Letter (NSL) was issued for his
) O: after receiving the requested
information from | [the case agent noticed a Ei
{s)mm%ngyggggaphical error in the_ issuance of the NSL. The NSL 7D
A 3 e s v e not .
[S]ww aJ As a result of the typographical
: gent received information for an individual other
ISJmmthan" L .
(mnm.memwmmmemmmg}gi Upon discovering the error, the case agent ﬁéD
immediately seguestered and destroyed the CD of information
submitted by After attending NSLB training
earlier this year, she reported the incident and requested a
legal review.
(0] oo :331: He hical error on the FBI resulted
in an accidental of information. Based upon our P¢
analysis, in accordance with the reporting requirements of ﬁgn
Section 2.4 of Executive Order 12863, | | mistake b7E
must be reported to the IOB. '

Deri from:—G=
Dec ity

SEéx%T

, Hofmann-IOB-869
SECRET




DECLASSIFIED BY 65179DMH/BLJI/CC
. . ON 07-01-2010

. . , - s 2
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Octobexr 19, 2006

~ .

. BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209 - ‘

New Executive Office Bu;ldlng .
725.17* Btreet, Northwest " :
Washington, D.C.

Dear Mr. Friedman: ' .

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-477." (U)

" The memorandum sets forth details of investigative
activity which the FBI-has determined was conducted contrary to
the Attorney General Guldelanes for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

. laws, Executive Orders, or Presidential Directives which govern

- FBI foreign counterintelligence and international terrorism
investigations.. This matter has also been referred to our
Internal Investigations Section; Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

. Enclosure ,
@ 278-HQ—C1229736-VIO~—- ( §03
SIFIED
DETACHE '
IFIED ENCL
o — . . i From: - : : o
oreTE— , Y om: 1
Asst DV '
L o
s
Firarnce ______
ho.Res. .
M——-—. C'
t*’—_ .
i | SeosET”
Personnel - P .
Training i - )
o ot e ‘ . Hofmann-IOB-870
& Cong Affs____ .
Odice __, AN, ROOK ()

FBI7/003
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Mr. Stephen Fr:.edman

Should you or any member of your staff requ;re addxt;onal
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

. chmln Inspection Tes'ing
AP PR{WEB. SRS, Lahsratory, Jitof EEQ
2nee, ' Sz, Mfairs,
Director___________Gea.Coun S offudic &
OeputyDizector____lnfo.Re Perso‘ar..l____ Corg. Affs

M Hofmann-IOB-871
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DECLASSTIFIED BY 6517 5DMH/PLJ/CC
> . ON 07-01-2010

| ® = ®

INTELLIGE JERSTGHT BOARD (IOB) MATTER
FIELD OFFICE :
I0B MATTER 2006-477 (U)

I N B electfonic communication (EC) dated Sept mber

11, 2006, the| |Fie1d Office, .

r:engxted_thanlon | linitiated 4 |
fm_arf the

!
|authorized| _of the

target's . | The service for
I.Lhn_hmnl.-m_l—was provided by

{0 ] ><

(Uymmwwwwww~wwm€}8§ Due to a concern abong_;hg_na:n;glof the collected
data, the FB fffffid collecting on Moreover, the-’
: i ig issne, and i that

Based uponl | the FBI began
collecting data from all | |

M On | reviewed t
collected since]| [and detexmined that: | |

| I_ on thi
xeview, the FBI ceased its collection of data

(M) ){ on[_ | ed about th
pﬁoblem agai iring the conversation informe
that, on the target's
h

| On| |

e

During the Tion]

:S iofmann-IOB-872

b2
b7E

b2
b4
b7D
b7&

b2
b4
b7D
b7E

b2
b4
b7D
b7E

b2
b7E

b4
b7D
b7E




(U)

.
e ®

that the| |to the FBI are in fact

assigned to thel ]
again, |
data, observed | ———
pon le: encies,
Tection of data

: ?24, On| informed the FBI that the
target's| . _Jdoes n ve the
ability t:o|_tE | to the and the
FBI were not aware of this problem with the until

() e

they encoun;gxgq it during this collectio The FBI continues to
ngk_u;th to_find a solution to theq |

The error occutfff:ff two separate occasions
and the FBI has worked closely with to prevent this issue
from occurring in rionally

acquired data was

Here, an error on the part of| resulted in

the unintentional acqulsltfon ff electronic communications that

was not authorized by the Based upon our analysis, in
accordﬁnce_mixh_the_Teporting requirements of Section 2.4 of E.O.
12863, mistake must be reported to the IOB because
the surveillance resulted in the unintentional acquisition of

data that was not authorized to be monitored under the Foreign
Intelligence Surveillance Act or Executive Order 12333.

y ——h—

js /\Hofmann-IOB-873

.

b2
b4
b7D
b7E

b2
b4
b7D
b7E

b2
b4
b7D
L7E




DECLASIIFIED BY 65173DMH/PLJ/CC
- * QN 07-01-2010 4
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November &, 2006

BY COURIER

Mr. Stephen Friedman

Chairman )

Intelligence Ovexsight Board :
Room 50209 T
.New' Executive Office Building

725 17" Street, Northwest

Washington, D.C. .

Deax Mr: Friedman:
Enclosed for your information is a self-explanatory
rmemnxandnm_fntztled “Inte Oversight Board (IOB) Matter,
Field Offlce, Resident Agency, IOB Matter

2006-475." (U)

This memorandum sets forth details of investigative
actmv;ty which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National Security
Investigations- and Foreign Intelligence Collection and/oxr laws,
Executive Orders, or Presidential Directives which govern FBI
forelgn counterintelligence and international terrorism

-investigations. (U) .

-

Enclosure .

Mr. Hulon d

msTmm_u.o.a_lzooe’-ns) SIFIED WHE
Ms. DETACHE

1
1
1
D- 278-HQ-C1229736-VI0O— [ 305 c IED ENC

Fonce Derived—¢ i G-3
‘Declassif T Noven 2016

NatoralSec, ___  ~ .
Traking Hofmann-IOB-874

Oveciors Office MAIL ROOM )

B81/003
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Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Bon&rable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

nspection Traialng

APPROVED: 52"

Laboratory, att'.q! 133
finene? Y2i RES Aitairs
Director Gea.Somn g 2. of Puble &
Oeputy Director . fnfo.Re Pasoanel _____ Cong Alls

Hofmann-IOB-875




DATE: 07-01-2010 ’ ALL INFCRMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJI/SCC HEREIN IS UNCLAJSIIFIED EXCEPRPT
REASON: 1.4 (<) " WHERE SHCOWN OTHERWIIE

DECLASSIFY ON: 07-D01-2035 ’ ’ ‘
‘ s;zﬁ%r

ENCE OVERSIGHT (I0OB) MATTER b2
. FIELD OFFICE,| RESIDENT AGENCY b7E
I0B MATTER 2006-475 (U)

The Federal Bureaj igati "FRIM) has
determined that in conducting a on
(3) -1 the FBI improperly used a Standard Form Release of
Info i i i

~JIn this case, | |

| The improper use of the Release

was a violation of Section } of The A r General's
) es fo National ity Inv j i ian
Intelli lecti IG).! In this regard, on -
the Resident Agency opened a Lot :
(SJWLSIfl _ :basgd_gn rnﬁazmat;nn that | o
1 was also the subject of an'ongg;gg_I B7C
___ |[because he hadl_ . L7E
: 3I. Pursuant to thel
(3) ~ had signed a Release entitling the FBI to gather
|
in order tol | The

Release, by its terms, mrn_nnx_hn_nsrd for any other purpose.
Nonetheless, on or about with the consent of the
Assistant United States Attorney and the case agent’s training

-agent, the national security 1nve:f1ggL1gn_g§§T_gg§n;_g§gg_§n§_j
(3]““”“Release ‘to-obtain -information--fro

for the national security case. Although the information could
have been obtained by a grand jury subpoena and/or for purposes
of the background check, it was improper to obtain the
information through the Release for purposes of furthering the
national security investigation. Thus, the matter is being
reported to the IOB.

states that all lawful techniques, excliuding
sical search, and mail openings, may be used in BTE
Contrary to that provision, the Release was used :

N a manner that was not in conformity with its terms

Hofmann IOB-876
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DECLASSIFIED BY 65179DMH/PLJ/CC
. ON 07-01-2010

i :
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November 24, 2006
BY COURIER

a

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Deap Mr. Friedman:

Enclosed for your info:mation‘is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-317." (U). :

The memorandum sets forth details of "investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

. laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(W) '

Enclosure .

1 - 278-HQ-C1229736-vIo—(835

SIFIED
DETACH
. IED EN

sun ari 2Om:
O, AGen, -
D v > '1

Personnel _____ S y
e . M Hofmann-10B-877

4Cong. ARS, ___ ‘ . - FB1/004
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Should you or any member of your staff require additional
.information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

.

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

. Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

— Fispection, ,
Director ""We a, 5‘"‘”’?“__ I of EEQ
Uepnmﬁ&‘*“cm Counse l‘ S Affals
— Y il HofPublpg — =
e Cong.ats

Mofmann-IOB-Sm




Ry, |

|
ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
WHERE 3SHOWN OTHERWISE

*DATE: 07-01-2010
CLASSIFIED BY 65179DMH/PLJ/CC

REASON: 1.4 (¢)
DECLASSIFY CON: 07-01-2035 . '
sg\a@r
INTELLIGENC?_Q&EBSIGAT BOARD (IOB) MATTER ) ’ B2
DIVISION b7E

108 MATTER 2006-317 (U)

By electronic communication dated April 18, 2006, the

Federal Bureau of Investigation (FBI), ] Field Office,

reported a possible IT.r.eu.men.cs_qus.; t Board (IOB) matter. The

FBI reported that, on Lf the FBI initiated a bl
(SJMU Y e e ngtgqiwas properly b2

extended until it expired on as neither b6

extended nor converted t as required b7C
by Attorn for ational Securit b7E

Investigations and Foreign ¥ i ce Collection ("NSIG"), prior
to its expiration.

Prior to the expiraticon of the the FBI filed a
on th
[S)'M~cap ioned subject, an the subjeckt’s gj

“following the ekpmration ofthd was subsequently

subjected to a secondary inspe arrival into the Eé

United St1:es_a£:e:_:he_exnx:anign_gﬁ_:ha The rch was b6

causeqd _bv en the[ffiexpired. b7cC

[gingel Iresults were obtained outside the authorized b7E
FBI’s mistake must be reported to the IOB.

M- - -+78q The Office of General Counsel ("OGC") has reported this
matter to the FBI's Inspect;on Division for appropriate action.
V)

Darive : G=3
Aassify On:

SE T

.

Hofmann—IOB-8?9




DECLASSIFIED BY 65179DMH/PLJI/CC
ON 07-01-2010

L.
e .
.
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November 15, 2006

' BY COURIER

Mr. Stephen Friedman

Chairman . . :
Intelligence Oversight Board

Room 5020

-New’ Executive Office Building ' :
725 17th Street, N.W. ‘

Washington, D.C. 20503 ,

Dear Mr. Frledman-

This letter forwards for your mnformatzon a self-
explahatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2007 492 (U) .

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign .Intelligence

. Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

(D) - 278-#0-c1229736-vi0 — (HHO

SIFIED
DETACHE :
FIED EN

S ' Deri s Multi as -

0d. of Gan, D ) n: Nov 31

g — . Hofmann-IOB-880

. 7817003
Okector's Otfics __ MAIL ROOM (O
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Should yogr any member of your staff !quire
% additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room $111

1 - Mx. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Deparxtment of Justice
Room 6000

APPR{WED Crim.lnv Insseetion Teino

—2 alory, M. ot EED
. rma.m 1{ #il7%na Sec. Affaits,
Director_ Gen, Souns ///7 L oif.otPubtic
Oeputy Biector___Info.Res._{ Personnel_ Cong.Afts

SEERET

~2* Hofmann-10B-881




DATE: 07-01-2010
CLAS3IIFIED BY 65173DMH/PLJ/CC SE T

REASCON: 1.4 (c,d)
DECLASSIFY ON: 07-01-2035
<

INTELLIGE L ]
1 FIELD OFF

(0) o

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

w

GHT BOARD (IOB) MATTER
CE
“IOBWMATTERWQGOJ-492%}&(:

|of t@e-Feqeral'

The|

Bureau of nves::.na.l:i.o.n_has_.:mmd_an] error l\.n_a:nnmc.r.\.nn_m.:h.l
that division's on the

(3) [ ’ | In this regard,|

(§) - werd

ry,,lh,i,g;h__I

AS sS00n as tne error

the original

Headquarters for sequestration, and ali o

was forwarded to FBI
the recorded materials

in question will be deleted from all FBI systems  and databases.

(U) This matter has been reported to the FBI1's
Inspection Division for appropriate action.

De b o

sz}(m

Hofmann-IOB-882
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DECLASSIFIED BY A5172DMH/PLJ/CC - ’
ON 07-01-2010
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- ) October 25, 2006

BY COURIER

Mr. Stephen Friedman

Chairman . - .
Intelligence Oversight Board .
Room 5020 .

‘New’ Executive Office Building .
725 17th Street, N.W.

Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitléd, "Intelligence Oversight Board
(I0B) Matter, IOB 2006 273 (U)

.
~

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence -
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

(- 278-no-c1229736-v1i0 — [PYA

o::au“: ' Hofmann—IOB-883

Director's Olfice MAIL ROCM ()
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Should yogr any member of your staff !qulre
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General

U.S. Department of Justice
~ Room 5111

1 - Mr. James A. Baker III

Counsel for Intelligence Policy and Rev:.ew
- U.S. Department of Justice
Room 6000

RPPROVED; Siim——logetn v

Laboratoy_____ 0y,
Olrector, (;:; ‘gﬁﬂ&? LW’ sec A"::LL
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DATE: 07-01-2010 ALL INFORMATION CONTAINED

CLASSIFIED BY 65179DMH/PLJ/CC SE%T HEREIN IS UNCLAS3IFIED EXCEPT

REASON: 1.4 (<) WHERE SHOWN OTHERWISE
DECLASSIFY ON: 07-01-2035 . .
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»

INTELLIF.EMBSIEHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E

I0B MATTER 2006- 273:p&(:vw~WJ

(S) The Field Office | |
of the Federa]. Bureau of lInvesti e orted an _exror in
[Sl gofijunction With that division's Co and

=
<

s:ea.d_f)f merely the Eg
s_aggn_aaiunﬁ b7C
] b7E

effort to purge its databases and recall any intelligence
products that may contain the | ii.nformation.

(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.
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November 13, 2006
BY COURIER

Mr. Stephen Friedman )
Chairman .

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W. i

Washington, D.C. 20503

Dear Mr. PFriedman:

Enclosed for your information is a self-explanatory

letterhead memorand titled "Intelligence Oversight
Board (IOB) Matter, Division, IOB Matter 2007-506."

(v)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or
laws, Executive Orders, or Presidential Directives that govern
FBI foreign counterintelligence and international terrorism
investigations. (U) .

SSIFIED WHEN ‘

DETACH
FIED ENC
) . Dexrivet =3
. De ify on: 5-1
Bnclosure b5
b7C

1l - Ms. Thomas

378-H0-C1229736-vio ~ (€ Y0 Hofmann-IOB-886

1 - Inspection (IOB 2007-506)
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman’

Sincerely,

Julie F. Thomas
Deputy General Counsel

- Enclosure

. 1 - The Honorable Alberto Gonzales

Attorney General ‘
U.S. Department of Justice )
Room 5111

.1 - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department. of Justice
Room 6150
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DATE: 07-01-2010 ALL INFORMATION CONTAINED

CLASSIFIED BY 65179DMH/PLJ/CC HEREIN I3 UNCLASS3IFIED EXCEPT
S9IFY ON: 07-01-2035
DECLASS: N .
SEQRET
INTELLIGEN ; T BOARD (IOB) MATTER b2
DIVISION : b7E
) I0B MATTER 2007-506 (U) :
The Federal Bureau o i i " " nmined b2
that actions taken by FBI's during b7E
(1) a of a United States Person should be reported
- STER
In| _ | initiated al ] b1
!of.United States Persons b2
[5] ,,,,,,, R There is no indication in the case file that I b
Headﬁters (FBIHQ) was ever notified that the matter was opened EZE
as a . !
: b1
T : I |W1§MMME.\_I b2
) T e —— i‘;c
| | 31 : bIE
Per the| hslwgﬁvial Agent in
Charge. ( in ill review all
ope to ensure
that there are no other| |has no reason to b2
believe that there are. In addition, Iprovides mandatory b7E,
training to all personnel conducting international terrorism

investigations. This matter will be discussed during that
training, and supervisors again will be advised to closely monitor
all open investigations and set appropriate ticklers on those

(U} ~~"~~---~~~~-----~i_nves-tigat-ions~.~~--§5<)<n

The Office of the General Counsel has referred this matter
to the FBI's Inspection Division for action deemed appropriate. (U)

) — >§)< M
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DébLASSIFIED BY 65179DMH/PLJ/CC’ . .
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' November 20, 2006
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building to.
725 17th Street, N.W.

Washington, D.C. 20503 .

Deaxr Mr. Friedman:
Enclosed for your information is a self:explanatory b2

letterhead memorandum (LHM) . entitled "Intelligence Oversight b7E

Board (IOB) Matter, Division, IOB Matter 2007~

586." (U) )

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security

- Investigations and Foreign Intelligence Collection, and/or
laws, Executive Orders, or Presidential Directives that govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

) SIFIED
'~ gab— DETAC
st SIFIED ENC .

Derx rom: '
Dec y oz S5-1

of the Gen. -~ Mro

Coun,

ofPotrep — 1 - Inspection (IOB 2007-586)
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. - (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Bnclosure

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Just:.ce
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice :
Room 6150

RPPROVE A

-na:.ce See . Affass
Bieclor, Gzn, Sour . of Publc &
Deputy Ditector__lnfa.Res, Personnel _ Cong.Afs,

W Hofmann-I0B-890
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DATE: 07-01-2010 ALL INFORMATION CONTAINED

CLASSIFIED BY 65179DMH/PLJ/CC - HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (¢) WHERE SHOWN OTHERWISE

DECLASSIFY ON: D07-01-2035 '
sa kg v
INTELLIGEWCE.Q!EBSIGH% BOARD (IOB) MATTER b2
DIVISION b7E

IOB MATTER 2007-586 (U)

The Federal Bureau o nvestigation ("FBI") has determined )
that acti ' Division | ] ifz
(U} ~during a of a United States Person should be '

reported to the™ IOmeM}ﬁ(

; Tnl | initiated a | |
( ] e e e e I of- UnJ.t‘.ed States Personl I

Review of the file showed chan_nhgn_zhel [ The
acting SSA wrote an incorrec
Thi
Onlr | the| was extended.
Based on the| || however, the FBI's
e recoxded the expiration date
the c ent submitted to

TBIHQ an EC requesting an extension of thqff:ff Shortly thereafter, bl
FBIHQ contacted| and advised that the EC be

requesting the extension was Q;gmggii:f and the investigation was b7C
not due for extension until However, without the b7E
case agent's knowledge,l _ en_charged the EC requesting

an extension out of the case file. On| | the case

rered that Serial 24 had been charged out of the file on
and no extension had
activity was conducted after the \d

Federal Grand Jury Subpoenas were issued and served and|
iU]wwmwl | all investigation has been terminate
until resolution of the pétentiai“IOB“vioiationu?}s{f

The Office of the General Counsel has referred this matter
to the FBI's Inspection Division for action deemed appropriate.

-m:}&(: i From :
Dac » 474 s

Hofmann-IOB-891
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. ‘ ON 07-01-2010 ) ).

November 3, 2006
BY COURIER

Mr. Stephen Friedman

Chairman .

Intelligence Oversight Board . .
Room 5020 )

- New Executive Office Building

725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(I0B) Matter, IOB 2006 433 (U) .

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign. Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U) M

Enclosure

@- 278-HQ-C1229736-VI0O~ {$5.

JINCLASSIFIED WHEN
DET, ’
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Should yo™8r any member of your staff uire

additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.
t

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker III

Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

setl Training

CimInv, pection
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finance aal See, Affales
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DECLASSIFIED BY 65179DMH/PLJ/CC

ON 07-01-2010 ‘ WT “h“

m - INTELLIGEV GHT BOARD (IOB)' MATTER b2
( | FIELD OFFICE b7TE
- 2006-433.

(0 oo The Field Office | | of the
Federal Bureal of investiqation has reported | |

b2
b4
b7D
b7E

(U) This matter has been reported to the EBI's
Inspection Division for appropriate action.

_szsemt_
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November 21, 2006
_ BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209 .

New Executive Office Building
-725° 17" Street, Northwest . '
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your 1nformatmon is a self-explanatory
memorandum entitled “Intelllgence Oversight Board Matter
2007- 585 " (U).

The memorandum sets forth detalls of investigative
activity which the FBI' has determined was conducted contrary to
the Attorney General Gu;delznes for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and intexnational terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
?8§erm1natlon of whether any administrative action is warranted.

Enclosure .

1 - 278-HQ-C1229736-VIO j~l,85 9
SIFIED
DETACH
C ED
Chist & .

From:
sa
Of. A Gen, «
D Y : Xl'

-

Persocnel ____
ey | M Hofmann~IOB-895
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Should you or any "member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 -~ The Honorable Rlberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel, Office of Intell:.gence Policy and Review
U.S. Department of Justice.

Room 6150
ﬂppnﬂuE Srim. Iy, Ifspection Trainky,
s oS 3if. ol EED
firanca___ % ) Affairs
D!{cclcr__,_____Gm Coznsel, At of Public &
DepuiyDirectos, Info.Res P Cong. Alfs,

M Hofmann-10B-896




DATE: 07-01-2010 ALL INFORMATICN CONTAINED

CLASSIFIED BY 65179DMH/PLJ/CC
| REASON: 1.4 (¢)
| DECLASQIFY ON: 07-01-2035

15)

(§)

I

1 [E—

[WHERE SHOWN OTHERWISE

X sﬁzéé?

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER : -
- [ ] FIELD OFFICE b7E
‘ IOB MATTER 2007-585 (U)

: B nic communication (EC) dated October 1
16, 2006, the reported t;ia_nnnenmmal_lﬂﬁ b2

matter relating to an investigation which utilizes bIE

m.wMmemwmm\}s{ [
— e R e —
was terminated. Approximatel -

| lap rode_
L__zgsggeas_%OI the

conducts | in the | |

E:::::::]authorized the use of[;;::]with the Eé

understanding that the FBI would commence recording only upon BTE
determining a | has been :

I | Iwwml
disconnect the |

b7E

of| Upon realizing that B2
[ | promptly took bTE
steps to sequester the improperly collected media, and to notify

FBIHQ, DOJ OIPR and ultimately the FISC. neither

uploaded nor even reviewed erroneously collected recordings.
AW;IS{:This error was an administrative oversight, which b2

may have been affec the late hour of the day. The Agent bIE
responsible e W unseled about the importance of
adhering and has in :

turn, developed a guide to ensure this error does not occur
again.

mwumwwwmwhjg(; Based upon our analysis, in accordanﬁe_ui:h_the]
reporting Trequirements of Section 2.4 of E.O. 12863, gfa
mistake must be reported to the IOB because the surveillance -
resulted in the unintentional not authorized

under the Foreign Intelligence Surveillance Act ox Executive

Order 12333. .

Hofmann-I0OB-897
s%;(gw

_|
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' DECLASSIFIED BY 65179 UCLP/PLJ/JIN
ON 07-01-2010

*

. November 19, 2006
BY COURIER
Mr. Stepﬁen Friedman

‘. Chairman T
Intelligence Oversight Board

Room 50209 ' I

New.Executive Office Building
725 17* Street, Northwest = ) '
Washington, D.C. ) ] .

Dear Mr; Friedman°

. »
- - : - .

Enclosed for your 1nformatlon is a self-explanatory

memorandum entitled “Intelligence Oversight Board (IOB) Matter,
Field Office, IOB Matter 2007-568." (U)

Thls memorandum sets forth deta;ls of investigative -
activity which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National, Security

. Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism . - ‘

. investigations. (U)

Enclosure

”
-

Mr. Hulon

Inspection (IOB 2007-568)
- Ms.’

1
1
1
C - 218- aQ-c1229736-vzo-cqoL(

Vo Rete . * Declassi AT 2006
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Mr. Stephen Friedman

~ Should you or any member of your-staff require .
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Si,ﬁcerely ’

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Revzew

U.S. Department of Justice
~Room 6150

Teainin
APPROVED: 5™ O o
'inanc' : Adfaics,

Ot of Publc &
Perscanel Cong. Affs.———

Director, Gen, Couns:
Depuly Director___Info. Res,

SECREE.
- Hofmann-IOB-899




ALL INFORMATION CONTAINED ’
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE _
S T DATE: 07-01-2010
CLASSIFIED BY 65179 UCLP/PLJ/JN

REASON: 1.4 (C)
Mr. Stephen Friedman DECLASSIFY ON: 07-01-2035

*

INTELLIG ' HT BOARD (IOB) MATTER b2
1 FIELD OFFICE bTE
TOB MATTER 2007-568 (U)

The Federal Bureau ofrlnzgggigggign ("FBI")}) has .
in condycting a __Ign
(3] [:j::i_;;j the FBI [field office | |
tly notify FBI Headquarters and the O ce o
Intelligence Policy and Review (OIPR) of the opening of the °

r1nxas:zganznn.__zhe_fa;lnﬁe to provide prompt notific of the
was a violation of Section of

he Attorn eneral's Guidelin f FBI Nati i
Inve ations and Foreign Intelligence Collection 1G).! 1In bl
I&his_x.enazd.Jm i_n_it;i.a.r.ed_an____l b2
| Per the NSIG, Was b6
T ] bmit to FBI Headquarters a notice of b7C
within ten working days, that is, by h7E

Such notice would be sent by FBI Headquarters to the Office of
Intelligence Policy and Review (OIPR) for the purpose of allowing

OIPR thelcnnartunmLu.to provide oversight of the investigation.
However, failed to submit an opening notice until

| | altthnh_QIBR_njceived notice of the investigation
via an LHM dated a lapse of almost two years. By EC
dated reported this matter as a possible
I0B violation. Because of the considerable time lag in xeporting
the initiation of the investigation, OIPR was deprived of its

ability to provide oversight of the investigation. Thus, the
matter is being reported to the IOB.

d from; ) ‘
Decl i n 01

secye

(U) - 1};8( Sect;i.on“ |requires that upon the opening of an
investigation, the field office must give notice of such investigation to FBI b2
headquarters within 10 working days. Thereafter, FBI headquarters is required b7E
to notify OIPR of the investigation within ten days of its receipt of the

notice.
Hofmann-IOB-900
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. DECi:.ASSIFIED -BY 65178 UCLP/PLJ/JN
ON 07-01-2010

November 19, 2006 .

" BY COURIER

Mr. Stephen Friedman ) ’ ‘

Chairman : )
Intelligence Oversight Board - ‘ .
Room 50209 . .
New .Executive Office Building

725 17 Street, Northwest °
Washington, D.C.

“

Dear Mr. Fr;edman. .

Enclosed for your 1nformatzon is a self-explanatory Eiﬂ
ntitled “Intélligence. Oversight Board (IOB). Matter, ‘
| iFleld Office, I0B Matter 2007 571.". (V) -
Th;s memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National Security ‘
Investigations and Foreign Intelligence Collection and/or laws,
~ Executive Oxders, or Presidential Directives which govern” FBY .

foreign counterintelligence and international terrorism
investigations. (U) )

Enclosure e

-

1 = Mr. Hulon
.1 = Inspection (IOB 2007=571)

- - - b“‘
- 1., Ms. | . b;\c
278-1Q-C1229736-VIO— (G4 (o .
Ast. Dy . . .
= - " Hofmann-I0B-901
& Cong. — - o | ' ) ) . | | ‘ o L. o ) F81/00J
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Mr. Stephen Friedman

Should you or any member of yoi.u: staff require
additional information concerning this matter, .an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111 -

1l - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

, Ciim oy, Inspection, Training
RPPRWED. oS Laboratory, O, ol EEO
. #inzcs Hatinal Sec, Affaits
Dicector Gen. Couns? Oif.of Public &
! Deputy Director, Info.Res, Persoanel______ Cong.Alls__
- 2 -
SECRNP-

Hofmann-IOB-902
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A ITNFORMATICN CONTAINED
LL © DATE: 07-01-2010

« HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWLSE sé>§3? CLASSIFIED BY 65179 UCLP/PLJ/JN

REABON: 1.4 (¢)
DECLAS3IFY ON: 07-01-2035

Mr. Stephen Friedman

‘mmmelmcs_onmsmﬁfr BOARD (IOB) MATTER b2
FIELD OFFICE b7E
I0B MATTER 2007-571 (U)

The Federal Bureau of Investigation ("FBI") has
lnn

I_dﬁzxmned_\:ha.:_m] conducting a
the FBIX field office

failed to promptly notify eadquarters and the Office of
Intelligence Policy and Review (OIPR) of the opening of the

rLn!ﬁﬁt&nanign‘__lhe_fa;lnre to provide prompt notification of the
was a violation of Sectlon of

The Attornevy General's Guidelin fo FBI Na

Investi : Collection_ (NSIG).* In
this regard, on _ initi
xnvestzgatlon of the subject. Per the NSIG, i

tbmit to FBI Headquarters a notice of I

within ten working days, that is, by :
Such notice would be sent by .FBI Headquarters to the Office of b1
Intelligence Policy and Review (OIPR) for the purpose of allowing b2
OIPR the ni to provide oversight of the investigation. - D7E
However,l |failed to submit an opening notice until

| Ialth?ngh_glga_ngeived notice of the investigation
via a d 3 lapse of almost one year. By EC
dated| reported this matter as a possible
IOB violation. Because of the considerable time lag in reporting
the initiation of the investigation, OIPR was deprived of its
ability to provide oversight of the investigation. Thus, the
matter is being reported to the IOB. gn( .

d from:
Decl i : 16 ’

-

(W g )&i Section [ ] requires that upon the opening of an v
investigation, the field office must give notice of such investigation to FBI bz
headquarters within 10 working days. Thereafter, FBI headquartexs is required D7E
to notify OIPR of the investigation within ten days of its receipt of the

notice.
Hofmann-I0B-903
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« - ’ - DECLAS3TIFIED BY 65179 UCLE/PLJ/JN
' [ON 07-01-2010

-

November 19, 2006 "
" BY COURIER . :
Mr. Stephen Friedman ) .
Chairman o
Intelligence OverSLght Board - . .
Room 50209 ., ‘ . -

New. Executive Office Building .
725 17%* Street, Northwest °
Washington, D.C.

Dear Mr. Frledman.

Enclosed for your information is a self-explanatory

rmmmanéndnm_fntitled “Intelligence .Oversight Board (IOB) Matter,
Field Office, IOB Matter 2007-562." (U)

Thls memorandum sets, forth detalls of investigative
activity, which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for EFBI National,Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI -

foreign counterintelligence and international terroxism
‘investigations. (U)

x

Enclosure

Hulon
ection (IOB 2007=-562)
Ms.

- 273‘W3'5|-vm— 1908

.

1 - Mr.

y on: 1l [ S )
-SECRET— - . |
. Hofmar]n-IOB-904 :
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Mr. Stephen Friedman

N

Should you or any member of your staff require
additional information concerning this matter, an oral br:.efs.ng
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales .
Attorney General .
U.S. Department of Justice '

Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
ﬂPPROVED,CMUM Inspection_~ Tralning
s gns [__ Laboratory ff.of EEO

) *inas Wialional Sac, Affairs,
Ditector, : Gea.Coun \ Off. of Public &
DepuiyDireclor_____Infa. Re Personnel______ Cong Affs.____

- 2 -
—SEERET-

Hofmann-10B-905




i the FBI |field office | i
failed to promptly nofify eadquarters and the Office of

- -
ALL INFORMATION CONTAINED .
HEREIN IS UNCLASSIFIED EXCEPT i

WHERE SHOWN OTHERWISE SEQ*?E DATE: 07-01-2010
. CLAJIIFIED BY 65179 UCLP/PLJI/JTN

REASON: 1.4 (C)

Mr. Stephen Friedman DECLA33IFY ON: 07-01-2035

I’NTE'LL,’IG'E.&QE_Q_VE&ilﬁHT BOARD (IOB) MATTER -
FIELD OFFICE e
I0OB MATTER 2007-562(U) .

The Federal Bureau of ) i "FBI") h

_determined that in conducting a

Intelligence Policy and Review (OIPR) of the opening of the
investigation. The failure to provide prompt notification was a

violation of Section[_____ Jof The Attorneg General's Gg;dellneg
l v

bl
b2

ection (N is regard, o
initiated an of the subject. Per the NSIG, :
was requi it to FBI Headquarters a notice of isﬁ
. within ten working days, that is, by b7E
| Such notice would be sent by FBI Headquarters to the
Office of Intelligence Policy and Review (OIPR) for the purpose
of allowing OIPR the oppprtunitu ta provide oversight of the

xnvesu;gag;gn,__ﬂqwever, failed to submit such notice
antil a—lajse of over six months. By EC dated
reported this matter as a possible IOB ’
violation. Because of the considerable time lag in reporting the
initiation of the investigation, OIPR was deprived of its ability

to provide oversight of the investigation. Thus, the matter is
being reported to the IOB. ISY

Dec i on: 16

in IEKE Sect;ionlz: requires that upon the opening of an v
~ investigation, the field office must give notice of such investigation to FBI b2
Headquarters within 10 working days. Thereafter, FBI Headquartexrs is required b7E
to notify OIPR of the investigation within ten days of its receipt of the

notice.
Hofmann-IOB-906
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DECLASSIFIED BY 65179 UCLP/PLJ/JIN
, ) ON 07-01-2010

-

December 7, 2006
' BY COURIER

Mr. Stephen Friedman .
Chairman i ’ .
Intelligence Oversight Board
Room 50209 . ‘ ) ’
New Executive Office Building : :
72517 Street, Northwest ' .
Washington, D.C. .
Dear Mr. Friedman-
Enclosed for your information is a ‘self-explanatory
" memorandum entitled “Intelegence Oversight Board Matter <
2007-584." (V) . . . ’

- .

The memorandum sets forth details of investigative
activity which the FBI“.has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellidgence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives ‘which ‘govern
FBI foreign counterzntelllgence and interndtional terrorism
, investigations.’ This matter has also been referred to our - S

Internal Investigations Section, .Inspection Division, for a
?g?ermznatxon of whether any administrative action is warranted.
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‘Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy.General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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IOB MATTER 2007-584 (U)

0.

[ ]% By electronic communication (EC) dated October 25,
ederal Bureau of Investigation]| |Office .
reported that, on | the United States

| anthorized an
1 [af a certain| of a non=U.5. ,,
Pers on , and again shortly before the BIE
the on the FBI confirmed that the
Sincel |

pltoring thag

[U]_Exgl On | an FBI translator reviewed

| from that day and believed that the individual

using ﬁywas not the target. The case agent b2
was advised of this potential violation and immediately reported b7E

the issue to the techni n ordexr to ascertain. the
current owner and

(- §< Additionallv. onl | |
contacte? [2dvis |

h2
[also advised that this| [had b -
b7D
b7E

immediacely |
Significantly, although of its

nhlinatinn_:a_nn:ifu]the FBI if thq |
received no notice from
- (UL;;§41| | for

T

b7E‘.

hn question. In addition, [ has already or
s

in the near future will delete from all FBI systems and databases
all of the recorded material in question.

from:
ify omn:

(- - .
:?*F: Based upon our analysis, in accordance with the
reporting requirements of Section 2.4 of E.O. 12863, this mistake

must be reported to the IOB because the surveil] b2
the unintentional acquisition of comqnnica:;ans b7E

not authorized to be monitored under
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Act or Executive Order 12333.

-4-
Hofmann-I0B-910
—SEEREGT

b2
b7E




