
CTT> 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

r — • (U> • IOB MATTER 2007-1558 

^During a 
of a U.S. person, 

(U) In this case-, an error waa'commif ted by 
it .requested [ 

information. 

in "its NSLi |_ 

• . ' (U) 
. document s any£ 
NSL". ' 

does not allow the FBI to.fequest such 

has- been instructed to. redact from, all 

h 2 
b7E 

b2 
b7E 

Iwhen . 
b2 
b7E 

b2 
b7E 

]|that it received due to the| | 

DECLASSIFIED BY 65179/EHH/PLJ/adB. 
OEf 07-08-2010' . '. ' - • ' 

Hofmann-IOB-3577 



ALI -IÎIFORHÀTTÛÎI COHTÀIHED 
HEREIH 15 UNCLASSIFIED 
DATE 0 7 - 0 8 - 2 0 1 0 BY 65179/DHH/PLJ/sdb IOB SUMMARY SHEET 

Name of Department or Agency: FBI ' CY Quarterly Report: Z.00"^ 

DATE OF INCIDENT: I 1 DATE OF REPORT TO IOB: f / 3 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): •' • b 2 

• b7E 
POSSIBLE VIOLATION OF: . • ' " 

STATUTE (United States Code Citation) ..' 
FISA (50 U.S.C. 1801) • . 

X Other (U.S.C. citation: | | . ) 

EXECUTIVE ORDER 12333: ' \ . • ' ' 
- Section 2.3 collection & dissemination of USP info 

1 Section 2.4 preamble: least intrusive collection .. 
_ Section 2.4(a) CIA electronic surveillance w/in US . 

Section 2.4(b) unconsented physical search w/in US. . . • > 
- Section 2.4(c) physical surveillance of USP w/in US ' •' „ ' • • . . '/• . 

. Section 2.4(d) physical surveillance of USP abroad . . . " 
Section 2.5 AG approval w/in US or against USP abroad . " 
Section 2.6 assistance to law enforcement . . ' - ' 
Section 2.7 contracting ' . . • '.V- '• ; 

. Section 2.9 undisclosed participation ' , " • ' - ; . --. ' • " , ' 
Section 2.10 human experimentation ' . . ' , ' ..•' • 

• Section 2.11 prohibition on assassination • , , ' • . . ' - v . -
Section 2.12.indirect participation • . - /. " 
AG Approved EO 12333 Guidelines (Guidelines name and section: ' • ' . ' " • ' ) • , 

OTHER EXECUTIVE ORDER (SPECIFY) ' , V 

Creation of unauthorized SAP (EO 12958; as amended) - : ' 
Other (EO citation.' )• ' , - '. •, 

PRESIDENTIAL DIRECTIVE (SPECIFY) • 
COVERT ACTION FINDING/MEMORANDUM OF NOTJEIÇATION 
Other (Presidential Directive citatipn: .1 " ^ . • 

DEPARTMENT/AGENCY ACTION:' " . • . . • • 

•DATE OF FINAL DISPOSITION: . ' 

Hofmann-IOB-3578. 



(U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
JPIELD OFFICE 

|(u) • IOB MATTER 2007-1559 

During a [ 
of a" U. S\ person, 

I to a I 
issued an NSL under! I 

1 f I requested 

(u) in this ffzds, an e r r o r was committed by 
it recruestedi 

tte 
ILi 

wheri 

to request such information. 

in its NSL. The | 
does not allow the FBI 

.(U) 
document 
NSL. 

a n y [ 
'has been instructed to redact from all 

"Ithat it received due to theI 

.DECLASSIFIED BY'65179/DHH/PLJ/sdb 
ON 07-08-2010. - ' ' . 

Hofmann-IOB-3579 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010' BY 65179/DMH/PLJ/sdli 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: l/j t h - ^ o o ^ 

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): - ' 

POSSIBLE VIOLATION OF: " 

- STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) " ; 

_ X _ l Other.(U.S.C. citation: J 

b2 
b7E 

EXECUTIVE ORDER 1233-3: 
•• Section 2.3-collection & dissemination of USP info, 

Section 2.4 preamble: least intrusive collection ' ' .. 
' Section 2.4(a) CIA electronic surveillance w/in US ' . ;< 

• Section 2.4(b) unconsented physical search w/in US . 
Section 2.4(c) physical surveillance of USP w/in US ' 
Section 2.4(d) physical surveillance of USP abroad ' ' • . . • 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement . - • " . . . 
Section 2.7 contracting.. - . " • ., 
Section 2.9. undisclosed participation •• 
Section 2.10 human experimentation . 
Section 2.11 prohibition on assassination . 

^ Section 2.12 indirect participation ' . . 
' ' • AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) ' ' • 
' Creation of unauthorized SAP .(EO 12958, as amended) ' 

Other (EO citation:- '. V 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
" . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) ' . 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION:' 

Hofmann-IQB-3580 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-08-2010 

(TJ) , INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 

IOB MATTER 2007-15361 I (U) 

(Sl̂  During a 
o £ a U.S. person, 

to a|_ 
li Hfliipd an NSL under f f 

» I I requested 

it requested I 
(U)- In t'h'is- case, an error .was committed by 

in its NSL. £ 
"Twhii en 

information. 
J does not allow the FBI to. request such /. 

(U) 
documents any 
NSE. . 

has been instructed to redact from all ' 
J that it -réceived due to thèl I ' 

b2 
ib7E 

b 2 
' b7E 

b 2 
b7E 

b2 
b7E 

Hofmann-IOB-3581 



ALL ÏHFORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdl) 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI . CY Quarterly Report: L f ( b 7.00 

DATE OF REPORT TO IOB: I j ^ j l y O DATE OF INCIDENT: 

' DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007 

DATE REPORT SUBMITTED TO. OTHER ENTITY (i.e., Do J, Congress, Civil Liberties Office)': 

POSSIBLE VIOLATION OF: ' 

STATUTE (United States Code Citation) ' . 
FISA (50 U.S.C. 1801) 

_X Other (U.S.C, citation: _ 

EXECUTIVE ORDER 12333: ' • 
Section 2.3 collection & dissemination of USP info • • . ' . . 
Section 2.4 preamble: le^st intrusive collection -
Section 2.4(a) CIA electronic surveillance w/in US ' . ' . . . 
Section 2.4(b) unconsented physical search w/in US 

' Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad -

' Section 2.5 AG approval w/in US or against USP abroad • : ' 
. Section 2.6 assistance to law enforcement - •. • ' 

• . Section 2.7 contracting. 
.' Section 2.9 undisclosed participation ... 
• Section 2.10 human experimentation ' ' . ' 

. Section 2.11.prohibition on assassination 
' Section 2.12 indirect participation ' -

, . AG Approved EO 12333 Guidelines (Guidelines name-aiid section: - . ' 'l 

OTHER EXECUTIVE ORDER (SPECffY) • •'• . ! " . " 
Creation of unauthorized SAP CEO. 12958, as amended) 

' Other(EOcitation: J ' . . "* . . ' ; . 

PRESIDENTIAL DIRECTIVE (SPECIFY) . . ' -
••. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' 
' - Other (Presidential Directive citation: ) -' • 

DEPARTMENT/AGENCY ACTION: • ' ' 

*DATE OF FINAL DISPOSITION: • . -v - .. 

Hofmann-IOB-3582 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-08-2010 

< u > 

X i 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 1FIELD OFFICE 

IOB.MATTER 2007-1569Ì I (U) 
b2 
ib7E 

During a 
of a U.S. person, 
• (NSL) under 

I requested I 

I issued a National Security Letter 
Ito a I 

I In response to the NSL, the| 
produced a 
target that*^was not requested- in tne NSL. 
the I ]t£. [analyst iff Cfl5 

about the 
forwarded 

b2 -
b7E 

. at FBI Headquarters. • The 
J analyst, subsequently returned the-| | toĵ  

it 
(U)'In this case, 

disseminated the I 
an- error was committed b' 

by sending .it töL 
when 

b2 
. . b7E 

illL ] has been instructed to contact the 
shou -and ask whether the f "Ei-

re turned or destroyedwith appropriate .documentation to- the 
file. I I'has - also been instructed to confirm that".none:' 
of thè over-produced information -was included' in'the- report 
• prepared by the 

arm 
Ja: 

b 2 
b7E 

analyst, 
information was included,. then[ 

If any over-produced 
jhas been instructed to 

redact it. from all ACS. arid hard copies of .t.he' report.' 

Hofmann-IOB-3583 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: ^ ^ Z o o ^ 

DATE OF REPORT TO IOB: / j ~b(.( DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/27/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

b2 
b7E 

_X Other (U.S.C, citation:. 

" EXECUTIVE ORDER 12333: ' 
1 Section 2.3 collection & dissemination of USP info ' 

. Section 2.4 preamble: least intrusive collection - ' , 
' Section 2.4(a) CIA electronic surveillance w/in US 
' Section 2.4(b) unconsented physical search w/in US .. . . 
J Section 2.4(c) physical surveillance of USP. w/in US . 

Section 2.4(d) physical surveillance of USP abroad 
- • Section 2.5 AG approval w/in US or against USP abroad 

Section 2:6 assistance to law enforcement . ' 
Section 2.7 contracting 

: • • Section 2.9 undisclosed participation - . 
Section 2.10"human experimentation \ » ' - • 
Section 2.11 prohibition on assassination - .. ' . - . 
Section 2.12 indirect participation ' ' 
AG Approved EO 12333 Guidelines (Guidelines name and section:.^] 

1 ' • OTHER EXECUTIVE ORDER (SPECIFY) • / 
Creation of unauthorized SAP (EO 12958, as amended)- • 

• • Other (EO citation: ~> 

PRESIDENTIAL DIRECTIVE (SPECIFY) - . ' ' -
' . t COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

• • Other (Presidential-Directive citation: ' 1 . ' ' -

DEPARTMENT/AGENCY ACTION:' ' . ' ••*./. 

*DATE OF FINAL DISPOSITION: ' '.' - • . 

Hofmann:IOB-3584 



DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-08-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
•FIELD OFFICE 

IOB MATTER 2Ó07:1887-| |(U) . 

. During an authorized 
] of " a U.S. person -, 

Letter (NSL) to af 
[sent a National'Security 
I seeking 

to the NSL, theT 
, report, which i r l ç i u a e a lftram&tlôii thàt was not' requested_Lr~F^, 
N S I I Isubsecruentlv inserted information from the| 

Tn rpannnsp 

regarding [_ into a 
letterhead memorandum (LHWf) that was sent to-, other government. 
agències: . 

(U) In this .case, an error was committed by when it 
compounded the third party error.by disseminating the over 
produced information to other, government agencies. 

iHL has been Instructed to contact theT 
should be cl be 

h 2 
b7E 

b2 
b7E 

b2 
b7E 

and ask whether the 
returned or destroyed/, with appropriate documentation to the 
file.. I I has also been instructed .to- contact the other • 
government -agencies that received the LHM "and instruct, them to ' 
purge the over-produced information from .their files." • , 

•b2 
b7E 

Hofrnann-IOB-3585 -



'ALL INFORMATION CONTAINED . . 
HEREIN IS UNCLASSIFIED ' 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: | DATE OF REPORT TO IOB: l / j f / i « 0 " ^ 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/14/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY .(i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

b2 
b7E 

X Other (U.S.C. citation: _ 

EXECUTIVE ORDER 12333: . ' ' 
. Section 2.3 collection & dissemination of USP info 

, * Section 2.4 preamble: least intrusive collection 
• Section 2.4(a) CIA electronic surveillance w/in US ' 

. Section 2.4(b) unconsented physical search vv/in US 
Section 2.4(c) physical surveillance of USP w/in US 

' Section 2.4(d) physical surveillance of TJSP abroad" 
^ Section 2.5 AG approval w/in US or against USP abroad ' - : 

' ' S e c t i o n 2.6 assistance to law enforcement 
' • • Section 2.7 contracting ' , . . 
- . Section 2.9 undisclosed participation 
' " ' ' •• • • Section2.10 human experimentation -, " ' V ' 

; • Section2.11 prohibition on assassination . • . ' : ' . ' • ' . . 
! ' Section 2.J2 indirect participation - . 

AG ApprovedEO 12333 Guidelines (Guidelines name and section: •.. • ' ' ' . . ' ) 

' . OTHER EXECUTIVE ORDER (SPECIFY) / V• • ' 
Creation of unauthorized SAP (EO 12958, as amended) 

- ' '. Other (EO citation:. ) - ' ' ' ' • .' 

: PRESIDENTIAL DIRECTIVE (SPECIFY) . : • * ' • ; .'. ' ' 
!.. COVERT ACTION FINDING/MEMORANDUM ÔF -NOTIFICATION . • 

Other (Presidential Directive citation: _ J " . : 

DEPARTMENT/AGENCYACTION: . ;; "; • ' 

•DATE OF FINAL DISPOSITION: .. • ' 

Hofmann-IOB-3586 



DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-08-2010 

(U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-1575] |(U) 

During a 
issued a U.S. person, [ 

| | National Security Letter (NSL) to a 

H o f . 

Irpmifsfsg] | 

•Efïïïïlï amB m origina].,) 

or 

I All ¿f the uii-redacted infa^Mtiafl ¿ft Cite " 
was either! information under 

[information underl I 

(U)' In this case, ari error was, commi t h ed by the' case-agent 
•when- he/she requested a for an•authorized 

1 investigation that did not have an 

(U) -Because L ] NSL included the proper 
certification under both|_ 
•information'.produced by thë|_ 
has not .been instructed, to return or redact any o£ 
information that it received. ' ' 

rrllë-
Ifor the 

h 2 
b7E 

b2 ' 
b7E 

b2 
b 7 E 

'b2 
b7E 

n-IOB-3587 



ALL INFORMATION CONTAINED 
HEREIH IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb IOB SUMMARY SHEET 

DATE OF INCIDENT: 

Name of Department or Agency: FBI CY Quarterly Report: t j i k 1O0~ 

DATE OF REPORT TO IOB: I (3) j L oG^ 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/23/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' 

STATUTE (United States Code Citation) • ' : ' 
• FISA (50 U.S.C. 1801) 

• X Other (U.S.C. citation: ] 

EXECUTIVE ORDER 12333: - . : . ' , ; 
• Section 2.3 collection & dissemination of USP info • - ' • ;• • 

Section 2.4 preamble: least intrusive collection 
• Section 2.4(a) CIA electronic surveillance w/in US 

Section 2.4(b) unconsented physical search w/in US' . 
Section 2.4(c) physical surveillance of USP w/in US . . 
Section 2.4(d) phys.ical surveillance of USP abroad -
Section 2.5. AG approval w/in US or against USP abroad-' • .. . 

, / -Section 2.6 assistance to law enforcement 
Section 2.7 contracting ... ' 

• Section 2.9 undisclosed participation ' ' r- . • -
' •. - Section 2.10 human experimentation • - • ' • " . - - 'I 

Section 2.T1 prohibition on assassination •.* ' 
Section 2:12 indirect participation . 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) • ' : " 
' Creation of unauthorized SAP (EO 12958, as amended) . 

' Other (EO citation1. . . :' . - 1 . • • " • • . 

PRESIDENTIAL DIRECTIVE (SPECIFY)- : 
I COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

: Other (Presidential-Directive citation: ") | • 

DEPARTMENT/AGENCY ACTION:" / - 1 . 

*iDATE OF FINAL DISPOSITION: . . . 

Höfmann-IOB-3588 



During a 
U. S /perfeonj 

' INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-156H | (U) 

of a 
1 issuea an NSL unaer E 

(U) In this case, an error was committed by| J when. 
it requested I I in its NSL.- The! I 

does not allow- the FBI 
to request such information. 

(U) has been instructed to redact from all 
doquments any account numbers that it received .due to the 
NSL. - - • ' • • " 

Hofmann-IOB-3589. 



'ALL INFORMATION CONTAINED . . 
HEREIN IS UNCLASSIFIED ' 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: Cjlj^ I W F 

DATE OF REPORT TQ IOB: DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: . 

' STATUTE (United States Code Citation) . . . ' 
FISA (50 U.S.C. 1801) 

b2 
b7E 

_X Other (U.S.C. citation: _ 

EXECUTIVE ORDER 12333: 
' Section 2.3 collection & dissemination of USP info ' . 

Section 2.4 preamble: least intrusive collection • . 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical.search w/in US ' • * 
Section 2.4(c) physical surveillance of USP w/in US 

' Section 2.4(d).physical surveillance of USP abroad 
. Section 2.5 AG approval w/in US or against USP abroad 

Section 2.6 assistance to law enforcement 
Section 2.7 contracting ' . , -

¡_ Section 2.9 undisclosed participation , '• ' 
• r Section 2.10 human experimentation . • . 

Section 2.11 prohibition on assassination ¡' * ' , . -
• Section 2; 12 indirectparticipation . ^ _ 

• ' . AG Approved EO-12333 Guidelines (Guidelines name and section: ) • 

OTHER EXECUTIVE ORDER.(SPECIFY) • 
Creation of unauthorized SAP (EO 12958, as amended) . : 

s Other (EO citation: .. . ) • ' ' . ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) 1 . • . . ' . 
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION .. 

; • Other (Presidential Directive citation:; ) . , • . 

DEPARTMENT/AGENCY ACTION: • ' ' 

•DATE OF FINAL DISPOSITION: . ' . - . • 

Hofmann-IOB-3586 



DECLASSIFIED BY 65ÏT§/DHH/PLJ/sdb 
OU 07-08-2010 

( Ü ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
IOB MATTER 2007-3057 (.U) 

The Federal Bureau ojT investigation ("FBI") has 
determined that while conducting a 

Field Office 
of a United States person, th<3 FBI[ 

specifically 

seemingly requested more information 
t h a n , a r e n i f i n a l l y futhorized u n d e r t h f t l r . 

Ön 6/1/2007, 
security letter (NSL) TÔH" 

However, in addition to the NSL, 

1 prepared .and issued a-national 
bonsistent with 

appended an "Attachment"' document listing categories ot 
information, with the following c m - M a n t n f 

overproduction'was discovered by the Case Agent when reviewing-
thé results; they werë segregated from the investigative'portion 
• of the case file t.o. avoid compounding an overproduction concerns." 
It is. noted that the additional information provided is 

Jwhich is ' authorized' 
As such,- , ' ' : 

•.consistent with 
to be acquired bv the•FBI under[ 

has been advised to issue a -curative NSL-"enabling the. 
return of this relevant information to the-case file. (U) 

While "Attachment" to 
only recently been discovered in limited instances, / 
has been advised to stop the practice. [ 

1 NSLs "has 

J has further 
been advised,to rely on the model NSLs• prepared by FBI, Office of 
General Counsel, to assist in preventing similar .issues- in .the ' 
future. (U) . 

b2 
b7E 

b2 
b7E 

b2 
b7E 

•ib2 • 
' b7E 

b2 . 
b7E 

Hofmann-IOB-3623 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08.-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 
2007-3057 

Name ofDepartment or Agency. FBI CY Quarterly Report: Lfih ZOo^r 

DATE OF REPORT TO IOB: l/~.3>/Z.°Q3 .DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/26/2007 • '. • 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):. - - b 2 

POSSIBLE VIOLATION OF: • N - . .. b ? E 

STATUTE (United States Code Citation) -
'-. FISA(50U.S.C. 1801) 

' X Other (U.S.C. citation 

EXECUTIVE ORDER 12333: 
. _ Section 2.3 collection & dissemination of USP info " • " 

' Section 2.4 preamble: least intrusive collection 
. Section2.4(a) CIA electronic surveillance w/inUS . ' ' . -
_ _ _ Section 2.4(b) unconsented physical search w/in US . 

"Section 2.4(c) physical surveillance of USP w/in US ' -
. Section 2.4(d) physical surveillance of USP abroad . , - -

Section 2.5 AG approval w/in US or against USP abroad ' . 
Section 2.6 assistance to law enforcement 

• Section 2.7 contracting 
• Section.2.9 undisclosed participation ' 

Section 2.10 human experimentation 
. - Section 2.11 prohibition on assassination . . 

- - Section 2.12 indirect participation 
. , - AG Approved EO 12333 Guidelines (Guidelines name and section: ; J 

OTHER EXECUTIVE ORDER (SPECIFY) 
. . Creation of unauthorized SAP (EO 12958, as amended) ' '.'• 

Other (EO citation: _ ) . 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' .' 
• COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' 

„ ' Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: . 
*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3592 



Ha» 

•(Uh 

(U) 

<tl> INTELLIGENCE OVERSIGHT BOARD MATTER 
- | |FIELD OFFICE 

. IOB MATTER 2007-1705 (U) • 

On[ during the .authorized period of'. 
investigation, t-hp naap aasnt- «nunhh arid rprpivpfl Fiftf .approval to 
conduct 

I 
SeeC ] 

T Id. Due to an I was initiated on 
oversight, however, the | [continued" for el WRIT (11) days 
after the case was allowed to expire on .'After. 
-discovering the error, the case, .agent referred'.the matter • to'NSLB 
as a potential "IOB matter. •'' 

A 

FBI National Security Investigations and Foreign Intelligence1 
Collection (NSTGH • t=*ffp^ivp' 1 fi/Ti /7fini affor nnr.nlî i'nr. fWnt-

that the -matter-was- reportable. This memorandum therefore 
constitutes .notice .by the FBI. of .the reportable violation; 

b2 
b7E 

M A was initiated on • b 2 
a U.S. Dersonl bnl 1 The was ' . ' b 7 E 

with an | 

' . b 2 
• b 7 E 

As the case involved a- lapsed| | NSLBis_ahaizf is 
focused upon the -investigative tools available under I 

I as set forth • in 'The Attorney General-'s. Guidelines tor "b2 
'b7E 

DECLASSIFIED BY 65179/DMH/P'LJ/sdb 
' Oi l ; -07-12-2010 . ' ' '-

Hofmann-lOB-3593 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: Lji^X IXJO^ 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 10Ö007 / / > ' / b 2 
b7E 

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/15/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): -

POSSIBLE VIOLATION OF: • • 

' STATUTE (United States Code Citation) - . ' ' • 
FISA(50U.S.C. 1801) 

. Other (U.S.C. citation: ) '- ' \ • 

EXECUTIVE ORDER 12333: . . • 
Section 2.3 collection & dissemination of USP info ' - ' 

• Section 2.4 preamble: least intrusive collection . - • , . • 
Section 2.4(a) CIA electronic surveillance w/in US ' • 
Section 2.4(b) unconsented physical search w/in US.. • / - • • . 

. '_ Section 2.4(c) physical surveillance of USP w/in US • ' * '. " 
• Section 2.4(d) physical surveillance of USP abroad .• • * , . ' . ' • 

. ' Section '2.5 AG approval w/in US or against USP abroad " • ' „• ' • ; .V 
Section 2.6 assistance to law enforcement ' ; 

' Section 2.7 contracting . . . ' ' • ' 
Section 2.9 undisclosed participation . ' ' 

- Section 2.10'human experimentation , . 
. Section.2.11 prohibition on assassination ' ' •• 
Section 2.12 indirect participation • . ' ' • " ' , . ' :b2 

. ; ' ' __JC_ AG Approved EO 12333 Guidelines (Guidelines name and section: . :b7E 

OTHER EXECUTIVE ORDER (SPECIFY) - ' . 
. • Creation of unauthorized SAP (EO 12958, âs amended) • 

Other (EO citation: i _ J - , 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

\ Other (Presidential Directive citation: • . ,<:-

DEPARTMENT/AGENCY ACTION: Notification to IOB 

•DATE OF FINAL DISPOSITION: - • 

Hofmann-IOB-3594" 



DECLASSIFIED BY 65179/DÏÏH/PLJ/sOD 
ON 07-08-2010 

m 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
] DIVISION 

IOB MATTER 2Ò07-2209NSL (U) 

(0.) By electronic nnmmiinication ("EC": 
2007, the 1 |f 
potential IOB error in conjunction with its 
a United States Person. 

Î 
[ated August 22, 
reported a 

b f 

b 2 
-b7E 

b2 
b 7 E 

On..January 13, 2005, 
Natiónal^Security I n W . ' M fn af 

issued a proper 

lnvftfltirtatinti 
tne target o-f an authorized! 

TrT addition to responsive documents', the ' ' 
provided records'starting from£ 

S 
b2 
b 7 E 

after 
audit 

Ji^d not sequester this overproduction until 
when it was discovered during .the NSL 

(U) Pursuant to the July 31, 2007 instructions, from the.iOB, 
the FBI is reporting this matter because the uploading- of the ' ; 
.over-produced . i n f o r m a t i o n constitutes a compounding of the third' 
partyf 
sequestered. 

error, even if the data was .subsequently 

( U ) 

acquired information 
appropriate documentati nn to' the .file-

has been instructed to contact, the 
and. ask whether the- unintentionally 
should" be returned or destroyed.- with 

If deems the 
iinformatiçn to bè. relevant; it' has the option- to. ; 

issue a curative .NSL requesting the I 1 information,' ; 
provided the investigation remains open-. 'However/ thé. . ' , 
information should 'remain sequestered -with .the Chief .Division- ' • '• 
Counsel- ("CDC")' until eijthèr à new NSL is. 'served or, the | [ 

is destroyed or returned. • ' * / . ! -

to 2 , 
. b 7 E 

b 2 • 
b 7 E 

Hofmanri-IÒB-3595 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

CY Quarterly Report: Lj-jh £00'=?-

DATE OF REPORT TO IOB: ' / / 

. DATE OF REPORT TO DEPARTMENT/AGENCY: 08/22/07 • ' . 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.,.DoJ, Congress, Civil Liberties Office):. • 

POSSIBLE VIOLATION OF: • " - ' . " 

STATUTE (United States Code Citation) ' 
FISA(50 U.S.C. 1801) - ' • 

' . • . X Other (U.S.c: citation: 

' ' EXECUTIVE ORDER 13333: . ; / - , 
Section 2.3 collection & dissemination ofUSPinfo 
Section 2.4 preamble: least intrusive collection , - ' • } 

, - ' Section 2.4(a) CjLA electronic surveillaucë w/in US- _ ' - ; 
^ Section 2,4(b)'unconsented physical search w/in US- ' . ' ' 

' " _ Section-2i4(c) physical-surveillance of USP w/in US . 
• • ' • Section 2.4(d) physical surveillance ôf USP abroad ' ; " V ' • ' . ••'. 
: . Section 2.5 AG approval, w/in :US or against. USP abroad ' . 

• Section2.6 assistance tq law enforcement • ' - ' , 
. . .Section2.7contracting * - , • ; ' . • -

j Section 2.9 undisclosed participation- • ' , ' 
Section 2.10 human experimentation- ... - - . " ' • ' 

- Section 2.1-1 prohibition on assassination ,- V - • • .• ' . . ' '. •. 
Section 2.12 indirect participation'. • ;•: . . • 

' AG Approved EO 12333 Guidelines ' . • , . " , . > ' . - , < • -

. . - OTHER EXECUTIVE ORDER' (SPECIFY)'. ' . • ' 
L Creation .of unauthorized SAP (EO 12958, as-amended) . : • 

'. - Other(ÈOcitation: _ _ _ _ \ _ J •• - ^ • „ 

PIŒSIDENTIM,DIRECTIVE (SPECIFY) • ' . " - i'-
" "• COVERT ACTION FILING/MEMORANDUM OF NOTIFICATION : • \ ' 

. . - , __ Other (Presidential Directive citation:- • " '' .1 ..;. •-; ' - - * ' ; '• • 

DEPARTMENT/AGENCY ACTION: Return-or destroy • . ' . - ^ 

•DATE OF FINAL DISPOSITION: - '• , ' . -'. - . ; 

. Name of Department or Agency: FBI 

DATE OF INCTDENT:|~ \ 

Hofmann-IOB-3594" 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-08-2010 

( Ü ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 200-7-832r I (U) 
b2 
ib7E 

J2ilEing an 
I O f 3 U . S . n p r s n n 

Letter (NSL) to a 
Jsent a National" Security 
I seeking 1 I 

recmestecTf 

produced a 
J In response to the NSL, the 

b2 
b 7 E 

mtormation that was not requested in the NSL. [ 
subsequently summarized the 
uploaded onto ACS.. 

which iiieiUdSd ] 
in an EC .that w.as 

(U) In this case, an error was committed by when it 
.compounded the third party error by uploading' the over-produced 
information- onto ACS. 

b2 
b 7 E 

(U) has been instructed to permanently charge-out ' 
]and destroy any 

contact the 
has also-beeh instructed to 

•from ACS trie EC summarizing the 
hard copies .of" the EC. -1 

the I " and ask whether the-P 
J should ,£>e returned or destroyed, with apprqp'riate 

documentation -to the .file. 

b2 • 
b 7 E 

Hofmann-IOB-3597 



'ALL INFORMATION CONTAINED . . 
HEREIN IS UNCLASSIFIED ' 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: Z O Q ^ 

DATE OF INCIDENT: | ] ' DATE OF REPORT TO IOB: ( ( IP 

DATE OF REPORT TO DEPARTMENT/AGENCY:" 03/09/2Q07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . . . . . b 2 

POSSIBLE VIOLATION OF: ' ' : , • • t>/E 

STATUTE (United StatesCode Citation) ' . 
FISA(50U.S.C. 1801) 

X . Other (U.S.C. citation: _ £ 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 

• Section 2.4 preamble: least intrusive collection • 
Section.2.4(a) CIA electronic surveillance w/in US 

" Section 2.4(b) unconsented physical search w/in US-

Section 2.4(c) physical surveillance ofUSP w/in US ' 
Section 2.4(d), physical surveillance ofUSP abroad, 
Section 2.5 AG approyal w/in US or.againstUSP abroad' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting ' • 

- Séction 2.9 undisclosed participation 
• • Section 2.10 human experimentation ', * . . . . 

- Section 2.11 prohibition on assassination 
' Section 2.12 indirect participation 

AG Approved ÉO 12333 Guidelines (Guidelines name and' section: 

OTHER.EXECUTTVÉ ORDER (SPECIFY) 
1 Création of unauthorized SAP (EO 12958, as amended)-

Other .(EO-citation: . ' : . ., 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' " 
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

• Other (Presidential Directive-citation: • ' *) • 

DEPARTMENT/AGENCY ACTION: 'f , 

•DATE OF FINAL DISPOSITION: ' 

Hofmann-IOB-3586 



DECLASSIFIED BY 65179/DÏÏH/PLJ/sOD 
ON 07-08-2010 

/ 2 0 i ; 

INTELLIGENCE OVERSIGHT BOARD <IOB) MATTER 
DIVISION 

b2 ' 
b7E 

I OB MATTER 2007-18331 l(ü) 

During an | 
of a U.S. person, th.4 

National Security Letter- mst.) hn 2~T iDivisión sent a 
seeking I 

L.J.1C provided a 

b2 
' b7E 

Iq response. 

Based on the information contained in thef 
J, including the < subifĵ ti ' fj I |issued 

a subsequent NSL to af 1 ) 
to 2 
b7E 

i rn this- case, an error ori the part of thef" 
rOCllH-oH -in .ivs-l.,4- +- i i... • ' ~ 

information. 
resulted in the' unintentional acquisition of 

In response- to a proper and 1 ̂ L requesting 

However., 
luutyuuiiüüfl Ch'e grr.or : by using the • sub] ect ' s J ~ | - -

the 
• h 2 -

"b7E 

m à subsequent NS.L." 

(U)-. It should be noted', however, that[ 
have issued the • subsequent. NSL -regardless of' the-information 
obtained via the first'NSL and only used the subject'sj 

1 |to narrow-thè, scope of the, second NSLf Moreover, the 

would' to 2 
'blE 

as subsequently provided by the financial 
in response to the ,second NSL. 

(U) 
into anv FRT 

•did not, upload thé 
]has been- advised to -contact; -the' 

to determine whether-' the-' .overproduction •'• 
aiiouia oe returned or'destroyed.' ' 

b2 
b7E 



ALL IHFOMÏATIOH CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdl? 

IOB SUMMARY SÍJEET 

Name of Department or Agency: FBI CY Quarterly Report: l-stQ-BfW "Z-0 o MÍ-

DATE OF REPORT TO IOB: v u u m m y ^ ' / i - 0 0 ^ DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: .03/16/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: 
:b2 
b7E 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) i 

X . Other (U.S.C. citation J 

EXECUTIVE ORDER 12333: ' 
Section 2.3 collection & dissemination of USP info . 
Section 2.4 preamble: least intrusive collection • ' j 
Section 2.4(a) CIA electronic surveillance w/in US r 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad . . . . 
Section 2.6 assistance to law enforcement 

• Section 2.7 contracting ; " • , -
\ Section 2.9 undisclosed participation 

Section 2.10 human experimentation -
1 Section 2.11 prohibition on assassination . " • 

Section 2.12 indirect participation 
1 AG' Approved EO12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY)- • ' ' 
Creation of unauthorized SAP (EO 12958, as amended) ' 
Other (EO citation: Y ; 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' . ' . . ' ' .. -
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive.citation: ̂  . • 

DEPARTMENT/AGENCY ACTION: Field office did not uploadMormation and advised to contact 
determine if it should be returned or destroyed. 

•DATE OF FINAL DISPOSITION:. 11/29/2007 

' b 2 
b7E 

Hofmann-IOB-3600 



DATE: 07-08-2010 
CLASSIFIED BY 65179/DHH/PLJ/sdb 
REASON; 1.4 (c, d) 
DECLASSIFY .ON: 07-08-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

'20 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 I DIVISION, 

IOB MATTER 2007-1115(U) 
b2 
•b7E 

<U) 

(S) • • 
(TJ) The Federal Bureau of Investigation ("FBI") has 

determined tJhat in conducting 4 | on unknown 
non-US Persons, the FBI failed to submit the required notice to 
the Office of intelligence Policy, and Review (OIPR) . 

, 
I Jon unknown, members <5F| % 

opened a 
The Attorney General guidelines at the time did not require " 
Division Offices to notify thè OIPR-of .non-US person 
investigations. However, pursuant to The Attorney General .'s 
Guidelinés for FBI National Security Investigations and Foreign 
Intelligence Collection .(NSIG). which took effect on October 31, 
2003, this investigation-requires OIPR notification. FBI 
Headquarters provided interim implementing guidance providing 
Divisions two months to renort I I on all 
open I opened prior to 

review of this casefile' on 
I failed to-properly notify OIPR. 

mistake was realized,|_ 
When the-

]immediately drafted a report in order 
to comply with case reporting requirements. In light of the fact 
that O.IPR was not notified of the investigation until more than • 

Jafter the requirement, OGC concludes that this delay 

b2 
b2 
b7E 

in filing the notice was sufficiently' great so- as to deprive OIPR 
of the opportunity to provide oversight of the investigation. 
Thus,, the matter is being reported to the I0B-. . . / 

bl 
,b2 
b6 
b7C 
b7E 

b2 
b7E 

Hofmann-IOB-3601 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE- 07-08-2010 BY 65179/DHH/PLJ/scib 

IOB SUMMARY SHEET 

Name.of Department or Agency: FBI CY Quarterly Report: 2oo^ 

DATE OF INCIDENT: DATE OF REPORT TO IOB: Deeembu 31,2007' / 3 

DATE OF.REPORT TO DEPARTMENT/AGENCY: April 1,2007 
b2 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): " b 7 E 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
• : FISA(50U.S.C. 1801) 

Other (U.S.C., citation: - > . . • -

EXECUTIVE ORDER 12333: " 
. -Section 2.3 collection & dissemination of USP info . \ - ' 

Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US ' , • 
Section 2.4(b) unconsented physicalsearch w/in US - -

. Section 2.4(c) physical surveillance of USP w/in US " 
Section 2:4(d) physical surveillance of USP abroad • • '• 

j Section 2.5 AG approval w/in US or against USP abroad • " . 
Section 2.6 assistance to law enforcement 

- ' Section 2.7 contracting - • : , 
Section 2.9 Undisclosed participation .; ' ' 
Section 2.10 human experimentation ' . ' . 
Section 2.11 prohibition on assassination . -

. Section 2.12 indirect participation - . • . •• 
• X AG Approved EO12333 Guidelines (Guidelines name arid section: ' ) ' 

• ; OTHER EXECUTIVE ORDER (SPECIFY) ' . . 
" Creation of unauthorized SAP (EO 12958, as amended) " • 

Other'(EO citation: ) f • ' -

. PRESIDENTIAL DIRECTIVE (SPECIFY) 
• - COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: 

DEPARTMENT/AGENCY ACTION: Reported to the IOB • - . • 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3602 



DATE!. 07-08-2010 
,1-sfiLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c, d ) 
DECLASSIFY ON: 07-08-2035 

ALL INFORNATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

(S) 

(U) 

S T / / 2 

INTELLIGENC^L-QiDBSaiGHT BOARD (IOB) MATTER 
DIVISION, 

IOB MATTER 2007-1132(Ü) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting a investigation of a non-United 
States person, the FBI failed to submit notice to the Office of' 
Intelligence Policy, and Review (OIPR). (U) 

Tn t-Vii c ronav^ 

investigate ,-tne sutnecE1 
employment at I 

C 
on the subject oh 

1 opened a 
|to 

I 
1 due to his 

] X 
• The Attorney General FBI Foreign Intelligence 

Collection-and Foreign Intelligence ̂ Investigations in place in 
DeceitLber 2 002, when this investigation v?as opened, did hot . 
require the. field to file notice of investigations .opened on non-
.United dt^tes persons. However, the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign ' 
Intelligence Collection (NSIG), dated October 31, 2003'provides 
that "In addition to nnHnft m n r p m m a the initiation of 
investigations, required I 

-.. I Interim Policy Guidance reflecting 
. the NSIG was" sent to FBI' Divisions in 2003 instructing them to 
*repoft all investigations opened prior to 10/31/2003 without .' '' 
• .regard'to the status of 'the subject, sj ^ |failed- to provide 
any notice about this i n v e s t i g a t - '' • 

b2 
b7E 

b l 
b 2 • 
b7E 

b2 • 
b7E ' 

Ixi this- case.. ]'did not provide the required 
/report. In-.light of the fact, that OIPR did not-receive 
notification' of this -investigation at all during the time it was 
open, OGC concludes that this lack of notice deprived OIPR of the 
opportunity to prpvide oversight of the-investigation. -Thus, the 
matter is being reported' to. the, IOB. (U) ' • ' . ; -

b2 -
b7E 

HofmaiirhIOB-3603 



ALtfc INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 7 c o l 

DATE OF INCIDENT: lMarch2004 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/3/2007 .. • 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e-., DoJ, Congress, Civil Liberties Office):_ 

POSSIBLE VIOLATION OF: ' ' ' ' 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) . " . . . 
Other (U.S.C. citation: ) ' ' ' . . . ' 

EXECUTIVE ORDER 12333: . 
Section 2.3 collection & dissemination of USP info • •• . 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US ' • • 
Section 2.4(b) unconsented physical search w/in US 

• Section 2.4(c)-physical surveillance of USP w/in US - ' • , . : 
' . . -Section'2.4(d) physical surveillance of USP abroad - • . ' < " - . ' 
• ^ Section 2.5 AG approval w/in US or against USP abroad' ' . - • ' * " ' . 

. Section'2.6 assistance to law enforcement ' . 
Section 2.7 contracting ' ' . ' 

• Section 2.9 undisclosed participation - . ' . . . 
.Section2.10 human experimentation " • •' 

: Section2.11 prohibition on assassination . . : ,v .' . . *. ' 
Section 2.12 indirect participation. ' ' - ' , . • • ' - " ' .- ; ' 
AG Approved EO 12333 Guidelines f^ttnrriev General Guidelines. FBI National Security - ' * ' b2 

' ' : ' • • ' - - b7E Investigations and Foreign Intelligence Collection (NSÎC 

' OTHER EXECUTIVE ORDER (SPECIFY) ' / / • • . • 
' . . Creation of unauthorized SAP (EO 12958,. as amended) 

Other (EO citation: } / ' . 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 1 

DEPARTMENT/AGENCY ACTION:' ,. • . ' •• 

*DATE OF FINAL DISPOSITION: ". . ' • . '' " ; 

Hofmanri-IOB-3604 



DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-08-20'l0 

/Z? 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
FIELD OFFICE ' - b 7 E 

IOB MATTER 20-07-3376 (U) 

(U) The Field Office of the Federal Bureau of-
Investigation has reported an error in conjunction with an 

thi-
b7E investigation of that division. In this .regard/ an NSL sought bz 

response 
included Ithat had 
been reqUasrsa. Tft666. rec6rd& had upiflaaaa into 5ft FBI-
database (ACS), but were subsequently deleted. But because they 
were Uploaded, this matter must -be--reported. 

(U) This matter has been reported to-the- FBI's 
I-nspectiop Division for-appropriate action. • 

Hofmann-IOB-3605 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb IOB SUMMARY SHEET 

Name of Department or Agency: FBI 

DATE OF INCIDENT: 

CY Quarterly Report: 

DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 9/11/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' ' 
FISA (50 U.S.C. 1801) • 

. X Other (U.S.C. citation] 

EXECUUVRORDER13333: 
Section 2.3 collection & dissemination of USP info 

_ $ectioi\ 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

• Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 

. ' Section 2.4(d) physical surveillance of USP abroad 
.' ^ L ' Section 2.5 AG approval w/in US or against USP abroad 

' Section 2.6 assistance to law enforcement 
- • - Section 2.7-contracting 

' Section 2.9 undisclosed participation 
Section 2.10 human experimentation - . 
Section 2.11 prohibition on assassination 
Section.2.12 indirect participation -
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 

- • Other (EO citation: ' . 1 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' ' 
- COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation:' 1 

DEPARTMENT/AGENCY ACTION:" 
, ' *DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3606 



DECLASSIFIED BY 65179/DÏÏH/PLJ/sOD 
ON 07-08-2010 

(U) 
INTELLIGENCEL-QiiEESlGHT BOARD (IOB) 

DIVISION, 
IOB MATTER 

MATTER 

2.007-1134 (Ü) 

The Federal Bureau of Investigation {"FBI") has 
determined that during a 
the FBI failed to submit 

b2 
b7E 

b 2 of a non-U.S. person,b7E 
the required ten day opening notice and 

did not provide the annual LHMs to the Office of Intelligence 
Policy and Review (OIPR). 

P , 
_ instituted a 
The Attorney General's Guidelines for FBI 

.National Security Investigations and Foreign Intelligence 
Collection. (NSIG) instituted on 10/31/2003 ' required all' 
investigations to be reported to OIPR, without distinction about' 
United States Person status. | 

3 or an annual. LHM f ]before this case 
closed. As such, OIPR never had oversight of this investigation. 

] In light of 
•the ~fac.t that OIPR was. not notified of this investigation at all 
during the. time it was open, OGC concludes that this lack of -
notice deprived OIPR of the opportunity to provide oversight of • 
the'investigation.'. Thus, the matter is being reported to the 
IOB. - . . " - - ' . : 

Hofmann-IOB r3607 

40ecîSssxfyon : 12/vTJ2TTC7—--



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdto 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: December 31,2007 
I j V /Zoo S 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 2,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do j, Congresŝ  Civil Liberties Office) 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
• 1 FISA(50U.S.C. 1801) • 
• Other (U.S.C. citation: 

EXECUTIVE ORDER 12333: 
' Section 2.3 collection & dissemination öf USP info . 

.Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US . 
Section 2.4(b) unconsented'physical search w/in'US 
Section 2.4(c) physical surveillance ofUSP w/in US -

• Section 2.4(d) physical surveillance ofUSP abroad , 
• Section 2.5 AG approval w/in US or against-USP abroad 

• Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section.2.9 undisclosed participation . . 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 

¡_ Section 2.12 indirect participation 
X AG Approved EO 12333-Guideiines (Guidelines name and section: _ 

•OTHER EXECUTIVE ORDER (SPECIFY) 
Creation 5f unauthorized SAP (EO 12958, as amended) " ; 

Other (EO citation: ' ' 1 . 

* PRESIDENTIAL DIRECTIVE (SPECIFY)- . -
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: _ ) 

DEPARTMENT/AGENCY ACTION: Reported to the IOB 
*DATE OF FINAL DISPOSITION: • . 

Hofmann-IÖB-3608 



DECLASSIFIED BY 65179YDHH/PLJ/sdfci 
"OH 07-08-2010 

3 J / / 2 0 

m , INTELLIGEN£E_JQ£ERSIGHT BOARD MATTER WC.F. OVF.R 
I »C DIVISION IOB MATTERS4 2007-3133 and 2007-3423 (U) 

h 2 
b7E 

On 05/23/2QXLL 
Investigation (FBI) 

.¿Od 08/27/2007 the Fi 
I Division I I 

ederal Bureau of 
reported two 

potential Intelligence Oversight Board (IOB) violations involving 
the late notification of two| |to 
the Department of Justice' s Office of Intelligence Policy and 
Review (-01 PR) ' • ' -

h 2 
hl E 

(U) 

] opened the following 

J In order to comply with tue NSIG 
interim- guidance.on| |should have 
-.submitted a summary LHM .to FBI HQ for OIPR on 

| However, this summary was not 7 

provided until[ I. 
b2 
b7E 

t 
"| Also, no Annual LHMs were submitted for 

1 

IH) 

| in order to comply witn tne NSIG -
interim guidance on I I should have 
submitted a summary LHM to FBI HQ for OIPR On 

| However, this summary was no.£ 
provided until I 1 

"b2 
b7E 

Also, no Annual LHMs were .-submitted for 

] Prior to this change, the| "]" 

b2 
b7E 

]did not have to adhere to the Attorney General' s 
i +• i T •» i /J A 1 t A'A IS MM«««« M 4» U rt » » i m /-> n n l v»/> H National Security Guideline's because they were considered 

criminal investigations." 

Hofmann-IOB-3609 



•wk During this same time period, the NSIG was implemented, 
and on 12/23/2003 the FBIHQ's Counterterrorism and 
Counterintelligence Investigations Divisions issued interim 
guidance providing instruction to the field offices on its notice 
requirements to DOJ/OIPR.. According to the interim guidance, 
national security cases that were open prior to October 31, 2003 
were to submit an LHM summary to FBI HQ for transmittal to OIPR by 

As provided in of The Attorney Gênerai ' s 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), effective 10/31/2003 (NSIG) , a 
"field office shall notify-FBI .Headquarters' [FBIHQ] within'ten 
.working days çf the initiation by the field of a preliminary or 
.full investigation." After receiving the notice from.the field'1 
office, FBIHQ shall provide notice to. the Office of Intelligence 
Policy and Review (.OIPR) and to the Criminal Division. QIPR 
shall then notify the Attorney Général and Deputy' Attorney - ' 
General. ' . • 

Furthermore, the NSIG provides in .pertinent part that 
in addition to providing OIPR notice of thé initiation of.the -, 
investigation, - the FBI shall notify OIPR . the Criminal Division at-
the, end, of- éàch year a full investigation'continues. NSIG, -
1 1 '• 

^The FBI reports that failure--to .notify OIPR of the-, 
investigations in a timely ftianner "substantially- impaired" - their 
.oversight of this case. Also, I I failed to provide annual 
summaries of the investigations in| | Here, 
notification to OIPR .of thel I was not until, more than I [ 

1 after they, had been converted fifom 

SWSSBPf/ 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
»DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: "LO'° ^ 

I DATE OF REPORT TO IOB: Ymm- ¡ f i r } ™ 0 ' * DATE OF INCIDENT: 
b2 
b7E 

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/23/2007 & 08/27/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' 
FISA (50 U.S.C. 1801) • . ' . , 
Other (U.S.C. citatimi: . ) 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info . ' ' 

• '•• Section 2.4 preamble: least intrusive collection -
• ' SeGtion2.4(a) CIA electromc.surveillancew/inUS 

- Section.2.4(b) unconsented physical search w/in US -
: Section 2.4(c) physical surveillance of USP w/in US " ". 

•• Section 2.4(d) physical surveillance.of USP abroad. 
^ Secticin2.5 AG approval w/in US or .against USP abroad ' . 

• Section 2.6 assistance to law enforcement - , \ • " 
¡_ Section 2.7 contracting ' 
:_' Section 2.9 undisclosed participatioji ' . > 

.. Section 2.10 human experimentation ' . ' • ' 
- Section 2.11 prohibition on assassination ' . - . '. : 

Section 2.12 indirect participation 
X AG Anr>roved HO 123.33 Guidelines (Guidelines nanie and section: b2 

b7E 

OTHER EXECUTIVE-ORDER (SPECIFY) . 
" Creation,of unauthorized SAP (EO 12958, as amended) 

Other (EO citation:- ' ) 

PRESIDENTIAL DIRECTIVE (SPECIFY)-• - ' • ' 
~ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ') 

-DEPARTMENT/AGENCY ACTION: 

*DATE OF FINALDISPOSITION: . . ' 

Hofmann-IOB-3611 



Vv?* 

(U) 
DECLASSIFIED BY 6S179/DHH/PLJ/sdb 
ON 07-08-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-3158J (U) 
b2 
"b7E 

During an authorized! J 
f a NON-U. S . person., f 

Security Tetter (WRT.Ï to a I 
~]sent a National 

Isppkina 

response to thé NSL, the 

i n t h e jjtëï,TT 

produced a 

b2 
b7E 

• which i n c l u d e d in format ion tha t was not requester 
X s j i b s e q u e n t l y r e f e r e n c e d ! 

I 
i n f o r m a t i o n i n an "annual summary" 

electronic communication to FBI Headquarters 

(U) In this case, an error was committed by£ 

[ 
when it 

compounded the third party error by uploading onto Automated Case 
Support (ACS) information regarding the target's 

information. 

b2 . 
b7E 

(U)l I has been instructed to charge-out from ACS thé 
EC that contains the -aboyé-described information. has 
also been instructed to contact thel l.and 
ask whether the ] should be returned' or 

h 2 
b7E 

destroyed/ with- appropriate documentation to the file 

Hofmann-IOB-3612 



A U INFORHATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb LOB SUMMARY SHEET 

Name of Department or Agency: FBI* CY Quarterly Report: t P Q "9" 

DATE OF REPORT TO 10B: I¡¿< jlooZ DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/19/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

b2 
b7E 

_X Other (U.S.C. citation: _ 

EXECUTIVE ORDER 12333: 
. - Section 2.3 collection & dissemination of USP info 

1_ Section 2.4 preamble:-least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

' Section 2.4(b) unconsented.physical search w/in US 
Section 2.4(c) physical sûrveillancé of USP w/in OS •' 
Section 2.4(d) physical surveillance of USP abroad .. 

• • Section 2,5 AG approval w/in US or against USP abroad • • -
Section 2.6 assistance to law enforcement-' -
Section. 2.7 contracting _ 
Section 2.9 undisclosed participation ' '. . 
Section 2.10 human experimentation -
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation . 
AG Approved EO 12333' Guidelines (Guidelines namë and section: .¡_ 

OTHER EXECUTIVE ORDER (SPECIFY) • • 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO .citation: _ _ _ _ _ _ _ ) • -

PRÈSIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

_ Other .(Presidential Directive citation: . . . ' \ 

DEPARTMENT/AGENCY ACTION: ' 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3613 



(S) 

DATE: 07-08-2010 
CLASSIFIED BY 65179/DHH/PLJ/sdto 
REASON: 1.4 (c, d) 
DECLASSIFY ON: 07-08-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) INTELLIGENCE OVERSIGHT BOARD MATTER 
I IFIELD OFFICE 
IOB MATTER 2007-615 (U) 

b2 
b7E 

' b l 
b2 
b7E 

Upon review of the recorded information/ it was 
discovered that the| | 
resulting in the acquisition of approximately^ 

In memoranda to'the Department 
^s-Jfstice Office of Intelligence Policy and Review -(OIPR) , 

reported that the\ 

Jto OIPR for 

b2 
b7E 

bl 
b2 
b7E 

•b2 
b7E 

XA "United States person" is defined in Section 101 (i) of 
the Foreign Intelligence Surveillance'Act (FISA) , 50 U.S.C. §. 
1801, et seq. . as "a citizen of the United States, an alien 
lawfully admitted for permanent residence (as defined in section 
101(a) (20) of Title '8), an unincorporated association a 
substantial number of members which are citizens of the United 
States or aliens lawfully admitted for permanent residence, or a 
corporation which is incorporated in.the United States, but does 
not include a corporation or an association which is a foreign • 
power. . ." See also Section I.C of the Attorney .General' s 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG) (2003). ' ' 

Hofmann-IOB-3614 



(U) ET 

sequestering. See Memorandums tol 
01 PR, from! 
datedj f" 

This case thus involves a primary error and. a 
compounding error. The nrimarv fi-rrnr or-onr-rpri whpn an 

(U) 
» TniS e r r o r - w a s r n m n m m H p H h-w i - h s a n n a r p n h V 

Jtél NSLB has opined that this incident is reportable, 
Appropriate rìòtifications have been made to OIPR, and this 

, memorandum is .being provided to the I0B for reporting purposes. 

h 2 
b7E 

b2 
b6 
b7C 
b7E 

" ? - Hofmann-IOB-36.15 



V 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: foog-

h7E DATE OF INCIDENT: | | - DATE OF REPORT TO IOB: 1-8/28Ä9Q7-" / / 3< / b 2 

DATE OF REPORT TO DEPARTMENT/AGENCY: 12/14/2006 . 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' 
. X EISA (50 U.S.C. 1801) -

7 Other (U.S.C. citation: 18 U.S.C. 5 27091 _ - ' 

EXECUTIVE ORDER 13333: , . ' ' .'; ' ,f 
- '• . Section 2.3 collection & dissemination of USP info . • ' " 

Section 2.4 preamble: least intrusive collection " . ' " • . • " ' 
• Section2;4(a) CIA electronic surveillance w/inUS . 

. Section .2.4(b) unconsented physical search w/in US . . . 
• -Section 2.4(c) physical .surveillance of USP w/in US .' • 

L_ Section 2.4(d) physical surveillance of USP abroad ' . 
: Section 2.5 AG approval w/in US or against USP abroad . - ' . • • • 

Section 2.6 assistance to lawenforcement 
Section 2.7 contracting <• 
Section 2.9 Undisclosed participation . ' •-
Section 2.-10 human: experimentation 

. - Section 2.11 prohibition on assassination. . 
Section 2.12 indirect participation • ' " - * ' 
AG ApprovedEO 12333 Guidelines (Guidelines name and section:- . 1 " . • 

OTHER EXECUTIVE ORDER (SPECIFY) . • . . . . • ' 
. . Creation of unauthorized SAP (EO 1295$, as-amended) ' 

Other (EÖ citation: J • / ! ' ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) "• ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . 
Other (Presidential Directive citation: _ ; ) « 

. b2 
I . b5 

I - 1 ' b7E 
DEPARTMENT/AGENCY ACTION: The FBI's Office of the General Counsel (OGC) advised 

*DATE OF FINAL DISPOSITION: 10/28/2007 

Hofmann-IOB-3616 



DECLASSIFIED BY 65179/DMH/PLJ/sdì) 
« OK 07-08-2010 

(U), 
INTELLIGENCE OVERSIGHT BOARD MATTER 

DIVISION 

U) 

U) 

IOB MATTER 2007-3040 (U) 

An electronic communication 
Bureau of Investigation (FBI), 

(EC) from the Federal 
Division 

dated 07/19/2007, reported a potential 
Intelligence Oversight Board (IOB) violation involving the- late 
notification of initiation of a| to 
01PR. - : ! 

0 On 
pers'on target, 
the case on[ 

The I 
|on a non-U.S. 

expired on] | the SAC extended 
and FBI HQ -extended the [lonl 

No investigative activity not authorized under a[ I 
Ü ) 

occurred, during" the lanae periods of f 
I On| |the- case was closed.- .No 

EC or LHM was submitted to FBI HQ in order to- notify the 
Department of Justice Office of Intelligence Policy Review. (OiPR) 
.until f | more than! I Subsequently,' on 

submitted an LHM to OIPR notifying them-
of, the continuation of the! lafter the.I 1 

As provided inL ] of Thè Attorney General's 
Guidelines' for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG) , effective i0/31/2003' (NSIG) ,' a 
"field office shall notify FBI Headquarters [FBIHQ] within ten 
working days of the initiation by the field of a preliminary or . 
full investigation." After receiving'the notice from the field 
office, FBIHQ shall provide notice to the Office -of' Intelligence 
Policy -and Review (OIPR). and to the Criminal Division. OIPR 
shall then notify the Attorney General and Deputy Attorney. 
General.- , '• 

The FBI reports that failure to notify OIPR of the 
investigation in. a timely manner "substantially impaired" their 
• oversight of this case. Here, an opening EC and LHM was rifever 
submitted to FBIHQ to provide OIPR notice of theP~1 until more 
than 1 lafter it had been opened. 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b 2 
b7E 

b2 
b7E 
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All INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 2 o o > 

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: lftSee? l / 3 ^ 

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/19/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
' FISA (50 U.S.C. 1801) • * • -

Other (U.S.C, citation: . , ) ' . \ • " 

EXECUTIVE ORDER 12333: . ' 
•' ' Section 2.3 collection & dissemination of USP info 
• Section 2.4 preamble: least intrusive collection • - • 

Section 2.4(a) CIA electronic surveillance w/in US 
Section. 2.4(b) unconsented physical search w/in US ' 
Section2.4(c) physical surveillance of USP w/in US • • " ' . ' 
Section 2.4(d) physical surveillance of USP abroad • 
Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement • ' ' . . . 

r Section 2.7 contracting ' - . 
. Section 2.9 undisclosed participation ' ' 
Section 2.10 human experimentation . 
Section 2.11 prohibition on assassination - • • 

. Section 2.12 indirect participation I ; > b 2 
_ _ X _ AG Approved EO 12333 Guidelines .(Guidelines name and section ; b 7 E 

OTHER EXECUTIVE, ORDER (SPECIFY) • ' ' 
• Creation of unauthorized SAP (EO 12.958, as amended) ' • 

Other (EO citation: ) .. • ." ' 

' PRESIDENTIAL-DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other .(Presidential Directive citation: __) 

DEPARTMENT/AGENCY ACTION: ' • ' 
*DATE OF FINAL DISPOSITION: . 
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DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-08-2010 

5T//2QJ 

INTELLIGENCE OVERSIGHT .BOARD (IOB) MATTER 
| |FIELD OFFICE 

" IOB MATTER 2007-925NSL (U) 

By electronic communication dated 
the- Federal Bureau of Investigation (FBI) , f |Field Office, 
reported that a [ I on a non-CJnited State 
Person was initiated on | land closed on [ 

C ]never submitted an initial 10-day letterhead 
f 

memorandum. 

As provided*in Jof The Attorney 
General's Guidelines for /FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective October 31, 
2003, a "field office shall notify FBI Headquarters •(FBIHQ) 
w-it-h-in fon ^ r U n n Hawc n-F -i ni i--j I^P by the field Of a 

Within ten working days of 
receipt or notice trom tne tieid, fciJlHQ shall provide notice of 
the investigation to OIPR and to the Criminal Division. OIPR 
shall then notify the Attorney General and Deputy Attorney 
General. ' • '• ' • • . , 

of the 
Under the NSIG, the FBI is required to notify OIPR 

enin<j of| | as outlined above. 
In this case,. 

] which may have led[ J to -believe that J 

notification was unnecessary. - It is FBI policy, however, to 
report the matter to the IOB if there is no notification over the 
entire duration of the investigation, regardless of how short-
that might be. ' • ' ' ' - ' . . ' 

h 2 
hi E 

b2 
b7E 

b2 
b7E 

b 2 
b7E 

Hofmann-IOB-3619 



t 

ALL INFORMATION CONTAINED 
HEßEIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency; FBI CY Quarterly Report: 4th Q 2007 

DATE OF INCIDENT: b2 
b7E" DATE OF REPORT TO IOB: ' / T* 1 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 5,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Doi, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 
Other (U.S.C. citation: ) . 

EXECUTIVE ORDER 13333: . . . ' ' ' 
Section 2.3 collection &*dissemination of USP info' - . 

i Section 2.4 preamble: .least intrusive collection . 1 

• Section 2.4(a) CIA electronic surveillance w/in US . . 
Section 2.4(b) unconsented physical search w/in US . ' • 
Section 2.4(c) physical surveillance of USP w/in US • . • 
Section 2.4(d) physical surveillance of USP abroad . ' ' 
Section 2.5 AG approval w/in.US or against USP abroad • * ' • " , " ' . -
Section 2.6 assistance to law enforcement ' • . . 
Section-2.7 contracting ; 

' • Section 2.9 undisclosed participation . . ' . • ; 
Section 2.10-human experimentation 
Section 2.11 prohibitioh'on assassination . ' 
Section 2.12 indirect participation ' ; ; b2 
AG Approved EO 12333 Guidelines (Guidelines namé and section: b7E 

OTHER EXECUTIVE ORDER (SPECIFY) ; ' 
Creation of unauthorized SAP.(EO 12958, as-amended) . , . 
Other (EO-citation: . 1 , • - 1 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Notified the field office of the NSIG requirements.. 

*DATE OF FINAL DISPOSITION: November 12,2007 
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DATE: 07-08-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-08-2035 

(sr. . . . . . 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I FIELD OFFICE 

IOB MATTER 2007^917-NSL. (U) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting anj 

I thel "I Field Office I 
rpannn.qo <-n wh-ir-h 

] issued a subscriber NSL m 
returned information about an 

to which, the subject | frnd the 
information was uploaded into .a database. In this regard, on or 
abouti lopened a I ~1 investigation 

I I who is not ̂  "United States person" as 
that term is used in I 

During the course of this 
investigation. an NSL daf.eri 0 1/^/2003 was issued pursuant tn the 

ror supscriöer information. returned information 
responsive to the request but, in addition, provided information 
as to in I I ; 

All of the information was unloaded- into a. database. The 
I By .EC 

date,d 04/05/2007, the potential IOB violation was reported. 

information 
database 

The IOB has instructed OGC to report, matters in which 
ion I 

THUS, 
error,is uploaded into' a 

tnis, situation is being reported to the IOB.. (.U) 

h 2 
blE 

hi 
b 2 
b 6 •. 
b7C 
b7E . 

b2 
b7E 
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AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED ' " 
DATE 07-08-2010 BY 65179/DHH/PLJ/Sdti 

IOB SUMMARY SHEET 
CffeQ 

Name of Department or Agency: FBIOGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 01/29/03 (issuance of NSLs) DATE OF REPORT TO IOB: 13/30/6? 

' DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e, DoJ, Congress, Civil Liberties Office): 

•POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

1 Other (U.S.C. citation: 18 USC 2709 1 

EXECUTIVE ORDER 13333: 
' Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
Section'2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

- Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP-abroad • • • 
Section 2.6 assistance s law enforcement . • 
Section 2.7 contracting . 

• Section 2.9 undisclosed participation . . . . 
' Section 2.10 human experimentation 

Section 2.11 prohibition on assassination 
^ Section 2.12 indirect participation 

• AG Approved EO 12333 Guidelines (Guidelines name and section:. -

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) • . 

^ Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . . 
Other (Presidential Directive citation: 1 ' 

DEPARTMENT/AGENCY A PTTRTM- A hm *W m a t t e r ¡s being reported to IOB: that information ^ .nTTON- A liviVH fiflrl that matter is being reported to IOB: that informa 
:| ¡hould be destroyed or returned to 
MVIO»« cK/Mll/l Ml'» nAnMan̂ Ma/1 

b4 
b7D uploaded must be purged; thati 

SSN/DOB/driver's license number should remain sequestered.. b 7E 
*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3622 



DECLASSIFIED BY 65ÏT§/DHH/PLJ/sdb 
OU 07-08-2010 

[ 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 
IOB MATTER 2007-3117 (D) 

The Federal Bureau of Investigation ("FBI") has 
determiner! -i-hat- while conducting a| | 

lof a TTnit^ri st-at-pg person, the FBI I 
Field Office ] 

b2 
b7E 

h 2 
b7E 

than specifically authorise] unfifîr t.hp! 
seemingly requested .more information 

On 
national security letter (NSL) fori 
consistent with 

prepared and issued a 
] However, in addition to the NSL, 

appended an "Attachment" document iig<--i-nrr ̂ i-pfinripa 
or l m o r m a c i o n. wi th hhe fnllnwina cm-irianr-P. hn b 2 

b7E 

information. They .also supplied!" 
information that pre-dated the date range provided m tne NSL. 
The _ overproduction was discovered by the Case Agent when 
reviewing the results; they were segregated from the . 
investigative portion of .the' case file' to avoid compounding an 
overproduction -concerns. This information wili be destroyed or 
returned- to 
' inve's tigat iorT (U) 

b 2 
b7E 

j as it is not relevant to the on-going 

£>f concern here is 
NSL. [ ] "Attachment" to 

has been advised to stop the 
practice arid further encouraged to consult the model NSLs 
prepared'by FBI, Office of General Counsel, to assist in 
preventing similar Issues in the future. (U) 

b2 
b7E 
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Ail INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 
2007-3117 

Name ofDepartment or Agency: FBI CY Quarterly Report: Zaoi-

DATE OF INCIDENT: I 1 DATE OF REPORT TO IOB: ' l / 3/ /?oq ̂  

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/26/2007 ' • 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' b 2 

v ' b7E 
POSSIBLE VIOLATION OF: 

STATUTE (UnitedStates Code Citation). * ' ' 
FISA(50U.S.C. 1801) 

X Other (U.S.C. citation: 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection. 

. Section 2.4(a) CIA electronic surveillance w/in US 
Section. 2.4(b) unconsented physical search w/in US • 

' t Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad ' 
Section 2.5 AG approval w/in US or against USP abroad 
-Section 2.6 assistance to law enforcement 
Section 2.7 contracting ' 
Section 2.9 undisclosed participation -
Section 2.10 human experimentation 
Sectioin 2.1-1 prohibition on assassination 

- Section 2.12 indirect-participation. 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER .EXECUTIVE ORDER (SPECIFY) . . 
• Creation of unauthorized SAP (EO 12958, as amended) 

Other(EO citation: ' ) -

PRESIDENTIAL DIRECTIVE (SPECIFY) 
: • ' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
• Other "(Presidential Directive citation: . 1 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
OK 07-08-2010 

<U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

(U) IOB 
FIELD OFFICE 

MATTER 2(307-1609 

nnr-ipg an authorized|_ 
Of a nnn-TT H nsrsnri 

security Letter (NSL) to ; 
I s prit- 4 National 

seeking both 

I Tri response to th e NSL, 
which included information 

subsequently,£ tnat was not requested in the NSL. 
inserted some of the over-produced information in particular 
documents that were uploaded and/or used for investigative 

lin. al 1 
.NSL that was served on the . 

ta] rget'sl I Next. 1 1 drafted a rennest for an extension 
of in which it idèntified the| | 
at 

for a 
Finally, 1 

• | t h i l 
Iwitl 

Jjagain mentioned in a 

| with the [_ 

request 
]at which' the target had the 

1 

(U) In this case, an error was committed by 
compounded the third party error by uploading and using for 

] when it 

b2 
b7E 

b2 
b7E 

i n v e s t i g a t i v e p u r n n a s s 
t h e 

b2 
,b7E 

ome of the over-produced information in 

(U) Given thatj |ultimately discovered, via the| ~| 
NSL the target' s | land the status of the target's ' 

Il lhas not been instructed to redact the . 
over-produced information from the I I NSL. th'e request for 
extension of I |or the request for a 

[ contact"the f 
"1 Howéver, f 

b2 • 
b7E 

Jtias been instructed to 
and' ask whether the full 

J should be returned or destroyed, with appropriate 
documentation to the fil.e. 

Hofmann-IOB-3625 



'ALL INFORMATION CONTAINED . . 
HEREIN IS UNCLASSIFIED ' 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: l o o 

DATE OF REPORT TO IOB: I * DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/19/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.,DoJ, Congress, Civil Liberties Office): ' ' . . • b 2 

b 7 E 
POSSIBLE VIOLATION OF: ' ' 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

_ _ X _ Other(U.S.Ç. citation: J [_) 

EXECUTIVE ORDER 12333: 
• - Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least-intrusive collection 
Section 2.4(a) CIA ¿lectronic surveillance w/in US * 
Section 2.4(b) unconsented physical search w/in US ' -
Section 2.4(c) physical surveillance of USP w/in US 

, Section 2.4(d) physical surveillance of USP abroad - • 
! Section 2.5 AG approval w/in US or against USP abroad. " " 

Section 2.6 assistance to law enforcement 
Section 2.7 contracting 

. Section 2.9 undisclosed participation 
Section 2.1 Ô.human experimentation . ' 
Section 2.11 prohibition on assassination, • " ' , 
Section 2.12 indirect participation • *. * • ; 
AG Approved EO 1233-3 Guidelines (Guidelines iiame and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
' Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: : ) 

• PRESIDENTIAL DIRECTIVE (SPECIFY)-' - .' 
• COVERT ACTION FINDING/MEMORANDUM. OF NOTIFICATION 

' Other (Presidential Directive citation: •' .1 

DEPARTMENT/AGENCY ACTION: ' -

*DATE OF FINAL DISPOSITION: - . ' 

Hofmann-IOB-3586 



•DECLASSIFIED BY 65179/BMH/PLJ^sdb 
OH 07-08-2010 

INTELLIGENCÈLjQIffiRSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-802 

During a 
non-U.S. person. T 

b2 
b7E 

( U ) 

Df a 

under 
The NSL5 réaUéatecïf 

"li s sued two National Security Letters (NSL) 

Althoughl 
it also requested [ 

lonly cited 
b2 
b7E 

accounts. 
produced a 

]at which the t a r g e t h a s o r M 
Tn rRRnonsp to thp, NSLs, each |_ 

requested in the NSL. [_ 
separate ECs summarizing the| 

that included information not 
¡drafted and uploaded two (2) 

¡information in the 

(U) In this case, | |committed an error when it uploaded 
onto ACS some, of the over-produced information from- each | | 

] Such handling of over-produced information is 

b2 
b7E* 

considered compounding a third party error, which must be 
reported to thè IOB.' 

(U) 

[ 
has- been instructed to contact the 

and .ask whether each respective"! 
jsnouia De returned or destroyed, with appropriate 

has,been informed documentation to the appropriate file. 
.that it_ may, if it chooses, keep copies of the 

provided that all information beyond^ 
[information in the copiés is-

b2 
b7E 

J 
redacted. 

Hofmann-IOB-3627 



ALI INFORMATION CONTAINED 
HEPEIIJ IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sd]:. 

-.M_ -

10B SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: loo^v-

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: 1/3.1 | 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/13/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) • '.. 
FISA (50 U.S.C. 1801) 

•X Other (U.S.C. citation: _ | | ) • 

EXECUTIVE ORDER 12333: ' ' ^ . 
Section 2.3 collection & dissemination of USP info ; 

- . Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in'US 
Section 2.4(c) physical surveillance of USP w/in US • - • . 

: Section 2.4(d) physical surveillance of USP abroad 
Section. 2.5 AG approval w/in US or against USP abroad . 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 

• Section-2.9 undisclosed participation. • . r 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation ' ' 
AG Approved EO 1-2333 Guidelines (Guidelines name and section: . . 1 

h2 
b7E 

. OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958; as amended) 
Other (EO. citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) . ' 
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: ' • ' 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3628 



ECLASSIFIED BY 65179/ÈHH/PLJ/sdb 
OU 07-08-2010 

ÎU) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1FIELD OFFICE 

IOB MATTER 2007-799-1 I (U) 

During a 
non-U.S. person.V 
under| 
requested I 

of a 
1 issued a National Security Letter (NSL) • 
Ito al I The NSL 

Ï3& 
rovxded the[ 

In response to the NSLT 

I pEhat were associated with the target 
of the investigation., information that was not requested in the 

(U) 

NSL. | | did not upload, disseminate, or use for investigative 
purposes this over-produced information. 

V ^ C Subsequently". | | issued tWQ (2) additional NfiLB under 
Ito two (.2) other! | 

I r e c m f t a n s d f~ T 

includingf 
Jproduced 

J, i n 

t ^ 
II Mnse-rt-fid 1 1 from 

the 
onte r r s c s r 

into thel 1 NSLs, which were uploaded . 

b2 
b7E 

b2 
b7E 

b2 
b7E 

(U) In this case,f jcommitted an error when it use for 
investigative purposes some of the over-produced information. 
Such handling of. over-pròdueed information is'considered • '. 
compounding a third party error, which must be reported to "the 
IOB. " 

1 I H ± Lias, been instructed to contact all [ 
and ask whether the over-produced information, 
of them,' respectively, should be returned or 

| l.has 
ïêCèlVèd from each 
destroyed-, with appropriate documentation- to the file 
also been instructed that it may,- if it chooses, keep copies of 
the materials, including the[ from the| 

b 2 
b7E 

b2 
b7E 

p r o v i d e d t h a t a l l over-produced i n f o r m a t i o n m 
tne copies is redacted. 

1 

Hofmann-IOB-3629 



'ALL INFORMATION CONTAINED . . 
HEREIN IS UNCLASSIFIED ' 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: @ 

DATE OF REPORT TO IOB: i j ^ ' l 0 ^ DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/13/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ„ Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States. Code Citation) 
FISA (50 U.S.C. 1801) 

_X Other (U.S.C, citation: _ 

EXECUTIVE ORDER 12333c 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US • 
Section 2.4(b) unconsented physical séarch w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG. approval w/in-US or against USP abroad 
Section 2.6 assistance to law enforcement . 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation « 
Section 2.11 prohibition on assassination 

, Section 2.12 indirect participation 
_ _ _ _ AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHEREXECUTIVE ORDER (SPECIFY) . 
: Creation of unauthorized SAP (EO .12958, as amended) . . 

• Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
'COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: . ' ' - -

*DATE OF FINAL DISPOSITION:, 

Hofmann-IOB-3586 



INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
[FIELD OFFICE 

IOB MATTER 2007-33801 |(U) 

During a 
non-U.S. person, £ 
a National Security Letter 
requesting 
the NSL, the 
that include 

lissued to 
(NSL) under! 

1 
of a 

I produced |_ 
In response to 

information not requested by the NSL. f 
subsequently inserted information from the 
regarding the target's[ 
Memorandum (LHM) that was uploaded onto ACS 

> 
in a Letterhead [ has 

permanently charged out of ACS the LHM and has sequestered hard 
copies of the LHM with its Chief Division Counsel (CDC) . 

(U) In this case, an error was committed by 
when it uploaded some of the over-produced information. . Such 
.handling of over-produced information is. considered compounding a 
third party error, which must be reported to the IOB. - . 

H Q With regards to the ACS version of the LHM, 
has been instructed to either redact all portions 

containing the over-produced information or continue to -charge it 
out permanently. I lhas also been told to redact from 
hard copies of the LHM all portions containing the over-produced 
information. In addition, j 1 has been instructed to 
mntrint f.hp jand ask whether the original , 

should be returned or destroyed, with appropriate 
documentation to the file. Finally, | | has been 
informed that it may, if it chooses, keep a copy of' the[ 

provided that all overproduced information in the copy is. 
reaaccfed. ' 

h 2 
b7E 

b2 
b7E 

b2 
b7E 

b 2 
b7E 

Hofmann-IOB-3631 



. vv. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 20 

DATE OF REPORT TO IOB: ^ ^ ¡ J 0 ^ 3 DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 09/26/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i:e., DoJ, Congress, Civil Liberties Office): . b 2 

b7E 
POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' 
FISA (50 U.S.C. 1801), 

X Other (U.S.C. citation: J | ) 

EXECUTIVE ORDER 12333: 
. . Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
_ Section 2.4(a) CIA electronic surveillance w/in US 

. Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/ln US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation . , 

. AG Approved EO 12333 Guidelines (Guidelines name and section: 

" OTHER EXECUTIVE ORDER (SPECIFY) . 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: _ J 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' ' • ' 
COVERT ACTION FINDING/MEMQRANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ' ) 

DEPARTMENT/AGENCY ACTION: 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3632 



DECLASSIFIED BY 65179/DHH/PLJ^sdl) 
ON 07-08-2010 

u J 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IT?TRT.D OFFICE 

IOB MATTER 2007-1966-1 1 (U) 

During a 

b2 
b7E 

I 
non-U.S, 
Letters 

person 
iNSL) under 

L, I -
mder L 

of a 
1-i .q.cmeHtjwo (2) National Security 

Ito two (2) 
I respectively. The first NSL requested 

produced a| 
target of the investigation 

In response to this NSL, the 
I 

b2 
b7E 

] regarding the 
]uploaded, 

disseminated, and used for. investigative purposes some of the 
over-produced information from t-he» I _ I 

TT-IP gp.nr.nd MST. -i SBIIPH VW Ireguested 
. about ani "1 

J In response to this NSL, thJ" 

T 
1 provided information pertaining to T 

b2 
b7E 

Jdid not upload, disseminate, or use 
for investigative purposes any of this over-produced information. 

(U) In this case, an error was committed byf ] when it uploaded, disseminated, and use for investigative 
purposes some of the over-produced information. Such handling of 
over-produced information is considered compounding a third party 
error, which must be reported to the IOB. 

b2 
b7E 

(U) has been instructed to redact- from any ECs 
on ACS aha any nara copies of ECs ^n the investigative file any 
over-produced information from the 

_has also been instructed to retrieve all copies of 
any documents containing over-produced information that it . 
disseminated outside the I I Finally, 

]has been instrùcted to contact both | 
' I and the 

b2 
- b7E 

]and ask whether the original Ç 
information pertaining to the[ _] should be 
returned or destroyed, with appropriate documentation to the 
file. -

Hofmann-IOB-3633 



. . I -

ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

10B SUMMARY SHEET 

Name of Department or Agency: FBI 

DATE OF INCIDENT: (two incidents; 

CY Quarterly Report: ¿-fà-ZOOT-

DATE OF REPORT TO IOB: / / 3 7 h ° ° ' l 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/20/2007 b2 
b7E 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' 

STATUTE (Unitéd States Code Citation) 

EXECUTIVE .ORDER 1233S: • ' 
Section 2.3 collection & dissemination ofUSP info 
Section 2.4 preamble: least intrusive collection . • 

' Section 2.4(a) CIA electronic surveillance w/in US ' 
.Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance ofUSP w/in US 
Section 2.4(d) physical surveillance ofUSP abroad . 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to' law enforcement 
Section 2.7 contracting . . 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2:11 prohibition on .assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: J 

OTHER EXECUTIVE ORDER (SPECIFY) " • 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation:- ' , '• 

PRESIDENTIAL DIRECTIVE (SPECIFY) . 
• , . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

FISA (50 U.S.C. 1801) 
X Other (U.S.C, citation:. 

Hofmann-IOB-3634 



•DECLASSIFIED BY 65179/DHH/PLJ/sdb 
pH , 0 r - 4 e - 2 0 i 0 

(UK 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I frlELD OFFICE 

IOB MATTER 2007-1537J |(U) 

X During al 

(u) i n t h i a ca se , . fin e r r o r WAR r.ommi.tted by 
it requested in its NSL. T 

information. 

(U) 
documents any account numbers that it received due to the 
NSL. 1 

when 

J does not allow the FBI to request such 

has been instructed to redact from all. 

J 

b2 
b7E 

b2 
blE 

b2 
b7E 

b2 
b 7 E 

Hofmann-IOB-3635 



'ALL INFORMATION CONTAINED . . 
HEREIN IS UNCLASSIFIED ' 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: ZWlr 

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: ( / ^ ¡ l o o ^ 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007 ' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

b2 
b7E 

_X Other (U.S.C. citation: _ 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection . . ; 

I Section 2.4(a) CIA electronic surveillance w/in US : 

Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in ÙS • , 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation < 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination • . 
Section 2.12 indirect participation • 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended). 
Other (EO citation: 1 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' • 
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) * 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3586 



(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I jFIELD OFFICE 

IOB MATTER 2007-1560-j | (U) 

During a 1 
of â non-U.S. person.i 

to a I 
jissued an NSL under [ 

' Treauested 

(U) In this case, an error- was..committed by[ 
i t recnifìnr.fìd I 1 in its NSL. 

, fchen 
The | 1 

does not allow the FBI 
to request such information. 

has been instructed to redact from all (U)[ 
documents any account numbérs that it received due to the|_ 
NSL. 

h 2 
b7E 

b2 
b7E 

b 2 
b7E 

b 2 
b7E 

Hofmann-IOB-3637 



ALL INFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 
RATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 1-00 7-

DATE OF INCIDENT: | DATE OF REPORT TO IOB: ( 1 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

X Other (U.S.C, citation: J 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 

• Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d)-physical surveillance of USP abroad 

• Section-2.5 AG approyal w/in US on against USP abroad 
Section 2.6 assistance to law enforcement 1 • 
Section 2.'7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines-(Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) ' - -
Creation of unauthorized SAP (EO 12958, as amended) 

. Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

_ Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION:-

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3638 



DECLASSIFIED BY 65179/DMH/PLJ/sdto 
OBf 07-08-2010 

(U> 

TWTTüT.T.TqRWPB nVEIfrSTPiWT BOARD (IOB) MATTER 
1FIELD OFPTPf 

( U ) IOB MATTER 2 0 0 7 - 1 5 3 4 -

b 2 
b7E 

During a bf a b2 non-U.S/ person, | |issued an NSL under 1 b7E 

(U) In this case, an error was committed by 
j it". rfKiufifitfiri f in its NSL. 

information.-

(U) 

jdoes not allow the FBI to request such 

when 

has been instructed to redact from all 
documents any account numbers that it received-due to tl 
NSL. 

b2 
b7E 

b2 
'b7E 

Hofmann-IOB-3639 



Ali INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency; FBI CY Quarterly Report: t f a 200~9 

DATE OF REPORT TO IOB: ' / 3 , 1 1 1 0 0 ? DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 
/ * 

STATUTE (United States Code Citation) • 
FISA (50 U.S.C. 1801) 

b2 
b7E 

JÇ Other (U.S.C. citation:, 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 

t Section 2.4 preamble: least intrusive collection 
' Section 2.4(a) CIA electronic surveillance w/in US 
' Section 2.4(b) unconsented physical search w/in US 

Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against-USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting • 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation • 
Section 2,11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
"Creation of unauthorized SAP (EO 12958, as amended)-
Other (EO citation: _ J 

.PRESIDENTIAL DIRECTIVE (SPECIFY) . 
' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3640 



C 
H 

<U) 
DECLASSIFIED BY 65179/DMH/PLJ/SDB 
OU 07-08-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IDIVISION 

IOB MATTER 2 0 0 7 - 2 4 3 9 ] J(U) 

Purina an authorized! 
bf a non-U. S. person, | 

Security Letter (NSL) to a! 
|sent a National 
I seeking both 

The 

portions of the 
J i n r e s p o n s e t o t h e NSlTI [ 

c 

produced a 
]summarized 

!in an EC, including thef 

uploaded, the EC onto Automated Case Support (ACS) , 
upon discovering the over-production, [charged-out 
the serial containing the- summary of cEef 
also sequestered the 

I it 
and the file copy of the 

summary with its Chief Division Counsel (CDC) .. 

(U) In this' case, an error was committed by 
when it uploaded the over-produced information onto ACS, 

(U) has been instructed either to destroy the 
EC containing the over-produced information or maintain a copy of 
the EC with the over-produced information redacted. 
has a 1 sn hee-n -infnrmpH that it may maintain a -copy ot the|_ 

Iprovided that it redacts the information not 
requested by the NSL. 
to contact the I 
original 

Finally,! |has been instructed 
land ask whether the 

appropriate documentation to the file. 
should be returned or destroyed, with-

B 2 
b7E 

b 2 
b7E 

b 2 ' 
b 7 E 

b2 
b7E 

Hofmann-IOB-3641 



, ALL INFORMATION CONTAINED 
iffiREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 2oo'7~ 

DATE OF REPORT TO IOB: t j ^ j b o Q ? DATE OF INCIDENT: 
b2 
b7E 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/16/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) . ' -
1 FISA(50U.S.C. 1801) 

X Other (U.S.C. citation: 

. EXECUTIVE ORDER 12333: 
• Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
; . Section 2.4(a) CIA electronic Surveillance w/in US 

Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

^ Section 2.5 AG approval w/in US or against USP abroad . 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 

• Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
. Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: ) 

PRESIDENTIAL-DIRECTIVE (SPECIFY) • 
: COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) ' 

DEPARTMENT/AGENCY ACTION: • 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3642 



r 

(U) 

( U ) 

( U ) 

(U) 

DECLASSIFIED BY 6S179/DMH/PLJ/sdb 
ON 07-08-2010 

(U) INTELLJGF.NCF. NVBPRTRHT BOARD MATTERS 
J: I DIVISION 

IOB MATTERS 2007-3429 and 2007-3111 (UV 
On 05/14/2007 and 06/21/2007 respectively, The Federal 
Investigation (FBI), I [Division I I 

, reported two potential Intelligence Oversight Board (IOB) 
"violations involving the late notification bf I | 

~1 andj to 

... A§k 1 
1 Contrary to The Attorney General's -

Intelligence Collection (NSIG) , effective 10/31/2003,1 1 
did not forward notice of this I | to FBIHQ 
nor otherwise notify FBIHQ of Its existence until sending a 
notice of its I I On | 
I I to finish some administrative matters, 
Put again failed to provide proper notice of its opening prior to 
finally closing the| [again on| \ 

er -y 
due on 
approximate 

As provided in f 

on a non U.S. person. 
was not submitted until[ 

opened a[_ 1 
The initial 10-day LHM, • 

l o f NfiTfi. ri F 1 

I After receiving the -notice from the field 
office, FBIHQ-shall provide notice to the Office -of Intelligence 
Policy and Review (OIPR) and to the Criminal Division. OIPR 
shall then notify the Attorney General and Deputy Attorney 
General. • 

(S^ The FBI reports that failure to notify OIPR of the 
investigations in a timely manner "substantially impaired" their 
oversight of these cases. Here, a 10-day initial notification 
LHM was either never submitted or provided more thanj | 

after the was opened. 

b2 
hi E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

SEC L01 

Hofmann-IOB-3643 



^ALL INFORMATION CONTAINED 
-HEREIN 15 UNCLASSIFIED 
DATE 07-06-2010.BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE QF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 5/14/07 and 6/21/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): I 
POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) • . > 
Odier (U.S.C. citation: ) 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance ofUSP w/in US 
Section 2.4(d) physical surveillance ofUSP abroad 
Section 2,5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section. 2.7 contracting 

. Section 2.9 undisclosed participation 
Section 2.10 human experimentation 

" Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 

X AG Approved EO 12333 Guidelines (Guidelines name and section 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: j ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Odier (Presidential Directive citation: 1 

DEPARTMENT/AGENCY ACTION: 

*DATE 'OF FINAL DISPOSITION: 

Hofmann-IOB-3644 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-08-2010 

INTELLIGENCE OVERSIGHT BOARD- (IOB). MATTER 
FIELD DIVISION 

( U ) 
IOB MATTER 2007-1159(0) 

(U) The- Federal Bureau of Investigation ("FBI") has 
determined that in conducting a I I 
of a non-United States Person, as that term is used in Section 

l,of the Foreign Intelligence Surveillance Act of 1978 
it collected information on a I I unrelated 

b2 
b7E 

b2 
b7E 

to an authorized investigation. 

A ^ Relevant to this investigation, oh or' about 
02/25/2005, a National Security Letter issued hyI 
reguesting thel 

] b2 
b7E ' 

accordance wiOTf 
1 was prepared and approved in 

(U) 
L 

In response,[ 
x 

J.provided only, the 

-return information! 
thisf 

lreguested by the FBI. ' After reviewing the 
concluded that the reguest for 

} was a mistake. Several I Iin the[~ 
requested in the NSL made different from any other f 
affiliated-with the target. As such, this 

b2 
b7E 

and the accompanying reqor'ds requested.by the^ FBI were nor 
associated with an! authorized investigation. then 
reported this matter'as'potential IOB violation. 

illll 
ï~Ëo 

In this instance, 
3' on| 

permits 
be "gathèred PURSUANT LO 

however, an NSL was-
J 

_}that 
national security letter. 
issued for I ~ r — -
such that FBI presumably received information from£ 
.was .not relevant to an investigation-. Since this was an error by 
thé FBI, although apparently unintèntiona-1, it is reportable to-
the IOB. The information will be destroyed or returned to the • 
carrier at their discretion. . 

b2 
b7E 

Hofmann-IOB-3645 
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A I L INFORMATION CONTAINED 
HEREIN 1 5 UNCLASSIFIED 
DATE 07-03-2010 BY 65179/DMH/FLJ/sdb 

I O B S U M M A R Y S H E E T 

DATE OF INCIDENT: 2/25/2005 

Name of Department or Agency: FBI CY Quarterly Report: ~Zo<=>y 

DATE OF REPORT TO IOB: 7 W 

DATE OF REPORT TO DEPARTMENT/AGENCY: 3/14/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' . " . 
FISA f50 U.S.C. 1801] 

X Other (U.S.C. citation: | 

EXECUTIVE ORDER 12333: ' ' > . . . . . 
• Section 2.3 collection & dissemination of USP info' 

Section 2.4 preamble: least intrusive collection , 
Section 2.4(a) CIA electronic sxirveillance w/in US 

• Section 2.4(b) unconsented physical search w/in US - ' 
Section 2.4(c) physical surveillance of USP w/in US 

. Section 2.4(d) physical surveillance of USP abroad 
-Section 2.5 AG approval w/in US or against USP abroad " - • 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 

•1 Section 2.9 undisclosed participation ' .. 
Section 2.10 human experimentation • • ' 
Section 2:11 prohibition on assassination „ . : 

Section 2.12 indirect participation • 
AG Approved EO 12333 Guidelines (Guidelines name and section: '..) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) - , 

* Other (EO citation: ) .- ! 

- PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation; - ) 

DEPARTMENT/AGENCY ACTION: Purged information . . v' 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3646 



DATE: 07-08-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 ¡c) 
DECLASSIFY ON: 07-08-2035 

(U) 
* ' \ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

| IFIELD DIVISION 
IOB MATTER 2007-1387(U) . * 

b2 
(s^ The Federal Bureau of Investigation ("FBI") has ;b7E 

determined that in conducting a I |of non-
"United States Person," as that term is used in Section 101 (i) of 
the Foreign Intelligence Surveillance Act of 1978 (FISA), it , 
collected information on al lunrelated to an 
authorized investigation. 

(U) On 02/12/2007, a National Security Letter (NSL) *>2 
^ issued to I h requesting the I I b 7 E 

prepared and approved in accordance with 1 
was 

However, the FBI later 
discovered upon receiving results that| | in the • 
NSL had a typographical 'error. The FBI recognized this error and 
immediately sequestered those records and reported this matter as 
a potential IOB violation. These records were not,-analyzed, 
used, or uploaded into any FBI database. 

(U) I permits [ . b2 
1 to be gathered pursuant to a national . b 7 E 

security l etii-er7" In. this instance, the NSL was'issued for 1 I . 
I Ion| I such that the 
FBI presumably received from the! I 
that was not relevant to the investigation. ' Since this was ah 
error-by the FBI, although apparently unintentional, it is"' 
reportable to the IOB. . : - . 

Hofmann-IOB-3652-



0 

ALI INFORMATION CONTAINED 
HEREIM IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHK/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: Z o o ? 

DATE OF INCIDENT: I 1 DATE OF REPORT TO IOB: ' / ? ' / 2 , 0 0 2 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/10/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b 2 

b7E 
POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' 
FISÀ (50 U.S.C. 1801) 

X Other (U.S.C. citation: 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble:, least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or- against USP abroad. 
Section 2.6 assistance to law enforcement 

• Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 

i. Section 2.11 prohibition on assassination 
Section 2:12 indirect-participation . ' ' -
AG Approved EO 12333. Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) ' . • 
__ Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: ) • . 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' . ' 
COVERT ACTION-FILING/MEMORANDUM OF NOTIFICATION" 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

Destroyed information. 

*DATE OF FINAL DISPOSITION: ' 

Hofmann-IOB-3648 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-08-2010 

(U) 

ÎU) 

(U) 
SEC: T I 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB MATTERS AS REFERENCED BELOW (U) 

In July and August of 2007, the Federal Bureau of 
Investigation^ ] reported twenty-six 
instances where thev failed to' notify headquarters of 

investigations being conducted against non-

b2 
b7E 

b2 
b7E 

United States persons. 
, N ^ 

'b2 , 
b7E 

Subsequent to the 
ifanjidsmiiCcdLiOM, ail ¿such e a s b e c a m e subject to the Attorney 
General1 s Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG) 

^/(^K^Each of the -twenty-six cases reported from | | was 
opened prior to the December 1, 2003 reclassification that put it 
under the purview of the NSIG, and each was tardy in providing 
notification to FBIHQ as mandated by the NSIGf 
'(initial notification) 

1 
b2 
b7E 

and and I (annual 
notification.) by no less than three years. We note that'OIPR 
may have been aware of these investigations through other 
information! However, taken collectively a lack of timely 
notifications of non-US person counterterrorism investigations 
conducted in| impaired oversight'by the Department of 
Justice Office of .Intelligence Policy and Review'. 

( U ) 

requirements under NSIG. 
is now. cognizant and fully aware af the reporting. b2 

b7E 

Hofmann-IOB-3649 



^ALL INFORMATION CONTAINED 
-HEREIN 15 UNCLASSIFIED 
DATE 07-06-2010.BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: tfa 

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: I j 3 1 h c ? ^ 

DATE OF REPORT TO DEPARTMENT/AGENCY: July and August 2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) 
Other 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least-intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 

_ Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation " ' 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation. 
AG Approved EO.12333 Guidelines 

. OTHER EXECUTIVE ORDER (SPECIFY) ' ' 
Creation of unauthorized SAP (EO 12958. as amended) 

X Other (EO citation: | 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Training to ensure understanding of reporting-requirements. 

*DATE OF FINAL DISPOSITION: " 

Hofmann-IOB-3644 



U.S. Department of Justice 

al Bureau of Investigation 

' DECLASSIFIED BY 65179/DMH/PLJ/sdb 
OH 07-08-2010 

Office of the General Counsel Washington, O.C. 20533 

February.7, 2008 

BY COURIER 

Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 5020 1 • -
New Executive Office Building . 
725- 17th Street,' N.-W. . 
Washington, D.C. 20503 

Dear Mr. Friedman: . ' 

Pursuant to .Executive Order 12863 and your updated 
•procedures dated. April 17, .2007, the Office- Of the General 
Counsel, Federal Bureau, of Investigation (FBI), submits the . 
enclosed reports of violations to .the Intelligence Oversight-
Board (IOB) for the. period' of October 2007 through December 2007. 

In March 2007, the United States Department of Justice, 
Office of the Inspector General, released a comprehensive report 
reviewing the FBI1 s use of National Security Letters (NSLs) . 
Following" the Inspector General's report, the FBI conducted a'10 
percent audit of all national security cases by-the FBI. As a 
'result of this audit, the FBI's Office of the General Counsel 
received a significant number of additional reports of potential 
IOB -matters. , . . ' 

In addition to auditing 10 percent of national security 
cases, the FBI • conducted an audit of all counterintelligence 
investigations from 2002 through 2006 where the FBI issued 
National Security Letters pursuant to the Fair Credit Reporting 
Act, 15 U.S.C. § Ififll tVC.-RA) . The nnrpnss of the'audit was to 
determine whether | were improperly requested 
or received pursuant to FCRA. - Again, as a result of this audit, 
the FBI's Office of the General Counsel received an increased 
number of potential IOB matters. 

sfcssir^^ 
Hofmann-IOB-3651 



Finally, during this time, the FBI's Office of the General 
Counsel received reports of potential IOB matters that were not 
generated as a result of either of the two audits mentioned 
above. Rather, they were reported to the Office of the General 
Counsel under the regular reporting requirements. 

Many of the matters that have been received by the FBI's ' 
Office of the General Counsel pursuant to these audits have 
already been reported to the IOB during the Second and Third 
Quarters of 2007. Based upon, the review of the' potential- IOB 
matters that have been referred to the FBI's Office of the ' 
General Counsel., and applying the ' reporting requirements 
established by the IOB, for the Fourth Quarter of 2007, it Was . 
determined that 123 matters are- reportable to tjhe IOB. Of 'these,-
72 pertain to United States persons and. 51 pertain to non-United 
States persons. The remaining potential IOB matters for 200'7are 
being carefully reviewed by the Office of the General Counsel to...; 
determine whether they meet thé- IOB's reporting standards, andif? 
so, will be reported .to the IOB as part of successive quarterly •• 
reports.. 

Please do not hes-ifat-e» f-n <--nn-t-ar-t- me or Associate Gênerai 
Counsel if you have any questions-
regarding these IOB matters. : 

b6 
b7C 

Sincërely,. ' .. ' 

/ yülie r. xnomas. 
^Deputy General Counsel ... 

National Security law Branch'. 

.The Honorable Michael B'. Mukasey 
Attorney General . ' '- - . 
United States' Department of Justice' 
Room 5111 

2 - Mr. Matt Olsen 
Deputy Assistant Attorney General • 
National Security Division 
United States Department of Justice 

. Room 2200 C Hofmann-IOB-3652-

s: 



* "«-V 
DATE: 07-06-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (cj 
'DECLASSIFY ON: 07-06-2035 

« 
•w 

/2 017 0 92 8 ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS 
] FIELD OFFICE 

b2 
b7E 

IOB MATTERS 2007-1962-NSL, 2007-973-NSL, 2007-974-NSL (U) 

The Federal Bureau of Investigation 
dfftprmined that in | 

who is a "United States person" as that 
Section 101(i) of the Foreign 
1978 (FISA), the 

" F R T ' M h a g 

FBI [ 

term is used in 
Intelligence Surveillance Act of 
I Field Office issued two NSLs that 

improperly were signed by an acting SAC. In this regard, an 
I jJ |was initiated on I I On 
or about ][ 1 two NSLs were issued under £ 

I At the time, legal advice 
had- been issued by OGC suggesting that under certain 
circumstances, an acting SAC could sign an NSL. Tri or around 
February, 2003, thè Department of Justice opined I 

guidance to tnese NSLs"ü OGC opines 
^ Therefore, this matter is toeing reported to 

Ì Applying that 

the IOB 

bl ' 
b2 
b5 
" b6 
b7C 
b7E 

^SSSfSS//2 0170 92 8 

Hofmann-IOB-3653 



AtfelNFORHÀTION CONTAINED 
HEREIN I S UNCLASSIFIED 
DATE 0 7 - 0 6 - 2 0 1 0 BY S5179 /DHH/PL.J /3CTB 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 07/10//02 (issuance of NSLs) DATE OF REPORT TÖ IOB-.09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/30/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

x Other (U.S.C. citation: | 

EXECUTIVE O'RDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

• Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of-USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6.-assistance to law enforcement 

; Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10Jiuman experimentation 
Section 2.11 prohibition on assassination 
Section-2.12 indirect participation 
AG ApprovedEO 12333 Guidelines (Guidelines name-and section: ¡J 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO~ 12958, as amended) 
-Other (EO citation:. ) 1 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Advised field that matter in h^W rennrterHn TOR- that information obtained by 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3654 



DECLASSIFIED BY 65179/DMH/PLJ/sdb 
OH 07-06-2010 

( U ) 

(UÎ 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
•I I DIVISION 
IOB MATTER 2007-2033 (U) 

By electronic communication dated [ 
1 field office advised that a I I 

±.2 
b7E 

the 

on a - U.ß. person. 
target,. £ 

] was initiated by £ 
b2 
b7E 

requesting I 

As part of the investigation of the referenced 
I drafted àn NSL and the requisite EC 

1 believed 
to be used by the target. .However, due to a transcriber error, 
the NSL contained a| ~~lthat was not related to the 
investigation. The incorrect NSL was then | |. 

1 responded by| \ related to thè account 
tnat matched the[ 
improper information has been sequestered by [_ 

In this case, the NSL was issued forf 
I and 

The 
J 

C ! I—I andj j that 
was incorrectly transcribed, such that the'FBI presumably 
I I information that was not relevant to 
the investigation. Because this was an error by the FBI, that 
resulted in the collection of iriformation. that was not relevant 
to an authorized investigation, although unintentional, it is 
reportable to the IOB. | 1 must purge all information-
that was improperly collected from all FBI databases and all hard 
copies must be sequestered and destroyed. • ~ 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3655 



. ALL- INFORMATION CONTAINED. . . 

f j^pEIW. J5 UNCLASSIFIED . 
DATE' 0-7-06-2010 BY. 65179/DHH/PLJ/gdlf ' '< • ' ' • j . %" -I"''- V\ '•"•'}' - 1. N'"'^•J.;-^' • S ' 

-. . ' , > . ' • ,'IOB SUMMARY SHEET' ^ ; \ ' ' -• : ' • ;.*- • '•. 

Nam« "of Department or Agency: FBI . CY Quarterly Report: 2 0 0 7 • • 

: ' : oy R3P0RT TO IOB.1 g^pOO? ; ' .. ' L.' DATE or-INCIDENT 

' DATE.OF REPORT"TO DEPARTMENT/AGENCYi • 

DATS REPORT SUBMITTED TO OTHER ENTITY (i.e., -DoJ, Congress, Civil Liberties Office)s 

POSSIBLE VIOLATION OF: 

b2 
b7E 

STATUTE (&nit«d State» Code 
. . ?I3A tso'ti.a.c. XBoa.) - • ' 

X..Other (U.S.C. citation 

Exsctrrivs ORDER 12333< 
" Section -.3.3 collection.* "dissemination o£ TJ3P info 
. Sdctioa 2.4 preamble: least intrusive collection. , -A, . '• ... • 

-.. .'. .¿action .2.4(a) -.CIA electronic surveillance' w/ln;US'V ' • :':>•' •'.'.. •' ,V." !'•' 
OamIi 4 MA I A IV1 ttaaa « mw 1» ̂  jit «laila s 4 • 1 da a aâtii J 1 TVS *. * " ''''*.*• ' ̂ jSection 2*. 4(b) unconsented physical .search w/in103'; 
Section 2.4 (c)- physical.-surveillance oC -USP w/in U3 

. .Sect-Ion 2.4(d) physical •surveillance.o£ USP' abroad- -

. '•••"• Section 1.l6! •' ".. hiiman-.iotperiaent'ation •• . •'• ••.".'.-'" ' .'." V? 1 •''"'• J -
.' •. "••' •,.'.: Section 2 .11 ''[prohibition'-on-assassination •'• ••>';••••'.>$ • r ' V . .. . - - ¡j <: / • • ': ':••'• f - - ;v.-

- ̂Section, ¿..'la1- indirect participation .. . • 
_AG APtKOVBD ZO 12333 OUIDXLIHKa (Guideline name and section« 

_COVSST ACT.IOii >IOTIN<J/HKHORANDTO .07 »dTIFICATIOH' : .' ): 
^Other. j Presidential o.lractlve citation,! .. ; )• • Vr^'^lHi'/-i • 

DEPARTifEHT/AGBMCT ACTION: 

.•DATK OP PIHAL DISPOSITION«' ' 

' **' < *. • .* • . , * I* 's< , ' N • 
• •i - -. . •: • •:}'.. • . *. ' - .. V. , ... -. : "< • • 

.• : « «»••» t •» _ 1 

HofrhanrT-IOBT3656 
: . : \ * " . . • • V v 



^ ' D E C L A S S I F I E D BY 6 5 1 7 9 / D H H / P L J / S D B 
OH 0 7 - 0 6 - 2 0 1 0 

(U) 

X ) 

INTELLIGENCE OVERSIGHT BOARD (I-OB) MATTER 
1 I FIELD OFFICE 

IOB MATTER 2007-1789-J I (U) 

b2 
b7E 

During an authorized [ 
]of a O.S. person, 

Letter (NSL) under the f 
I to a| 

] sent a National Security 

[ 
and£ löf 

1 In response- to the NSL, the [ 
at which the target had 

produced a[ |, notwithstanding that no such 
report was requested. Upon receipt of the | 

I drafted an EC summarizing the target's [ " J 

the 
and their corresponding opening dates that appeared in 

1 This EC was -uploaded onto ACS. 

(U) In,this case, an error was committed by L 
uploaded the over-produced information from the 
I lonto ACS.-

] when it 

co) r 1 has been instructed to imitiediately sequester the 
J and all other documents containing any over-

! has also been produced information from the report. 
instructed to redact all over-produced in-forjnation .from' all hard 
arid uploaded records, including the EC summarizing the report ajnd 
any other documents on ACS. Finally, 1 | has been instructed 
to contact the| | and ask whether, the over-
produced • inf.ormiErôn~^ïïôïïT3~¥i—rënïHïid or destroyed, with 
appropriate documentation to the file. 

h 2 
hl E 

h 2 
hi E 

b2 
•b7E 

Hofmann-IOB-3657 



^ A L L INFORMATION CONTAINED 
-HEREIN 15 UNCLASSIFIED 
DATE 07-06-2010.BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/18/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b '2 

b7E 
POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

X Oilier (U.S.C. citation: _ ) 

EXECUTIVE ORDER 12333: 
- Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive .collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement -
Spction 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human, experimentation 
Section 2.11 prohibition on assassination 

i Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY)-
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
• CO VERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
' Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3644 



-

ALL INFORHATION CONTAINED 
HEREIH 1 5 UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DHH/PLJ/sdb 

. INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I "I DIVISION 

IOB1 MATTER 2007-1641 (U) 

(U) On 02/27/2007,1 I drafted a National Security 
Letter (NSL) and the requisite EC requesting | | b2 
I I for| | that were in contact b 7 E 
with the target of a| I. Due to a 
typographical error, one of the jincluded in the 
NSL was not related to the investigation. 

(U) I "1 forwarded the NSL to the I I Division 
[ 1 for service on the j | 
1 ) . I I served the- NSL, obtained records frpm the 

I "T and forwarded them to I ~l The EC that | | 
prepared to accompany the records included the| | 
information for the I I. (The j 
is a presumed U.S. person.) The EC was uploaded onto ACS. 

- _ -(U) On J I, the Case Agent reviewed the information 
provided by | and discovered the typographical error. The 

permanently charged out of ACS. I I has indicated that-it 
will coordinate withl | to ensure that all copies of the 
I Iwill be sequestered or permanently charged 
out, as appropriate. . 

(U) In this case, the NSL was issued for| "| 
I ~1 that was incorrectly 
•transcribed. ' As a result., the FBI received information from the • 

that was not relevant to the investigation,. i.e., 
.relating to a person not connected to the 

h 2 
b7E 

hard copies of the records from the! I have been b2 

sequestered with the| \ and b 7 E 

] EC containing the I [has been 

b2 
b7 E 

investigation. Since this was an error by the- FBI, although 
unintentional,, it is reportable to the IOB. 

(U) I "Iwill contact the'l land arrange for 
either the return or thè destruction of the- non-relevant h 2 

information with- the appropriate documentation to the file. I I b7E 

I Iwill also confirm that all of the non-=relevant information 
is removed from all FBI databases. 

Hofmann-IOB-3659 
/ 



ALL INFORMATION CONTAIÏÊD ' 
HEREIN I S UNCLASSIFIED 
DATE 0 7 - 0 6 - 2 0 1 0 BY 6 5 1 7 9 / D H H / P L J / 3 D B 

I O B S U M M A R Y S H E E T . 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: 02/27/2007 DATE OF REPORT TO-IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/25/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) ' 

•X Other (U.S.C. citation: J I ) 

EXECUTIVE ORDER 13333: 
s Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive,collection 
. " Section 2.4(a) CIA-electronic surveillance w/in US 

Section 2.4(b) unconsented physical search w/in US 
. Section 2.4(c) physical surveillance of USP w/in US 

Section- 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad' 
Section 2.6 assistance to law enforcement 
Section-2.7 contracting 

• Section 2.9 undisclosed participation 
Section 2.10.human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation . 
AG. Approved EO 12333 Guidelines (Guidelines-name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (ÊO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 
*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3660 



» « 

DATE: 07-06-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-06-2035 m 

jíbCSÍsatf/ 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

b2 
b7E 

CSi 
IOB MATTER 2007-888-NSL (U) 

The Federal Bureau of Investigation ("FBI") has 
ined that in conducting an 

the FBIf 
Ì 

Field Office 
an NSL to a [ 

and. 
issued 

t,hat requestéd information that was not 
In this regard, properly available through that NSL. In this regard, a[_ , 

J, non-United States persons, was 
I. During initiated on and was closed on bl 

issued, nursnant- hn hht* 1 b6 
b7C 

Records b7E 
as to| |and were clearly 
beyond the bounds of the statute. which allows the FBI to 
obtain | records. Further, 
the date of the NSL predates the date of the opening of the 
investigation by | 1 suggesting, although not. 
definitively, that the NSL was issued before thè investigation 
was open. This would also be a violation of) ~| which 
requires, that the NSL be relevant to- an authorized 
investigation. These errors were discovered during the course 
of. the March 2007 NSL inspection. This matter was reported by 

]by EC dated 04/09/2007, and is being reported to 
b2 ' 
b7E 

the IOB. The information was not uploaded and since has been 
destroyed. 



* ' • • — 

ALL INFORMATION CONTAINED 
HEREIN IS' UNCLASSIFIED 
DATE 07-06-2010' BY 65179/DMH/PLJ/sdb • -

IOB SUMMARY SHEET 

Name of Department or Agency: FBIOGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 03/04/04 (issuance of NSL) DATE OF REPORT TO IOB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' 
FISA (50 U.S.C. 1801) . b 2 

„ Other (U.S.C. citation: I J . b7E 

EXECUTIVE ORDER 13333: 
• Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

. Section 2.4(c) physical surveillance of USP w/in US' 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US- or against USP abroad 
Section 2.6 assistance to law enforcement -
Section 2.7 contracting 
Section 2.9 undisclosed'participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination • 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY)' 
Creation of unauthorized SAP ÇEO 12958, as amended) 
Other (EO-citation: J 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION.FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) ' 

DEPARTMENT/AGENCY ACTION: Advised field of reporting matter to IOB.| Jhas-already been b 2 

destroyed. . - . b 7 E 

*DATE OF FINAL DISPOSITION: ' -

Hofmann-IOB-3662 



(U) 

.DECLASSIFIED BY 6S179yDMir/PLJ/s(iI) 
OH 07-06-2010 

7//2 7 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I I DIVISION" b2 
IOB MATTERS 2007-920NSL ÄND 2007-921NSL (U). ' ^7E 

(II) 

Electronic communications 
of Investigation. (.FBI), 1 | Division [ 

(EC) frnm hhp Federal Bureau 
both dated 

04/05/2007," reported potential Intelligence Oversight Board (IOB) 
violations involving National Security Letters (NSL). 

Dn drafted NSLs 
respectively,1 land a 1 

h 2 
b7E 

authorized investigation. 'The retained copies of the NSLs in the. 
file are not .signed, and, the cover EÇs appear tp have been 
initialed by thé acting | 1 Special Agent in Charge (SAC). 

I believes that the acting SAC likely signed the NSLs.. 

b2 
b7E 

(U) Pursuant to section 505'of the USA PATRIOT Act (P.L. 
107-56), the Director delegated authority to sign National 
Security Letters to the SACs' of the various field r>f.-H ros on 
11/09/2001. At that time. OGC • took the position that-. 1 

JE ] I 
•mererore, tnese matters are reportable 

unaer section ¿-.4 ot ^Executive Order 12863. 

h 2 
b5 
b7E 

Hofmann-IOB-3663 
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- '"S* 

.ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DMH/PLJ/sdb 

I O B S U M M A R Y S H E E T 

Name of Department or. Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) : 
FISA (50 U.S.C. 1801) • 

X Other (U.S.C. citation:! IflOBs 2007-920,921) 

EXECUTIVE ORDER l3333':£ 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad' 
Section, 2.6 assistanceto law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY)-
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENT!AL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 06/06/2007 

*DATE OF FINAL DISPOSITION:- Purgemformâtkm obtained 

Hofmann-IOB-3664 



ßlgLASSIFIED BY 65179/DMH/PLJ/sdï) 
OUT 07-06-2010 

CU) 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
I | DIVISION 

IOB MATTER 2007-1200NSL (U) 

MATTER b2 
b7E 

(U) An electronic conuriunication 
of Investigation (FBI) , £ 

(EC) from the Federal Bureau 
]Division ([ _ _ _ J , 

dated 03/28/2007, reported a potential Intelligence Oversight 
Board (IOB) violation involving a National Security Letter (NSL) 

X I 
issued National Security Letters (USD to[ 

properly 
1 

pertaining to a U.S. person who was 
the target of an authorized~investiaation. Thfi N.STifi rfirmer,ft(T 

J Responsive records were 
produced. During the March 2007 NSL audit, it was discovered 
that the financial institutions provided information beyond the 
scope of the NSLs, namely information which pre-dated the request 
period. " 

(U) With respect to the 10/31/2005 NSL, information 
contained in the | jl data was analyzed and sent to FBI 
Headquarters. Therefore, this matter' is being reported because 
Counsel to the IOB advised on - 07/31/2007 that it is a reportable 
violation if the FBI analyzes 
than sequestering it. 

information rather 

(U) It should be noted that OGC does not believe that I I 
intentionally' committed an IOB violation in analyzing 

and uploading the) [information. Nevertheless, 
because this action violated the relevant authorities, in 
accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, this matter is reportable. 

h2 • 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3665 

S>ÇRET// 2 



** 

ALL IHFORHATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 07-06-2Q10 BY S5179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF REPORT TO IOB: . DATE OF INCIDENT: [ 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/28/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . ' b2 
b7E 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

X Other (U.S.C. citation! ~1 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info -
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d).physical-surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimèntation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation . " 
AG Approved EO 12333 Guidelines (Guidelines'name and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (ÈO citation: ) . 

"PRESIDENTIAL DIRECTIVE (SPECIFY) • 
COYERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) ' 

b2 
DEPARTMENT/AGENCY ACTION: Purge thj I information from all FBI files. h l E 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3666 



DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON Q7-06-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER " b2 
I I DIVISION ' b 7 E 

IOB MATTER 2007-1202NSL (U) 

(U) An electronic communication (EC) from the Federal Bureau 
of Investigation (FBI), J~ I Division \ } , 
dated 04/02/2007, reported a potential Intelligence Oversight 

(U) .... Board (IOB) violation involving a National Security Letter (NSL) . 

X 
On I I properly 

issued a NSL requesting! fi 

On I I properly prepared and 
-and [ 

1 1 for a| I associated with a U.S. Person who 
was the subject of an authorized investigation. The NSL 
requested such records for the time period of to 

a closed case-. 

Hofmann-IOB-3667 

b2 " 
b7E 

b2 
b7E 

the date of the NSL. Responsive records were provided. 

(U) During the March 2007j ) by the Inspection 
Division, it was discovered that, due to its | | the 
I I provided information seemingly beyond the scope of the b2-
NSL in that it pre-dated by approximately) |the time b7E 

period specified- in the NSL. This, however, was not an over-
production -- and therefore not even a potential IOB violation 
because the FBI was entitled to have all records which the 
I 1 provided consistent with its| |. 

b2 
b7E 

(U) Nevertheless, upon learning of the inspector's finding, 
the case agent issued a new NSL to -the | \ on 04/02/2007. 
This new NSL stated that it was "being issued to provide legal 
process for thë- time period from the start of the | | 
toj I- " The new„ NSL further stated that " [n] o 
action is required"- by the | 1 in response to the request. 

(U) When the case agent issued the new NSL,. thé FBI's 
investigation of the subject had closed approximately one week 
earlier. ' Thus, this new NSL was- issued in violation of the 

and the Attorney b2 
uenerai Guidelines for National Security Investigations and - b7E 
Foreign Intelligence Collection (NSIG)' because it was not 
relevant to an authorized investigation. See 1 I-

A "curative" NSL such as this may not be issued for 



(U) Based, upon discussions with the | 1 Chief 
Division Counsel, OGC does not .believe that the case agent 
intentionally committed an IOB violation in issuing the -new NSL. 
To the contrary, OGC believes that the case agent was attempting 
in good faith to correct the | I I mistake, 
of which she had just become aware per the NSL audit. 
Nevertheless, because this new NSL was issued in .violation of the 

and the NSIG. in accordance with the reporting requirements 
of - Section 2.4 of Executive Order 12,863, the error is a 
reportable matter-under Section 2.4 of Executive Order 12863. 

p a g e 2 Hofmann-IOB-3668 



w » 
A L I IHFOKKATIOH CONTAINED 
HEREIN IS UNCLASSIFIED _ crrm/n^ A D V crrt?T?T-
DATE 07-06-2010 BY 65179/DHH/PLJ/sdto K ® SUMMARY SHEET 

Name of Departmentror Agency: FBI CY~ Quarterly Report: 

DATE OF INCIDENT: 1 1 DATE OF REPORT TO IOB: " 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/02/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' b 2 

b7E 
POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) - . 
FISA (50 U.S.C. 1801) 

X Other (U.S.C. citation: 

EXECUTIVE ORDER 12333: 
Section-2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US . 
Section 2.4(c) physical surveillance of USP w/ih US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation • 
Section 2.10 human experimentation . . . 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved ÉO 12333 Guidelines (Guidelines name and section: . ) 

OTHER EXECUTING ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY). . 
COVERT ACTION FINDING/MEIvIORAND'UM OF NOTIFICATION 
Other(PresidentialDirective citation:- )- . ' 

. b 2 
DEPARTMENT/AGENCY ACTION: Purge th<j [information from all FBI files. blE 

*D ATE OF FINAL-DISPOSITION: ' 

Hofmann-IOB-3669 



DECLASSIFIED BY 6 5 1 7 9 / D H H / P L ' J Y S D B 
OH 0 7 - 0 6 - 2 0 1 0 ' ' , . 

( U ) 

INTELLIGENCE OVERSIGHT BOARD" (IOB) MATTER b2 
I 1 OFFICE • b7E 

IOB MATTER 2007-2021 

ÌU) 

^fr^The Attorney General's Guidelines for-FBI National 
Security Investigations and Foreign Intelligence-Collection-
(NSIG) sets put the investigative techniques which are authorized 
in-the conduct of af 

] The NSIG- specifically states conducting 
physical surveillance is authorized during a I [or al I 

On June 14, 2007, the [ ]office reported that a 
Person on f 

i- On | 

J had- been initiated on a -U.S. 
j, and was later extended until 

J office to 
II 

Jlearned that the 
I requested the 

However, it was not untiTf 
I Ihad expired, thatI 

1 after the 

provided tne information obtained by| 
an -electronic communication datedI 

I to m 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3670 



i&̂ fĉ  INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE-07-06-2010 BY 65179/DHH/PLJ/sdii 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report 20.07 

DATE OF INCIDENT: 
h 2 

DATE OF REPORT TO IOB: b7E 

DATE OF REPORT TO DEPARTMENT/AGENCY: June 14,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do J, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' ' 

STATUTE (United States. Code Citation) 
FISA (SO U.S.C. 1801) • -. 
Other (U.S.C. citation: J 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination.ofUSP info . . 
Section-2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US . 

^ Section 2.4(b) unconsented physical search vv/in US • •• 
Section 2.4(c) physical surveillance ofUSP w/in US ' 

.Section 2.4(d)-physical surveillance ofUSP abroad • 
Section 2.5 AG approval w/ih US or against USP abroad • 

' _ Section 2.6 assistance to law enforcement 
Section 2.7 contracting • . 
Section 2.9 undisclosed participation • 
Section 2.10 human experimentation 
Section 2.11 prohibition on.assassinatioji - . , 

^ Section 2.12 indirect participation • • • 
AG Approved EO 12333 Guidelines 1 1 b7E 

OTHER EXECUTIVE ORDER (SPECIFY) 
. Creationof unauthorized SAP (EO 12958, as amended) 

j Other (EO citation:. V 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
. , COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: '") • 

DEPARTMENT/AGENCY ACTION: • • . 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3671 



„--s « 
DECLASSIFIED BY 65179/DMH/PLJ/sdb 
OK 07-06-2010 

(U) , INTELLIGENCE OVERSIGHT BOARD (IOB) 
I 1FIELD OFFICE 
IOB MATTER 2007-1604 

MATTER b2 
b7E 

As provided in the Attorney General's Guidelines for 
FBI National Security Investigations and Forei.cm Intelligence 
Collection (NSIG) ,' effective October 31, 2003,1 I the FBI is 
authorized-to conduct physical surveillance of a subject onl 
during the conduct of an authorized | 

Under. I 1 the FBI" is 
feet only or r i 

authorized to use National Security letters only during the 
conduct of an authorized! I. 

(U) OnL 
] reported that af 

3 t h e [ ] Field Office (I I : 
of a United States person was initiated on I j. The 1 | 
expired onl I. Onl t thel Iwas 
extended until I I when it expired again. Onl 
I L thel I was extended until | I 
.Consequently, there were two periods in which the I authority 

1 [ lapsed; I 
tor 

to I 

, j- and [ 
I During the first lapsed period,[ 

3 no unauthorized investigative activity 
r 

occurred. However, -during the second lapse, • from [_ ] to | |, investigative activity, authorized only during 
a| I or I I took wlans First. • Nrit innril Rprnrity letters were 
issued oni 1 arirl sarririH 

I Because these 
activities were in direct violation of the NSIG, we are reporting 
this matter for your review. 

(U.) ]has been instructed to remove from FBI files 
and databases any Information obtained pursuant to any NSL that' 
is not supported by an authorized investigation-

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3672 

iT//2^17D5Î3 



ALL INFOPHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 0 7 - 0 6 - 2 0 1 0 BY 6 5 1 7 9 / D M H / P L J V S D B 

I O B S U M M A R Y S H E E T 

Name of-Department or Agency:. FBI . CY Quarterly Report: 2007 • 

DATE OF INCIDENTS:! DATE OF REPORT TO IOB: b 2 . 
b 7 E 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 26,2007 J 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' 

STATUTE (United States-Code Citation) 
FISA (SO U.S.C. 1801) 
Other (U.S.C. citation: ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

• Section 2.4(b)unconsented physical sèarchw/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance, to law enforcement 

. Section 2.7 contracting-
Section 2.9 undisclosed participation 

: Section 2.10 human experimentation 
Section 2.11 prohibition on-assassination 
Section 2.12-indirect participation -

N AG Approved EO 12333 Guidelines | | « b 7 E 

-. OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: 1 

. PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF'NOTEFICATION 

Other (Presidential Directive citation: . . 1 

DEPARTMENT/AGENCY ACTION: 
*DATE OF FINAL DISPOSITION: v ' 

Hofmann-IOB-3673 



« 

DECLASSIFIED BY 65179/DMH/PLJ/sdb. 
OH 07-06-2010 

(Hi 

sjEÖRJ5i//2 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
• I I FIELD OFFICE b 7 E 

IOB MATTER 2007-1851 

(U) Bv electronic communication (EC) dated March 20, 2007, 
the I IField Office J > reported a potential IOB error ^ 
in conjunction with a| | 

(U J General. 

After receiving the notice from the field 
office, FBIHQ shall provide notice to the Office, of Intelligence 
Policy and; Review (OIPR) and to the Criminal .Division. OIPR 
shall then notify the Attorney General and Deputy Attorney 

b7E 

b2 
b7E 

. ' I initiated a| | 
I I on I | which was extended on 1 I and 
closed on I I. No EC or LHM was submitted -to FBI HQ in • 
order to notify the Department of Justice Office of Intelligence 
Policy Review (OIPR) until ["""" 1 or more thanj ] 
after th£ investigation had been closed. ' 

_ /vf^s As'provided in | |of The Attorney General's b2 
Guidelines for FBI National Security Investigations and Foreign- • b7E 
Intelligence Collection (NSIG) , effective 10/31/2003 (NSIG). a 
"field office shall notify FBI Headquarters [FBIHQ1 within ten 
working days of the initiation by | ~ | 

The FBI reports this .error for it appears that OIPR's 
oversight ability was "substantially impaired" in these 
circumstances. Here, an opening EC and LHM were never submitted ;b2 

.. to FBIHQ and the Department of Justice was never notified of the b7E 
I I until more than| |after it 
had closed. 

T//20JL^OS24 

Hofmann-IOB-3674 



ALL INFOPHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DMH/PLJVsdb 

I O B S U M M A R Y S H E E T 

Name of Department or Agency: FBI" CY Quarterly Report; 2007 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 20,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, CivU Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) . 
FISA(SOU.S.C. 1801) . ' 
Otlier(U.S.C. citation: . 

b2 
EXECUTIVE ORDER 13333: . b7E 

Section 2.3 coIlectioH.& dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section-2.4(a) CIA electronic surveillance w/in. US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c). physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2:5 AG approval w/in US or against USP-abroad' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination-
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: I I 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, äs amended) 
Other (EO citation: ) • 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

. ' Other (Presidential Directive citation: • . ) 

DEPARTMENT/AGENCY ACTION: 
*DATE OF FINAL DISPOSITION: v ' 

Hofmann-IOB-3673 



DECLASSIFIED BY 6 5 1 7 9 / D H H / P L J / S d b 
§ 0 7 - 0 6 - 2 0 1 0 -

( U ) 

INTELLIGENCE OVERSIGHT BOARD (IOB.) MATTER 
I I DIVISION 

IOB MATTER 2007-1213NSL (U) 
b 2 
b7E 

During an authorized 
investigation" of a U.S. person, the 
National Security Letter (NSL) requesting f 
and I I nnrle>-r t-h^r 

J Division sent.a 
N 

oversight, £ 

b2 
b7E 

Through an administrative 
] failed to include the paragraph 

certifying that the information requested .is relevant to a 
national security investigation,- as rèquired by law. 

(U) [ ] was advised to contact the'£ 
to determine whether the records should be returned or destroyed, 
with appropriate documentation to the file. { ]was 
also told to remove all recqrds from-any FBI database(s); 

b2 
b7E 

Hofmann-IOB-3676 



S 3 A L I INFORMATI OH CONTAINED • 
HEREIN 1 5 UNCLASSIFIED ' 
DATE 0 7 - 0 6 - 2 0 1 0 BY 6 5 1 7 9 / D M H / P L J / S D F C ' 

I O B S U M M A R Y S H E E T 

Name of Department or Agency: FBI; CY Quarterly Report: 4thQ2007 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 09/30/2007 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/30/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: ' 

STATUTE (UnitedS.tates Code Citation) 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c).physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

__; Section 2.5 AG approval w/in US or against USP abroad' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 

¡_ Section 2.10 hunian experimentation 
j Section 2.11 prohibition on assassination 

Section 2.12 indirect participation" 
AG Approved EO 12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ^ ) ' ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Field office advised to destroy records and purge from FBI databases. 

*DA.TE OF FINAL DISPOSITION: 09/17/2007 

FISA (50 U.S.C. 1801) 
x Other (U.S.C, citation:. J 

Hofmann-IOB-3677 



« ~ * 

DECLASSIFIED BY 65179/DHH/PLJ/sdb 
ON 07-05-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER 2007-2135 (U) 
b2 
blE 

(U) 

C 
(U) By electronic communication ("EC") dated 07/18/2007., the 
1 Division (I I reported a potential IOB error in 

conjunction with its current f 
States Person. 

of a United 
b 2 
b7E 

On | Iproper ly issued a National 
Security Letter (NSL) to a| 
pertaining to a U.S. person who is the target of an authorized 

] investigation. The NSL reauestedf 
J for the period beginningl 

The NSL was served on the] ~lby the I I Division d I 
I I, which also received thej ~i s response., f 

b2 
b7E 

forwarded the| ~1s response tol 1 on f ^ 
1 I transmittal EC did.not contain thè content of the 
response. 

E ~ _ L 
} 

(U) The-1 \ s response contained transactional data from 
a time peric?d far greater than the 

| time frame requested in the NSL. On I J ] 
uploaded into ACS an EC which included I I analysis of the 
data provided by the | | including analysis of the time period 
beyond the scope of thé NSL. Similarj analysis was 
disseminated to the| 

(Ù) Pursuant .to the 07/31/2007 instructions from the.IOB, 
the FBI is reporting this matter because the uploading and 
dissemination of the over-produced information arguably 
constitutes a compounding of the third party error by the | 

( U ) J has been instructed to immediately sequester the 
over-produced information and charge-out the EC and| | 
containing the over-produced information. If| \ considers, 
the over-produced information relevant to its investigation, it 
will cure the over-production by issuing to the j I .another NSL 
with a time period that encompasses the relevant information. 
I "Iwould then un-sequester the information and charge-in the 
EC.. 

b2 
b7E 

b2 
b7E 

b2 
b7E 

(U) If | | deems the over-produced information not 
relevant to "its investigation, it will contact the I and ask 
whether the ov.er-produced information should be returned, or 
destroyed, with appropriate documentation to the file. J would then permanently charge-out the EC.with' the over-produced 
information. 

b2 
b7E 

Hofmann-IOB-3678 



— VU, , 

I O B S U M M A R Y S H E E T 

Name of Department or Agency: CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB:' 

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/18/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b2 
b7E 

DATE 07-06-2010 BY 65179/DHH/PLJ/sdb 
STATUTE (United States Code Citation) 

FISA (50 U.S.C. 1801)- ' 
X Other (U.S.C. citation: 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

: Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance oCUSP abroad 
Section 2.5-AG apprpval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 

, Section 2.11 prohibition on assassination 
Section 2.12 indirect-participation 

¡. AG Approved EO 12333 Guidelines (Guidelines name and section: ) ' 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other.(EO citation; . ). 

PRESIDENTIAL DIRECTIVE (SEECEFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3679 



.ALL INFORMATION CONTAINED 
HElfeUSteS' UNCLASSIFIED 
DATE „077-06*32010 BY 65179/DMH/PLJ/sdfc 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-788 I I (U) " 

b2 
b7E 

(u) ml 

Division I 

in support of an authorized 

ToT 

investigation.of a U.S. person, thej | 
13 sent a National Security Letter (NSL) to a 

|seeking a| |pursuant 
In 

response, the 
information: 

(3>t 
TOT 

I provided the following 
Z L (2) I I I(to include: | 

J and (4) L 

C 
(U) ' Upon receipt of the [ 
jcase agent put the information into an electronic 

] theCH 

communication and uploaded it into an FBI database. 
Additionally, | |generated two NSLs based on -information 
improperly acquired from the [ 

C 3 would have received the information used to generate the additional NSLs through the authorized used of other 
investigative techniques. Accordingly,[ 
directed to delete this information frbm its files. 

j has not been 

b2 
b7E 

b2 . 
b7E 

(U) Upon learning that the| {.was. improperly 
obtained, | |permanently removed the NSL and the 
information received from | ~| from FBI 
files and sequestered the information with the | | Chief 
Division Counsel (CDC). Federal Bureau of Investigation, 
Headquarters has directed I |to: (1) redact- all . 
information from | I that, is not .authorized by I 
I Iprior to returning the' report to the 
case agent; (2) remove all information not -authorized by I I 
I I from all -FBI databases,- and 
(3) appropriately document the case. file. 

(U) In this case, an error was committed by the .case agent 
when s/he requested a I I pursuant to 

for an authorized 
investigation that did not have anT 

] 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-368d 



}b ä^fe INFORMATION CONTAINED 
HEREIgT 15 UNCLASSIFIED 
"DATE 07-06-2010 BY 65179/DHH/PLJ/sdU 

- I O B S U M M A R Y S H E E T 

Maine of Department or Agency: Federal Bureau of Investigation CY Quarterly Report: 

DATE OF INCIDENT DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 12,2007 

DATÉ REPORT SUBMITTED TO OTHER ENTITY (i.e., Do3, Congress, Civil Liberties Office): b2 
b7E 

POSSIBLE VIOLATION OF: 

STATUTE.(United States Code Citation) 
FISA C50 U.S.C. 180Q 

X Other (U.S.C. citation! 

EXECUTIVE ORDER 12333: - ' -
Section 2.3 collèction & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented-physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad « 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 

, Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and sçctton: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Crealio'ri of unauthorized.SAP (EO 129,58, as amended) 
Other,(EO citation: ) t 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Report to IOB. Redact unauthorized information and purge unauthorized 
information from all-FBI databases. 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3681 



INTELLIGENCE OVERSIGHT BOARD 
I O B M A T T E R 2 0 . 0 7 - 1 8 6 0 

FIELD OFFICE 
(U) 

(IOB) MATTER 

Ï 

to 2 
b7E 

(U) On or abouti -HL sunnnrt- .of an authorized 
lof a U.S. person, Jo 
îîi. Ulti atiuacai EUréau of Investigation (PBÏ), Office of General 

Counsel, Nation Security Law pranch (NSLBl nr^nar^d anfl approved, 
on behalf of the 
National Security Letter served on a f Division (I 
seeking a 

1 
I pursuant co tnel 

] provided a £ 
1 In response, the 

I 
(U) When the I 1 case agent received the I I 

_ s/ne shredded the because of 
its ±acjc ot usefulness to the investigation. At the time the 
case agent shredded the I \, s/he did not know the 
receipt of the [ 1 was a potential IOB matter. 

]to remove any unauthorized FBI Headquarters has directed] 
information from all FBI databases, with appropriate 
documentation to the case file. 

(U) In this case, an error was committed by the former 
Deputy General Counsel for NSLB when he requested al 
1 I pursuant toi l in support of an 
authorized [ 

b2 
b7E 

b2 
b7E 

b2 
b7E 

investigation that did not .have an 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DHH/PLJ/sdb 

Hofmann-IOB-3704 



t' • * . A L L INFORMAT!! OH COHTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: Federal Bureau of Investigation CY QuarterJy Report: 

DATE OF INCIDENT: On or abouj | DATE OF REPORT TO LOB: " -

DATE OF REPORT TO DEPARTMENT/AGENCY: April 2,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b 2 

b7E 
POSSIBLE VIOLATION OF: 

STATUTE (United Slates Code Citation) 
FISA (50 U.S.C. 1801} 

X Other (U.S.C. citation 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2,4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance vv/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad . 
Section'2.6 assistance to Jaw enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2. U prohibition on assassination . . 
Section 2.12 indirect participation 

• . ' AG Approved EO 12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) • ' , - ' 
Creation of unauthorized SAP (EO 12958, as amejided)' 
¡Other (EO citation: . ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OFNOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Report as IOB. Purge unauthorized information fi-om all FBI databases. 

*DATE OF FINAL DISPOSITION:. . " • 

Hofmann-IOB-3683 



^ALL INFORMATION CONTAINED 
-HEREIN 15 UNCLASSIFIED 
DATE 07-06-2010.BY 65179/DMH/PLJ/sdb 

INTELLIGENCE 'OVERSIGHT BOARD .(IOB) .MATTER b 7 E 
I I FIELD OFFICE 
IOB MATTER 2007-1097| 1(U) 

(U) inf 

Division 
TNSL) to al n 

in support of an authorized 
investigation of a U.S. person, the £ 

pursuant to the! 

') sent a National Security Letter 
I seeking a | |. 

the requested [_ 1 the I r provided 

was (U) Upon 'learning the request of this 
not in compliance with the| [statute, the| | case 
.agent removed the | | from the investigative, file 
and the | |Chief Division Counsel sequestered the 

Federal Bureau of Investigation, 
to remove any Headquarters has directed[ 

unauthorized information from all FBI databases and to redact the 

statute,[ 
documentation to the case file. 

so that' only information authorized by I 1 
]is retained, with appropriate 

b2 
b7E 

b2 
b7E . 

(U) in this case, an error was committed by the.case agent 
when.s/he requested a| I pursuant tof" | 

|f or - an authorized 
investigation that did not hcive an | 

b2 
•b7E 

Hofmann-IOB-3644 



ALL INFORMATION CONTAINED'. 
HEREIN 15 UNCLASSIFIED " ' 
DATE 07-06-2010 BY 65179/DMH/PLJ/sdb 

IOB. SUMMARY SHEET 

Name of Department or Agency: Federai Bureau of Investigation CY Quarterly Report: 

DATE OF INCIDENT] | DATE OF REPORT TO IOB: " . . . 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 3,2007 « 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b 2 
b7E 

POSSIBLE VIOLATION OF: 

' STATUTE (United Slates Code Citation) 
FISA (50 U.S.C. 1801), 

X Other (U.S.C, citation: 

EXECUTIVE ORDER 12333: 
' Section 2:3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical'surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad , 

. Section 2,6 assistance to law enforcement' 
Section 2.7 contracting 
Section 2.9 undisclosed participation . . 
Section 2.10 human experimentation 
Section 2.11 prohibition 00 assassination 
Section 2.12'indirect participation 

.. • AG Approved EO 12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Report to IOB. Redact unauthorized information and purge-unauthorized 
information from all FBI databases. 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3685 



ALL INFORMATION CONTAINED 
^j-o HEREIN IS UNCLASSIFIED 

DATE 07-06-2010'BY 6S179/DMH/PLJ/s<fl) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE. 

IOB MATTER 2007-?406 FCRA (U) 
b 2 
b7E 

(U) III I 

Division (f 

1 in support of an authorized 
] investigation of a U.S. person, the 
3 

t o t h e 
response. 

sent a National Security Letter (NSL). to a 
1 seeking a | ~| pursuant 

thef ] provided a |_ 1 

(U) Upon receipt of the 1 t h ® [ case agent placed it in a 1A investigation file envelope and 
never uploaded any of the j ] information in any 
FBI database.' Upon learning that the[ |was 
improperly obtained, the case agent scaled the | 
and sequestered it in the\ | Chief Division Counsel's 
(CDC) safe. Federal Bureau of Investigation, Headquarters has 
directed! | CDC to redact all information"f¿bm the| | 
I j that is not authorized by| 

J prior to returning the report to the case agent and to 

investigation that did not have an I 

In 

appropriately document the case file. 

(U) In this case, an error was committed by the case agent 
when s/he requested- a | | pursuant to | | 

for an authorized! 
] 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3686 



ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DMH/PLJ/sdb 

I O B S U M M A R Y S H E E T 

Name of Department or Agency: Federal Bureau of Investigation CY Quarterly Report: 

DATÉ OF INCIDENT: On or about! 1 • DATE OF REPORT TO IOB:" 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 9,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United Slates Code Citation) 
FIS A (50 U.S.C. 180I) ' • 

X Other (U.S.C. citation:) ] -

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP Mo 

• Section 2.4 preamble: least intrusive collection 
Section 2.4(a) ClA electronic surveillance w/in US 

;_ Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in .US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad • -

• Section 2.6 assistance to law enforcement 
u Section 2.7 contracting 

Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 

.' AG Approved EO 123.33 Guidelines (Guidelines name and section: 

OTMEREXECUTIVE'ORDEK (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended). 
Other (EO citation: Y . 

PRESIDENTIAL DIRECTIVE (SPECIFY) " ' • • . . 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

. Other (PresidentialDirective citation: ) 

DEPARTMENT/AGENCY ACTION: Report to IOB. Redact unauthorized information. 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3687 



ALL INFORMATION CONTAINED 
HEREIN 1 5 UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DHH/PLJ/sdb 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-903 1 |(U) 
b 2 
b7E 

(U) In 

Division ('£ 

to the 

J mves 
in support.of an authorized 

investigation of a U.S. person, the 
J1) sent a National Security Letter 

1 seeking a I 
(NSL) to a 
~1 pursuant 

re sponsë^ the £ J provided a |_ 
In 
J 

h 2 
b7E 

(U) Upon receipt of the £ 
discovered it was not authorized to acquire a [ 
in support of a| 

I ~l returned the| 1 investigation. 
I to. the [ 

As a result, 
agency for destruction. - When this matter occurred in I 
I I believed that because it did not use the information 
contained, in the f 

_J to the f 
]and because it returned the 

for 
destruction-it did not need to report this as a potential IOB ' 
matter. The Federal Bureau of Investigation Headguarters has 
directed | | to purge all of the | | 
information that may be contained in any FBI database and to 
appropriately document the case file. 

(U) In this case, an error was committed by the case agent 
when s/he requested a| | pursuant to I | 
I ~1 for an authorised I 
.investigation that did not have an | 

b2 
-b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3688 



ALI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 0 7 - 0 6 - 2 0 1 0 BY 6 5 1 7 9 / D H H / P L J / S d b 

IOB SUMMARY SHEET 

Name of Department or Agency:. FederaJ Bureau of Investigation CY Quarterly Report: 

DATE OF.1NCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 9,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b2 
b7E 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) . 
FISA (50 U.S.C. 18011 

X Other (U.S.C. citation J 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Scction 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in-US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad > 
.Section 2.6 assistance to Jaw enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section.2.12 indirect participation 

. l. AG Approved EO 12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVE ORDER-(SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended). 

' .Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) • 
• COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation; ) 

DEPARTMENT/AGENCY ACTION: Report to IOB. Purge unauthorized information from all-FBI databases. 

•DATE.OF FINAL DISPOSITION: • ' 

Hofmann-IÖB-3689 



• "S®*"«. 
'S. . - ALI INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DHH/PLJ/sdb 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I ~1 FIELD OFFICE 

, IOB MATTER 2007-7841 I(Case #1) (U) b7E 

(u) in r 

Division (f 

to thef 
E 

I in support of an authorized 
J of a U.S. person, the [ ] sent a National Security Letter (NSL) to a b2 

| seeking a| "| pursuant b7E 

response, the [" 
In 

provided a£ 

(Ü-) Upon receipt of thef ] the[ 
case agent placed it in a 1A investigation file envelope and 

I information in any 
was 

JChief Division Counsel's 

never uploaded any of the 
FBI database. Upon learning that the |_ 
improperly obtained, the case agent sealéd the f 
and sequestered it in the 
(CDC) safe. Federal Bureau of Investigation, Headquarters has 
directed | |CDC to redact all information from the| | 
I I that is not authorized by| | 
I I prior to returning the report to the case agent and to 
appropriately document .the case file. 

(U) In this casé, an error was committed by the case agent 
s/he rflcni'f-sted a| | pursuant tó| ~| 

for an authorized | 
investigation that did not have an[ 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3704 



ALL INFORMATION CONTAINED 
. HEREIN 15 UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or AgenGy: Federal Bureau of Investigation CY Quarterly Report: 

DATE OF "INCIDENT: On or aboutl I ' DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 9,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF:. 

STATUTE (United Slates Code Citation) 
FISA(5QU.S.C. 180n 

X Other (U.S.C. citatior 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 

.. Section 2.4 preamble: least intrusive collection 
; Section 2.4(a) CIA electronic surveillance vv/in US 

Section 2.4(b) unconsented physical search w/in US 
j Section 2.4(c) physical surveillance of USP w/in US 

Section 2.4(d) physical surveillance of USP abroad 
. Section.2.5 AG approval w/in US or against "USP abroad . 

Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10'human experimentation 

j Section 2.11 prohibition on assassination 
Section 2.12 indirect participation' 
AG Approved EO 12333 Guidelines (Guidelines name aud section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO" 12958, as amended)-
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
• t • COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation:. ) 

DEPARTMENT/AGgNCY ACTION: Report to IOB. Redact unauthorized information. 

*DATE OF FINAL DISPOSITION: ' 

Hofmann-IOB-3653 



» 4 iNi •vy.. 
DATE: 0 7 - 0 6 - 2 0 1 0 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) _ ^ ^ ALL INFORMATION CONTAINED 
DECLASSIFY ON: 07-06-2035- 2 0 ^ 0 3 ^ 3 HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-1141-NSL (U) 

b2 
b7E 

m 
The Federal Bureau of Investigation ("FBI") has 

determined that in conducting an investigation 
1 the FBI[ |field office Q 

an NSL under 
accompanied by an EC, 

| issued 
that apparently was not 

such that the NSL would not have been 
the subject ofstatutorily-required congressional reporting. 
In this regard, an investigation] J a 
United States person, was initiated on | 
07/08/2003, an NSL for[ 

On o r a b o u t 

was issued to further the investigation. While the 
NSL was properly issued, there apparently "was no EC that was 
issued in support of it. A review of the file has determined 
.that there was adequate predication for the NSL; however, 
because of the lack of an EC, this NSL would not have been 
reported to Congress, as required by 
is being reported to the IOB.^S^/ 

'bl 
b2 
b6 
b7C 
b7E 

Thus, this matter 

Hofmann-IOB-3692 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED - -
DATE 07-1)6-2010 BY 65179/DHH/PLJ/sdti ' 

IOB SUMMARY SHEET 

Name of Department or Agency: FBIOGC CY Quarterly Report 2007 

DATE OF INCIDENT: 07/08/03 (issuance of NSL) DATE OF REPORT TO 108:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/03/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' " 
FISA.(50 U.S.C. 1801) — 

X Other (U.S.C. citation: 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance ofUSP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 

» Section 2.6 assistance to law enforcement » 
Section-2.7 contracting 
Section 2.9 undisclosed participation 

: Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO12333. Guidelines (Guidelines name and section: ; ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as àmended) ' . 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE^SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OE NOTIFICATION 
Other (Presidential Directive citation: _J 

DEPARTMENT/AGENCY ACTION: Advised field of report to IOB 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3693 



DATE: 07-06-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-06-2035 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

£2$ INTELLIGENCE OVERSIGHT BOAR!) (IOB) MATTER " blE 
^ . I I FIELD OFFICE 

IOB MATTER 2007-898-NSL (U) 

The Federal Bureau of Investigation ("FBI") has 
determ.i.np.d .that in conducting an investigatiOnf 

the | 1 Field Office < I issued an NSL 
in response to which the | ~| returned | 1 for 

£gv period of time.beyond the time period requested and the 
information was uploaded into a database. In this regard, on 
or about| I opened an investigation of 

who is a "United States person" as 
that term is used in Section 101 (i) of the Foreign 
Intelligence Surveillance Act of 1978 (FTSAK t-.o invRst-igafs • ~———~ * ^ ^ âsfa ifHii mihrfii - Tritin*̂-'— -1— 
information or allegations of | 

1 The investigation was subsequently changed- to a 
1 case. During the course of this 

i n v e s t i g a t i o n , a n NSL d a t e d 0 8 / 2 4 / 2 0 0 5 w a s l a m i a r i m i r m i a n t t o 

3 which information 
uploaded into a database. Thus, this- situation is being 
reported to-the IOB. (U) 

bl 
h 2 
b6 
-blC 
blE 

b2 
blE thé f 

I II I returned 
information responsive to the request but, in addition, ; 
provided I I for| I in the NSL 
for an additional few weeks beyond the time -period requested. 
The information was uploaded into a database. By EC coated 
04/10/200.7, the potential .IOB- violation was reported. j X ^ 

The IOB has instructed- OGC ty report .matters- in b2 
IS 'b7E 

Hofmann-IOB-3694 



^ALL INFORMATION CONTAINED 
-HEREIN 15 UNCLASSIFIED 
DATE 07-06-2010.BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name <)f Department or Agency: FBfOGC ' CY Quarterly Report: 2007 

DATE OF INCIDENT: .08/24/05 (issuance of NSL) DATE OF REPORT TO IOB;09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/07 

DATE REPORT SUBMITTED TO OTHER.ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

X Other (U.S.C. citation: 1 

EXECUTIVE ORDER 13333: 
• • Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection-
• Section 2.4(a) CIA electronic surveillance w/in US 

- ' Section 2.4(b).unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP-w/in* US 
Section 2.4(d) physical surveillance ofUSP abroad 
Section 2.5 AG approval w/in-US or against USP abroad • 
Section 2.6 assistance to law enforcement 

. ' Section 2.7 contracting-
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section, 2.11 prohibition on assassination-

^ Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: ; 

. OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: J . -

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OFNOTIFICATION 

. Other (Presidential Directive'citation: __) - . . 

DEPARTMENT/AGENCY ACTION: Advised field to. purge database; return or destroy 

•DATE OF FINAL DISPOSITION: 

material b2 
• . b7E 

Hofmann-IOB-3644 



D'ATE£ 07-06-2010 
CLASSIFIED BY 65179/DMH/PL.J/sdb 
PEAS ON; 1.4'(c) 
DECLASSIFY ON: 07-06-2035 

M 

ALL INFORMATION 'CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I AND I I FIELD OFFICES 

IOB MATTER 2007-937-NSL (U) • 

b2 
b7E 

Field Office. <[ 

The Federal Bureau of Investigation ("FBI") has 
ed that in conducting, an 
the J issued an NSL, w 

Office 
]opened an investigation 

Subsequently, the 
à database by the 

In this regard, on or- ahnnt-. 

in response to which it received information beyond the 
parameters of the request, 
material wasentered into 

y . 

1Field 

T 

bl 
b2 
b4 
b6 
b7C 
b7E 

"United States person" as that term is used in Section 101(i) 
of the Foreign -Intelligence Surveillance Act of 1978 (FISA) 
During the» rnurRP nf, this investigation, [ 
NSL 
the 

dated' The subject moved toI 
Field Office opened a case. When the 

issued -an 
and J 

information from the NSL was received by 
forwarded the information to| 

it 
] 

h 2 
blE 

uploaded the information into à database. The information 
included several weeks of information outside the parameters 
of the NSL. I |has been instructed to destroy or 

material toi 1 and r.emoye 
the 

return 
from fíftp da trinase. 

•NSL. 
the 

material 

it 
has already destroyed the 

The IOB has. instructed QGC to report 
which information 
uploaded into a datàbasè. Thus, t m s situation 
reported to the- IOB. (U) 

matters in 
error is 
is being 

b2 
b7E 

Hofmann-IOB-3696 



ALL .INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DMH/PLJ/S(ib • 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI OGC CY Quarterly Report 2007 

DATE OF INCIDENT: ssuance of NSL) DATE OF REPORT TO IOB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/04/07 

•DATE REPORT SUBMITTED TO OTHERENTTTY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 
Othër(U.S.C. citation:. J 

EXECUTIVE ORDER 13333: • • 
Section 2.3 collection & dissemination of USP info 
Section-2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronicsurveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 1 

• Section 2.7 contracting 
; Section 2.9 undisclosed participation . • 

Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG ApprovedEO 12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO Î2958, as amended) 

- Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTMCATTON , • 
Other (Presidential Directive citation: ^ J 

DEPARTMENT/AGENCY ACTION: Advised field to purge database.and destroy] | information. 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3653 



*¿ - - - Sf 
DECLASSIFIED BY 65179/DMH/í'LJ/sdI) 
ON 07-06-2010 

(UK 

.INTELLIGENCE OVERSIGHT BOARD • ( IOB) MATTER B2 
I I FIELD OFFICE . b7E 

IOB MATTER 2 0 0 7 - 1 3 9 5 (U) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting a| |investigation 
of a United States person, the FBI | | Field Office 
•jl 8 receivedr I from a| 1 that 
included| joutside the date range reguested in the 
National Security Letter (NSL) . Before the| | were 
sequestered and redacted, the re.sults were uploaded into- an FBI 
database. ,(U) . . 

b2 
b7E 

In this regard, an investigation of tî e thg 
it £ 

tarffRt". .United States person, was initiated on or about 
11/13/2006. San-Francisco prop^ly prepared and issued a 
requesting! 

a 
On-

NSL . 

response, because the f 
begari,ini 

^ from| ffor a 
J associated with the target. However, in its 

I 
¿Uso provi flfifl rfírnrrlñ fnZ 

(U) 

The complete results; J Ifrom outside the 
date ran^e requested in the .NSL,. were uploaded into, an FBI 
database. M ^ ^ 

The [ 1 information was, discovered about two 
was months after being, received when [ 

being conducted tofurther this investigation. The information 
has been sequestered with- the CDC, purged from the database-, and 
I 1have been Redacted fro 
which.were then returned to the case filé. the records-

b2 
b7E 

b2 
b7E 

C 
In this case 

included [_ 
I corrës'ponding to the 

Joutside'the date 
range requested by the NSL. The NSL results were immediately 
uploaded before| | could -be redacted and sequestered. 
As such., this is being reported to the IOB. It is noted, 
however, that | |may be acquired by the FBI 
with an additional NSL i£| is- determined to- be a. 
•relevant ^period of time to c m s investigation. (U) 

b2 
b7E 

Hofmann-IOB-3698 



- ALL INFORMATION CONTAINED 
. ' HEREIN 15 UNCLASSIFIED^ 

DATE 07-06-2010 BY eSlWDKH/PLJ/sdb 
10B SUMMARY SHEET • - . - T . 

•Name of Department ox Xgancy: FBI CY Quarter ly .Report: 

DATE OF INCIDENT J | DATE OF RBPORT TO XOB: 

DATE.OF REPORT" TO DBPAE.TH2NT/AGHNCY: 4/6/2007 

DATS REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, CongreBB, Civil Liberties Office): b2 
' • • _ * b7E 

POSSIBLE VIOLATIOH OF: . ' 

STATUTE {united" States Cpde Citation) .• 
. P13A ISO U.3.C. 1801) . 

X. Òthàr (U.S.C, citation: 

KXECUTIVK ORDER 12333 s 
[Jîacti'oh-.2.3 collection k 'dissemination of 03P info 
Section 2.4 preamble: leant intrusive collection 
^Section 3.4(a) ' CIA electronic Surveillance" w/in US 
^Section 2*. 4 (b) unconsented physical search w/i-n US 

» 

Section 2.4(c)" physical surveillance of V5.P W/in OS 
. . Section 2.4(d) physical -surveillance of USP abroad 

; -. ..Section X. 5 . .AG approval -w/in US or 'against USP- abroad 
Section 2.S' assistance to lav enforcement 

. Section 2.7 • . contracting' 
Section 2.9 undisclosed- participation 
Section 2-10 human experimentation • 

, Section 2.11 prohibition on assassination ' 
. Section -2..12 indirect participation . 

• • AS APPROVED EO 12333 GUIDELINES (Guideline name and section: 

OTHER SXECtTTIVK 0RIDER (SPECIFY) ' < 
• ^Création of unauthorized^SAP (KO 12953, as amended) 

Other (¿0 citations ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

^ Other ' (Presidential Directive 'citation: ); • 

DEPÀRTÌÌBNT/AGENCY ACTION* - i 1. k2 Information purged and destroyed or returned tq ¡per their b7E 
direction. - • 

»DATS OF FIHAL DISPOSITIONi 

Hofmann-IOB-3653 



INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
IÓB.MATTER 2007-1872(U) 

b2 
b7E 

(U) 
DECLASSIFIED BY 65179/DHH/PLJ/stfb 
OH 07-06-2010 

The Federal Bureau of Investigation. P'FRT'O has 
determined that in conducting a| | investigation 
o£ a United States person, the FBI" I I Field Office ' 
I » issued an NSL to a |.. I which had the | I 
L_ I which resulted in the .production of' information' that was not relevant to the investigation. ^ ^ 

iU) In this regard, an investigation of the 

1 

United States person, was initiated on or about 
order to. f £ t a r g e t . , 

li ¿XL* 

va UULUUtfi. 12 .-•• ;UU4 . an IM.SI. was ISSIIPA nurgiiani- t-o hhof 

. However, the NSL issued by the FB 
J, such that 

3. • This appeals to be an inadvertent 
: contained- a 
had | | 

typographical error, as the internal document' authorizing -the 
issuance of the NSL contained the | 1 ̂  ' 

The mistake was discovered upon an FBI Headquarters 
'directed audit. The | |material was then sequestered-
and i=s being purged from the database. The materials will either 
be returned | lor destroyed, inasmuch as-the 
information- returned | |was necessarily not relevant 
to an authorized investigation, there was a violation, albeit, 
unintentional, of the — " ' ' 
reported to the XOB. HT7— 

Therefore, this matter is being 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3700 



y . -

JOB SUMMARY SHEET . T 
Name of Department or Agency: FBI CY Quarterly .Report: 

DATE OF iHClbEHT: p-ct?berl2j2004 DATE OF REPORT TO IOB: 

DATE . OF REPORT-TO DEPARTMENT/AGENCY t • April 4, 2007 ' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do J, Congress, Civil Liberties Office): 

POSSIBLE VIOLATIOH OF: . 

STATUTE (Ûnited' States Cpde Citation) 
. FX3A (SQÜ.3.C. 1801) 

X. Other (U.S.C. citation; 

ALL IHF0KKATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-0.6-2010 BY •65179/DHH/PLJ/s(ib 

b2 
b7E 

EXECUTIVE ORDER 3.2333: 
'. Section .2 .3 collection ^'dissemination of USP info 

' ̂  Section 2.4 proamblei least intrusive collection 
.̂Section 2.'4 (a) CIA electronic surveillance' w/in OS 
^Section 2'. 4 (b) unconsented physical search w/i-n US 
3action 2i4(c)' physical surveillance of US.P w/in Os 

. . Section 2.4(d) physical -surveillance of, U3P abroad 
• •. ..Section 2';5 • .AG approyal w/in 113 or against USP abroad 

assistance to law enforcement 
contracting 
undisclosed- participation 
human experimentation • 
prohibition on assassination 
indirect participatian . 

Section 2.fi' 
Section 2.7 
Section 2.3 

_Section 2.10 
Section 2.11 
. Section 2..'12 
. AS APPROVED.EO 13333 GUIDELINES (Guideline name and aoctioni. 

. • .' OTHER EXECUTIVE ORÖER .(SPECIFY) 
.Création of unauthorized,SAT (KO 12558, as amended) 
Other • (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other ' (Presidential Directive citation: _ ) 

DEPÂRTft'ËNT/ÀGENCY ACTION: * — , " " ... . , . , , t , t _ Information purged and destroyed or returned tor 
; • request _ -

•DATE. OF FINAL- DISPOSITIONS 

h 2 
b7E 

Hofmann-IOB-3701 



(U) 

DECLASSIFIED BY 65179/DHH/PLJy'sdb 
OH 07-06-2010 

b2 
b7E INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I I DIVISION 
IOB MATTER 2007-2221NSL (U) 

(U) By electronic communication ("EC") dated August "23, 
2007, the I I Divis ion d t reported a potential IOB 
error in conjunction with itsj jof a United 
States Person. 

b 2 
b7E 

2006,F 
In a National Security Letter'(NSL) dated April 6, 

] requestedf 

(U) 

who was the target of an authorizedf 
investigation. Tn addition tn I 

for a U.S. Person 
I-

b2 
b7E 

On July 12, 2007,1 
issuance by the I I Office f 
(NSL) to af 

] properly prepared for 

authorized^ 
for L 

I a National Security Letter 
r i n furtherance of an * 

investigation. The NSL requested 
I associated with 

b2 
b7E 

the target, but returned in| 
I forwarded the results toj 

attachments. | immediately upon reviewing the EC and 

] for those 
1 via an EC with 

] extracted it and return, recognized the 
sequestered it with the Chief Division -Counsel (CDC)-. 

(U) Pursuant to the -July 31, 2007 instructions from the IOB, 
the FBI is reporting this matter because the uploading of the 
over-produced information constitutes a compounding of the "third 
party| j error, even- if the data was subsequently 
extracted and sequestered. ' . ' 

b2 
b7E 

( U ) . [ J has been instructed to £ and 
ask whether the unintentionally acquired information should be 
returned or destroyed, with appropriate documentation to the 
file. If I I deems the I information to be 
relevant,. 

b2 
b7E 

has the option to issue a curative NSL 
information, provided the 

ào\ 
requesting the 
investigation r'ëmains opsn.—However, the information should 
.remain sequestered' with the CDC until either a.new NSL is served 
or the| is dèstroyed -or returned. ' 

Hòfmann-IOB-3702. 



S3 ALI INFORMATI OH CONTAINED • 
HEREIN 15 UNCLASSIFIED ' 
DATE 07-06-2010 BY 65179/DMH/PLJ/sdFC' 

I O B S U M M A R Y S H E E T 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: 04/06/06 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 08/23/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

•POSSIBLE VIOLATION OF: 

STATUTE (United Slates Code Citation) • , 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in "US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.1Ô human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP'(EO 12958; as amended) 
Other (EO citation: ). 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NO 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Return or destroy 

•DATE OF FINAL DISPOSITION: 

h 2 
hl E 

Hofmann-IOB-3677 



tUJ INTELLIGENCE OVERSIGHT BOARD" (IOB) MATTER 
I 1 DIVISION 

IOB MATTER 2007-2218NSL (U) 

h 2 
b7E 

(U) By electronic communication ("EC") dated August 31, 
the f~ I Division j "J reported a potential IOB 2007., 

errof in conjunction with its 
Statès Person 

of a United 

Letter 
On March 

(NSL) to af 
2 0 0 7 J" 

all records andl 
authorized JÔL 

1 issued a National Security 
seeking production of 

responsive documents, th< 

on- U.S. Person, -the target of an 
invest.ii-gflt.inn In addition to 

J pre ¡produced two 
copies of items unrelated to- the target•or any of the target's 

] These J items were initially uploa'ded to 
a central database, but have since been, sequestered with the 

. Chief Division Counsel (CDC). 

(U) P-ursuant to- the July 31, 2007 instructions from the IOB, 
.the FBI is reporting this; matter because the uploading of the 
over-produced information' constitutes, a compounding of the | | 
1 I, even if the data was subsequently 
extracted and sequesteredi 

b7E 

(U) I 1 has beèn instructed to contact the£ I arid 
ask whether the unintentionally acquired information should be 
returned or destroyed, with appropriate documentation to the 
file. If 
relevant, . 
requesting the[ 

deems the £ information to ;bfe 
has the option to issue a curative NSL 

information^ provided the 
investigation remains open. However, the information .should' 
remain sequestered with thè CDC until either a new NSL is" served 
or the| |is destroyed or returned. 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3704 


