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Section 2.4(d) physical surveillance of USP abroad - .
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Section 2.5 AG approval w/in US or against USP abroad
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INTE’LLIGENCE OVERSIGHT BOARD (IOB) MATTER :11;35:
FIELD OFFICE

TOB- MA'I‘TER 2007-3057 (U) C. .

The Federal Bureau of Investhatlon ("FBI") has . i .
det i a2t while conducting a| - . : -
of a United States person, thie FBI] bz

Fie Office seemingly requesté&d- more 1nformatlon . PIE

l_‘than_s.p.eci.ﬁiaa.llLTuthorJ.zed undex thel ]
specificall: l% .

. On 6/1/2007, | prepared and issued a'national
securj .fer (NSL) To konsistent with -
.  However, in addition to the NSL, . b2
appended an "Attachment'™ document llstlng cateqo¥ies o b7E
information, with ge £o M ¥QU )

In response |

1 | The.
overproduction'was discovered by the Case Agent when reviewing- 2 :
theé results; they weré segregated from the investigative portion -« b'?E‘
+of the case file to avoid compoundmg an overproductz.on concerns ’

Tt is noted that the additional information nﬁovn.ded is ... e
consistent with hich is authorlzed L

to be acquired by the FBL under| l As such;, . SN
l Ihas been advised to issue a curative NSL- ‘enabling the‘;

‘return of thls'rel,evant information to the case file. (U)

© Whilé] | "Attachment" to | | NSL.s Has ‘}z?/E"'
only recently been discovered in limited_instalices, ;

has been advised to stop the practice. [ | has further . f‘ T
been advised to rely on the model NSLs prepared by FBI, Office of .
General Counsel, to assist in prevent:mg similar .issues in the
future (u) .

Jl .

Derl T G~3°
assify on: 10/20
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.. FISA (50 U.S.C. 1801)
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. __ Section 2.3 collection & dissemination of UsP mfo
" Section 2.4 preamble: least intrusive collection -
( Section 2.4(a) CIA electronic surveillance w/inUS . © * *, % - S
- Section 2.4(b) unconsented physical search w/in US . L T R
——— “Section 2.4(c) physical surveillance of USP w/inUS * - "« " '
Section 2.4(d) physical suveillance of USP abroad
Section 2.5 AG approva] w/in US or against USP abroad
. Section 2.6 assistance to law enforcement
) - Section 2.7 contracting
*__. Section 2.9 undisclosed participation

. _——.. Section 2.10 human experimentation ‘ . .

Section 2.11 prohibition on assassination '
- —_ Section 2.12 indirect participation ' T
- AG Approved EQ 12333 Gmdelmes (Gmdehxm name and secnon )

y -

OTI'IER EXECUTIVE ORDER (SPECIFY) oo e e
. —_Creation of unauthorized SAP (BO 12958, as amended) e L
S Ot'her (B0 c&tatlon ) . A : L
PRESIDENTIAL DIRECTIVE (SPECIFY) e
: ﬁl____ COVERT ACTION FINDING/MEMORANDUM OF NOT]I"ICATION . Y
 Other (Pres1dent|al Directive citation: ) . A e w

DEPARTMENTIAGENCY ACTION

" *DATE OF FINAL DISPOSITION:
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was initiated on’

[With an|

| during the. authorlzed perlod of

was 1nitiated on I 1d. Due ®O an

oversignt, however, the | |cont1 even (11) days -

‘after the case was allowed to expire on "After

bnl | The[ Jwas - R

. investi )& ] approval o <
~ conduct &3: .

3

-discovering the error, the case, agent referred the matt:er to’ NSLB

as a potential I0B ‘matter. -

':UJ o I™_As the case 1nvolved a lapsedDNSL 'g dnalvsis .
N focused upon the 1nvestlgat1ve tools available under] S

as set forth. in 'The Attdornev General!s. Guidélines or'
_ .. EBI Natlonal Securi Invéstigations and Forei n Intell:. ence
" “Collec 3 tive 10/31/2003  Aft

that the matter was reportable. This memorandum therefore’

constltutes notlce by the FBI of the :r:eportable va.olat:.on _’.‘.‘

<
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10B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report: C/ /ﬁ 100 .
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DATE OF INCIDENT: | DATE OF REPORT TO IOB: mmo: // }'/ ~'-"°7 bTE

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/15/2007
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" STATUTE (United States Code Citation)
~ FISA (50U.8.C. 1801) ) . :
Other (U.S.C. citation: ) - "

EXECUTIVE ORDER 12333. ‘ i . o
Section 2.3 collection & dissemination of USP mfo o ' R
Section 2.4 preamble; least intrusive collection . : '
Section 2.4(a) CIA eléctronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US. ’ oD SRR
Section 2.4(c) physical surveillance of USP w/in US - T R T,
Section 2.4(d) physical surveillance of USP abroad e A
Section 2.5 AG approval w/in US or against USPabroad =~ =~ "% .- ° o S el
Section 2.6 assistance to faw enforcerent ST e e
Section 2.7 contracting .
Section 2:9-undisclosed participation - .
- Section 2.10'human experimentation I
. Section.2.11 prohibition on assassination’ s . A A
Section 2.12 indirect participation . . ; . —— S T
AG Approved EO 12333 Gmdelmes (Guxdetmes name and sectton T ChIE

2K H]I /] I‘

‘OTHER EXECUTIVE ORDER (SPECIFY) S - »
: ‘Creation of unauthorized SAP (EO 12958, as amended) Lo oL
Other(EO cstauon Y . , co S R

~ . . N -

-

PRESIDENTIAL DIRECT VE (SPECIFY) ’
: COVERT ACTION FMDING/MEMORANDUM OF NOTIFICATION i
‘Other (Prestdenttalerectwe citation: _ ) SUoLste LT
DEPAR’IMENT/AGENCY ACTION Nonfcauon tIOB - , e

*DATE QF FINAL DISPOSI’I‘ION.

_Hofmann-10B-3594




DECLASSIFIED BY 65179}D}1H/PLJ}SGD
ON 07-06-~2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
‘ . DIVISION
I10B M 007-2209NSL (U)

(U) ﬁi!.éisglsgnis_cnmmnnfeation ("EC™) fated Bugust 22,
2007, the reported a . |

potential TOB error in conjunction with its[‘* pf

- a ghited States Person.

; j B ;}5{: On_January 13, 2005 issued a proper -

Natidnal "Security Letter ("NST™ o al ]

ldid not sequester this overproduction until

' after when 1t was discovered durlng the NSL
) audit\ - .o . o

. {(U) Pursuant to the July 31, 2007 1nstruct10ns from the IOB
the FBI is reportlng this matter because the uploading of the

S f .over~produced .information constitutes a compounding of the third’
. part; error, even if the data was subsequently .';Q.;”’*,“

sequesStered.

-~

) | has been lnstructed to contact the _
and. ask whether the unlntentlonally

information to be relevant, it has the optlon-to
rative NSL requesting the | Jlnformatlon,
prOV1ded the 1nvest1gatlon remains open. However, the. .
~information should remain sequéstered with the Chief Division
‘ggzgyggL_LﬂrDC") until either a new NSL is served or the '
1s destroyed or returned BRI o e

- . o L "'w."‘ .. les

. . . .
B - . ’

Hofmann-IOB-3595

. e target of an authorized| i I':f‘
‘ L i ition to responsive documents, the =~ -
2 provided records’starting froml:___:l

- ITed Inrormation should be’ returned or 2 ith ‘f' 'aE .
) [;iii:fiffiji:jfjumentat1on to the file. If deefns the g
. = ,

b2 -

L7E

T b2 .
b7E




ALL INFORMATICON CONTAINED ’ . o
HEREIN IS5 UNCLASSIFIED
DATE 07-08-2010 BY 65179/DHMH/PLJ/3db

i IOB SUMMARY SHEET
. Name of Department or Agency; FBI CY Quarterly Flep(‘)rt: L[% 20
DATEOFINCDENT[ ] © DATEOF REPORTTOI0B: ([ [ 2009
DATE OF REPORT TO DEPARTMENT/AGENCY 0822167 ' ] )
DATE REPORT SUBMI’I‘T ED TO OTHER ENTITY (1 e.,.Dol, Congress, Civil leemes Off‘ ce) ' o b2 - ‘
'POSSIBLEVIOLATIONOF o N 8 : | - ;Eb_’,}? -
STATUTE (United States Code Cltatnon)

FISA (50 US.C. 1301) SR
X __ Other(US.CJ cltation.

EXECUTIVE ORDER 13333: - . L T e
Section 2.3 collection & dissemination of USmeo A . TN :'..‘5

— _ _ Section2.4 pmamble' least intrusive collection
" Section 2.4(a) CIA electronic surveillance w/in US- SO o ECREPG
. Section 2.4(b}unconsented physical search w/in US- o o D
__ Section2.4(c) physical-surveillance of USPw/inUS . .°° .. & r L
. Section 2.4(d) physical surveillance of USP abroad " ; ~ o
' .——— Section 2.5 AG approval w/inUS or against USP abrqad EESRA St
.- Section 2.6 asistance to law enfotcerﬂent : L A
. . Section 2.7 contracting - RSV A . '
-~ Section 2.9 undisclosed partlclpatlon S N B ‘
—— Section 2.10 human experimentatior . .. . - oL - T
—— . Section 2.1 prohibition on assassination E ’ )
Section 2.12 indirect participation’. - ¢ ‘

AGApprovedBO 12333 Guldelmes e i RAIB
OTHER EXECUTIVE ORDER (SPECIFYY SR
Creation of unauthorized SAP (EO 1295 3,as amended)

Other (EO citation: — TN e

‘H.

.-"

PRES!DENTIALDIRECTWE(SPECIFY) R T At P
. “COVERT ACTION FINDING/MEMORANDUM OFNOTIFICATION SRR S

A . Other(Presicientlal Du-ective citation: ____________) T : Hn o L e ;
DEPAR'IMENT/AGENCYACTION Returnordesiroy TR SO
. *DAT’EOFFR\‘ALDISPOSI’I‘ION . S L g :
Hofmann-10B-3596. -




e

m.

DECLASSIFIED BY 6517S/DMH/PLJ/sdb
ON 07-08-2010 .

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
IOB MATTER 2007-832[ ] (U)

ing an |

of & S, person. | Jsfnt a Natiopal Security
Letter (NSL) to a seeking 1

reguesce _’ . r

| In response to the NSL, thel l .
produced a| | which i )

-information that was not regquested in the NSL. | 1. -
- subsequently sgummarized thei Im an EC that was -
" uploaded onto ACS. : : :

(U) In this case, an error was committed by:when it

.compounded the third party error by uploading the over- produced
information onto ACs.

(U) has been ihséﬁif:téd to perménently éharge-out

. -from ACS The EC summarizing the and destroy any
~ hard copies of the EC. | has also-been instructed to )

~contact the _-I and ask whether the]

shou e returned oY destroyed w1th appropr:.ate 3
documentatlon to the .file. :

,,,,,,

" Hofmann-10B-3597 _

" b2

b2
b7E

b2
L7E

b7E

b2 .
b7E

N




‘:@LL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET
Name of Department or Agency: .FBI CY Quarterly Report: (,/ i.ﬁ 7200F
DATE OF INCIDENT: - [ 1  ~° DATEOFREPORTTOIOB: {[31{ 2007 :

DATE OF REPORT TO DEPARTNENT/AGEN&Y: " 03/09/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . Lo n ‘ b2
.. : . .- ) © - I pIE
POSSIBLE VIOLATION OF: '

.~ STATUTE (United States Code Citation) e ~
FISA (50 U.S.C. 1801) S
. Other (US.C. citation: 1 . L)

EXECUTIVE ORDER 12333:
Sectiofi 2.3 collection & dissemination of USP mfo
Section 2.4 preamble: least intrusive collection -
Section.2.4(a) CIA electronic surveillance w/in US o - ) .
" Section 2.4(b) unconsented physical search win US| © 0 T
Section 2.4(c) physical surveillance of USP w/in US o N
Section 2.4(d) physical surveillance of USP abroad, ..
Section 2.5 AG approval w/in US or.against USP abroad )
Sectior 2.6 assistance to law enforcement FUEE
. Section 2.7 contracting ‘ ' B
Séction 2.9 undisclosed participation
Section 2.10 human experimentation *,
- Section 2.11 prohibition on assassination'
- Section 2.12 indirect patticipation .. L
AG Approved EO 12333 Guldeimes (Guldelmes name and sectlon . J

l ] Ivl' i l, ..l ¥ I

" OTHER, EXECUTIVE ORDER (SPECIFY) :
‘Création of unauthorized SAP (EO 12958 as amendecl)

Other(EOcltatton ) . ) ) co o

PRESIDENTIAL DIRECTIVE (SPECTFY) * + ' B A
;. COVERT ACTION FINDINGMEMORANDUM OF NOTIFICATION o < A
Other (Presmlentlal Dxrechve cltanon D BT L

DEPARTMENT/AGENCY ACTION

*DATE OF FINAL DISPOSITION.

- - B > ~ -

- IS . . v
" . +

Hofmann-10B-3598 -




DECLASSIFIED BY 65179/DHH/PLJ/adb

0N 07-08-2010
/201
b2 "

, . AINTELLIGENCE BOARD (IOB) MATTER - b7BE
me B T : ~

e I0B MATTER 2007-1833___](u)

| i ><J During anr B | . C ‘
of a U.S. person, thg ivision sent a'. =
National Security lLetter (NSL) to a7l L "222713 _
seeKing AR
N ) In regponse, ’

Based on the 1nformatn.on contained i

b2

[::j, lncl ing the subiect’ . p7E
a subsequent NSL to a' oo
L) p-this case, an errdr ¢n the part of the
resulted in the unintentional acquisition of . .
. lnformation.  In response to a proper and legal NSI, requesting = b2
"I , the .. "®IE
_However, . " - ¢
€ GLEOT;Dy USIng ,t,he.su'jeé:t"sl___::[
in a subsequent NSL o T T e “..
(U) It should be noted;, however, that:]would b2
"have issued the- subsequent NSL regardless of the. information . . b7E
obtained via the first NSL and only used the subject's T
' to narrow the scope of the second NSL, Moxeover, the . - 0

»

fas subsequently prov:.ded by the flnanmal
lin response to the -second NSL RN

(U) | did not. uploa.d the' I

B ‘into an ] has been advised 10 contack, the i
E to determine whether the overproductlon Y}
. ‘ ) re urned or destroyed oLt e S , ,'

N e .. . e ~
N - -z

. " Rofmann-I0B3599




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/3db

10B SUMMARY SHEET

Name of Department or Agency: FBI

DATE OF INCIDENT:

DATE REPORT SUBMITTED TO OTHER ENTITY (l.e., DoJ, Congress, Civil Liberties Office): N/A
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)

X__. Other (U.S.C. citation;

EXECUTIVE ORDER [2333:

Section 2,6 assistance to law enforcement
Section 2.7 contracting :
Section 2.9 undisclosed participation
Section 2.10 hunian experimentation
Section 2.11 prohiibition on assassination
Section 2.12 indirect participation

.l-l LT l.,l'

OTHER EXECUTIVE ORDER (SPECIFY)

.AG Approved EO 12333 Gmdelmes (Guxéelmes name and section: }

CY Quarterly Report: IstQF¥68 b/ b 2003
DATE OF REPORT TO I0B: 12312007 ! {3/ roo3

- DATE OF REPORT TO DEPARTMENT/AGENCY: 031 16/2007

b2
b7E

Section 2.3 collection & dissemination of USP info .

Section 2.4 preamble: least intrusive collection . o
Sectiori 2.4(a) CIA electronic surveillance w/in US b
Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical-surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad

Creation of unauthorized SAP (EQ 12958, as amended)

- Other (EO citation: _ﬁ_____)
PRESIDENTIAL DIRECTIVE (SPECIFY)

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION e -
Other (Presmenmi Directive. cltatmn _______) ) B I

. N »

b2

DEPARTMBNT/AGENCY ACTION: Field ofﬁce dld not upload mformatwn and advased to contact[ ko, b7E

determine if it should be returned or, destroyed.

" *DATE OF FINAL DISPOSITION:. 11/29/2007

Hofmann-IOB-3600 -




“
‘. ALL INFORMATION CANTAINED

HEREIN IS UNCLASSIFIED EXCEPT

DaTE: 07-08-2010 WHERE SHOWN OTHERWISE
CLASSIFIED BY 65179/DMH/PLJ/sdb

REASON: 1.4 {(c, d)
DECLASSIFY ON: 07-08-2035 - W

INTELLIGENCE_OVERSTGHT BOARD (IOB) MATTER b2
DIVISION, o b7E
IOB MATTER 2007-1115(U) ‘ .

(8. ' ' - o
. .. (U) The Federal Bureau of Investigation ("FBI") has jgg
determined- that in conducting |on unknown - BTE
non-US Persons;—the FBI failed to submit the required notice to .
the Office of Intell:tgence Policy and Review (OIPR).
>s( on| | | opened a | |
\Jon unknown. members OF ]
The Attorney General guidelines at the Cime did not require :
Division Offices to notify thé OIPR -of .non-uUS person
:anestlgatlons However, pursuant to The Attorney General!s o
"Guidelinés foxr FBI National Security Investigations and Foreign bl
Intelligence Collection .(NSIG), which took effect on October 31, P2z .
2003, this investigation. requlres OIPR notification. FBI : : i'??c
Headquarters provided interim implementing guidarice providing BTE
DlVlcm two months to reportl | on all
Ioraen , |opened prior to
\ P - :

mistake was realized, immediately drafted a report in order

to comply with case reporting requirements. In light of the fact

that OIPR was not notified of the investigation until more than - .
< pfter the requirement, OGC concludes that this delay b2

in filing the notice was sufficiently great so as to deprive OIPR B7E
- 0f the opportunlty to provide oversight of the A:anestlgatlon
‘ Thus, the matter is be:.ng reported to the IOB

C e d>< A review of this casefile on _ |
() — Tevealed that[__ ] f;ﬁl_gfjci.properly notify OIPR, When the

Hofmann-10B-3601




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE' 07-08-~2010 BY 6517%/DMH/PLJ/sdb

IOB SUMMARY SHEET

Name.of Department or Agehcy: FBI

DATE OF INCIDENT: |

DATE OF REPORT TO DEPAR’IMENT/AGENCY April 1, 2007 .

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do}, Congress, Civil Liberties Offce) . "b7E

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)

Other (U.S.C. citation: ___-_)
) 'E)GECUTIVE ORDER 12333:

Séction 2.7 contracting

Section 2.9 undiscloséd participatiori
Section 2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation -

LHIH I.l'l‘llill'

OTHER EXECUTIVE ORDER (SPECIFY)

Creation of unauthorized SAP (EO 12958, as amended)

* Other'(EO cxtanon }
. PRESIDENTIAL DIRECTIVE (SPECIFY)

- COVERT ACTION PINDING/MEMORANDUM OF NOTIFICA'HON
Other (Prestdenual Dlrectwe citation? ) '

DEPARTMENT/AGENCY ACTION: Reported to the IOB .

*DA‘I'E OF FINAL DISPOSIT TON:

-Section 2.3 collection & dissemination of USP info

Section 2.4 preambie: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/inUS .

Section 2.4(b) unconsented physical.search w/in US

Section 2.4(c) physical surveillance of USP w/in US . L

Section 2:4(d) physical surveillance of USP abroad R
_ Section 2.5 AG approval w/in US or against USF abroad ' -

Section 2.6 assistance to law enforceient .

AG Approved EO 12333 Guzde]mes (Gmd;:lmes name and sectnon )

_Hofmann-I0B-3602

CY Quarterly Report: ‘1‘}-’5 2oy

DATE OF REPORT TO IOB: Deeember312067 / [3[zo=3

b2 .




{8) -

ALL INFORMATION CONTAINED

DATE» 07-08-2010 HEREIY IS UNCLASSIFFED EXCEPT
REASON: 1.4 (c, d ) i
DECLASSIFY ON: 07-08-2035

_Ser/ Javrsaaas . w2

e INTELLIGEN “HT BOARD (IOB) MATTER
T DIVISION,
S : T 2007-1132 (U)

'-"""‘x._,xStates person, the FBI falled to subm:r.t notice to the Offlce of”’
‘Intelllgence Policy and Review. (OIPR) (U) )

In this reaarad | } opened a bl

-

. on _the subi ct 6‘nr to b2 -
,‘hlnv"e‘"s'ElgaEe THe subiectTdl ldue §<his . b7E

employment atl__ ]

The Attorxrney General FBI Forelgn Intell:.gence

\CGJ.lectlon and Foreign Intelligence Investigations in place in

December 2002, when this investigation was opened, did not | - R

require. the field to file notice of investigations. opened on non- . o
United States persons. However, the Attorney General's L BTE

Guidelines" ‘for FBI National Security Investigations and Foreign
Intelligence €ollection (NSXG) , dated October 31 2003 prov:.des
that "In additiom to the £

investigations requlred

"] Interim Policy Guidance reflecting

. the NSIG was sent to FBI Divisions in 2003 instructing them to ., p
. Yeport all investigations opered prioxr fo 10/31/2003 without ' =~ | ..
U .régard to the status of the subject.

any notlce about th:.s 1nvest:3.gat;10n...

failed to prov:.d:e.h;l' -

‘ In this case[::] did not prov:.de the requlred RTINS

.'“report In light of the fact. that OIPR did not-receive . . - . . b7E -,

notification of this investigation at all during the time it was

" open, OGC concludes that this lack of notice deprived OIPR of the . LT
. opportunity to provide oversight of the-investigation. Thus, the’

matter is being reported tq the IOB. (U)'

. -Hoffann-10B-3603




2LL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

10B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly chort L/’:}'s 7c0%

DATE OF INCIDENT: 1 March 2004 DATE OF REPORT TO I0B: J/ 32003
DATE OF REPORT TO DEPARTMENT/AGENCY: 4/3/2007 A

DATE REPORT SUBMITTED TO OTHER ENTITY (i.c, Dol, Congress, Civil Liberties Ofﬁc;a):_
POSSIBLE VIOLATION OF: | C C

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)
Ottier (U.S.C. citation: )

EXECUTIVE ORDER 12333: ] . ) .
Section 2.3 collection & dissemination of USP info - R .
Section 2.4 preamble: least intrusive colléction ' ) : :
Section 2.4(a) CIA electronic surveillance w/in US -
Section 2.4(b) unconsented physical search-w/in US
Section 2,4(c) physical surveillance of USP w/in US o
Section'2.4(d) physical surveillance of USP abroad - . P
Section 2.5 AG approval w/in'US or against USP abroad '
Section'2.6 assistance to law enforcement
Section 2,7 contracting
Section 2.9 undisclosed participation
. Section 2.10 human expenmentanon
Section 2.11 prohibition on assassmatron
Section 2.12 indirect participation. s vt S . .
AG Approved EO 12333 Guidelines (Attomgy General Guidelines, FBI National Secutity - -+ © b2

*l'l'llll'lll«l'lll

Investlgauons and Forelgn Intelligence Collection (NSI e oL o T b7E :
" OTHER EXECUTIVE ORDER (SPECIFY) R |
__._ Creation of unauthorized SAP (EO 12958, as amended) Ly
. Other (BO citation: ) . o - T

PRESIDENTIAL DIRECTIVE (SPECIFY) . ’
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
___ Other (Presidential Dnectwe citation: )
DEPARTMENT/AGENCY 'ACTION:

- *DATE OF FINAL DISPOSITION:

Hofmann-10B-3604




ey ®
- had -~
.

4DECL&SSIFIED BY 65179/DMH/PLJ/3db
ON 07-08-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ) ‘ B2
FIELD OFFICE . : © bTE
IOB MATTER 2007-3376 (U) .

(0) The[___ |Field Office of the Federal Bureau of.
Investigation has reported an error in conjunction with an b2

‘investigation of that division. In this regard, an NSL sought bTE
] response o

include that had

been req €cozr 'BI-
database (ACS), but were subsequently deleted. But because they
were Uploaded, this matter must be- reported .

. (U) This$ matter has been reported to the FBI'
. Inspectlon Division for: approprlate actlon -

‘.

Declassify oa+—UE 29, 2017

Hofmann-10B-3605




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED .
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb IOB SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report: Ut ooy

DATE OF INCIDENT: DATE OF REPORT TO IOB: //3//2023
DATE OF REPORT TO DEPARTMENT/AGENCY: 9/11/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBL}?. VIOLATION OF:
STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801) T
Other (U.S.C. citation] |
EXECUTIVE.ORDER 13333:

Section 2.3 collection & dissemiriation of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
-Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
* Section 2.5 AG approval w/in US or against USP abroad
" Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed paiticipation
‘Section 2.10 human experimentation
Section'2.11 prohibition on assassination
Section.2.12 indirect participation '
AG Approved EO 12333 Guldeimes (Gmdelmes name dnd sectmn _)

'l‘ l i H; ‘lJIEI' [

OTHER EXECUTIVE ORDER (SPECIPY) .
Creation of unauthorjzed SAP (EO 12958, as amended)
Other (EO citation: )

PRBSIDENTIAL DIRECTIVE (SPBCIFY) T )
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICA’HON
Other (Presidential Directive citation: ) :

'l'“ I

'1l'. l,

DEPARTMENT/AGENCY ACTION:

° *DATE OF FINAL DISPOSITION:

Hofmann-IOB-3606




« ~™  DECLASSIFIED BY 65179/DMH/PLI/sdb o
.. ON 07-08-2010 :

INTELLIGENG IGHT BOARD (IOB) MATTER  ° " b2
|:'|:|':| | DIVISION, b7E
I0B MATTER 2007-1134(0)

The Fedexa stigation (“FBI") has
determined that during a of a non-U.S. person,, g
the FBI failed to submit the required ten day opening notice and

. did not provide the annual LHMs to the Office of Intelligence
(U . _Policy and Review (OIPR).

- ><| Iinst’ituted a :
l The Attorney General's Guidelines for FBI

National Security Investlgatlons and ‘'Foreign Intelligence A
Collection, (NSIG) instituted on 10/31/2003 required all- <§§E
investigations to be reportéd to OIPR, without distinction about’
United States Person status. | i.

or an annual.LHM| Joefore this case
closed. As such, OIPR never had oversight of this investigation.

of the NSIG,

- ] In light of
“the fact that OIPR was not notified of this investigation at all
during the time it was open, OGC concludes that this lack of - ,
notice deprived OIPR of the opportunity to provide oversight of .

the’ 1nvest1gatlon . Thus, the matter is being reported to the
I0B. . " . ‘ ’

 Hofmann-10B-3607

§sify on: 12/17 ,
T/[20rsaEr




‘e

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 653179/DMH/PLI/sdh

10B SUMMARY SHEET

Name of Department or Agency:  FBI CY Quarterly Report: L}"b T00™F

DATE OF INCIDENT: DATE OF REPORT TO 10B: Decembéﬂ-l-,a’!@()?—
. ) / zt /‘200 2

DATE OF REPORT TO DEPARTMENT/AGENCY: April 2, 2007

.

- DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
. POSSIBLE VIOLATION OF: ‘

STATUTE (United States Code Citation)
_'_'_ FISA (50 US.C. 1801) -
Other (U.8.C. citation; -

EXECUTIVE ORDER 12333
’ * Section 2.3 collection & dissemination 6f USP info .
Segtion 2.4-preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/inUS
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad .
Section 2.5 AG approval w/in US or against-USP abroad
. Section 2.6 assistance to law enforcement
‘Section 2.7 contracting T
Section 2.9 undisclosed participation
Section 2.10 human expenmenmt:on L, ] .
Section 2.11 prohibition on assassination - _ . A o .o
Section 2.12 indirect participation - o -
" AG Approved EO 12333 Guzdelmes (Gmdelmw ndme and sectlon __________)

lgl. | 'I I | I' | I.H L

OTHER EXECUTIVE ORDER (SPECIFY) . S L A
) Creation of unauthorized SAP (BO 12953, as amended) o T
Other (EO cifation: _____) L e '

. ?RESIDBNTIAL DIRECTIVE (SPECIFY) ’ " '
- . COVERT ACTIONTF }NDB‘TG/MEMORANDUM OF NOTIFICATION . S
Other (Presldentaal Drrectnve citation: ) o -0
DEPARTMBNT/AGENCY ACT[ON Reported to the 0B

*DATE OF FINAL DISPOSIT.ION

Hofmann-IOB-3608
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e

DECLASSIFIED BY 65179/DMH/PLJ/sdb

K3

(U -.

. >(§ on 05/23/20Q7 an

- 0N 07-08-2010

INTELLIGENCE Q

DIVISION

RSIGHT BOARD MATTER

IOB MATTERS4 2007-3133 and 2007-3423 (U)

08/27/2007 the Federal Bureau of

Investigation (FBI),

Division reported two

potential Intelligence Oversight Board (IOB) violations 1nvolv1ng

the late notification of two]

jto

the Department of Justlce s Office of InteIIigence Policy and

- Review (OIPR).

>< [ lopened the following

| In order to comply wl e G

interim Juidance.oén

“.submitted a

| ! However, this summary was not . ’
provided until] .

| | Also, ro Annual LHMs were submitted for . -

should have -

summary LHM to FBIHQ for OIPR on

[ In order to comply Wi

€ NSIG

interim guidance onl
submitted a summary LHM.to FBIHQ for OIPR on

Ishould have .

However, this summary was no? o,

1

. provided until | L
I - Also, no Annual LHMs were:submitted for .

|

N

Prior to this change,

tThe

[did not have to adhere to the Attorney General's

National Security Guidelines because they were considered

‘criminal 1nvestlgatlons.

-

Dexrt - -3

8sify On: 12

MM

Hofmann-IOB-3609
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S

W/M

:}§<; During this same time period, the NSIG was implemented,
and on 12/23/2003 the FBIHQ's Counterterrorism and
Counterintelligence Investigations Divisions issued interim
guidance providing instruction to the field offices on its naotice
requirements to DOJ/OIPR. According to the interim guidance,
national security cases that were open prior to October 31, 2003

were to submit an LHM summary to FBIHQ for transmittal to OIPR by

Intelligence Collection (NSIG), effective 10/31/2003 (NSIG),
"field office shall notify #BI Headquarters [FBIHQ] within ten .
worklng days of the initiation by the field of a preliminary or °

.full 1nvest1gatlon." After receiving the notice from.the field':
office, FBIHQ shall prowvide notice to the Office of Intelligence ~

Policy and Review (OIPR) and to the Criminal Division. QIPR

shall then notlfy the Attorney Géneral and Deputy Attorney
General. . . .

““:>§{; Furthermore, the NSIG prov1des 'in .pertinent part that
in additlon to providing OIPR notice of the initiation of the -

'1nvestlgation, -the FBI shall notify OIPR.the Criminal Division at..
" the, end of each year a full lnvestlgatlon contlnues NSIG,

.. The FBI reports that famlure to notlfy OIPR of the: .
1nvest1gatlons in a timely fanner "substantially impaired”.their "

oversight of this case. Also,] | failed to provide annual

summaries of the investlgatlons in} | Here,

. notification to OIPR of the| |was not until more than] |

after they had been converted from| [

Hofmann-10B-3610
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&4LL INFORMATION CONTAINED -

.

¢ ' HEREIN IS UNCLASSIFIED

C . +DATE 07-08-2010 BY £5179/DMH/PLJ/sdb

~

I0B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report: "flb 1003

DATE OF INCIDENT: 1 DATE OF REPORTTO 10B: 12987 [37]20°% e
" DATEQF R.BPORT TO DEPARTMENT/AGENCY: 05/23/2007 & 08/27/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (1 e., DoJ, Congress, Civil leemes Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
) FISA (50 U.S.C. 1801)
,,'___ Other (U S.C. citation: )

EXECUTIVE ORDBR 12333: ’
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: léast intrusive collection - ) : o .

- Section 2.4(a) CIA electronic.surveillance wfin US| T S Lo
Section.2.4(b) uriconsented physical search wiin US L S

e

Section 2.4(d) physical surveillance.of USP #broad .
~Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement S

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation . .

Section 2.11 prohibition on assassination .

Section 2.12 indirect participation - ) . ” o
AG Abproved EO 12333 Gmdelmes (Gmdelmes nanie and secuon:' PREEAACINILPIR. 2

“

xil' [ l, [H] l'l‘ | H

O'I'HBR EXBCUTIV E ORDER (SPECIFY)
* -Creation of unauthorized SAP (EO 12958, as amended) . ‘ ]
Otber (EO citation: ") . ‘ - Ce

PRESIDEN‘I‘IAL DIRECTIVE (SPECIFY} : ’ .
* COVERT ACTIONF INDII\IG/MBMORANDUM COF NOTIF ICATION
Other (Presxdentlal Dxrectwe cxtahou )

fl.l

DEPARTMENT/AGENCY ACTION

*DATE OF FINAL.DISPOSITION: .

\ Hofmann-IOB-3611

Section 2.4(c) physical surveilance of USP w/inUS - BRI o,

=




Y
.

—

ON 07-08-2010

|:U:| INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

TELD OFFICE
TOB MATTER 2007-3158[ | (U)

ing an authorized| 1

Securxity Letter (NST) fo a i

DECLASSIFIED BY €5179/DMH/PLJ/sdb

£ a NON-U.S. person, [ —]sent a National
lseeking

response to the NSL, the produced

a

| | which included information that was not requested.
r:1.n the NaL. | | subsequently referénced ‘

_l information'in‘ an “annual summary’
electronic communication to FBI Headquarters.

v

(U0) In this case, an error was committed by|:when it

compounded the third party error by uploading onto Automated Case

- Support (ACS) information regarding the target's
| linformation.

(U}:l has been instructed to charge-out from AC
EC that contains the -abové-described information.

S thé
hasg

cand .

., also been instructed to contact thel ]
ask whetherxr thel should be returned or

destroyed, with appropriate documentation to the file.

Hofmann~IdB~36;2 .
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ALY, INF DRKATI'ON CONTAINED
HERETIN IS UNCLASSIFIED :
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 10B SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: {200
DATE OF INCIDENT: [ 1 DATE OF REPORT TO 108: 1]3¢ 2008
. DATE OF REPORT TO DEPARTMENT/AGENCY: 04/19/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dod, Congress, Civil Liberties Office): b 2‘
. T T b7E
POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation) '
i FISA (50 U.S.C. 1801) . : )
. X Other (U.S.C. citation: _[ J
EXECU’I‘IVE‘. ORDER 12333 :
— Section 2.3 collection & dissemination of USP info
' __  Section 2.4 preamble: least intrusive cotlection
Section 2.4(a) CIA electronic surveillance w/in US
: Section 2.4(b) unconsented.physical search w/in US_
. Section 2.4(c) physical sirveillance of USP w/in US -
Section 2.4(d) physical surveillance of USP abroad .,
. Section 2.5 AG approyal w/in US or against USP abroad
.- Section 2.6 assistance to law enforcement: -
—— Section 2.7 contracting .
_ Section 2.9 undisclosed participation )
. - Section 2.10 human experimentation
: Section 2.11 prohibition on assassination
Section 2.12 indirect participation o ’ )
. AG Apploved EO 12333 Guidelines (Gulde!mes name and sectxon T Yy -

" OTHER EXBCUT!VE ORDF..R (SPECII‘Y)
) Creation of unauthorized SA? (EO 12958, as amended)
Other (EO cltatlon ).

PRESIDENTlAL DIREC’I‘[VB (SPECII"Y)
COVERT ACTION F{NDING/MBMORANDUM OF NOT[FICATION
Other.(Pr esrdentlal Directive cltatlon )
DEPARTMENT/AGENCY. ACT[ON: "

“DATE OF FINAL DISPOSITION:

Hofmann-I0B-3613




DATE: 07-08-2010
CLASSIFIED BY 65179/DMH/PLJ/3db -

REASON: 1.4 (c, d) ALL INFORMATION CONTAINED
DECLASSIFY ON: 07-08-2035 HEREIN IS UNCLASSIFIED EXCEPT
{5)-. WHERE SHOWN OTHERWISE
(8). .. INTELLIGENCE OVERSIGHT BOARD MATTER - b2
[ 1riELD OFFICE o : b7E
IOB MATTER 2007-615- (U) ' ‘ .
l
‘bl
b2
b7E
, b2
I b7E
] .
bl
b2
b7E

. L

' -HA..-NWMUPOH review of the recorded ipformation, 1t was
discovered that the| | b

~ resulting in the acquisition of approxlmatelyl | .
! In memoranda to the Depar - . b2

)Stice Office of Intelligence Policy and Review {OIPR), bIE
reported that the] [ . .
T
|co OIPR for

-

'A "United States person" is defined in Section 10I(i) of
the Foreign Intelligence Surveillance’'Act (FISA), 50 U.S.C. §
1801, et seg., as "a citizen of the United States, an alien
lawfully admitted for permanent residence (as defined in section
101(a) (20) of Title '8), an unincorporated association a
substantial number of members which are citizens of the United
States or aliens 1awfully admitted for permanent residence, or a
corporation which is incoxporated in .the United States, but does
not include a corporation or an association which is a foreign -
power. . ." See also Section I.C of the Attorney General's

Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSIG) (2003). a y

Hofmann-IOB-3614




(1)

(1)

e

"“Se‘questerirlg-__ssee_M_ﬂxmndumﬁ_tQL ' |
OIPR, from |

dated| |

?‘Q This case thus involves a primary error and. a
compounding exror i n.an.

[ Ihis exxor was componnded by ths apparentl

.....,_,KNSLB has Qpir;ed that this incident is reportable.

Appropriate motifications have been made to OIPR, and this

memorandum is being provided to the IOB for reporting purposes. . |

= 2 - Hofmann-IOB-3615
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ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET

Name of Department or Agency: FBI

DATEOFINCIDENT: [___ |-

DATE OF REPORT TO DEPARTMENT/AGENCY: 12/14/2006

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
X __FISA (50 U.S.C. 1801)

Other (U.S.C. citation: I8 U.S.C. §2709)

EXECUTIVE ORDER 13333: :
: - Section 2.3 collection & dlssemmataon of USP info
Section 2.4 preamble: least intrusive collection
Section 2:4(a) CIA electronic surveillance wiin US
Section 2.4(b) unconsented physical search w/in US
.Section 2.4(c) physical surveiliance of USP w/in US
Section 2.4(d) physical surveillance of" USP abroad
Section 2.5 AG approval w/in US or against USP abroad .
Section 2.6 assistance to law enforcement - .
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2.10 human: experimentation .
Section 2.11 prohibition on assassination. . :' L
Section 2.12 indirect participation I
AG Approved EO 12333 Guidelines (Gutdelmw name aud sectlon )

4[‘ l.l,l [ I l’ SRRNED

O’.[?HER EXBCUTIVE ORDER (SPECH:‘Y) .
Creation of unautliorized SAP (EO 12958 as: amendegl) T
* Other (EO citation: Do

" PRESIDENTIAL DIRECTIVE (SPECI'FY)
COVERT ACTION FIN DING/MEMORANDUM OF NO’I‘IFICATION
Other (Presidential Directive citation: 3

CY Quarterly Report: Utb 7003

DATE OF REPORT TO [OB: 1628/2007—" /] 3t/ 29°3

-

DEPARTMENT/AGENCY ACTION: The FBI's Oft‘fce_ of the General Counsel (OGC) advised]

|

*DATE OF FINAL DISPOSITION: 10/28/2007

Hofmann-10B-3616
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DECLASSIFIED BY 65179/DMH/PLJ/sdb

. ON 07-08-2010

(.

m

e

e THATE

INTELLIGENCE OVERSIGHT BOARD MATTER , .
IVISION b2
T0B MATTER 2007-3040 (U) : 5

An electronic communication (EC) from the Federal isa
Bureau of Investigation (FBI), | Division
, dated 07/19/2007, reported a potential

Intelligence Oversight Board (IOB) violation involving the- ‘late

“.notification of lnltlatlon of a| ko -

OIPR

onf| lon a non-u.s..
person target. The| [expired on] | the SAC extended .
the case on]| and FBI HQ extended the[ _on| S F
No 1nvestlgat1ve activity not authorized under a o
! e periods of | . b2

On [the case was closed. No  ~ b7E “
SC or LHM was submltted to FBI HQ in order to notify the o . T
Départment of Justice Office of Intelligence Policy Review (QIPR)

awuntill_ | more thanj | Subsequently, on

|submitted an LHM to QIPR notifying them-
the continuation of thel Iafter the! i

“:2§;: As provided in _jof The Attorney General's
Guldellnes for FBI National Securityv Investidations and Forel n

Intelligence Gollection (NSIG), effective 10/31/2003 (W SIG), " b2 .
"field office shall notify FBI Headquarters [FBIHQ] within ten . b7E
working days of the initiation-by the field of a preliminary oxr .
full investigation."” After receiving the notice from the field |
office, FBIHQ shall provide notice to the Office of Intelligence -
Policy and Review (OIPR) and to the Criminal Division. OIPR
shall then notlfy the Attorney General and Deputy Attorney
General .

The FBI reports that failure to notlfy OIPR of the
investigation in a timely manner "substantially impaired” their

.oversight of this case. Here, an opening EC and LHM was never =~ b2

submitted to FBIHQ to provide OIPR notice of the[:]numnl more b7E

* than after it had been opened.

e eI

Hofmann-10B-3617




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 07-08-2010 BY 65179/DMH/PLI/sdb  JOB SUMMARY SHEET

>

-

. DEPARTMENT/AGENCY ACTION:

Name of Department or Agency: FBI ' cY Quarterly Report: (-{‘15 0P

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: 162667 | /3’/ wed b2 .

.

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/ 1912007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation) ) e
FISA (50 U.S.C. 1801) Ce

Other (U.S.C. citation: __._ - )

EXECUTIVE ORDER 12333: RN . .
Section 2.3 collection & dissemination of USP mfo . - ooy e e
Section 2.4 preamble: least intrusive callection el L o
"Section 2.4(a) CIA electronic surveillance w/in US !
Section. 2.4(b)-unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad .
Section 2.5 AG approval w/in US or against USP abroad .
Section 2.6 assistance to law enforcement . "

- Section 2.7 contracting

. Section 2.9 undisclosed participation
Section 2.10 human experimeatation
Section 2,11 prohibition on assassination :
Section 2,12 indirect participation . ’ - - b2
AG Approved EO 12333 Guidelines (Gmdelmes name and section b7 E

|5<-I|||.IIIIHII‘|

OTHER BXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958 as amended)

Other (EO citation: ) ..

’ PRESIDENTiAL DIRECTIVE (SPECIFY)

__» COVERT ACTION FINDINGIMEMORANDUM OF NOTIFICA'I‘ION . ‘
Other (Presidential Directive citation: )

*DATE OF FINAL DISPOSITION: . . o

Hofmann-10B-3618




& DECLASSIFIED BY 65179/DMH/PLI/sdb -

T memorandum.

ON 07-08-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
" IOB MATTER 2007*925NSLI(U)

By electronic communication dated | i
the Federal Bureau of Investigation (FBI),| |Field Office,

reported that a on a non-Uni
Person was initiated on| and closed on
: I |

never submitted an initial 10-day lettérhead

As provided-in| bf The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective October 31,
2003, a "fleld offlce shall notlfy FBI Headquarters (FBIHQ)

iation by the field of a
Within ten working days of
- PT Of notice trom the tield, EBIHQ shall provide notice of

the investigation to OIPR and to the Criminal Division. OIPR

shall then notlfy the Attorney General and Deputy Attorney
General, ; ' . .

(I

P{ Under the NSIG, the FBI is required to notify OIPR’
of the ogeningd of| | as outlined above. .

In this case, 1

| which may have led] Jto believe that |

notification was unnecessary. - It is FBI pollcy, however, to
report the matter to the IOB if there is no notification over the
entire duration of the lnvestlgatlon, regardless of how short

that might be.

o)

Hofmann-I0B-3619
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ALl INFORMATION CONTAINED
HEREIN 15 UNCLASSIFIED

DATE 07-08-2010 BY 65179/DIE/PLJ/3db

Name of Department or Agency: FBI

10B SUMMARY SHEET

CY Quarterly Report: 4th Q 2007

DATE OF INCIDENT:

DATE OF REFORT TO10B: 1/ 3 /2608

DATE OF REPORT TO DEPARTMENT/AGENCY: April 5, 2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

- FISA (50 US.C. 1801)

Other (U.S.C. cztatxon )

EXECUTIVE ORDER 13333

Section 2.3 collection & ‘dissémination of USP info

‘Section-2.7 contracting

Ill’lHIHliH

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US .

Section 2.4(b) unconsented physical search w/in US . *

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad . e e

Section 2.5 AG approval w/in'US or against USP abroad ., . - - ot
Section 2.6 assistance to law enforcement - ) o

Section 2.9 undisclosed participation
Section 2.10-human experimentation
Section 2.11 prohibitionron assassination
Section 2.12 indirect participation ) : :
X AG Approved EO 12333 Guidelines (Guldelmes namé and section: L I

OTHER EXECUTIVE ORDBR (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO c1tat10n )
PRESIDENTIAL DIRECTIVE (SPECIFY)

"COVERT ACTION FINDING/MEMORANDUM OF NOTIF ICATION o <

Other (Presldentnal Directive éitation: )

DEPARTMENT/AGENCY ACTIGN: Notified the field office ofthe NSIG requifements.n -

*DATE OF FINAL DISPOSITION: November 12,2007

Hofmann-I10B-3620
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. .+ DATE: (7-03-2010

) X ALL INFORMATION CONTAINED
gﬁg§;FI?4BTC?5”9’DM’PLJ" sdb HEREIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 07-08-2035 WEHERE SHOWN OTHERWISE

{8y ,,—;Eﬁﬁiﬁéflzo 1
INTELLIGENCE _OVERSIGHT BOARD (IOB) MATTER b2
M“FIELD OFFICE ’ b7E

I0B MAETER 2007u917—NSL (U)

3

8 2 rederal Suioss of tnvect]

The Federal Bureau of Investlgatlon ("FBI“) has

“K“[ffffjmlned that _in conducting anj [

the] Field Office | [Tssued a subscriber NSL in
l_nesmns.LfnJhmhf returned information about an '

to which. the subject | ~ pnd the ,

(8} information was uploaded into a database. In this regard, on or =~ bl

#1. _about[ opened a | ] investigation . ié _
L 4 who is not a “United States person” as bic
_that term is used inl | 1 w7,

During the course of this :
TInvesctrgacion, an 2 i he
| L
I SubsScriber 1nformation.| | returned information
responsive to the request but, in addltlon‘ provided information

. _as to an i i
C , |

All of the informati

By EC
dated 04/05/2007, the potential IOB violation was reported. }ﬁﬁ:

" The TIOB has instructed OGC to report matters in which b2 o
informatlonl ~ |error is uploaded into a 7
- database. us, '

15, situation 1s being reported to the IOB. (U)

Hofmann-I0B-3621




“‘.

. &L1L INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED

DATE 07-08-201C BY 65179/DMH/PLJ/3dh

10B SUMMARY SHEET )
g
Name of Department or Agency: FBI OGC CY Quarterly Report: 2007
DATE OF INCIDENT:  01/29/03 (issuance of NSLs) DATE OF REPORT TO I0B:12/36/67

' / 3/ 0o3
) ‘DATE OF REPORT TGO DEPARTMENT/AGENCY: 04/05/07

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:
' STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801)
. Other (U.S.C. citation: _18 USC 2709 )

BXBCUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section'2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP gbroad
Section 2.5 AG approval w/in US or against USP. abroad
Section 2,6 assistance. to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed parnc1panon

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Guidelines (Gmde!mes name and sectxon

|"|.|'| I'II'IIII‘IH

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)
-Other (EO citation: )

) PRESIDENTIAL DIRECTIVE (SPECIFY) )
—  COVERT ACTION FINDING/MEMORANDUM OF NOT!FICATION
- Other (Presidential Directive citation: _)

A

" DEPARTMENT/AGENCY AQTION: Adui matter is being repotted to IOB; that informatios
uploaded must be purged; that hould be destroyed or returmed t(i:

'SSN/DOB/driver's license number should remain sequestered..

*DATE OF FINAL DISPOSITION:

Hofmann-10B-3622
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DECLASSIFIED BY 65178/DHH/PLJ/sdb
ON 07-08-2010

iU:I S S -x-:ug@. 620

b2
INTELLIGENC BOARD (IOB) MATTER : bIE
e FIELD OFFICE
I0B- MATTER 2007-3117 (U)
The Federal Bureau of ‘Inyestiqation ("FBI") has - b2 \

Iﬂﬁ.\:ﬁmi.n.ed_l;b.a‘t while conducting a| .. , bTE
of a._Unir_ed_lstates person, The FBI| )

Field Office | seemingly requestéd.. more information

I.thaﬂ___ﬁ.ﬁeiiﬁ.ﬁllmtm_under thel - I
] -

on Iprepared and issued a
national security letter (NSL) for L |

consist ith| However, in addition to the NSL, |
appended an @\ttachment" document i..i.sn.n.a_‘cat.eafnes b2
Or inro i nce. Lo .

b7E

In response, rovided|
| information. They also suppl:.e&l I
"Information that pre-dated the date range provided in b2
The overproduction was discovered by the Case Agent when BbIE
rev1ew1ng the results, they were segregated from the . .o ) ,
investigative portion of the case file to avoid compoundlng an , - .. § I
overproduction conc .. This information will be destroyed or )
returned to |as it is not relevant to the on-going
“'investigatiom.  (U) : C

_OFf concern here is ] "attachment" to )

| Nsu. [ has been advised to stop the . b2
practice and further encouraged to consult the model NSLs b7E
prepared by FBI, Office of General Counsel, to assist in Yo
prevent:l:ng smu.lar issues in the future. (U)

; i from:
Dec i on: 017

Hofmann-10B-3623
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ALL INFORMATION CONTAINED
" HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

JOB SUMMARY SHEET
2007-3117
Name of i)eparcment or Agency: FBI S ocy Quarterly Report: Y t 200
DATE OF INCIDENT: || : DATE OF REPORT TO IOB: * 1 /3! [20a g

DATE OF REPORT TO DEPARTMENT/AGENGY: 07/26/2007
leTE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
- POSSIBLE VIOLATION OF; | '
STATUTE (United States Code Citation), - ’

FISA (50 U.S.C. 1801)
X_ Other (U.S.C, citation: |

EXECU'I’IVE ORDER 12333: ‘

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection.

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US -

. Section 2.4(c) physical surveillance of USP w/in Us

" Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad
-Section 2.6 assistance to law enforcement

" Section 2.7 contracting

Section 2.9 undisclosed parhclpahon

Section 2,10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect.participation, o
'AG Approved 'EO 12333 Guidelines (Guidelines name and section: )

II'HIJIHHII“I

OTHER EXECUTIVE ORDER (SPECIFY) :
. . Creation of unauthorized SAP (EOQ 12958, as amended)
p— Other(EQ CItatlon ) B

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
“-Other’ (Preadentlal Dlrectwe citation: )

| .

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3624




S

DECLASSIFIED BY 65179Ji)l‘ﬂ{/PLJ;‘Sdb
0N 07-08-2010

' INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER : -
I:U:l et ' - FIELD OFFICE : STE

IOB MATTER 2007-1609 I(U)- : . -

X\ During an authorized| |

s L of a non-U.S an ) lsept z National
S - securlilty Letter (NSL) to al Tseeking both

| TI'n response to the NSL,
which included informacion

— that was Tnot requested in the N3L. Subsequently, ]:l
' inserted some of the over-produced information in particular

documents that were uploaded and/or used for investigative . b2
purposes. First, included an| | from the .  P7E
lin al ] s
| NSI: that was served on the

target’ sl |__Next | [drafted a request for an extension

of lin which it idéntified the

at _which the target had the | Jwith the
| i Finallvy,[ |again mentioned in a request °
- the

ror al at which the target had the
jwith the[ | o ’

™~

. '(U) .In this case, an error was committed by lwhen it L,
compounded the third party erxor by uploading and using for . " bIE

1nve[s_t:;wmg__c ome of the over-produced information in
the S .

(U) "Given that[ jultimately discovered via the

o . NSL the target’s | Jand the status .of the target’s . )
e ) |L fhas not been instructed to redact the .  ‘p2 .,
~ . over-produced information from the [ |NSL, the request for | bTE -
extension of —lor the request for & ‘
L | _However, | ~ has been instructed to
s contact the] |and ask whether the full

| | should be returned oxr destroyed with appropriate
documentatlon to the file. .

Hofmann-IOB-3625 -




¢ »ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMI/PLJ/3dh

- IOB SUMMARY SHEET
Name of Department or Agency: FBI ) CY Quarterly Report: ‘-ﬂ'—’-" 20073
DATEOFINCDENT: [ | DATE OF REPORT TO 10B: 1[3[200% -

DATE OF REPORT TO DEPARTMENT/AGENCY 03/ l 5/2007

- DATE REPORT SUBMITTED TO OTHBR ENTITY (i.e:, Do, Congréés, Civil Liberties Office):. = . . - b2
: : : . i CBIE
POSSIBLE VIOLATION OF: : . ‘ .

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801) :
X___ Other (U.S.C. citation: D

EXECUTNB ORDER 12333:

- -Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least-intrusive collection

Section 2.4(a) CIA électronic surveillance w/in US

Section 2.4(b) unconsented physicai search w/in US -

Section 2.4(c) physical surveillance of USP w/in US ~

Section 2.4(d) physical surveillance of USP abroad -

Section 2.5 AG approval w/in US or against USP abroad,

Section 2.4 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10.human experimentation

Section 2.11 prohibition on assassination.

Section 2.12 indirect participation Tl - oo
AG Approved EO 12333 Gmdelmes (Guldelmes fiame and secuon : )

HH{IIITI,HHI

P OTHER EXECUTIVE ORDER (SPECIFY) o
. ) Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: J .

" PRESIDENTIAL DIRECTIVE (SPECIFY)
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presxdennal Directive citation: ________)

Bl

DEPARTMENT/AGENCY ACTION

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3626




"DECLASSIFIED BY €5179/DMH/FLJ/sdb
oW 07-08-2010

(Tl - INTELLIGENGE SIGHT BOARD (IOB) MATTER
FIELD OFFICE
I0B MATTER 2007-802[____J(U)

i During a of a
non-U.S. person, | 11 W io0 Security Letters (NSL)
under |
The

Although| lonly cited| |

. [ 3t also requested | |
i jat which the E?zgg; has or had
accounts. NSLs, each

produced a |that included information not

requested in the NSL. drafted and uploaded two (2)
separate ECs summarlzlng the] _|J.nf,ormat10r; in the

*(U) In this case, [______]commltted an error when it uploaded
onto ACS some of the over-produced information from. each | -
[ —_| Such handling of over-produced informatiom 1s
considered compounding a third party error, which must be
reported to the IOB.

() | I has been instructed to contact the I L
and ask whether each respective |
) € returned or destroyed, with appropriate
documentation to the appropriate file. | gas‘been informed
that it wmay, if it chooses, keep coplea of the
rovided th | beyond

mformatlon J.n the coples 1s

redacted.

Hofmann:IOB-3627
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R o~

ALL TNFORMATION CONTAINED il
HEREIN IS5 UNCLASSIFIED
DATE 07-08-2010 BY 65173/DMH/PLJ /3db

10B SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: L[‘H‘ 200%
DATE OF INCIDENT: | | DATE OF REPORT TOIOB: | [ 31 f 2009

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/13/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (ie., Dol, Congress, Civil Liberties Office): -
. b7E
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
_____ FISA(S0U.S.C. 1801) B
KX __ Other (US.C. citation:‘_] L

' EXECUTIV E ORDER 12333;

; Section 2.3 collection & dissemination of USP mfo ,
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveitlance wfin US

" Section 2.4(b) unconsented physical search w/inUS -
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad - . "

Section-2.5 AG approval w/in US or against USP abroad | o : ‘ )
Section 2.6 assistance to law enforcement e o
Section 2.7 contracting
. Section.2.9 undisclosed participation ,
Section 2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation R L g
AG Approved EO 12333 Guidelines (Guldehnes name and sectlon )

IIII'III.II-HIII

. OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958; as amended)

Other (EQ. cxtatlon }

' PRESIDENTIAL DIRECTIVE (SPECIFY) . '
COVERT ACTION FINDING/MEMORANDUM OF }\IOTIFICATION
Other (Presxdentnal Directive citation: } : .

I l

DBPARTMENT/AGEN CcYy ACTION

" *DATE OF FINAL DISPOSITION:

’ Hofmann-IdB-3628




DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-08-2010

tU:| INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFF
I0B MATTER 2007-799- ()

During al _Jof a
non-U.S. person, igsued a National Sécurity Letter (NSL) -
under]| ~ lto al ] The wSL .
requested |

| In response to the NSIL,

e rEErovided the[ ]
l_f at were associated witl the target -
of the investigation, information that was not requested in the
NSL. [ ]did not upload, disseminate, or use for investigative
purposes this over-produced information.

qely, |:| issue?._txm_(zl_a.dditiczna]_NSLSJrnder
to two (2) other

|

- IOB.

|including , in
response tl j__| . ‘

11 lingerted | ‘ | from
Tinto thel | NsL.s, which were uploaded -

the
.onco-ECsS"

(U) In this case,[__ |committed an error when it use for
investigative purposes some of the over- produced information. - °
Such handling of .over-produced information is considered - . |
compounding a third party error, which must be reported to 'the - -

v

(an | lhas been instructed to contact all] | -
Iand ask whether the over-produced information.
Tom each of them, respectively, should be returned or

destroyed, with appropriate documentation to the file. |::I has
also been instructed that it may, if it chooses, keep copies of

the materials, including the| | £rom the|:,
| Iprov:.c}ed that all over-produced infoxrmatIonm in
e copies is redacted. : .

Hofmann-I0B-3629
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t
r

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED :

CY Quarterly Report: C/A‘ & 2007

DATE OF INCIDENT: DATE OF REPORT TO 10B: /] 31/0%

Name of Department or Agency: FBI

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/13/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i, DoJ, Congress, Civl Liberties Office):

POSSIBLE VIOLATION OF: ’ '
STATU'I;E (United States. Code Citation)

FISA (50 U.S.C. 1801)
X _ Other(US.C. cxtatlon

EXECUTIVE ORDER 12333;

Section 2.3 collection & dissemination of USP info
Section 2.4 preambe: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US -
Section 2.4(b) unconsented physical séarch w/in US
Section 2.4(c) physical surveillance 6f USP wfin US
Section 2.4(d) physical surveillance of USP abroad ]
Section 2.5 AG approval w/in'US or against USP abroad
Section 2.6 assistance to law enforcement

_Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

‘I*t'lHl_lll'l‘lll.‘l

AG Approved EO 12333 Gu:delmes (Gmdehnes name and sectxon

OTHER EXECUTIVE ORDER (SPECLFY) .
Creation of unauthorized SAP (EO 12958, as amended)
Other. (EO citation: ) .

PR]:S IDENTIAL DIRECTIVE (SPBCIFY)
s COVERT ACTION FIND]NG/MEMORANDUM OF NOTI}?ICATION
thet (Presidential Directive cztatnon )

2l

DBPARTMENT/AGENCY ACTION:

*DATE OF FINAL D[SPOSITION:. ‘

Hofmann-1I0B-3630
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b7E
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DECLASSIFIED BY 65179/DHH/PLJ/3db
0N 07-08-2010

INTELLIGENCE IT BOARD (IOB) MATTER 2
FIELD OFFICE . b7E
10B MATTER 2007-3380[ (W) .
During al lof a
non-U.S. person, | issued to al B
a National Security Lett derl |
requestingl | In reﬁ_pmaL_LQI b2
the NSL, the produced| b7E
that included iInformation not regquested byligl_LI\_TS_Q;lﬂ____
subsequently inserted information from the o
regarding the target’sj| lin_a Lettexhead
Memorandum (LHM) that was uploaded onto ACS. has
permanently charged out of ACS the LHM and has sequestered hard
copies of the LHM with its Chief Division Counsel (CDC). .
. . . b2
(U) In this case, an error was committed by]| [ ~ b7E

. when it uploaded some 0f the over-produced information. . Such

‘handling of over-produced information is. considered compoundlng a
third party error, which must be reported to the IOB. . S

-

(I With regards to the ACS version of the LHM,

has been instructed to either redact all portions

containing the over-produced information or continue to charge it

out permanently. | _has also been told to redact from
hard copies of the LHM all portions containing the over-produced
information. In addition, | | has been instructed to b2

I.::Q.n.r_a.cL_t.h.eJ_, [and ask whether the original . b7E -
|should be returned or destroyed, with appropriate - . .

documentation to the file. Finally,| __|has been
‘informed that it may, if it chooses, keep a copy of the]

prov:.ded that all over-produced information in the copy is.
ad ) - .

Hofmann-IOB-3631
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e M.

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

JOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: {/T%' 200%
DATE OF INCIDENT: ] DATE OF REPORT TO10B; ! 712093

DATE OF REPORT TO DEPARTMENT/AGENCY: 09/26/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation) ° )
FISA (50 U.S.C. 1801) ,
X__ Other (U.S.C. citation: | | )

»

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physicdl search wfin US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP dbroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting .

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

H'HIIIIIII'III

" OTHER EXECUTIVE ORDER (SPECIFY) .
) Creation of unauthorized SAP (EO 12958 as amended)

Other (EO cltahon )

PRES!DENTIAL DIRECTIVE (SPECIFY) . )
COVERT ACTION FINDING/MEMQRANDUM OF NOTIF[CATION
Other (Presndentlal Directive citation: __~ )

DEPAR'IMENT/AGENGY AC‘I‘ION

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3632

AG Approved EO 12333 Guidelines (Gusdelmes name and section: ) ‘

b2
b7E
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DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-08-2010

INTELLIGENCE OVEgg:IG;'[T BOARD (IOB) MATTER
FIELD OFFICE

I0B MATTER 2007—1966{ | (U)

b2
bTE

During a | of a
non-U.S. person, UjuuuﬁLﬁwo (2) National Security b2
Lettexr SL) underl| to two (2) | bIE
respectively. The first NSL reguested |
l In responge to this NSIL, the| ]
| produced a| | regarding the
target of the investigation. [ juploaded,
disseminated, and used for,lnvesti?ative purposes some of the
over-produced information from the -
-i[]j ~~~~~~~~~~~~~~~~~~ ;“”>>§S,The second NS, icaned hyl |requested
) |about an| b2 .
| In response to this NSL, th b7E
H_ |provided information pertaining to
did not upload, disseminate, or use

for investigative purposes any of this over-produced information.

(U) In this case, an error was committed by| |
when it uploaded, disseminated, and use for investigative
purposes some of the over-produced information. Such handling of
over-produced information is considered compounding a third party
error, which must be reported to the IOB.

() has been instructed to redact from any ECs

on ACS ang any nard copies of ECs ig the investigative file any
over-prod information from the

| ihas also been instructed to retrieve all copies of
any documents containing over-produced information that it .
digseminated outside the| | Finally,

has been instructed to contact both | |

_ and ask whether the original and the
information pextaining to the should be .

returned or destroyed, with appropriate documentation to the
file. .

Hofmann-I0B-3633
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- b7E
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

10B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report: C{%- 1003

DATE OF INCIDENT: (twoincidents| |~ DATEOFREPORTTOI0B: [[3!/2°03

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/20/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801) S
Other (U.S.C. citation: | |-

EXECUTIVE ORDER 12333: -

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
.Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/fin US|
Section 2.4(d) physical surveillance of USP abroad -
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2:11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Guidelines (Gutde%mes name and section:

IHII*IIIILHflll

OTHER EXECUTIVE ORDER (SPECIFY) o «

Creation of unauthorized SAP (EQ 12958 as amcnded)
Other (EO cttatzon 3.

PRESIDENTIAL DIRECTIVE (SPECIFY) T
. COVERT ACTION FINDING/MEMORANDUM OF N OTIFICATION
Qther (Presrdentxal Directive citation: )
DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3634
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b7E
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-DECLASSIFIED BY

§N 0788-2010

L3

(.,

e

INTELLIGENCE OVERSIGH

65179/DMH/PLJ/sdb

EIELD OFFICE
IOB MATTER 2007-1537E::|(U)

St

[T BOARD (IOB) MATTER

x;?§i During a

non-U.S. person,

| issued an NSL undex]

L4

(U) In ﬁhj.ﬁ_c.ass.._an_e.rm;r_uaﬂ_mmm’jtted by
it requested
—

" in its NSL. |
j does not allow the FBI to request such . -

information.

(U)

]has been instructed to rédact from all

documents any account numbers that it received due to the

NSL.

Hofmann-IOI}-3635

when .
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b7E
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. bIE
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ALL INFORMATION CONTAINED
“HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

I0B SUMMARY SHEET
Name of Department or Agency: FBI T CY Quarterly Report: (,/{I_\ (s
DATE OF INCIDENT: I::] . DATE OF REFORT TO0B: 311009

DATE OF REPORT TO DEPARTMENT/AGENCY 04/24/2007 ,

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Libert:ies Office): . b2

POSSIBLE VIOLATION OF: T o - _ o
STATUTE (United States Code Citation) |

FISA (50 U.S.C. 1801)
Other (U.S‘C. citation: _|

EXECUTIVE ORDER 12333: : o g .
Section 2.3 collection & dtssemmatlon of USP info o .

Section 2.4 preamble: least intrusive collection , . T . o T

Section 2.4(a) CIA électronic surveillance w/in US ’ - )

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad . . :

Section 2.6 assistance to law enforcement . T

Section 2.7 contracting ' . ’;

Section 2.9 undisclosed participation - , '

Section 2,10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation - T .

AG Approved EO 12333 Guidelines (Guidelines name and sect:on i )

'I'IIHIAIIIIH‘II

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
. COVERT ACTION FINDING/MBMORANDIM OF NOTIFICATION
Other (Presidential Directive citation: ) ¢

ll’

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3636
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DE%LASSIFIED BY 65179/DMH/PLJ /sdb
ON 07-08-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE

(U} - IOB MATTER 2007-1560{ ](U)
During a |
*of a non-U.S. person,l lissued an NSL underj
to a L lrequested

. (U) In 'i.hmermaa.@mmiﬁte& byl Ivhen
i 4a in its NSL. The] ]
Idoes not allow the FBI

to request such information.

1l | has been instructed to redact from all
documents any account numbers that it received due to the
NSL. .

Hofmann-I0B-3637
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bTE




ALL INFORMATION CONTAINED
, ~ HEREIN IS5 UNCLASSIFIED .
. DATE 07-08-2010 BY 85179/DHH/PLJ/sdb -

10B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report: (74!\- 2a0 37‘
’ 3 /o0 b2
DATE OF INCIDENT: 1 DATE OF REPORT TO 10B: / Jroo9 e

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007 ]
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, inil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801) i
X ___ Other(U.S.C. citation: _I b

EXECUTIVE ORDER 12333; .

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US g Lo
Section 2.4(d)- physical surveillance of USP abroad '
Section2.5 AG approvyal w/in US ot against USP abroad

Section 2.6 assistance to law enforcement o

Section 2.7 contracting ’

Section 2.9 undis¢losed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation : L
AG Appx oved EO 12333 Guldelmes (Guidelines name an& section: )

,HIHI"I'I‘IIIII‘I

OTHER EXECU'I‘IVE ORDER (SPECIFY) ‘
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO cltatlon‘ )

PRESIDENTIAL DIRECTIVE (SPECIFY) ' R
—— COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION .
. Other (Presidential Directive citation: )

l |

. DEPARTMENT/AGENCY ACTION:

_ *DATE OF FINAL DISPOSITION:

Hofmann-TOB-3638




DECLASSIFIED BY 65179/DMH/PLJ/3db
CH 07-08-2010

INTELLIGENCE QVERSTGHT BOARD (IOB) MATTER b2
(U:l . FIELD E1C ) bTE
- IOB MATTER 2007-15341 (u) . ' -
N During a Igf_la : b2
non-U.5. person, [ |issued an NSL under] b7E
i Irequested
_ . : b2
(U) In this case rror was committed byf when . p7E
_ in its NSL. . :
Jdoes not allow the FBI to reguest such '
information.- -
~ , ' . b2
(v has been instructed to redact from all ‘BTE
documents any account numbers that it received-due to thei:I . :

_NSL.

- Hofmann-I0B-3639




. .
- 811 PUFORMATION CONTAINED ' ™

HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/3db

IOB SUMMARY SHEET
Name of Department or Agency; FBI CY Quarterly Report: (f% 200%
DATE OF INCIDENT: C 1 DATE OF REPORTTO 10B: (] 31/ 2003

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 4 b
. : b7E

_ POSSIBLE VIOLATION OF: |
-, 'STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801)
Other (U.S.C. citation: _I 1

EXECUTIVE ORDER 12333: ‘ .
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveitlance of USP abroad
Section 2.5 AG approval wfin US or against. USP abrcad

Section 2.6 assistance to law enforcement

Section 2.7 contracting -

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2,11 prohibition on assassination

Section 2.12 indirect participation o )

AG Approved EO 12333 Guidelines (Guidelines name and sectlon )

II;I'III‘H'III’I'I'I

OTHER EXECUTIVE ORDER (SPECIFY)
" Creation of unauthorized SAP (EO 12958, as amended)

 Other (EO citation: )
PR]:‘.SHDENTIAL DIRECTIVE (SPECIFY) .
COVERT ACTION FIND}NG/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )
DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3640
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ON 07-08-2010

iU:| INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
DIVISION
IOB MATTER 2007-2439] _ ](U)

g an authorized| ‘ |

f a non-U.S8. person, | |sent a National
Security Letter (NSL) to a . | seeking both
| Thel_ | produced a

in_response to the NSL. | summarized
portions of the | |in an EC, including the] |

[l ]
uploaded the EC onto Automated Case Support (ACS). .
pon discovering the over-production, charged-out -

the serial containing the summary of CRE| ] 1t
also sequestered the| ‘]and the file copy of the,
summary with its Chief Division Counsel (CDC).. :
(U) In this case, an error was committed by| |
when it uploaded the over-produced information onto ACS.
(v |has been instructed either to destroy the
EC containing the over-produced information or maintain £

the EC with the over-produced information redacted.

Tha.s_a.].so_b.e.en.linformed that it may maintain a copy o el
provided that it redacts the information not

requested by the NSL. Finallv,]| has been instructed
to contagt the | land ask whether the . ..
original | should be returhed or destroyed, with

‘appropriate documentation to the file.

Hofmann-10B-3641

DECLASSIFIED BY 65L79/DMH/PLJ/sdb
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,ALL INFORMATION CONTAINED
. ¥ERETH IS UNCLASSIFIED
> - DATE 07-08-2010 BY 65179/DMH/PLI/sdb

10B SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: Lf!i" 2007
DATE OF INCIDENT: DATE OF REPORTTO [0B: //31 /2003

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/16/2007
DATE REPORT SUBMITTED TO OT.XLIBR ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
'POSSIBI‘..E VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50 U.8.C. 180})
X ___ Other (U.S.C. citation:

]

‘ EXECUTIVE ORDER 12333:
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section.2.4(c) physical surveillance of USP w/in US
_ Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Sectxon 2.11 prohibition on assassination
Section 2.12 indirect participation

'I'I | I"I ] I'I;I RS

OTHER EXECUTIVE ORDER (SPECIFY)
. Creation of unauthorized SAP (EO 12958, as amended)
Other (F..O citation: ) .

' PRESIDENTIAL DIRECTIVE (SPECIFY) .
‘COVERT ACTION FINDING/MEMORANDUM OF NO'I'IFICATION RN
Other (Presidential DlI‘COthC citation: )y -

DEPARTMENTIAGENCY ACTION: -

*DATE OF FINAL DISPOSITION:

Hofmann-10B-3642

AG Approved EO 12333 Guidelines (Gmdelmes name and’section: )
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(T finally closing theti]again on |

DECLASSIFIED BY £5179/DMH/PLJ/3db
o

ON 07-08-2010

e

(T3~

INTELL]LGENCEJ)SEEESISﬁT BOARD MATTERS

DIVISION

IOB MATTERS 2007-3429 and 2007-3111 (U) :
K On 05/14/2007 and 06/21/2007 respectively, The Federal
u o

IDivision

, Investigation (FBI),| —1
reported two potential Intelligence Overxrsight Board (IOB)
viclations involving the late notification bf[ I

| and-

| to

OLFPK.

| Contraxry to The Attormev Genexal's -

Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSIG), effective 10/31/2003,i ]

did not forward notice of this

Tto FBIHO

nor otherwise notify FBIHQ of qsngﬁﬁstence until sending a
notice of its Onl |

| |to finish some administrative matters,
Ut agalin failled to ovide proper notice of its opening prior to

|opeged a ]
on a non U.S. person. The initial 10-day LHM,
due on| | wag not submitted until
approximate | .
: |: U:l e As__provided inl lof NSTG. al

R

After receiving the motice from the field
OLL3

lce, FBIHQ shall provide notice to the Office -of Intelligénce
Policy and Review {(OIPR) and to the Criminal Division. OIPR

shall then notify the Att
General.

orney General and Deputy Attorney

............................. { The FBI reports that failure to notify OIPR of the
investigations in a timely wanner "substantially impaired" theéir

oversight of these cases.

after the was opened.

Here, a 10-day initial notification
fHM ffj either ngv submitted or provided more than

Hofmann-10B-3643
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

- DATE 07-08-2010 BY 65179/DMH/PLJ/=db
I0B SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report:
DATE OF INCIDENT: DATE OF REPORT TO I0B:

DATE OF REPORT TO DEPARTMENT/AGENCY: 5/14/07 and 6/21/07

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office}:

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.8.C. 1801) - . '

Other (U.5.C. citation: )

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4{a) CIA é¢lectronic surveillance w/in US
Section 2.4(b) unconsented physical search wfin US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2,5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 confracling

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

b2
b7E

b2

FNIHHIIHHH

AG Approved EO 12333 Guidelines (Gmdelmcs name and’ sectxori

J bIE

OTHER EXECUTIVE ORDER {SPECIFY) .
Creation of uriauthotized SAP (EQ 12958, as amended)
Other (EO.citation: _ )

PRESIDENTIAL DIRECTIVI.‘. (SPECIFY) -
COVERT ACTION F}NDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Diregtive citation: )

H

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

"Hofmann-1I0B-3644




» . DECLASSIFIED BY GSl?QfDEH/PLJ/sdb
0y 07-08-2010

SEC TY1217

- INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD DIVISION
TOB MATTER 2007-1159(U)

|:U:| (U) The Federal Bureau of Invest:.gatlon ("FBI") has
: determlned that in conducting al| i
of<a non-United States Person, as that term is used in Section ’
of the Foreign Tntelligence Surveillance Act of 1978
~ | it collected information on a unrelated
to an authorlzed 1nvest1gatlon ’

o z;;?gz:Relevant to thls 1nvest1gatlon, oh ~about
" 02/25/2005, a National Securitv Letter issued b
requesting the

| was prepared and approved in

accordance wichl

: ww~“513<f;n response, | ]provxded only the
b i N |requested by the FBI. ' After reviewing the -
(U}~ return information] Jconcludéd that the request for ' -
this] [ was a mistake. Several [:::::?1n the[ ]
réquested in the NSL made different from-any other[” — 1 .
affiliated with the target. As such, this I
-an e accompanylng records requested by the, A = ,
associated with an’ authorized investigation. then

reported this matter as’ a potential IOB violation.

. ¢1n) | rEJ permits ‘
1 o be 'gathere 3 a.

national security letter. In this ihstancde, however, an NSL was

issued for | b onl |

such that FBI presumably received information from{ jchat -
was not relevant to an investigation. Since this was an error by -
. the FBI, although apparently uninténtional, it is reportable to-
the IOB. The information will be destroyed or returned to the -
carrier at thelr discretion. )

Declassify

Hofmann-I0B-3645
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DHMH/PLJ/sdb

JOB SUMMARY SHEET
Name of Departinent or Agency: FBI CY Quarterly Report: Vﬂ‘ 20y

DATE OF INCIDENT:  2/25/2005 DATE OF REPORT TO I0B: ‘/ 3’1 Loog

DATE OF REPORT TO DEPARTMENT/AGENCY: 3/14/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF: ' '

STATUTE (Umted States Code Cltatlon)
" FISA (50 U.S.C. 1801)

Other (U.S.C. cxtnnon I

EXECUTIVE ORDI:R 12333

Section 2.3 collection & dnssemmahon of USP mfo
Section 2.4 preamble: least intrusive coflection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance.of USP abroad
-Section 2.5 AG.approval wfin US or against USP abroad
“Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2:11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Gmde]mes (Guldeimes name and section: )

llllrI'HHII-lII

OTHER EXECUTIVE ORDER (SPECIFY}
Creation of unauthorized SAP (EO 12958, as 1mended)

Otller (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY) ) ' .
COVERT ACTION FINDING/MEMORANDUM OF NOTIPICA’I‘ION
Other (Presidential Directive catatlon )

DEPARTMENT/AGENCY ACTION: Purged information

*DATE OF FINAL DISPOSITION: B :

Hofmann-I0OB-3646
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- DATE: 07-08-2010

v CLASSIFIED BY €5179/DMH/PLJ/sdb “n

REASON: 1.4 (c)
DECLASSIFY ON: 07-08-20385

SEC : 119
(o INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD DIVISION
IOB MATTER 2007-1387(U)

( The Federal Bureau of Investigation ("FBI") has
determined that in conducting al Jof a non-
"United States Person," as that term is used in Section 101(i) of
the Foreigh Intelligence Surveillance Act of 1978 (FISA), it
collected information on a unrelated to an
authorized investigation.

{U) On 02/12/2007, a National Secuxi L r (NSL
issued to | requesting th
| was
prepared and approved in accordance withl | -

] However, the FBI later
dlscovered upon recelvn.ng results that | | in the-
NSL had a typographical '‘error. The FBI recognized this error and
immediately sequestered those records and reported this matter as
a potential IOB violation. These records were not. ana}.yzed
used, or uploaded into any FBI database.

LIQI ] permits L ' J

[ to be gathered pursuant to a na

I.S_mmux_].e.t;ﬁe:.l In this instance, the NSL was issued for@
on guch that the

FBI presumably received from thel
that was not relevant to the investigation. ' Since this was an
error -by the FBI, although apparently um.ntentlonal .‘Lt is ‘

\reportab}.e to the IOB.

Hofmann-IOB~3647
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ALL INFORMATION CONTAINED ,
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdh

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: th 2009
DATEOFINCIDENT: [ ] DATE OF REFORT TO10B: 1/ 3/20%8 - .

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/10/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ‘ b2

b7E
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation) -
FISA (50 U.S.C. 1801)
Other (U.S.C. citation: ]

EXECUTIVE ORDER 12333: .

Section 2.3 collection & dissemination of USP info

Sectiori 2.4 preaimble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Sectiori 2.4(b) unconsented-physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillarice of USP abroad

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement

Section 2.7 conlracfing

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect-participation RS
AG Approved EO 12333 Guidelines (Guxdclmes name and section: ____)_ <

“‘lll..llll"l'l.llllll

N OTHER EXECUTWE ORDER (SPECIFY) ot CLs
Creation of unauthorized SAP (EO 12958, as amended) ) -

_;__ Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION -
Other (Presidential Directive cltatlon ) .

DEPARTMENT/AGENCY ACTION:
Destroyed. mformatnon.

*DATE OF FINAL DISPOSITION:

Hofmann-I0OB-3648
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DECLASSIFIED BY 65179/DMH/PLJ/sdb
0N 07-08-2010

AR

SEC 31

()

INTELLIGENCE ] (IOB) MATTER

IOB MATTERS AS REFERENCED BELOW (U)

In July and August of 2007, the Federal Bureau of-
Investlgatlonr ] reported twenty-six
instances wheré they failed to notify headquarters of

investigations being conducted against non-

United States persons.

{ Subsequent to the
L-rec:as3:r:cat:cn—-zrr"sucn-tagéﬁ became subject to the Attorney

General's Guidelines for FBI National Security Investigations and

Foreign Intelligence Collection (NSIG).

_Each of the twenty-six cases reported from:was

opened prior to the December 1, 2003 reclassification that put it

under the purview of the NSIG, and each was tardy in providing
notification to FBIHQ as mandated by the NSI

‘(initial notification) and| Endf:::::](annual
notification) by no less thar three years. We note that OIPR
may have been awaré of these investigations through other
information. However, taken collectively a lack of timely
notifications of non-US person counterterrorism investigations
conducted in[_____ ] impaired oversight by the Department of
Justice Office of Intelligence Pollcy and Review.

(0) [::::]18 now cognlzant and fully aware of the reportlngi'

réquirements under NSIG.

E T//2 31
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

e

IOB SUMMARY SHEET

Name of Department or Agency: | FBI CY Quarterly Report: 4'743 2v03
. DATE OF INCIDENT: DATE OF REPORTTO IOB: //3//7003

DATE OF REPORT TO DEPARTMENT/AGENCY: July and August 2007

DATE REEORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

|

FISA (50 U.S.C. 1801)
Other

EXEBCUTIVE ORDER 13333:

LT

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least.intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed partzc:pauon

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation.

AG Approved EO 12333 Guidelines

. OTHER EXECUTIVE ORDER (SPECIFY)

X

—_—

Creation of unauthorized SAP (EQ 12958, as amended)

Other (EO citation:

FRESIDENTIAL DIRECTIVE (SPECIFY)

|

COVERT ACTION FB\IDINGIMEMORANDUM OF NOTIFICATION
Othier (Presidential Directive citation: )

DEPARTMENT/AGENCY ACTION: Training to ensure understanding of reporting requirements.

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3650
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U.S. Department of Justice

Wal Bureau of Investigation

" DECLASSIFIED BY ESl?Q/DMH/PLJ/Sdh
0N 07-08-2010

Office of the General Counsel Washington, 0.C. 20535
February.7, 2008

BY COURIER

Stephen Friedman, Chairman
Intelligence Over31ght Board
Room 5020 )

New Executive Office Bulldlng
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

Pursuant to Executive Order 12883 and your updated
‘procedures dated April 17, 2007, the Office 6f the General
Counsel, Federal Bureau of Investigation (FBI}, submlts the .
enclosed reports of violations to the Intelligence Oversight-
‘Board (IOB) for the period of October 2007 through December 2007.

In March 2007, the Unlted States Department of Justice,
Office of the Inspector General, released a comprehensive report
reviewing the FBI's use of National Security Letters (NSLs}.

Following the Inspector General's report, the FBI conducted a- ‘10

percent audit of all natidnal security cases by-the FBI. As a
‘result of this audit, the FBI's Office of the General Counsel
received a 31gn1f1cant numbper of additional reports of potential
I0B matters. : .

In addltlon to audltlng 10 percent of national securlty
cases, the FBI cénducted an audit of all counterintelligence
investigations from 2002 through 2006 whexre the FBI issued ,

. National Security Letters pursuant to the Fair Credit Reporting
Act, 15 U.S.C. § 1681 (FCRA). The purpose of the audit was to
determine whether were improperly requested
or received pursuant to FCRA. - Again, as a result of this audit,
the FBI's Office of the General Counsel recelved an increased
number of potentlal IOB matters.

"UNCLA ED
IFIED EN

Hofmann-IOB-365i
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Finally, during this time, the FBI's Office of the General
Counsel received reports of potential IOB matters that were not
generated as a result of either of the two audits mentioned
above. Rather, they were reported to the Office of the General
Counsel under the regular reporting requirements.

Many of the matters ‘that have been received by the FBI's
Office of the General Counsel pursuant to these audits have .
already been reported to the IOB durlng the Second and Third
Quarters of 2007. Based upon the review of the potential IOB
.matters that have been referred to the FBI'sS Office of the
- General Counsel, and applying the ' reporting requirements
established by the IOB, for the Fourth Quarter of 2007, it was.
determined that 123 matters are reportable to the IOB. Of ‘these,-
72 pertain to United States persons and 51 pertain to non-United
States persons. The remaining potential IOB matters for 2007. are
being carefully reviewed by the Office of the General Counsel to.
determine whether they meet the IOB's reporting standards, and: 1f
50, will be reported to the IOB as part of successive quarterly
reports. .

Pleas 54 t me or Associate General
Counsel if you have any questions

regarding these 10B matters.

bé
_bic

Sincerely, = . : o .

[:9ﬁ11€'?"Tﬁ3ﬁ§§ i .
Deputy General Counsel Lo ‘
’ Natlonal Securlty Law Branch C )

"1~ _The Honorablé Michael B: Mukasey
Attorney General |
United States Department of Justlce‘
Room 51131

2 - Mr., Matt Olsen

: Deputy Assistant Attorney General
National Security Division
United States Department of Justice - . )
Room 2200 C - Hofmann-I0B-3652:
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DATE: 07-06-2010 .

CLASSIFIED BY 65179/DMH/PLJ/sdb il
REASON: 1.4 {(c)

‘DECLASSIFY ON: 07-06-2035

- m /20170928  ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

WHERE 3HOWE OTHERWISE

-

, b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS ) b7E
‘ FIELD OFFICE
~-L1OB. MATTERS 2007-1962-NSL, 2007-973-NSL, 2007-974-NSL (U)

The Federal Bureau of InVestlgatlon n "

altfffffnned that in|
; | who is a “United States person” as that term is used in
Section 101(i) of the Foreidgn Intelligence Surveillance Act of
................... 1978 (FISA), the FBIl | Field Office issuéd two NSLs that
_improperl ‘were signed b n_acting SAC. In this regard, an
1] iwas initiated on| 1l On

or about | | two NSLs were issued under] ]
N 1 |} At the time, legal advice
had been issued by OGC suggesting that under certain

circumstances, an acting SAC could sign an NSL. In_or around

February, 2003, the Department of Justice opin |
| Applving that
quidance to these S, opines |

Therefore, this matter is being reported to
the IOB. % .

SEeraT/ /20170928

Hofmann-IOB;3653
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¥l NSTNFORMATTON CONTATHED : _ : ‘
* HERETN IS UNCLASSIFIED ) o

DATE 07-06-2010 BY 65179/D!IE/P‘LJ/SG]:- N
= I0B SUMMARY SHEET
Name of Department or Agency.  FBIOGC CY Quarterly Report: 2007
DATE OF INCIDENT:  07/10//02 (issuance of NSLs) DATE OF REPORT TO 10B:09/30707

DATE OF REPORT TO DEPAR‘I’MENTIAGENCY: 03/30/07 )
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (Unitéd States Code Citation)
FISA (50 U.S.C. 1801)

Other (LiS.C. citation: I—_-:j

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info

Section 2.4.preambie; least intrusive collection

Section 2.4(a) CIA electropic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Settion 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6.assistance to law eaforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section-2.12 indirect parficipation '
AG Approved EO 12333 Guidelines (Guidelines name-and section: L )

l~H‘l|I.IIHIHI

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO-12958, as amended)
-Other (EO citation:. D) _ '

PRESIDENTIAL DIRECTIVE (SPECIFY) v
—. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
- Other (Presidential Directive citation: )

DEPARTMENT/AGENCY. 2 Advi is bei : » that information obtained by

b5

*DATE OF FINAL DISPOSITION:

" Hofmann-10B-3654
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DECLASSIFIED BY 65179/DMH/PLJ/sdb . V
ON 07-06-2010

ot

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER .,
[ | DIVISION b7E
IOB MATTER 2007-2033 (U)

e By electronic communication dated | ], the
field office advised that al |

Jwas initiated by [ ]
on a-U.S. person. As part of the investigation of the referenced
target,] | drafted an NSL and the requisite EC oo
requesting] believed

to be used by the target. . However, due to a transcriber error,

th'e NSL contained al Jthat was not related to the
investigation. The incorrect NSL was then | 1.
| | responded by[ | related to the account
) at matched the L The .
. improper informatlon has been sequestered by | I .
E In this case, the NSL was issued forl i .
| and[ | that
was incorrectly transcribed, such that the FBI presumably
| | information that was not relevant to

the 1nvestigation. Because this was an error by the FBI, that
resulted in the collection of iriformation that was not relevant
to an authorized investigation, although unintentional, it is
reportable to the IORB. [ Imust purge all ‘information -
that was improperly collected from all FBI databases and all hard

copies must be sequestered and deéstroyed.

De om: G-3
@classify on: 08

Hofmann-I0B-3655

b2
b7E

"b2
b7E

b2

. b7E

b2
b7E -




P

y~ + ALL INFORMATION COMTAINED, . ..
I@EIH I8 UNELASSIFIED T 7

e D
- DATE 07-06-2010 BY, 65179,fr>m{fpmxsdh

. o o IOBSUWARYSHEET
. i N‘a.me of Depart..-nonl: or Aganc}" FBI o - CY Quart.erly Raport- 2007 . L
L Dm-z _oF- :xcmm ATE, OF nrox‘r_g’g_ I°“_-8 /2 07,.- -
o ?{—v:;l g@@%w&m«wm ) LR
" DATE.OF REPORT- 0 ospmusmlzxmcrx - L A

. DATE REPORT SUBNITTED TO OTHER ENTITY (i.e., DoJd, Congress, Civil Liberties Office): - ),
- ‘ - - . . . - - b—"E

. . POSSYBLE VIOLATION OF: . ) : -

. - .

snrm {Unired States Code AR
. . ___FISA (50 U.3.C. uu) . .

. X, b:her (v.8.c. citation ’ .

' ", .7 exmctrv omoxm 12333 kA . . : T T
R ) 8&ction 2.3 collectlon. & ‘dissamination of USP info
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U i s:cuon :I d(b) um:cmaem:cd yhyaical .uarch v/in us
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~ DECLASSIFIED BY 65179 /DMH/PLJ /sdb . i
oM 07-06-2010 .

P

. INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
« FIELD OFFICE N Db7E
TOB MATTER 2007-1789-L___] (U)

~>¥g) During an authorized[

.
1 Jof a U.S. person, sent a National Security
Letter (NS under the

to al 1
and]| |of |at which the target had

[ } _In response to the NSL, thel |
produced aI L notwithstanding that no such
1

report was requested. Upon receipt of thel|
drafted an EC summarizing the target’s] |

and their corresponding opening dates that appeared in
.  This EC was -‘uploaded onto ACS.

(U) In,this case, an error was committed by | | when i
uploaded the over-produced information from the !
|f_'—___|onto ACS..

() | | has been instructed to imfediately sequester the
and all other documents containing any over-
produced information from the report. has also been
instructed to redact all over-produced information from all hard
and uploaded records, including the EC summarizing the report apd
any other documents on ACS. Finally, has been instructed
to contact the] | and ask whether the over-
produced’ information should be returned or destroyed, with
appropriate documentation to the file.

Hofmann-I0OB-3657
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»  ®=%311 INFORMATION CONTAINED

-+ + THEREIN IS UNCLASSIFIED
DATE 07-06-2010.BY 65179/DMH/PLJ/sdb

~ 10B SUMMARY SHEET

Name of Department or Agency: FBI X CY Quarterly Report:
DATE OF INCIDENT: » DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/13/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

" STATUTE (United States Code Citation)

FISA (50'U.S.C. 1801)
X

Other (U5.C. citation: ] 1__)_

EXECUTIVE ORDER 12333;

g HLTTHITTT

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance wfin US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4{d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement -

Section 2.7 contracting

-Section 2.9 undisclosed participation

Section 2.10 human. experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation ’

AG Approved EQ 12333 Guidelines (Gmdelmes name and section:

OTHER EXECUTIVE ORDER (SPECIFY)

Creation of unauthorized SAP (EQ 12958 as amended)
Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION

" Other (Presidential Directive citation: )

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3658
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 65179/DMH/PLJ/sdh

-

. INTELLIGENCE _OVERSIGHT BOARD (IOB) MATTER e
DIVISION |

IOB MATTER 2007- 1641 (U)

(U) on 02/27/2007, [ ____|drafted a National Security

Letter (NSL) and the requisite EC requesting| ]

| for| Jchat were in contact
with the target of a| l Due to a
typographical error, one of the| |lincluded in the

NSL was not related to the investigation.

(u) | | forwarded the NSL to the | |Division
| | forlservice on the

. |served the NSL, obtained records from the

| } and forwarded them to[_______ ] The EC that | |

prepared to accompany the records included the]|

information for thel |.~ (Thel] |

is a presumed U.S. person.) The EC was uploaded onto ACS.

. {U) On , the Case Agent revmewed the 1nformatlon
N provided by | and discovered the typographical error. The
hard copies of the records from the] lhave been
estered with the| l and
&' EC containing the| __|has been ,
permanently charged out 6f ACS. | |has indicated that it
will coordinate with| |to ensure that all copies of the

| Jwill be sequestered or permanently charged
out, as appropriate. : -

(U) In thig case, the NSL was issued.forr_ |
| | that was incoxrectly

transCribed. " As a result, the FBI received information from the '’

that was not relevant to the investigation, i.e.

] relating to a person not connected to the
investigation. Since this was an error by the FBI, although
unintentional, it is reportable to the IOB.

(1) [_____Jwill contact the’ [ Jand arrange for

either the return or thée destruction of the non-relevant
information with the appropriate documentation to the file. [__]

will also confirm that all of the non-=relevant 1nformat10n
is removed from all FBI databases.

Hofmahn-IOB-3§59
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ALL INFORMATION CONTAINED °
HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 65179/DMH/PLI/sdb

- I0B SUMMARY SHEET
Name of D.epartmqnt or Agency: FBI . CY Quarterly Report:
DATE OF INCIDENT: 02/27/2007 . " - DATE OF REPORT TO-IOB:
DATE OF REPORT TO DEPARTMENT/AGENCY: 04/25/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION'OF:
STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801)
~X_ Other (US.C. citation: N I .

|

EXECUTNB ORDER 13333:

Section 2.3 collection & dissemination of USP info

Section 2.4 preamhle: least intrusive collection

Section 2.4() CIA. electronic surveillance w/in US

Section 2,4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section. 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abtoad‘

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation . . o -~
Section 2.10 humah experimentation . )
Section 2.11 prohibition on assassination ) h
Section 2.12 indirect participation .
AG Approved EO 12333 Guidelines (Guidelines.name and section: )

II'H‘I‘IIIHIJ]IL

OTHER EXECUTIVE ORDER (SPECIFY) .
Creation of unauthorized SAP (EO 12958, as amended)
‘Qther (EO citation: _.___. )

PRESIDENTIAL DIRECTIVE (SPECIFY)
___ ‘COVERT ACTION FNDING/MEMORANDUM OF NOT!FICA'I‘ION
Other (Presidential Directive citation: )

DEPARTMENT/AGENCY ACTION:
*DATE OF FINAL DISPOSITION:

v
.

- Hofmann-I0B-3660
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. . ALL INFORMATION ACONTAiMED
DATE: 07-06-2010 . : . i ' HEREIN IS UNCLASSIFIED EXCEPT

CLASSIFIED BY 65179/DMH/PLJI/sdb VHERE SHOWN OTHERVISE

i . REASON: 1.4 (c} - M/M
! DECLASSIFY ON: 07-06-2035

" INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
| | FIELD OFFICE - b7E
10B- MATTER 2007-888-NSL(U)

=

The Federal Bureau of T { it I " ")l _has

.ﬁétexmﬁned that in conducting an T and
the FBI] | Field Office | | issued

an NSL to a| |that requestéd information that was not
properly available through that NSL. In thig regard, a

1 non-United States persons, was
initiated on| [and was closed on] L During
the course of the investigation, an NSI, dated W,

issued. pursuant ta the

| records
as to ~ fand] | were clearly
beyond the bounds of the statute, which allows the FBI to
obtain | records. Further,
the date of the NSL predates the date of the opéning of the

investigation by suggesting, although not . .
definitively, that the NSL was igsued before theé 1nvestlgat10n
was open. This would also be a violation of[____ | which
requires, that the NSIL be relevant to an authorized
investigation. These errors were discovered during the course .
of the March 2007 NSL inspection. This matter was reported by

| __|by EC dated 04/09/2007, and is being reported to

. the IOB. The information was not uploaded and since has been
destroyed

M/M
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Y
ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
- DATE 07-06-2010 BY 65179/DMH/PLJ/sdh

- 10B SUMMARY SHEET

. .
¥ < N . [

Name of Department orAéency: FBIOGC o CY Quarterly Report: 2007 ‘ -
DATE OF INCIDENT: ~ 03/04/04 (issuance of NSL) DATE OF REPORT TO IOB:09/30/07
DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 '
DATE REPORT SUBMITTED TO OTHER ENTITY (i.c., DoJ, Congre;s, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
— FISA(50 US.C. 1801)
X.___  Other (U.S.C. citation:

EXECUTIVE ORDER 13333

Section 2.3 collection & dlssexmnauon of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US’

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US-or against USP abroad

Section 2.6 assistance to law enforcement -

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition. on assassination -

Section 2.12 indirect participation .
AG Approved EQ 12333 Guidelines (Guidelines name and section: )

II‘HII!HIHH

OTHER EXECUTIVE ORDER (SPECIFY)
————  Creation of unauthorized SAP (EO 12958, as. amended)
. Other (EOQ.citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION. FINDING/MEMORANDUM OF NOTIFICA’I’IO\I
—_ Other (Presidential Directive citation: ) .

DEPARTMENT/AGENCY ACTION: Advised ild of reportng mater 0108 E:::Ihas.already been
destroyed, . .o

*DATE OF FINAL DISPOSITION:

Hofmann-10B-3662
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.DECLASSIFIED BY §5170/DMH/PLI/sdb

ON 07-06-2010

FIRN N

(. )
A INTELLIGENCE OVERSIGHT BOARD {(IOB) MATTER
DIVISION Eb2
TOB MATTERS 2007-920NSL AND 2007-92INSL (U). - bIE

Electronic communications (EC)

04/0572007, reported po

" of Investigation, (FBI), : Division ﬁ]ﬁ

tential Intelligence Oversight Board (IOB)
v1olat10ns involving National Security Letters (NSL).

><L On | —_
seeking, respectively, land a

for a U.S. Person who was the subject of an

authorized investigation.

Federal Bureau
both dated

drafted NSLs

"The retained copies of the NSLs in the.

file are not signed, and the cover ECs appear to have been

initialed by the acting

Spe01a1 Agent in Charge (SAC).

believes that the acting SAC likely signed the NSLs..

(U) Pursuant to section 505 of the USA PATRIOT Act (P.L.
107-56), the Director delegated authority to sign National
Security Letters to the SACs of the various field of%;ces_nn__;1
11/09/2001. At that time, OGC took the pogition that

Deriv
Declassi

— Thererore, CHEesSe Macters are reportable
Executive QOrder 12863.
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b2
b7E

b2
b7E

b2

b5

b7E




PR

o&LL INFCRMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-86-2010 BY 65179/DMH/PLI/sdb

- . I0B SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterty Report: -
DATEOFINCIDENT: [ | DATE OF REPORT TO I0B:

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

- FIBA(50U.S.C.1801) :
X Other (U.S.C.citation:] ' KIOBs 2007-920, 921)

EXECUTIVE ORDER 13333:§ :
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad *
Section 2.6 assistanceto law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2,11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Guidelines (Guidelines name and section: .

IIIIHIIHIIII

OTHER EXECUTIVE ORDER (SPECIFY)-
. Creationof unauthorized SAP (BO 12958 as amended)
. Other (EO citation: ) .

PRESH)ENTIAL DIRECTIVE (SPECIFY)
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
. Other (Premdentxal Directive citation: _____)

DEPARTMENT/AGENCY ACTION: 06/06/2007

*DATE OF FINAL DISPOSITION: Purge-informition obtained

Hofman n-i_OB-3664
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BEQLASSIFIED BY 65179/DMH/PLJ/sdb
" ON 07-06-2010

- }@/20 0924

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . b2

L

| DIVISION

IOB MATTER 2007-1200NSL (U)

(U) An electronic communication (

of Investigation (¥BI), [

b7E

(EC) from the Federal Bureau

Division (|

D .

dated 03/28/2007, reported a potential Intelligence Oversight

~ Board (IOB) violation involving a National Security Letter (NSL).

Pl

| properly

issued National Securitv Lg%ters (NSL) tol

the target of an

pertalnlng to a U.S. person who was

requested

produced. During the March 2007 NSL audit,

| Responsive records were
it was discovered

that the financial institutions provided information beyond the
scope of the NSLs, namely information ‘which pre ~dated the request

period.

(U) With respect to the 10/31/2005 NSL,

contained in the

information
data was analyzed and sent to FBI

Headquaxrters. Therefore, thig matter is being reported because
Counsel to the IOB advised on_ 07/31/2007 that it is a reportable
violation if the FBI analyzes|

than sequesterlng it.

information rather

{U) It should be noted that OGC does not believe that[__]
intentionally committed an IOB violation in analyzing

and uploading the}

| information.

Nevertheless,

because this action violated the relevant authorities, in
accordance with the reporting reguirements of Section 2. 4 ‘of
Executive Order 12863 this matter is reportable.

ived from:

Declas

s

.

ET//20

70924

4
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'*ALL INFORMATION CONTAINED
HEREIN I¥ UNCLASSIFIED

DATE 07-06-2010 BY 63179/DMH/PLJ/sdb

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report:
. DATE OF INCIDENT: | ] DATE OF REPORT TO IOB:

. DATE OF REPORT TO DEPARTMENT/AGENCY: 03/28/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801)

X

Other (U.S.C. citation| |

EXECUTIVE ORDER 12333:

||Ifllll||'l|||f

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d). physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad '
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experiméntation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Guidelines (G uidelines-narne and section:

OTHER EXECUTIVE ORDER. (SPECIFY)

|

Creation of tinauthorized SAP (EQ 12958, as amended)
Other (EO citation: )

"PRESIDENTIAL DIRECTIVE (SPECIFY)

1§

DEPARTMENT/AGENCY ACTION: Purgethd _________]information from all FBI files.

COYERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: ) - .

*DATE OF -FINAL‘DI‘SPOSITION:

Hofmann-10B-3666

k2

b7E

b2

b7E




T

j‘\

(U

’DEMCLASSIFIED BY 65179/DMH/PLI/sdb ‘ ‘ S

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER - b2
DIVISION - . bTE
IOB MATTER 2007-1202NSL (U)

" ON 07-06-2010

5

(U) an eleétronic communication (EC) from the Federal Bureau

of Investigation (FBI), | |Division »
dated 04/02/2007, reported a potential Intelligence Oversight
... Board (IOB) violation involving a National Security Letter (NSL).

s

on | | properly prepared and
issued a NSL requesting] [ and| |
[ for a | associated with a U.5. Person who
was the subject of an authorized investigation. The NSL
. requested such records £O0r the time period of| jto
the date of the NSL. Responsive records were provided.

(U) During the March 2007| | by the Inspection
Division, it wag discovered that, due to its | | the
. provided information seemingly beyond the scope of the
NSL in that it pre-dated by approximately'[:::::::]the time
period specified in the NSL. This, however, was not an over- ‘
production -- and therefore not even a potential IOB wiolation --
because the FBI was entitled to have all records which the
provided consistent with its|

(U) Nevertheless, upon learning of the inspector's finding,
the case agent issued a new NSL to the [ ]on 04/02/2007.
This new NSL stated that it was "being issued to provide legal
process for thé time period from the start of the |
to *  The new NSL further stated that "[n]o
‘action is required* by the[ ] in response to the request.

(U) wWhen the case agent issued the new NSL, the FBI's
investigation of the subject had closed approximately one week
earlier.  Thus, this new NSL wag issued in violation of the
. and the Attorney
. General Guidelines rfor National Security lnvestigations and

Foreign Intelligence Collection (NSIG) because it was not
relevant to an authorized investigation. See | |k

| lA "curative® NSL such as this may not be issued for
a closed case. - : )

b2 *
b7E

b2
b7E

b2
b7E

b2
bTE
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(U) Based upon discussions with the | ] chies

Division Counsel, OGC does not believe that the case agent .
intentionally committed an IOB violation in issuing the new NSL.

To the contrary, OGC believes that the case agent was attempting )

in good faith to correct the| |
of which she had just become aware per the NSL audit.

‘theless, because this new NSL was issued in violation of the
and the NSIG, in accordance with the reporting requlrements.
e

ction 2.4 of BExecutive Order 12863, the error is a
reportable mdtter- under Section 2.4 of Executive Order 12863.

| mistake,

page 2 Hofmann-I0B-3668
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ALY INFORWMATION CONTAINED

HEREIN IS UNCLASSIFIED  _
DATE 07-06-2010 BY 65179/Dmi/PLissan  1OB SUMMARY SHEET

Name of Department-or Agency: FBI CY Quarterly Report:

DATEOFINCIDENT: [ ] DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/02/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION QOF:

STATUTE (United States Code Cxtanon)

. FISA(50U.S.C. 1801
_Other (U.S.C. citation:

_-—X.

EXECUTIVE ORDER 12333:

IHHI'III,IIIII

Section2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US .

Section 2.4(c) physical surveiltance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad -
Section 2.5 AG approval w/in US or against USP abroad © -
Section 2.6 assistance to law enforcement

Section 2,7 contracting

Sectin 2.9 undisclosed participation -

Section 2.10 human experimentation

- Section 2.11 prohibition on assassination

Section 2.12 indirect participation
AG Approved EO 12333 Guidelines (Guidelines name and section:

OTHER EXECUTIVE ORDER (SPECIFY)

11

‘Creation of unauthonzed SAP (EO 12958, as amended)
Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY).

COVERT ACTION FINDIN G/MZEMORANDW OF NOTIFICATION
Other (Presxdent;al Directive citation:. )« .

DEPARTMENT/AGENCY ACTION: Purge o Jinformation from all FBI files.

*DATE OF FINAL DISPOSITION:

Hofmann-IO B-3669
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T (1) I

DECLASSIFIED BY 651791’DHH}'PLJ}'Sdb
o 07-06-2010

INTELLIGENCE QVERSIGHT BOARD (IOB) MATTER b2
. OFFICE .- b7E
(U:l ’ I0OB MATTER 2007-2021 .

The Attorney General's Guidelines for FBI National
Securi Investigations and Forei Intelligence-Collection |
(NSIG) sets out the 1nvestlgat1ve technigues which are authorized
in- the conduct of af

| The NSIG specxflcally states conducting

{
physical surveillance i hoxri | Jor al |
| |

On June 14, 2007, the| _Joffice reported that a
| had been initiated on a U.S.
Person on | ] and was later extended until
L Oon| llearned that the

_ 1 | requested the
|off3.c:e‘t:o|_E - .
However, it was not uncil | lafter the

had expired, that[

=]

rovided the information obtained by] [ to Jin
an electronic communication dated|

- Hofmann-10B-3670
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2 &} INFORMATION CONTAINED
HEREIN 15 UNCLASSIFIED

DATE- 07-06-2010 BY 65179 DMH/PLI/gdb

- * 10B SUMMARY SHEET

Name of Department or Agency: FEI CY Quarterly Report: 2007

DATE OF INCIDENT:

DATE OF REPORT TO DEPARTMENT/AGENCY: June 14, 2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States. Code Citation)

FISA (SO U.5.C. 1801)
Other (U.8.C. citation: )

EXECUTIVE ORDER 13333:

H’Hll‘lllll’lll

Section 2.3 collection & dissemination.of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US .
Section 2.4(b) unconsented physical search w/in US
‘Section 2.4(c) physical surveillance of USP w/in US -

.Séction 2.4(d) pliysical surveillance of USP abroad

Section 2.5 AG approval w/ii US or against-USP abroad -
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on.assassination

Section 2,12 indirect participation

DATE OF REPORT TO IOB:

AG Approved EO 12333 Guidelines |

OTHER EXECUTIVE ORDER (SPECI[‘Y)

l"l.

Creation of unauthorized SAP (EO 12958, as amended)
Other (BO citation: D

" PRESIDENTIAL DIRECTIVE (SPECIFY)

Y

COVERT ACTION F INDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Dlrectwe citation: ) - .

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DiSPOSITION:

Hofmann-I0B-3671
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DECLASSIFIED BY 65178/DMH/PLJ/sdb
ON 07-06~2010

- 5 /201

" INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 1.
FIELD OFFICE b7E
IOB MATTER 2007-1604

‘::Rgi: As prov1ded in the Attorne General's Guldellnes for'
FBI National Securit Investiga
Collection (NSIG), effective October 31, 2003,
authorized-to conduct physical surveillance of a subject only

the FBI is

duriing the conduct of an authorized| T_Tjor DTE

i |. uUnder.] j the FB
authorized to use National Security letters only durlng the ‘
conduct of an authorized

(U) on]| } the! |Field Office { ]

[ Jreported that a] _ ] b2
of a United States person was initiated on]| 1. Thel__] bIE
expired on| L _on| } thel  Jwas
extended until | |when it expired again. On

the| |was extended untill|

Consequently, there were two periods in which the authorit bé
lapsed: | | to | | andf ] b7E

to | During the first lapsed period, | 1
-1 | to] |} no unauthorized investigative activity
occurred. However, .during the second lapse,:from| R
to| , investigative activity, authorized only during .
aL__]OrL_TLhQQk_nlaQa___Elxah__ﬂatlonal_SecnrltY lettexrs were - .
issugd’ on and second . b2
i - . b7E
| 'Because these
activities were in direct violation of the NSIG, we are reportlng
this matter for your review.
(W [:::::::]has been instructed to remove from FBI ‘files b2

and databases any ‘information obtained pursuant to any NSIL that’

b7E
is not supported by an authorized investigation. '

. Héfmaﬁn-IOB-‘3672

L ot




“ ALY INFORMATION CONTATNED

HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 651'?9/DI!H/’PLJ;SG}3

I0B SUMMARY SHEET

Name of Departrient or Agency; FBI ' . CY Quarterly Report: 2007 -

" DATE OF INCIDENTS: , " DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: March 26, 2007 !

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States-Code Citation)

|

FISA (SO U.S.C. 1801)
Other (U.S.C. citation: )

EXECUTIVE ORDER 13333:

lrlll,I'll'-ll'lHH

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b).unconsented physical séarch-w/in'US .
Section 2.4(c) physical surveillance of USP w/in US ~ *
Section 2.4(d) physical surveillance of USF abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting:

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibifion on-assassination

Section 2.12-indirect participation -
AG Approved EO 12333 Gmdehues { |

. OTHER EXECUTIVE ORDER (SPECIFY)

|

Creation of unauthorized SAP (EO 12958, as amended)
Otlxer (EO citation: ) .

. PRESIDENTIAL DLR.ECTIVE (SPECIFY)

1

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3673
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DECLASSIFIED BY 65175/DMH/PLJ/sdb.
ON 07-06-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 :
FIELD OFFICE b7E SRR
I0B MATTER 2007-1851

{U) -,

H\x U) By electronic communication (EC) dated March 20, 2007,
~the Field Office reported a potential IOB error
1n conjunctlon with a i

>§I llniti I - I " b2
I [onl iwhlch was extended on | | anad BTE

closed on | [ No EC or LHM was submitted -to FBI HQ in

order to notify the Department of Justice Office of Intelligence
Policy Review (OIPR) untlll ] or more than] |
after the investigation had been closed.

b2
L7E

(II)MMWwﬂ As ' provided in | lof The Attorney General'g b2
. Guidelines for FRI National Security Investiqations and Forei - b7E

Intelligence Collection (NSIG), éffective 10/31/2003 (NSIG), a
"field office shall notify FBI Headquarters [FBIHQ] within ten
working days of the initiation by[
| " After receiving the notice from the rield
office, FBIHQ shall provide notice to the Office of Intelligence
Policy and Review (QIPR) and to the Criminal Division. OIPR
shall then notify the Attorney General and Deputy Attorney
{U) .. General.

The FBI repprts this .error for it appearS‘éhat OIPR's
oversight ability was "substantially impaired® in these

circumstances. Here, an opening EC and LHM were never submitted b2
. to FBIHQ and the Department of Justice was never notified of the b7E
| Juntil more than after it ‘
had closed. .
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ALL INFORMATICN CONTAINED

HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 65179/DMH/PLJ/sdh

- - JOB SUMMARY SHEET
Name of Department or Agency: FBI . CY Quarterly Report; 2007
DATE OF INCIDENT: | E DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: March 20, 2007

DATE REPORT, SUBMITTED TO OTHER ENTITY (ie., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (SO U.S.C. 1801)

EXECUTIVE ORDER 13333: . ’ . b7E

RRRRERNNNNNNY

Other (U.S.C. citation: _ )
’ b2

Section 2.3 collection. & dissemination of USP info
Section 2.4 preamble; least intrusive collection
Section-2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c). physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP-abroad *
Section 2.6 assistance to faw enforcement

Section 2.7 contracting

‘Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination.

Section 2.12 indirect participation

AG Approved EO 12333 Guidelines (Guidelines name and section: [ ]

OTHER EXECUTIVE ORDER (SPECIFY)

Creation of unauthorized SAP (EO 12958 as amended)
Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)

B ——

COVERT ACTION FINDINGIMEMORANDUM OF NOTIFICAT [ON
Other (Presidential Directive cifation: )

DEPAR'I’MENT/AGBNCY ACTION:

*DATE OF FINAL DISPOSITION;

Hofmann—iOB;3675




DECLASSIFIED BY 65179/DMH/PLJI/sdb : : e

© $ .t QN 07-06-2010 .

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER

() -

investigation of a U.S. person, the | Division sent._a
National Secuxrity lLetter (NSL) requestinql l

b2
[ | DIVISION bTE

"I0B MATTER 2007-1213NSL (U)

During an authorized |

under J

Through an administratcive

oversight, |

| failed to include the paragraph

certifying that the information requested is relevant to a
national security investigation; as réquired by law.

_{(U)
to determine w

| was advised to contact the]] ]
hether the records should be returned or destroyed,

‘with appropriate documentation to the file. | jwas

~also told to remove all records from-any FBI database(s) :

Hofmann-IOB-3676
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# .™¢  ALL INFORMATION CONTAINED °
. HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 6S179/DHH/PLI/sdb

. - 10B SUMMARY SI-IEET
Name of Department or Agency: FBI . CY Quarterly Report: 4thQ2007
DATE OF INCIDEN'I‘:I _ DATE OF REPORT TO IOB: 09/30/2007

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/30/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DaJ, Congress, Civil Libérties Office): N/A ' b2
. . b8

)

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
—__ FISA(S0US.C.1801)
x___ Other (U.S.C. citation: | D

EXECUTIVE ORDER. 12333;

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(2) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c).physical surveillance of USP w/in US
Section 2.4{d) physical surveillarice of USP abroad
Section 2.5 AG approval w/in US or against USP abroad*
Sectioi 2.6 assistance to law enforcement

-Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 hunian experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation”

AG Approved EO 12333 Guidelinés (Guidelines name and sectmn ; )

SRRRRRRRGRRENY

OTHER EXECUTIVE ORDER (SPBCIF Y)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other-(Presidential Directive citation: _____ )

H

DEPARTMENT/AGENCY ACTION: Field office adv1sed to destroy records and purge from FBI.databases.

*DATE OF FINAL DISPOSITION: 09/ 17/2007

Hofmann-I0B-3677
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"DECLASSTFIED BY 65179/DMH/PLI/sdb
ON 07-06-2010 .
’ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

DIVISION BTE
I0B MATTER 2007-2135 (U) '

(U} By electronlc communication ("EC") dated 07/18/2007 the
[ loivision( )} reported a potential IOB error in
conjunction with its current | |of a United
States Person. :

tgjwwWQWWWWZ}§§: on |

|properly issued a National
Security Letter (NSL) to af l

pertaining to a U.S. person who is the target of an authorlzed
| investigation. The NSL requested

‘ | for the period beginning
‘The NSL was served on the by thel [ Division { ]
E:::], which also received the S_response.

forwarded the[___]s response to on|_ |
transmittal EC did.not contain theée content of the | f
response.

{U) Thel }s response contained transactional data from

a time period far greater than the
time frame requested in the NSL. On| I I

“uploaded into ACS an EC which included| [analysis of the
data provided by thel iincludinq«anal sis _of the time period
beyond the scope of the NSL. Similar | |analysis was
disseminated to the| ]

(U) Pursuant to the 07/31/2007 instructions from the.IOB,
the FBI is reporting this matter because the uploading and
" dissemination of the over-produced information arguably
constitutes a compounding of the third party error by the[::::]

{U)[__]has been instructed to immediately sequester the
over-produced information and charge-~out the EC and
containing the over-produced information. If] _jbonSLders
the over-produced ‘information relevant to its investigation, it
will ¢ure the over-production by issuing to thel |another NSL
with a time period that encompasses the relevant information.
wauld then un-sequester the information and charge-in the

BEC.

(U) If] |deems the over-produced infor not
relevant to 'its investigatien, it will contact thel and ask
whether the over-produced information should be returned or
destroyed, with appropriate documentation to the file.
would then permanently charge-out the EC. with the over-produced
lnformatlon.

Hofmann-IOB-3678
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- 10B SUMMARY SHEET
‘Narr'xe of Department or Agency: : + CY Quarterly Report:
DATE OF INCIDENT: [ ] DATE OF REPORT TO IOBY
DATE OF REPORT TO DEPAR’I‘MENTIAGENCY: 07/18/2007 . |
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do, Congress, Civil Liberties Qffice): b2
' ALL INFORMATION CONTAINED b7E

POSSIBLE VIOLATION OF: HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 65173/DMH/PLJ/sdb
STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)
X___ Other (U.S.C. citation: |

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5.AG approval w/in US or against USP abroad -

Section 2.6 assistance to Jaw enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination .
Section 2.12 indirect participation : .
AG Approved BO 12333 Guidelines (Guidelines name and sectlon )

|.;||~I,H||l.,ll'|||

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other.(EO citation: )
PRESIDENTIAL ‘DIRECTIVE (SEECIFY)
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )
DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION: -

Hofmann-I0B-3679




_ALL INFORMATION CONTAINED -
HEREIN“§8 UNCLASSIFIED - . : -
DATE 07-062010 BY 65179/DHH/PLJ/sdh .

FT

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ?E?E
[ ] FIELD OFFICE
IOB MATTER 2007-788 [____]

(U) In[ I in support of an authorized

|investigation of a U.S. person, the

L [ 1
Division sent a National Security Letter (NSL) to a
’ seeking af | pursuanc

Eol | m el
response, cthe]| [ provided the following =
information: (1)] | (2) ] ]
L (3)] ] (to include: | |
j and (4) |

(U) Upon receipt of the | J theE:j

case agent put the information into an electronic
communication and uploaded it into an FBI database. : b2 .
Additionally, generated two NSLs based on information b7E

improperly acquired from the |
|would have received the information used to generate the
additional NSLs through the authorized used of other

investigative techniques. Accordingly, I;Ihas not been
directed to delete this information frbdm icCs es .

(U) Upon learning that thej __|was. impropexrly
obtained, [ Jpermanently removed the NSL and the
information received from [ | Erom FBI 7.,
files and sequestered the InFormation Witk Che Chief b7E
Division Counsel (CDC). Federal Bureau of Investigation, ’
Headquarters has directedl Jto: (1) redact all
information from[ | that is not authorized by I:___] .
[ _Iprior to returning the report to the .
case agent; (2) remove all information not -authorized by

from all FBI databases; and

(3) approprz.ately document the case fl;Le

(U) In this case, an error was committed by the case agent
whén s/he requested a| | pursuant to b2
[ Jfor an authorized | | i C L BIE

investigation that did not have am|

Hofmann-10B-3680




A &bl INFORMATION CONTAINED ' )
HEREII)I IS UNCLASSIFIED . : . B
“DiTE Cl? -06-2010 BY GSITQ/DI'IH/PLJ/'SGD :

- JOB SUMMARY ‘SHEET

Name of Department or Agency: Federal Bureau of Investigalion CY Quarterly Report:

DATE OF INCIDENT! DATE OF REPORT TO10B:
DATE OF REPORT TO DEPARTMENT/AGENCY: Marcil 12,,‘2067

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do3, Congress, Civil Liberties Office): ‘ . b2
. ’ B7R
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation) “
FISA (50 U.8.C. 1801
Other (U.S.C. citation |

EXECUTIVE ORDER 12333:

Section 2.3 colleétion & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveiliance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval wfin US or against USP abroad

Section 2.6 assislance to law enforcement

Section 2.7 contracling

Section 2.9 undiscloscd participation

Section 2.10 human experimentalion

Section 2.11 prohibition on assassinalion

Section 2.12 indirccl participation .
AG Approved £O 12333 Guidelines (Guidelines-name and section: ) ¥

HHIHIIHIH

OTHER BXECUT.[VE ORDER (SPEC[FY)
. Creation 6f unauthorized. SAP (EO 12958, as amended)
Other.(EQ citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: ) B

\

DEPARTMENT/AGENCY ACTION: Report to 10B. Redact unauthorized mformatlon and purge unauthorized
" information from ail FB databases.

*DATFE OF FINAL DISPOSITION;

Hofmann-IOB-3681




b2

‘II\I'I‘ELLI(FI_NQB_QXE&S_IQBI' BOARD (IOB) MATTER b7E
FIELD E :

IOB MATTER 2007-1860 (0) -
(U) On or about| |_in suonort of an authorized
of a U.S. person,
U of Imvestigation fice of General

Counsel, Nation S
on behalf of the
National Securit
seeking a

ranch (NSle_nmaz.ed_ﬁn approved,

Division ({ , &

ed on a |

Qprsuané'fﬁ'tﬁél 1 o
I the -~

provided a L

) U) when the case agent recei he [ ]
s/he shredded the because of
1tS Lack of usefulness to the inv e time the
was a potential IOB matter.

- case agent shredded the
receipt of the
FBI Headquarters has directe to remove any unauthorized

information from all FBI databases, w1th approPrlate
documentation to the case file.

(U) In this case, an error was committed by the former
Deputy General Counsel for NSLB when he reguested a
aui%o;

| pursuant tol in support of an
1zed |investigation that did not have an

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 651?9;’D}H‘I/PLJ/3db

Hofmann-IOB-3682 -

R s/he did not know the |
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ALL INFbm‘I‘IBN CONTAINED
HEREIN IS UNCLASSIFIED .
DATE 07-06-2010 BY GSlTB/DI‘HfPLJ:J’Sdb -

- OB SUMMARY SHEET

‘Name-of Department or Agency: Federal Bureau of Investigation CY Quarterly Report:

DATE OF INCIDENT: On or abouf | DATE OF REPORT TO 10B:

DATE OF REPORT TO DEPARTMENT/AGENCY: April 2, 2007

DATE REPORT SUBMITTED '1;0 OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (Usited Siates Code Citation)

—X_

l|||~|ll|,ll'|,||'|g

© AG Approved EO 12333 Guidelines.(Guidelines name and section:

FISA (50 U.S.C. 1801,
Other (U.8.C. citation

ECUTIVE ORDER 12333

Section 2.3 Collcchon & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Seclion 2.4(a) CIA electronic surveillance w/in US
Section 2 A(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad ,
Section 2.6 assistance to law enforcement

Section 2.7 conlracting .

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2,11 prohibition on assassination

Section 2.12 indivect participation

OTHER EXECUTIVE ORDER (SPECIFY) s ,

Creation of unatthorized SAP (EQ 12958, as 'unended)
‘Other (EO citation; )

-

PRESIDENTIAL DIRECTIVE (SPDCIFY)

DEPARTMENT/AGENCY ACTION: Report as JOB. Purge unauthorized information from all FBI databases.

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )

*DATE OF FINAL DISPOSITION:

\

Hofmann-IOB—3683
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.. =N, o
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY l‘.iﬁl?Q/DHH,fPLJ/sdh

R b2

INTELLIGENCE ‘OVERSIGHT BOARD (IOB) MATTER b7E
C FIELD OFFICE

IOB MATTER 2007-1097___ ](U)

(U)_Inl . in support of an authorized
|investigation of a U.S. person, the b2
[ Division (Y f) sent a National Security Letter = b7E
(NSL) to a] ] seeking a | ]
pursuant to thel H

| i thel | provided
the requested| I .

(U) Upon ‘learning the request of this | ' | was
not in' compliance with the statute, thel | case .
agent removed the from the investigative file

and the | —JChief Division Counsel sequestered the .

{ | Federal Bureau of Investigation, . b2
Headquarters has directed to remove any ‘ bTE .
unauthorized information from all FBI databases and to redact the

80 _that only information authorized by

statute, | is retained, with appropriate
documentation to the case file.

{U) In this case, an error was committed by the case agent
when.s/he requested al — |pursvant td } .. b2
[ |lfor-an authorized | i : . b7E
-'investigation that did not hdve an | |

Hofmann-I0B-3684




S

ALL INFORMATION CONTAINED
HERETN IS UNCLASSIFIED e
DATE 07-06-2010 BY 65179/DMH/PLJ/sdb :

- TOB SUMMARY SHEET

Name of Deﬁarlment or Agency: Federal Bureau of Iﬁvestigation CY Quarterly Report:

DATE OF INCIDENT| | DATE OF REPORT TO 10B:

DATE OF‘REPORT TO-DEPARTMENT/AGENCY: April 3, 2007
DATE I;.EPORT SUBMITTED TO OTHER E:NTITY (i.e., DoJ, Con.gress, Civil Liberties Office):
POSSIBLE VIOLATION OF: .

0 éTATUTB {United Statés Code Citation)

FISA (50 U.S.C. 1801 -
X __ Other (U.S.C. citation: !

EXECU'I‘IVB ORDER 12333:
Section 2:3 coliection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(2) CIA elecitonic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
. Section 2,6 assistance to law enforcement
Section 2.7 coniracting
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition oy assassivation
Section 2.12"indirect participation
AG Approved EO 12333 Guidelines (Guidelines name and secuon )

I~H|'|||-I-IIIH«1

OTHER Exr:cunv;; ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)
Other (EQ citation: ) .

PRESIDENTIAL DIRECTIVE (SPECIF Y) .
COVERT ACTION FINDING/MEMORANDUM OF NOTIF ICATION
Other (Presidential Direclive citation: )

DEPARTMENT/AGENCY ACTION: Report to (OB, Redact unauthorized inlormation and purge-unauthorized

. mfonnauon from all I’BI databases.

. *DATE OF FINAL DISPOSITIQN:

Hofmann-I0OB-3685
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x ALL INFORMATION CONTAINED , :
¢ HEREIN IS UNCLASSIFIED R . P
DATE Q7-06-2010 BY 65179/DMH/PLJ fodb .

INTELLIGENCE QVERSIGHT BOARD (IOB) MATTER .,
' FIELD OFFICE - BTE
IOB MATTER 2007-2406 FCRA (U) -

(U) _In| | in support of an authorized

1 | investigation of a U.S. person,'the[:::;::::]
Division (| _ D sent a National Security Letter (NSL) to a
| seeking a| | pursuant
G the ] In
res%onse, thel | provided a| 1
(U) Upon receipt of the | | the
case agent placed it in a 1A Investigation file envelope and
never uploaded any of the| |information in any
FBI database. Upon learning that thel] Jwas

improperly obtained, the case agent s€aled the | |

and sequestered it in the[ ] Chief Division Counsel’'s
(CDC) safe. Federal Bureau of Investigation, Headquarters_ has
directed] lcDC to redact all information from the

that is not authorized by | |
| prioxr to returning thé report to the case agent and to
appropriately document the case file.

(U) In this case, an error was committed by the. case agent ..

when s/he requested-a | | pursuant to
for an authorized] i
investigation that did not have anf| |

Hofmann-10B-3686
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 65179/DMH/PLJ/sdb

- - IOB SUMMARY SHEET

Name of Departinent or Agency: Federal Bureau of Investigation CY Quarterly Report:

DATE OF INCIDENT:-On or abouq | DATE OF REPORT TO 10B:-

DATE OF REPOR;I’ TO DEPARTMENT/AGENCY: March 9, 2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, Civil Liberties Office):

-

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

X

FISA (50 U.S.C. 1801) .
Other (U.S.C. cilgtiou: ] .

EXECUTIVE ORDER 12333:

I‘-‘lll RERRRRRRREN

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search wl/in US
Section 2.4(c) physical surveillance of USP wlin US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad .
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition-on assassination

Section 2.12 indirect participation

AG AppnoVed EQ 12333 Guidelines (Guidelines name and section:

OTHER FXhCUTIVL. ORDER (SPECIFY)

Crealion of unauthorized SAP (EO 12958, as amended).
Other (EO cllatnon )

PRESIDENTIAL DIRECTIVE (SPECIFY)

DEPARTMENT/AGENCY AleON: Report to IOB. Redact unauthorized information.

COVERT ACTION FINDING/MEMORANDUM OF NOTiFICATlON
Other (Presidentidl Directive citation: _ )

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3687
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 07-06-2010 BY 65179/DNH/PLJ/adb

[

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

FIELD OFFICE

I0B MATTER 2007-903 [ ](U)

-

(U) inl

| in support.of an authorized
_|investigation of a U.S. person, the

Division (1 ') sent a National Security Letter (NSL) to a
[

| seeking al”
to CThe]

response, the|

(U) Upon receipt of the [

]
discovered it was not authorized to acquire a |

in support of a

returned the(

| pursuant
In
| provided al ]
B
investigation. As a result,
| to. the

fafency for destruction.

- When this matter occurred 1 in | |

believed that because it did not use the information

contained in the|

| to the |

land because it returned the
| for

destruction.it did not need to report this as a potential IOB:*
matter. The Federal Bureau of Investigation Headquarters has
directed]| l

informati

- (U) In this case, an error

to purge all of the|

lon that may be contained in any FBL database and to
approprlatgly document the case file.

was committed by the

‘when s/he requested a|

| for an authorized
.investigation that did not have

I&tﬁ?_aﬁslnt
[ pursuant to.

| ————

_Hofmann-I0B-3688
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED .
DATE 07-06-2010 BY 65179/DMH/PLJ/sdb

~ IOB SUMMARY SHEET

Ndme of Depariment or Agency: Federal Bureau of lnvestigation CY Quarterly Report:
DATE OF INCIDENT___| DATE OF REPORT TO I0B: -
DATE OF REPORT TO PEPARTMENT/AGENCY: April 9, 2007 ‘ ‘
_,DA:TE REPORT SUBMITTED TO QTHER ENTITY (i.e., Dol, Congress, Civil Libesties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (56 U.S.C. 1301
Other (U.S.C. citation l.

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info
Scction 2.4 preambie: least intrusive collection
Section 2.4(a) CIA electronic survéillance wlin US
Section 2.4(b) unconsented physical search wiin US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approvat w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 éontracting

Section 2.9 undisclosed participation

Seciion 2.10 buman experimentation

Section 2,11 prohibition on assassination
Section.2.12 indirect participation

l.,l'l“ll'l'(‘ll‘l,.llll

OTHER EXECUTIVE ORDER.(SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended),
.Other (EO citation: )

PRESIDENTlAL DIRECTIVE (SPECIFY)
- COVERTACTION F lNDING/MEMORA.NDUM OF NOTH‘ICATION
Other (Presideatial Directive. gitation; _, )

DEPARTMENT/AGENCY ACTION: Report to 10B. Pusge unauthorized information Trom all FBI databases.

*DATE OF FINAL DISPOSITION:

Hbfmann-IOB-3689

AG Approved EO 12333 Guidelines (Guidelines name and section: - ) )
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"T¥ ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY &5179/DMH/PLJ/sdb

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
. IOB MATTER 2007-784[___] (Case #1) (u) ~

(U) In| | in support of an authorized
Jof a U.S. person, the

Division {| |) sent a National Security Letter (NSL) to a

“]seeking a[” —_| pursuant
0 e | In

response, the |

.

{U) Upon receipt of the[ ] th
case agent placed it in a 1A investigation file envelope and
never uploaded any of the information in any
FBI database. Upon learning that the | | was

__|provided al |

improperly obtained, the case agent sealed the}

and sequestered it in the Chief Division Counsel’s
(CDC) safe. Federal Bureau of lLnvestigation, Headquarters has
directed| |cpe to redact all information from the

that is not authorized by| }

approprlately document .the case file.

(U} In this case, an error was committed by the case agent
| pursuant to| ]

when s[hg_rgqﬁasted al , '
for an authorized | 1

prior to returning the report to the case agent and to

investigation that did not have -an|
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ALL TNFORMATION CONTAINED
. HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY §5179/DMH/PLI/sdb
10B SUMMARY SI-]].,ET

Name of Department or Agenc')'r: Federal Burean of Investigation CY Quarterly Report:

I?ATE OF INCIDENT: On or about| | DATE OF REPORT TO IOB:
DATE OF REPORT TO DEPARTMENT/AGENCY: Marsch 9, 2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do, Congress, Civil Liberties Olfice):
POSSIBLE VIOLATION OF:.

STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801}
X__ Other (U.S.C. citation |

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: Jeast intrusive collection
Section 2.4(a) ClA. electronic surveillance w/in US
Section 2.4(b) unconsented physical search wfin US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad - )
Section.2.5 AG approval w/in US or against USP abroad |

Section 2.6 assislance to faw enforcement

Section 2.7 conlracting .

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination
. Seclion 2.12 indirect participation T

AG Approved EO 12333 Guidelines (Guidelines name- '\nd section:

"III'IHH,I'IIH-'I‘I

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO: 12958, as amended)-

Oiher (EO citation: }) A -

PRESIDENTIAL DIRECTIVE (SPECIFY) )
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Dnrecuve cltatlon )
DEPARTMENTIAGBNCY ACTION: Report 10 JIOB. Redact unauthorized infor matlon

*DATE OF FINAL DISPOSITION: -

Hofmann-I0B-3691
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. PN
DATE: 07-06-20L0
CLASSIFIED BY 65179/DMH/PLJI/sdb

FEASOH: 1.4 {c) o ALL INFORMATION CONTAINED
DECLASSIFY ON: 07-06-2035~ EmexrT/ /20 4 HEREIN IS UNCLASSIFIED EXCEPT
: : WHERE SHOWH OTEERWISE

tgjxm INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

e ] FIELD OFFICE ~ b7E

...... .. IOB MATTER 2007-1141-NSL (U)

\\M The Federal Bureau of Investlgatlon "FBI") has
determined:- -that in conducting an investigation-

| ] the FBI] | field office | I Issue
gy an NSL under that apparently was not b1
accompanied by an EC, such that the NSL would not have been " b2
the subject of“§tatutox;;y—requ1red congressional reporting. . bé
In this regard, an investigition a - b7C
United States person, was initiated om] T On or about JPIE

07/08/2003, an NSL forE
as issued to further the investigation. While the

was properly issued, there apparently was no EC that was
issued in support of it. A review of the file has determined
that there was adequate predication for the.NSL; however,
because of the lack of an EC, this NSL_would not have been
reported to Congress, as required by Thus, this matter
is being reported to tle IOB.

|

erived from: G-
Declassi 24/2017

,Bxe:sf//%EEZ§&g§::

.. \ ’ Hofmann-IOB-3692
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= ¥ ™ ALl TNFORMATION CONTATNED e
HEREIN IS5 UNCLASSIFIED ..
DATE 07-D§-2010 BY 65179/DMH/PLJ/sdk

- ‘IOB SUMMARY SHEET
Name of Department or Agency: PFBIOGC CY Quarterly Report: 2007
DATE OF INCIDENT: ~ 07/08/03 (issuance of NSL) DATE OF REPORT TO IOB:09/30/07 .

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/03/07

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation) ) ’ )
. FISA(50U.5.C. 1801) ’ b2
—X___ Other (U.S.C. citation] ) : b7E
EXECUTIVE ORDER 13333: . .

3

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intiusive collection

Section 2.4(z) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveitlance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad

+ Section 2.6 assistance to law enforcement >

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition 6n assassinatiori

Section 2.12 indirect participation .
AG Approved EO 12333. Guidelines (Guidelines name and: section: . )

RRRRERRARRRRY

OTHER EXECUTIVE ORDER (SPECIFY) .
Creation of unauthorized SAP (EQ 12958, as amended) R

Other (EQ citation: - )

PRESIDBN'I_'IAL DIRECTIVE(SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )

|

|

DEPARTMENT/AGENCY ACTION: Advised field of report to IOB

*DATE OF FINAL DISPOSITION:

Hofmann-108-3693




i . . -
.

Youon . . " | ALL INFORMATION CONTAINED
DATE: 07-06-2010 L . HEREIN IS UNCLASSIFIED EXCERT
CLASSIFIED BY 65179/DMH/PLJ/sdb WHERE SHOWN OTHERWISE

REASON: 1.4 (c) _
DECLASSIFY ON: 07-06-2035 Trentt/ /2

. b2
0 - INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER BIE

. 'FIELD OFFICE
&y I0BMATTER 2007-898-NSL (U)

The Federal Bureau of Investlgatlon "FBI") has

Eﬁi&texminedjthat in conducting an investigationi - .
the [ | Field Office | issued an NSL b1

in response to which the| | returned for a b2
t311 period of time beyond the time period requested and the ggc
% information was uploaded into a .database. In this regard, on b7E

5, or about] |opened an investigation of

1 | who is a “United States person” as
that term is used in Section 101(i) of the Foreign
Intelligence Surveillance Act of, 1978 (FISA) . tg_inxesﬁigate
information or allegations of

] The investigation was subsequently changed-to a

case. During the course of this

investigation, an NSI, dated 08/24 b2
the " bTE

L C 1 returned-
information responsive to the request but, in additiom, : N
provided | j for| }]in the NSL
for an additional few weeks beyond the time period requested.
The information was uploaded into a database. By EC dated
04/10/2007, the potential IOB violation was reported. %}ﬁk::

4 The IOB has instructed OGC to report matters in b2
which information |is . ‘bIE

uploaded into a database. Thus, this situation is being
reported to the IOB. (U) .

W/M

Hofmann-IOB-3694
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ALL INFORMATION CONTAINED . o
HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 65179/DMH/PLJ/sdb

~ . 10B SUMMARY SHEET

" Name of Department or Agency: FB{OGC - ~ CY Quarterly Report: 2007

DATE OF INCIDENT: 08/24/05 (issuance of NSL) ~ DATE OF REPORT TO 10B:09/30/07
DATE QF REPORT TO DBPAR’IMEN'I:IAGENCY: 64/ 10/07

DATE REPORT SUBMITTED TO OTHER .ENTITY (i.e., Do, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

" STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)

—X___ Other (US.C.citation: _.___)

EXECUTIVE ORDER 13333:
¢ Section 2.3 collection & dissemination of USP info
Section 2.4 preambie: least intrusive collection:
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b).unconsented physical search w/in US
Section 2,4(c) physical surveillance of USP-w/in US
Section 2.4(d) physical surveillarice of USP abroad
Section 2.5 AG approval w/in-US or against USP abroad .
Section 2.6 assistance to law enforcement
Section 2.7 contracting:
‘Section 2.9-undisclosed participation
. Section 2.10 human experimentation
Section 2.11 prohibition on assassination-
Section 2.12 indirect participation )
-AG Approved EQ 12333 Guidelines (Guidelines name and section: - )

T l.l‘fl.l l

. OTHER EXECUTIVE ORDER (SPECIFY)
i Création of unauthorized SAP (EO 12958, as amended)
Other (EO cltauon )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/ MEMORANDUM OFNO‘ILIFICA'HON
Other (Presidential Du'ectwe citation: ) .
DEPARTMENT/AGENCY ACTION: Advised field to purge database; return or destroy :'naterial

*DATE OF FINAL DISPOSITION:

Hofmann-IQB-3_695
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# . 5ATES 07-06-2010
' CLASSIFIED EY 65179 /DMH/PLI/sdb
REASON: 1.4 {c)

DECLASSIFY ON: 07-06-2035

-

.

ERensT/ /20

€

b o .
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

- INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER T b2

b7E

| FIELD OFFICES

The Federal Bureau of Investlgatlon ("FBI™) ‘has

.detexﬁﬁned that in conducting. an investigation| -

thel ]Fleld Office

“issued an NSL,

in response to which it received information beycnd the

Subsequently, the | |

aterlal ‘was-entered into a database by the | |Field

- Office | | I

opened an investigatidin

In-this re

a

“United States person” as that term is used in Section 101 (i)
of the Foreign Intelligence Surveillance Act of 1978 (FISA).

During the_course of this investigation,| Iissued«an
The subject moved tol 1 and
the | | Field Office opened a case. When the
information from the NSL was received by| | it

NSL dated 3

forwarded the information tof

uploaded the information into a database. The information
included several weeks of information outside the parameters

of the NSL. [

return the

material to

from the daFahase.
material.

has been instructed to destroy or
and remove it~

has already destroyed the

The IOB has iastructed OGC to rebort matters in

which informationl lerror is
uploaded into a database. S, 18 situacion is being

reported to the IOB. (U)

Hofmann-IOB-3696
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ALL .INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED

DATE 07-06-2010 BY 65179/DMH/PLJ/sdb

Name of Department or Agency: FBIOGC

I0B SUMMARY SHEET

CY Quarterly Report: 2007

DATEOFINCDENT: [ Jssuanceof NSL) DATE OF REPORT TO I0B:09/30/07

DATE OF REPORT TO DEPARTMENT/AGENCY: 04.10‘4/07

DATE REPORT SUBMITI'ED TO OTHER ENTITY (1 e., Dol, Congress, ‘Civil Liberties Office):

POSSIBLE VIOLA'I‘ION OF: ' ) “

STATUTE (United States Code Cltauon)

FISA (50U.S.C. 1801)

Otheér (U.S.C. citation: )

EXECUTIVE ORDER 13333:

|Ill.l~|.l.llll-,lll

Section 2.3 collection & dissemination of USP info
Section.2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveitlance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US

-Section 2.4(d) physical surveillance of USP abroad’

Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

. Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect pamclpatlon .. .
AG Approved EO 12333 Guidelifies (Guidelines name and section: )

OTHER EXECUTIVE ORDER. (SPECIFY)

—

Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: )

PRESIDENTIAL DIRBCTIVB (SPECIFY)

DEPARTMENT/AGENCY ACTION: Advzsed field to ‘purge database.and destro information.

COVERT ACTION FINDIN GIMEMORANDUM OF NOTIFICATION
Other (Presidential Dlrectwe citation: )

*DATE OF FINAL DISPOSITION:

Hofmann-I10B-3697
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-,

DECLASSIFIED BY £5179/DMH/PLJ/3db : . .
ON 07-06-2010 o . “ton
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

L __ | FIELD OFFICE. bIE

10B MATTER 2007—1395 (U)

The Federal Bureau of Investigation (“FBI") has
determined that in conducting a| |1nvest1gat10n
of a United States person, the FBL | | Field Office

received| | from a| Ithat
1nc1uded outside the date range requested in the
National Security Letter (NSL). Before the]| | were
sequestered and redacted, the results were uploaded into an FBI
database. (U)

s In this regard, an investigation of th a .
“United States person, was initiated on or about | on-

11/13/2006_San .Francisco pr rly prepared L& n NSL .
requestlngi £rom for a
{ | associated with the target. Howeve in i

response, because the| |
began. in[” rEIEﬁ_nxgx;ded_resarﬂs_inr-1

[Tﬁé complete results, |from outside the

date range requested in the NSL, were uploaded into an FBI
database.‘zg*gf .

"""" ... Thé | | information was. dlscovered about two
months aftér- -being received when | Jwas

being conducted t&-further this investigation. The information

has been sequestered with-the CDC, purged from the database, and

Ihave been redact d from the records

In this case. [ ICorrésponding to the
! included outside the date .
range requested by the NSL. The NSL results were immediately
uploaded before[ could be redacted and sequestered.

As such, this is being repor the IOB. It is noted, o
. however, that may be acquired by the FBI

with an additional NSL 1f| IlS detérmined to be a.
relevant period of time tC 1S 1nves 1gatlon (U) .

%//2 ] 30

Hofmann-I0B-3698
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ALL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED

DATE O7-06- 2010 BY 65l79/DIﬂ'I/PLJ/3db
IOB SUMMARY SHEET - .

T

)Tama of Dapartmant or hgemncy: FBI oY Quarter'ly Repozt:

. s . .

DATE OF REPORT TO IOB: v

DATE OF IRCIDKNT: D 0 IOB: .

DATE.OF REPORT'TO DREARTHENT/AGENCY! giemie7 .

. . .
. - .

"

DATRE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF: .

.

. STATUTE (United States Code Citation)
. PISA (50 U.3.C. 1801) . - . .

" .+ X orher (w.s.c. citatdon] |7,

EXECUTIVE ORDER 12333: .

__ Sectioh 1.3 collection % -dissamination of USP 1n.£o
L ' _s.éi:t:ion 2.4 preamble: leant intrusive collection .
__.Section 1.4 (a) "cCIa alectronic éurvail].ange‘ w/in US .
- _Secr.lon 2+.4{b) uncorsented phyai‘;:al search w/in US '
' ___Section 2.4(c}’ phyaical nurvoillanca ot Use w/in Us
. L ’ _. .Section 2.4(d) -phyaical -saneulanca of USP abroad
T ___“Secti.on 1.5 . AG approva.l w/in Us or ‘againxst USP n.bi-oad
: ) _;_sﬂﬁtién 2.6°  assistanca to law anforement s o
, o Séction 3.7 . contiacting ’ - T . '
. -~ . __Soction 2.9 . \mdiaclhaad.-. participstion S
—_Section 2.18  miman experimestatioa - .
t . ‘. ___Settion 2.1 prohibition on axsassination ° R ‘ ) .
. A \ __.Section i'l2 indirect pa‘rbi;:fpal:ion B ‘ . A

Il

. _AS APPROVED EQ0 12333 GUIDBLINES {Guideline name and aochiom. )

>

. N N ¢

OTHER EXECUTIVE ORDER (srnéz’n} . ol
' Creatidn of unaiithorized, SAP (xo 12958, as mended) L
othar {xo cit‘ation, . )

. . PRESTDENTIAL DIRECTIVE (srzc:rn SR .
. _ _COVERT ACTION FINDING/MEMORANDYM OF sOTIPICATION . e
Othex (P.raaideal:l.al Dirsctive citation: A

~

4

DEPARTHENT/AGENCY XCTION:

.

- . - b2

. direction. -~ -
*DATE OF PINAL DISPOSITION: ’

* Hofmann-1I0B-3699
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"INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER P -
[ | FIELD OFFICE - YR

IOB MATTER 2007-1872(U)

DECLASSIFIED BY 65179/DMH/PLJ/=db

|:U:| . : L ON 07-06-2010

The Federal Bureau of Investi i u ") has

determined that in conductlng a investigation ‘
of a United States person, the FBI] — JField Office bg
I ) issued an NSL to af fwhich had the [ ] b7E
L |which resulted in the. productlon of information’

that was not relevant to the investigatiomn:.

(U)o " In this regard, an investigation of t?g_;axgg;*]a
~.United States person, was initiated on -or about in

order. t ] |

1

il al & __I

HOWGVéi, """ T contained a =N
such that had : ik
.. This appears to be an inadvertent .

. . typographlcal error, as the internal docuinent aurhorlzl g the
1ssuance of the NSL contalned the | = g

b2 .
b7E

. The mlstake was discovered upon an FBT Headquarters
directed audit. Thel _|material was then sequestered
.and is being purged from the database. The materials will either
‘be returned Joxr destroyed. Inasmuch as-the
information returned | Jwas necessarily not relevant

' to an authorized lnyeczifajion, there was a violation, albeit,

\

b2
b’E

unintentional, of the ‘Thexefore, this matter 'is being
reported to the I0B '

K " Hofmann-IOB-3700




. " AN . . . . (NS ey
. N

. . Lt . "10B SUMMARY SHEET

— - v

‘Name of Department or Agency: IBI CY Quarterly Report:

v

DATE O?' INCIDENT: Octpber 12,2004 .DA’:EE' or RE?ORI’ T0 I0B:

" DATE.OF REPORT TO DEPARTMENT/AGENCY: * “4u:i14 2007

.
.

- -

-

$0S9IBLE VIOLATION OF:

.

.

". ALL INFGRMATION CONTAINED

- LY

. T 7 __8détion 1.4

HEREIN IS UNCLASSIFIED
STLTUTE {Unived Statas Code Citation) DATE 07-06-2010 BY 651?9!DMH/PLJ/Sdb
—FISA (50 .d.¢, 1801) . .

X. brhar (v..s.c. eitn:ion{ b .

.

FXECUTIVE ORDER 12333: o
"~ Sactich.1.3] collection & ‘dissemination of USP info

preamble: least intrusive collection . o
i __$$acthnxi.4(a) CYR eleétroﬁic éurvail}an;;'v/Ln us
. __.Section 2.4(b)
__;gcqcion 2:4{c)’
,éecblOb 2.4({d)

Secﬁion 2.5

unéansented physi&al dearch w/in Us.
phyaical surveillance of USP w/in US
‘pyyaiczl:nuxvaillanée of USP abzoad

. AG nﬁpﬁoyai w/in US or agalost #SP abroad

’ .

N . .. ) Secczon 2.6 asgiatanga to law enforcement

N . Soction‘2.7 contracting

.

Spction 2.3

—

> Sectiom 3.10

undiaclosed participation

human experimedtation .

Sattion 2.11 prohibition on awsagsipation

_Saection 2,12 indirect participation.

__._AG APPROVED.E0 12333 cri:pzx.:c}ms {Guidaline name and sections  °
. -\ OTHER EXBCUTIVE oxumz (spxcuz)
' Creation of una.ut:ho:ized SAF (1:0 12958, aa amendad)

. Ol:hnr (xo ci.tatinn' )

PRESIDENTIAL DINECTIVE (SPECIFY) N ’ . .
— COVERT ACTION FINDING/MEMORANDUM OF xo-r:r:canox

Othex {Proaidanclal Diroctivo citatdon: __ - ¥ - B
DEPARTHENT/AGEN : . .
: k 7 CT ACTION Inform*\tlon purgcd and desfroycd or returned tof — ]
request. . .

. “DATE. OF PINAL. DYSPOSITION: '

- Hofmann-108-3701 : .

DATR REPORT SUBNITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Libertiea Office): -
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(Ui

%

“-States Person.

A

2007, the| !DlVlSlon

DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-06-2010 :
b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
DIVISION
TOB MATTER 2007-2221NSL (U)

(U) By electronic communication ("EC") dated August 23,
reported a potential IOB
error in conjunction with its |of a United

E In a National Security lLetter ' (NSL) dated April 6,
2000, requested for a U.S. Person

who was the target of an authorized]| |

investigation. In addition +ql

SN On July 12, 2007| lproperly prepared for

issuance by thel IOM a National Security Letter -
(NSL) to a in furtherance of an"
authorized investigation. The NSL requested

[ ] for associated with

the target, but returned ‘in| | for those

| forwarded the- results to] |via an EC with

attachments. | }.- immediately upon reviewing the EC and
return, recognized thel | extracted it and
sequestered it with the Chief Division Counsel (CDCJ..

(U) Pursuant to the July 31, 2007 instructiens from the IOB,
the FBI is reporting this matter because the uploading of the

.over-produced information constitutes a compounding of the third

party |error, even if the data was subsequently

-extracted and sequesteréd. -

(). [____]has been instructed to | —] and

‘ask whether the unintentionally acquired information should be

remain sequestered w1th the CDC until either a .new NSL is served

returned or destroyed, with appropriate documentatlon to the
file. If] deems the | |information to be
relevant, . has the option to issue a curative NSL
requesting the information, provided the
1nvest1gatlon owever, the information should

or the[ | is deéstroyed -or returned

2
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- i

b2
b7E

b2
b7E

b2
b7E




~

Al IHFORHATION CONTAINED

“I'IEREIN IS UNCLASSIFIED

DATE 07-06-2010 BY 65179/DMH/PLJ/sdb

- I0B SUMMARY SHEET
Nameé of Department or Agency: FBI CY Quarterly Report:
DATE OF INCIDENT: 04/06/06 . DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 08/23/07

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): )

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50.0.8.C. 1801
X _ Other (U.S.C. citation:

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillatice of USP abroad
Section 2.5 AG approval w/in'US or against USP abroad *
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2,10 human experimentation -

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Guidelines

RERRRRRRERRNY

OTHER EXECUTIVE ORDER (SPECIEY)
Creation of unauthorized SAP'(EO 12958; as amended)
Other (BO cxtanon ).

PRESIDENTIAL DIRECTIVE (SPECIFY) ‘ '
i COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: ) -

DEPARTMENT/AGENCY ACTION: Return or destroy

*DATE OF FINAL DISPOSITION:

Hofmann-10B-3703
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(1)

- 2007, the Division

b2

INTELLIGENCE QVERSIGHT BOARD" (IOB) MATTER b7E

DIVISION

IOB MATTER 2007-2218NSL (U)

g(U) B electronlc~commun1catlon ("EC") dated AUQUS£ 31,

error in conjunction with 1ts
States Person.

reported a potential IOB
lof a United

On March 7, 2007] | issued a National Security

Letter (NSL) to aI

seeking production of

all records_and] Tof 3 pon- U.S. Person, the target of an’

authorized

investidcgation In addition to

respon31ve'a‘buments, thq

produced two

copies of items unrelated to the target or any of the target's

items were initially uplodded to

| | These
~a central database, but have since been.sequestered with the
. Chief Division Counsel (CDC).

(U) Pursuant to the July 31, 2007 instructions from the IOB,

-the FBI is reporting this mattér because the uploading of the
over-produced information constitutes a compoundlng of the

extracted and sequestered.

|, even if the data was subsequently

(U) [___has been instructed to contact the[ . ]and

ask whether the unintentionally acquired information should be .

returned or destroyed, with appropriate chumentatién to the
file. 1If deems the information to.be

relevant, has thé option to issue a curative NSL

requesting the|

information, provided the

investigation remains open.

I

However, the information should .

' remain _sequestered with thé CDC until either a new NSL is served
of theLﬁ : is destroyed or returned.

Hofmann-I10B-3704
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