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5 Imiplementation of the Foreion Intellivence Surveillance Conrt
Anthorized Business Becords FISA — MNSA Beview
25 June 2049

. {1 Executive Summary

S -The Business Records FISA Compliance Review Team of the National
%%mztv Agency (NSA), in response to instructions from the Director of NSA (DIRNSA)
and as set out in DIRNSA' Declaration of 13 February 2009 {0 the Foreign Intelligence
Surveillance Court (FISC), conducted s comprehensive systems engineering and process
review of the instrumentation and implementation of the Business Records (BR) FISA
authorization. This review was focused along the two major components where
compliance 1ssues had been reported - system-level {echnical engineering and execution
within the analytic worldoree.

; , The review entailed 8 major system or process components of the BR FISA
memdrz a workflow, 248 sub-components, and 93 requirements and resulted in 9 new
areas of concern based on past practices as described herein. NSA has taken steps,
described herein, to remedy the problems identified, and o ensure to the extent possible
they will not recur. NSA has also developed plans for both the current and future
architecture to provide more vigoreus and efficient protection, control and monitoring of
the BR FISA metadata. Implementation of the envisioned changes in architectural design
and oversight procedures briefly described in this report will help mifigate vulnerabilities
and correct the problems identified through the course of the end-to-end review.

LCARELTOUSA EVEYY The end-to-end review revealed that there was no single cause
of the problems that eccurred and, in fact, there were a number of successtul oversight,
management and technology processes in place that operated as designed. The problems
NEA experienced stemmed from a basic lack of shared understanding among the Key
mussion, technology, legal and oversight stakeholders of the full scope of the program fo
include s implementation and end-to-end design. The complexity of the overall
configuration, due in part to the intricacy of the system and the differing rules associated
with NSA’s various authorizations, was also a contributing factor as was the fact that
NS A oversight was primarily focused on analyst access to and use of the metadata.

—ESHSEANES This report, which assumes a basic knowledge of NSA s structure and some
farniligrity with the FISC documents and DIRNS A declarations agsociated with the BR
FISA program, addresses previously identified and newly uncovered areas of concern, as
well as the corrective actions already taken, and those on-going or planned, to address
these issues, 1 details the scope of the end-to-end review, the methodology employed
and the results. i also describes the minimization and oversight procedures NSA
proposes to employ should the FISC decide o approve NSAs resumption of previously
authorized access to the BR FISA metadata, to include aumtomated alerting and querying
of the metadata, as well a8 the authority to establish whether a telephony selector meets
the Reasonable Articulable Suspicion (“RAS") standard for analysis (ie., regular
authorized access). Additionally, the report outlines the checks, balances and safeguards
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engineered into the system; points to the need to clarify existing language in some cases;
and deseribes enhanced training for the workforee that is designed to prevent future
instances of non-compliance. Finally, the report includes a sunmmary of a proposed
technical architecture which will further protect BR FISA metadata.

| —EREAEEANEY In conducting the end-to-end teview, NSA established a diverse team of
technical, legal and roission experts 1o examine jointly the key functional areas of system
engineering, mission operations and oversight. The NSA team created an architectural
diagram of the end-to-end data and workflow and examined each major system
component and sub-component to ensure a coraplete understanding of how the data was
handled. In addition, NSA compiled all BR FiSA-related requirements and evaluated
cach system and process component against those requirements to identify areas of
concern or vulnerability.

TEHAOES In moving forward, NSA will not only address the specific technical and
process 1ssues identified in this report, but will also implement changes 1n 1is program
management construct (o increase transparency and awareness among accountable parties
and establish an enduring view of the full scope of the program.

ST NSA may produce additional supplements to this report o the extent
necessary to respond to additional items that may be of Interest to the court,

y Rosuits of Detalled Anglvsis on Identified Areas of Concern

&4 Previously Reported Compliance Issues

3 Telephony Activity Detection {Alerting) Process

{83 Brpserintion

" As previously described to the Court,’ ' NSA implemented an activity
daimtmn (alerting) process” in a manner that was not authorized by the Court’s Order,
and then inaccurately described that process in its initial and each subsequent report o
the Court, NSA stated that only RAS-approved selectors were included on the Activity
Dietection List when, in fact, the st included those RAS-approved and non-RAS-
approved selectors’ which were also tasked for content eollection by counterterrorism
analysts trackin g,_ andd associated terrorist organizations or, subsequent {0

3 See DIRNSA Declaration dated 13 February 2009, at Sections HEA, and HHLE,

3-NSA now refers fo the Alert Process and the Alert List as the Activity Detection Process and
the ‘%{ fi‘» ity Detection List to more accurately deseribe thewr functions.

SRS In mid-January 2009, there were 1,935 RAS- apprmed and 15,900 non-RAS-approved
\dum» o the Activity Detection List. At that time, the Station Table (the reference database of all RAS
evaluations) had approximately 27,0600 selectors identified as RAS-approved and 63,000 selectors
weniified as none-RAS-approved,
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the modifications of the BR FISA Court Order on 8 August 2006 and again on 14 June

2007,

The Activity Detection List that was used prior to 24 January 2009 to alert
az’{a}y\tx to a selector of potential interest was a hist independent of the Station Table, the
historic reference database of all RAS evaluations. The Activity Detection List was
compared against the incoming BR FISA data to assist analysts in prioritizing their work.
Some of the selectors on the Activity Detection List had been RAS evaluated, and their
status would have been reflected on the Station Table. Gthers had never been evaluated
for RAS and would not have appeared in the Station Table, In this latter case, they were
treated as non-RAS-approved on the alert list which meant that contact chaining did not
take place in the complete body of archived data untif and unless the particular selector
had satisfied the RAS standard.

HANET NSA s description of this process to the Court reflected a sinular process
alr mdy in place for ] e [ . b NeA s
implementation of the two processes was actually different. Further, as described to the
Court, the NSA personnel who designed the BR FISA Activity Detection List process
believed that the requirement to saiisfy the RAS standard was only triggered when access
was seught to NSATs stored (1Le., “archived” in NSA pariance} repository of BR FISA
metadata. The inacourate characterization was wentified in the course of & meeting
between NSA and representatives from the National Security Diviston (NSDy of the
Department of Justice (Bol) on 9 January 2009, During discussions, Dol identified what
was ultimately determined to be an incident of non-compliance with the Order. After
additional inquiry, NSD/Dol officially reported the incident to the FISC on 15 January
2009,

TS/ NF-Between 20 and 24 January 2009, the RAS-approved portion of the Station
Table was mistakenly implemented as the Activity Detection List in an attemnpt o address
the original problems identified with the alerting process. At that time there were
approximately 27,000 selectors on this list, approximately 600 of which were designated
as RAS-approved without having undergone NSA Office of General Counsel (0GC)
review as described in Section [LA4,

{1y Beomedlal Stepy

2HO-NSA completely shut down the Activity Detection Process against the BR
I l%;% ma,m{'iam on 24 Fanuary 2009 as a corrective measure,

The |GG cchanism

s of § August 2006, queries of the BR meladata for %dup};em, identifiers reasonably

befieved 1o be associated _m,ra, permitied by the Court, As of 14 June

2007, the authorization expanded again to melude gueries of the BR metadaia {or welephove identifiers
re awmai\ believed to be associated with || KNG 2«00 terovist organizations to

T AR DN R AN T TRTINATERE 4
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As previcusly reported to the Cowrt,” from May 2006 to 18 February 2009,
’\J‘%A zzmih gence analysts who were working countertervorism targets had aceess (o a tool
known as ” which was used to assist them in determining whetherornot a
telephone identifier of interest was present in NSA's metadata repositories and, if s,
what the level of calling activity was for that selector, Between these dates,
n turn, aceessed the data present in the BR FISA metadata repository o assistin
responding to these %cstie}ns— is not a fool used for contact chaining or
. Rather, for each query of a specific telephony selector, the
too! returns the number of unigue contacts, the number of calls made, the dates of the first
and last call events recorded in NSA s data repositories and the amount of time tf took to
process the query. It does not retumn the actual telephone identifiers in contact with the
selector that serves as the basis for the analyst’s query. Thoug ||| can be vse
as a stand-alone tool, 1t 18 more commonly invoked by other tools such as

: On 19 February 2009, NSA confirmed that ||| pertormed queries
:wamai the BR FISA metadata repository using non-RAS-approved selectors. It was also
confirmed that analysts who were not BR FiSA-authorized inadvertently accessed BR
FISA metadata without realizing it as a resulf of accessing | The results
returned from this tool did not tdentify to the user whether their results came from BR
FISA or from metadata collected pursuant fo NSA’s authority to collect signals
intelligence information under Executive Order (EO) 12333, but rather « ombmeci them
wio a consolidated summary.

(U Bemedial Steps:

* On 20 February 2000, NSA removed the specific system-lovel certificate
{cr \f”}m%{}gg authentication for software akin to a tcket used to confirm the bearer is
entitied to enter) that had allowed the BR FISA-enabled ||| | GGG

to access the BR FISA metadata chain
repostiory.” Out of an abundance of caution, NSA also made software changes on 6
March 2009 which removed analysts” ability to mapually invoke
I it BR FISA metadata, While [ coutd still avtomatically be

-(-H-‘-‘-Pﬁt*@-} See DIRNSA Supplemental Dieclaration dated 25 Fobruary 2009 at Section JLA. & B,

SHGHEAES The removal of the system-level cortificate cut off all accese 1o the BR FISA metadata cham
repository by any automated process or sabroutine,

TR AL R L CAA TR T R NN RO B z
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mvoked via the Automated Chaining Analysis Tool {ACAT), as stated, the revocation of
the system level certificate }}%’C\fﬁ‘;ﬂ'iéiii from accessing the BR FISA metadata
chain reposttory.

 impropeyr Anslyst Queries

{1} Descrintion

SR Among the compliance 1ssues previousty reported fo the C ‘ourt® was NSA’s
éi%muv that between | November 2008 and 23 Janvary 2009, three analysts
madvertently performed chaining within Ehe_ BR FISA metadata repository
using 14 different telephone identifiers that did not meet RAS approval prior to the query.
The analysts did not realize they were querying the BR FISA metadata and none of the
identifiers was associated with a U.S. telephone number or person. Based on an audit of
other queries the analysts were conducting st the same Hme, it appears each analyst
thought he or she was conducting quertes of other repositories of telephony metadata that
are niot subject to the requirernents of the Busmess Records Order.

{1 Bemedial Stens

TEIASHANE) NSA implemented the Emphatic Access Restriction (EAR) fo ensure that
contact chaining||||||GGGE_ o o SR 5S4 repository is restricted
to only those seeds that have been RAS-approved || N soovort personnel have
conducted tests to ensure the EAR is functioning properly by monitoring manual query
input and output, evaluating individual and connected functions, as well as examining log
files to ensure the results of manual queries, now with the EAR in place, produce the
desired results. Earlier NSA had also introduced a safegoard requiring the analysts to
acknowledge that they were about to access the BR FISA metadat: ||| GEGzgG:c
further reduce the potential for additional instances of non-compliance. More formal and
rigorous fratming also emphasizes the need for caution when invoking their BR FISA
authority, NSA iz in the process of finalizing the testing of a software modification which
witl restrict the analysts to chaining no more than three hops from a RAS-approved

selector within ||| G sE 754 metadata repository.

. H-internal audits of the activities of NSA personnel authorized to query the
duta under the 5 March 2009 order since 17 March 2009, when the Court approved the
first batch of BR FISA metadata selectors as meeling %;?zc-: RAS standard, have shown no
further compliance issues.

450 ULS, Identifiers Designated as RAS-Approved without OGC

Review

The seationship between t too N I A O

can i}» mmid w1 ihe Appendix, Glossary of Terms,

See DIRNSA Supplemental Declaration dated 23 February 2809 at Section LB,
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{10y Description

SHATT Retween 24 May 2006 and 2 February 2009, NSA designated
dppmwmtaiy 3,000 U8, selectory as RAS-approved on the Station Table without
undergoing the required OGC approval. This set of numbers was derived from two time
pertods: 1 January 2005 to 23 May 2006 and 24 May 2006 to mid-December 2008

&.g}prs_mizn&teiy 600 ULS, selectors that had been tipped to FBI and Cl1A

between | January 2005 and 23 May 2006 as having ties to knows, or probable, terrorist
entities were added {o the Station Table after the BR FISA Order was issued in an effort
o “jumpstart” the BR FISA operations. These 600 US. selectors did not undergo OGC
TEVIEW.

SRS Between 24 May 2006 and 6 May 2009, NSA issued 277" BR FiSA-based
reports, all of which were based on contact c“hainépg ;s of RAS-approved S@i&i(:i’(}f‘; Inciuded
in these reports were ips o customers (FBL CIA, NCTC, and/or QDNI of ULS

telephone numbers which had been in contact with a RAS-approved selector aswcéati:d
with lor were within
three hops of a RAS-approved selector. For those reports 1ssued between 24 May 2006
and mid-December 2008, NSA took the additional step of designating as RAS-approved
in the Station Table the subset of these domestic selectors that were tipped as having ties
to known, or probable, terrorist enrities. However, these selectors did not undergo the
required OGC review. For this entire period (24 May 2006 0 15 December 2008), the
total number of U5, selectors added to the station table as RAS-approved, but without
the OGC review, was approximately 2,400. o

: At the time the RAS-approved portion of the Station Table was mistakenly
il gmmtm{ as the Activity Detection List in mid-January 2009, as described in Section

SESEREY The number of reports included in the DIRNSA Declaration of 13 February 2009 wag 275,
iim WS haxed upon information gathered on 6 February. Fusther review has taken info account the fact
that an additional report was issued afier 5 February, but before 13 February. Some of these reports had
been cancelled for various reasons and some of the cancelied reports were reissued with corrections.
Therefore, the correct number of unigue reports as of the 13 Febroary 2009 declaration should have been
274, Since then, addittonal reporis have been issued for a current 10tal of 277 {as of 6 May 20069). The
Dreclaration also stated that thare were 2,549 selectors tipped in these reports. The actual number of
seicctors tipped in the 274 reports 15 2 883,

SR Approximately V00 of these selectors from the post-23 May 2006 era were reporied to
customers as havi ing only an indirect connection 1o known or probable terroris! selectors. It was not NSA
polioy wo inclede this category of numbers in the Station Table as “"RAS-spproved.”™ However, an error was
made during 2 bulk upload to the Station Table of tpped numbers on 9 December 2008 and these numbers
were inadvertently included. They were ;;‘L sent ont the Station Table as RAS-approved until the entire set

of 2,400 VLS. selectors were chaneed 1o “not R;\S«dppm\*uﬁ on 15 December 2008 (six davs later). An
audit of the Alert system, the system and the Transaction Database showed that no chaining in

the BR FISA metadats was performed on these numbers during this period.
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LA, approximately 600 " ofthe 118, selectors from the Table had not undergone the
reguired OGU review, Forty-six of these approximately 600 selectors generated alerts as
a result of the actions described in Section LA bowever, none of the resulting analysis
based on these alorts yielded information that was subsequently tipped to customers,

: H ;}wzg)mim;:, these V.S, identitiers as RAS-approved without the required
{}(J{ review grew out of a related practice that NSA applied briefly to its development of
the Telephony Activity Detection List in 2008, Specifically, in its first periodic report 10
the Court ag directed in the initial May 2006 Order, NSA stated that U.S. identifiers that
had been reported to FBI and CIA prior to 24 May 2006 because of their direct contact
with international tervorism selectors had also been added {o the alert list, even though
they had not been quahified as seed identificrs and had not been reviewed by GGC. While
the initial report explained to the Court the NS A rationale for the beliet that these
identifiers did not need to go through the full approval process o be mncluded on the alert
list, the November 2006 90-day report also stated that the practice had ceased as of 18
August 2006, Although the use of this process to add identifiers to the Alert List did
cease on that date, NSA failed to discontinue the process of adding seleciors to the
Station Table.

(L1} Remedial Steps

CET AR In early February 2009, all selectors that the OGO had not reviewed were
changed 10 non-RAS-approved on the Station Table.

B. (U} Newly Identificd Areas of Concern

1. 5 I - 4 v dited Prior 1o January

26409

{81 Deseription

January 2009 discussions between Oversight and Compliance {0&C) and
the BR E IS A-authorized analysts revealed that the

NSA’s repository for individual BR FISA metadata one-hop chains, had not been uu&zmﬁ
prompting further investigation as part of the end-to-end review, Prior to that time, NSA
&0 was not aware of its existence in the technical architecture and therefore did not
sudit the database.

{11} Hemedial Steps

9 Between May 2006 and January ’?i}€)<)_|

B occing capability recorded all queries via the analyst graphical user inferface

: S These were the approximately 600 from the pre-FIS A era; the others had been changed o
“not %{A% approved” i mid-December 2008, The fatlure 1o remove these approximately 000 numbers was
an oversight. The 600 sclectors were changed 10 “non-RAS-approved” on the Station Table i early
February 2009,
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10 the data within thﬁ:i o inchude the user’s login, Internet Protocol {1P) address,
date and time, and retrieval request - all fields required by the Order. Analysts use the

to verify the specific call event details between two individualg
details such as which selector initisfed each call, when the call was initiated and how long
the call lasted. However, sometimes to verily the call details of a communication event
the analyst uses the selector that wags the first or second hop result as the retrieval request.
Because of this, the selector that was the RAS-approved seed is not always evident i the
- In January 2009, NS A took steps to augment the
information recorded in the system log fo include the
RAS-approved seed that the user was asserting to be within two hops of the selector
being queried. O&C began auditing queries to the database in February 2009, Since this
enhanced auditing capability was added, O&C has audited the BR FISA-authorized
intelligence analvats” queries and found no evidence of improper queries. Although the
suffered a system crash in September 2008, NSA
wag ultimately able to recover sufficient data to permit O&C to conduct sample audits of
gueries since the Order’s inception. These sarple audits revealed no unauthorized
analysts conducted quenies against the BR FISA metadata and no authorized analysts
conducted improper queries of the metadata,

As the 1s gutside the
amh;‘i@cturcﬁ 1t is currently not protected by the EAR, NSA will migrate systerm
functionality inte the corporate architecture to provide greater accountability and to help
ensure comphance with the Court Order and any future requirements. Reconstituting this
database within the corporate architecture will ensure that it {s established and supported
on systems that use corporate authentication/authorization services, use system security
and configuration management practices, are Lartéﬁed and accredited with approval to
eperate on an active Svystem Security Plan (S8 3} and above all employ software
measures thal minimize comphiance risks,

iata Integrity Analysts” Use of BR FISA Metadata

{3} Dreserintion

As part of their Court-authorized function of ensuring BR metadata s
;m}mr?y formatted for analysis, data integrity analysts seek to 1dentify numbers in t
metadata that are

he BR

Unee the data
integrity analysts had identified such selectors in the BR FISA data, they

3 An SSP is a formal document describing the implemented protection measures for the secure
qpua{w'@ of & computer system.
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would not only take steps to prevent the selectors becoming part of the analysis in the BR
FISA context, but would also note them a_ selectors in other NSA systems
m order (o sumilarly prevent them from being included i1y analysis conducted outside the
BR FISA context, NSA determined that the data integrity analysts’ practice of populating

numbers in NSA datebases outside the BR FISA databases had not been
deseribed to the Courl

- R For example, NSA maintains a da Ea%&as&:_,ﬁ which s
w;dciy used by analysts and designed to hold wentifiers, to include the types 0%i|
B obers referenced above, that, based on an analytic judgment, should not be
tasked to the SIGINT system. In an effort to help minimize the risk of makiag incorrect

associations between telephony {dentifiers and targets, the data iz}tegﬂ' ty analvsiy
e N———

rovided the BR metadata
B 55 metadata business numbers were stored in s file Lh&t was acoessible by the
BR FISA-~enablec a tfederated query tool that allowed approximately 200
analysts to obtain as much information as possible about a particular selector of inferest.
Both || T ¢ ¢ BR FiSA-enabled allowed analysts outside of
those authorized by the Court to access the ||| 2vmber lists. The end-to-end
review has not identified any other systems that have been fed using
numbers uncovered by the data infegrity analysts from the BR FISA metadata.

ik similarly, tn fanuary 2004 developed a ‘defest Hst” process to
rdumf v and removy selectors deemed to be of little analytic value and that
In butlding defeat sts, NSA
identified B scicctors in data acquired pursuant to the BR FISA Order as weil
as in data scquired pursuant to BO 12333, When candidutj R s ectos
contained i the BR FISA meladata were found to have a
htained approval from the data integrity analysis to allow
those sclectors, which come from BR FISA metadata, to be added to the defeat Hist, This
resulted in all references to those selectors being removed from all of
chamn databases, to include the database containing and processing data acquired pursuant
to EO 12333, Since August 2008, had also been sending all selectors on the
defeat list to the

A notice was filed with the FISC on these issues on 8

{1 Bemedial Steps

O | May 2009, NSA determined that the dats integrily analysts’ practice of
153 hum’mzs ¢ BR FiSA-enabled

0 access this database was an area of concermn. NSA immediately began
guarantining the BR-dertved wdentifiers izﬁ completing the action by
2 May 2009, Access to the file containing the small number of 'E%Ei.wderivedﬁ
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s by the BR FiSA-enabled was shut off on 12 May 2009, when files

e
created by the data integrity analysts were moved to a protected work file system.

FaSTEASTYINS A determined that only cight selectors from the BR FISA metadata have
ever been added to th list. Starting in November 2008

began to maintain separate deteat ists for BR FISA
on 11 May 2009 removed the eight BR FISA selectors from it
defeat liat, The BR FISA defeat list will no longer be shared
until this issue is resolved,

| and

with

—CFSAEHAES As the positive impacts that result in making these numbers available to
analysts outside of those authorized by the Court seem fo be in keeping with the spirit of
reducing unnecessary telephony collection and mimimizing the risk of making incorrect
associations between telephony identifiors and targets, NSA will work with Dod o seek
Court approval i continue such practices.”

#r Use of Correlated Selectors to Query the BR FISA Metadata

(8 Deseription

HEHANTS The end-to-end review revealed the fact that NSA's practice of using
Cor giawj selectors to query the BR FISA metadats had not been fully described {o the
Court. A communications address, or selector, is considered correlated with other
cormmnunications addresses when each additional address is shown to identify the same
communicant(s) as the oryginal address

} NS A analysts authorized to query the BR FISA metadata routinely used
to query the BR FIBA
metadata without a separate RAS determination on each correlated selector. In other
words, if there was a successful RAS determination made on any one of the selectors in
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the correlation, all were considered RAB-approved for purposes of the query becauge
they were all associated with the same account

Fsrst-Although NSA obtained N covelations from a variety of

sourees 1o ma,iuaia Intelligence Community reporting, the tool that the analysis authorized
to guery the BR FISA metadata primarily used to obtain the correlations s called

A deseription of how ||| G ¢ wscd to corelat= || R
B - iociuded inthe government's 18 August 2008 filing to the FISA

Court. While NSA previously deseribed to the FISC the practice of using correlated
selectors as seeds, the FISC never addressed whethe correlated selectors
miet the RAS standard when any one of the correlated sclectors met the RAS standard. A
notice was filed with the FISC on this issue on 15 June 2009.

(8] Bemedial Stens

I - - (:(sbse that

Emic $ msza‘i«zimn% between selectors of interest, to include results from
was the primary means by which correlated selectors were used to query the BR FISA
metadata. On 6 February 2009, prior to the implementation of the %E&R?icwss&
to BR FISA metadata was disabled, pmvc—:z'ziing- from providing automated
correlation results to BR FISA-authorized analysts. In addition, the implementation of the
EAR on 20 February ended the practice of trgd_wrreiaﬁms a5 RAS-
approved o manual queries conducted within ||| since the EAR requires each
selector to be individually RAS-approved prior to it being used to query the BR FISA
data. MSA ceased the practice of treating correlations as RAS-approved
within the in conjunction with the March 2009 Court

Order.

4. (TSHSIHUNE) Handling BR FISA Metadata

{80 Dheserintion

The results of the Homeland Security Analysis Center (HSAC) analysts” BR
P,%Wk metadata contact chaining gueries have been routinely made availabie to the
broader population of NSA analysts working [ | GGG
ﬁf‘hig sharing helps ensure that analysts with specific foreign farget expertise can
apply the full scope of their knowledge to the BR FISA-generated information to identify
all possible terrorist connections quickly and characterize them within the context of the
target’s known activities. With only 20 HSAC analysts approved w query the bulk BR
FISA metadate and more than one thousand analysts working various aspects of the
counterterrorism mission enterprise-wide, fewer than two percent of counterterrorism

R 12
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analysts currently have the authority to access the BR FISA metadata, Thus, the
collective experience of the BR FIS A-authorized analysts represents 2 small fraction of
N5A's overall expertise on counterterrorism targets, CT target analysts beyond the small
number currently authorized to query the BR FISA metadata are responsible for
analyzing the data in the context of SIGINT information and writing reports; this practice
continued under the structure imposed by the March Court Orders. NSA believed such
mternal sharing of the resulis of its analysis (as distinet from the bulk metadata itself) was
consistent with the Court’s Osders, but had not included a description of it to the Court in
its periodic reports prior to May 2009

7 In addition, the Court Orders prior to 2 March 2009 state that “any
pmumm g by technical personnel of the BR metadata acquired pursuant to this Crder
shall be conducted through the NSA’s private network, which shall be accessible only via
select machines and only to cleared fechnical personnel, using secured encrypted
communications.” The end-to-end review revealed that the way in which NS A protects
the data is not precisely as stated in the Court Order; however we beliove NSA's
implementation fs consistent with the intent of preventing unauthorized users from
accessing the data. For example, there are not specifically designated or "select”
machines from which technical personnel access and process the data on NSA’s private,
secure network, The intemal NSA communications paths on its classified mtwmks are
not encrypted, bu‘{ are subject to strong physical and secusity aceess controls’” which
provide the necessary protections,

LRHEHAE The end-to-end review also revealed that data integrity analysts, in order o
conduct their authorized duties, pull samples of raw BR metadats into their private
directories on the NSA network, which they access via username and password,
analyze the metadata in order to develop new parsing rules or prepare samples for spot
checks. The private directories offered them a workspace to analyze the motadata using
tools and applications that they could not invoke 1n th
- While these private divectories could be interpreted to be an additional data
repository to the twy already
described 1o the Courd, the BRE FISA data is not accumulated as in a true database
reposttory. The data integrity analysts are asthorized to aceess the data, and any
importation to their own systems was deleted when no longer needed.

HBEY Additionally, the review uncovered that data integrity analysts, in
wnduuzm s their authorized duties, copied data into two shared directories created for

S The NSA complex is a Seasitive Compartmenied Information Fambiy (3CIF) that is an
cii‘('rs,iiiti,d mstallation, ncorporating sirong physical and security access control messures (barriers, locks,
alarm svstems, armed guards), © which only authorized personnel are granted access. Within NSA, only
approved gsers of NSANET can gain access o the network through login and password. Once on the
network, the user can only sccess the BR FISA metadata if additional access controls specifically allow
such access. Access 1o particular data sets i granted based on need-to-know and s verified via Public Key
Infrastrocture (PRI

B ERN S 18 1 S i S TE SRR B AL A S e o S i3
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restricied information with a controlied user set. These shared directories also offered
aceess to similar tools and applications as mentioned above, NSA learned that roughly
170 personnel who at one time had been cleared for sensitive metadata programs had
access to files on this server. Approximately 15% of these personnel were system
administrators or data integrity analysts; the remainder included intelligence analysts,
managers and engineers. While it was possible for the files to be accessed by any of these
personnel, it is unlikely that anvone other than data integrity analysts would have done so
since it would have been outside the scope of thelr duties.

{1 Hemedial Steps

7 notice was filed with the FISC on the matter of sharing results of queries
wsthm "»J%;’% as it relates to the BR FISA Order on 12 June 2009, While NSA belioves the
ability of BR FISA-authorized analysts to share unminimized query resulis with the
hroader population of NSA analysts working
18 critical to the success of its umz&terﬁu mrz%m Liiort% effi,{,tzva, 18 Ezm{: 2(}{)9 MN5A bag,cm
the process of hmiting geeess ioipioed BER IS A o oy reciic I
authorized analysts,
he Court explicitly authorized the continuation of internal sharing g of the resuits of
authorized gueries with NSA analysts other than the Hmited number authorized to access
the bulk metadata, provided all analysts receiving such results receive appropriate and
adequate training, The government anticipates seeking ||| | KGN
the BR FISA context.

TSRS Regarding the bandling of metadata by technical personnel, NSA
implemented additional access controls using UNIX group access control which assured
that onlv the data integrity analysts were in the “group” which could access this data, and
is providing appropriate protected storage areas for the data integrity analysts” work files.
With repard to the manner in which NSA secures the BR FISA metadata, NSA will work
with Dol to more accurately reflect in any future apphication to the Court the current
method of providing protection. Instead of accessing the data via select machines using
secured encrypted communications, NSA provides protection through the use of the
secure network; use of NSA s identity and authorization access control service; and other
NSA corporate standard data profection serviees.

5. (WS}-‘séem Dieveloper Access fo BR FISA Metadata while Testing
New Toels

1)y Drescription

CREHSTNE Tnits review of all tosls and interfaces that allowed access to BR FiSA

metadate, NEA determined that developers assigned to work ]

a next generation metadata analysis graphical user interface (GUL) which is
the replacement for had gueried BR FISA metadata
chaining summaries 20 times during the course of their testing between 26 September
2008 and 11 February 2009, This access cceurred due to the dusl responsibilities of the
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individuals involved. The developers o also have maintenancs
responsibilities for the operational system, where their access to BR FISA

s warranied on a continual basis, While the actions were in keeping with the Court
Orders that were w place at the time of the gueries, access to the BR metadata was
anintentional and unknown to the developers at the time,

{1y Bemedial Slens

> A When this ssue surfaced, NSA implemented a software change on 1Y
March 2009 to prevent the GUT from accessing BR FiSA
metadata regardless of the user’s access level or the RAS status of the selector. NSA also
tmplemented an oversight process whereby all BR FISA-authorized fechnical personnel
who have both maintenance and development responsibilities have their acessses to BR
FiSA metadata revoked when 1nvolved in new systems development. This process will
ensure no inadvertent access to the data until such ime as these technical personnel
receive GG authorization to access BR FISA metadats o test technological measures
designed to enable comphiance with the Court Order. The NSA O&C i3 notilied each
time anyone's permission {0 access the BR FISA metadata is changed and tracks these
changes for compliance purposes,

1 SHSRHNEG Provider Asserts That Foreign-to- Foreign Metadata Was
?rzméad Pursuant fo Business Records Court Order

{11y Breserintion

: INSA’s mission element which obtaing
the BR E i%& metadata from the providers, reporied during the end-to-end review iha.‘

B o - quostion concerning whether certain foreign-to-foreign
metadata it provides to NSA 1s subject to the terms of the BR FISA Order B
This foreign-to-foreign

metadata started coming into NSA in Januvary 2007,

{1y Bemedial Stens

roviding NSA with foreign-to-foreign metadata

The Court 1s now
aware of this fssue, and the Court’s 29 May Order specifically excludes from its scope the
aforementioned foreign-to-foreign metadata. The provider ceased providing this metadata
on the same day as the Order was signed. NSA is coordinating with the provider and the
NSIVDol to resolve this matter,

Y Inintentional Omission of QG Review of U5, Identifiers

FOR SECRETLCOMNTLORCON NOFORN 15
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(1% Brenerintion

‘ 5 1 owas recently discovered that during the June through October 2006
%zmcfz‘ama i the process of implementing the initial BR FISA Orders, a few domestio
nurnbers were designated as RAS approved and chained without OGC approval due to
compound analyst errors. These errors ocowrred when analysts inadvertently selected the
ncorrect option i a GUL The correct option would have designated the domestic
wlentifier as needing OGC approval. The incorrect option put the domestic selector into a
large list of foreign selectors which did not need OGC approval as part of the RAS
approval process. In those cases where the Homeland Mission Coordinator (HMC) failed
o notice the domestic number in the large list of foreign selectors and the RAS
justification was approved, the number was chained. NS A continues to investigate this
matter, but, based on available records, NSA's initial estimate Is this occurred fewer than
ten times. NSA will provide additional information as appropriate. A notice was filed
with the FISC on this 1ssue on 29 June 2009,

{10y Remedial Stens

- Each time an error was identified through quality control, sentor HMCs
prmza aé additional guidance and training, as appropriate. Continved training and
management oversight, 1n particular w hm new analysts arrived, helped ensure such
grrors were not repeated.

FExternal Access fo Unminimized BR FISA Metadata Query

Bosults

(L1 Breseription

RS In examining NSA’s practice of sharing BR FISA metadata query resulls
miwmi by with other NSA analysts working autherized

. INBA learned of CIA, FBL, and NUTC analyst access to
wnminimized BR FISA metadata-derived query results and target knowledge information
via an NSA counterterrorism database. This matter, just recently identified, was a
collaboration practice that was in place prior fo the inception of the BR FISA Court
Order. Over time, approximately 200 analysts at CLA, FBI, and NCTC had been granted
aceess o this target knowledge base, When the BR program was brought under the
jurisdiction of the FISA Couwrt, this practice was not modified to conform with the
Order’s requirements for the disgemination of BR FISA metadata-derived query resulis
putside of NSA. A notice was filed with the FISC on this matter on 16 June 2009,

{11} Remoedial Stens

e While NSA disabled the hyperlink button used by the external analysts to
access this target knowiodge dmha% in the Summer 2008 timeframe, NSA learned that
the external analysts could have still accessed the data if they retaimed the URL address.

TEVER AT ST BRI 4 1? oy .-'_-""\_S'F Lo e \_ e b
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Upon identifying this as an area of concern on 11 June 2009, NSA began terminating
external customer account access to the target knowledge database, completing the action
by 12 June 2009. NSA is continuing to investigate this matter; audits are now underway
to determine the extent to which the query results may have been accessed. Onee
completed, NSA will provide a full explanation of this practice,

ssemination of BR FISA Information

€8y Descerintion

T{TSHSHANIE When an NSA analyst determines that information identifying & U.S. person
15 ortical to include in a metadata report, be or she is required to obtain dissemination
authorization from the designated NSA approving office in accordance with the Court’s
Order. Specifically, the order reguires that prior to disseminating any 1.8, person
intormation outside of the NSA, the Chief of Information Sharing Services must
determine that the information is related fo counterterrorism information and 15 necessary
to understand the information or to assess it mmportance. In fact, the Chief of
information Sharing Services, when unavailable, has in the past delegated this authority,
typically to the Deputy Chief. Additionally, after hours or in an emergency situation, this
authority has also been delegated to NSA's Senjor Operations Officer (8O0} in Hs
National Security Operations Center (NSOC).

(TSHSHAEL The practice of sharing BR FISA metadata anal yiic results also applied to
srocess which was established to

facilitate sharing of sensitive metadata among NSA™s
ueries, called Reqguests for Information (RFIs), submitted fo
vere disseminated to all the partners for response. Only those RFIs that the
tetermined were answerable by NSA were forwarded to the HSAC, HSAC
queries in response to the RFIs were only performed against valid RAS-approved
setectors, The standard operating procedure was to minimize HSAC™s results
and then merge them with the results of with any sourcing information
santtized. OF the 12 RFIs sent to HSAC from the etween 2007 and 2008, HSAC
affirmatively responded o only four, The rovided the results of one'® of
these RFIs, in a sanitized format, back to the equestor. While the query
results were samitized (o remove information regarding the collection source, 1t was
recently discovered that two U.S, telephony identifiers derived from BR FISA metadata
analysis resulis were nadvertently shared, without being minimized by NSA, with the
I A s it s oot ractice
to disseminate uniminimized ULS. person information, obtaining dissemination
authorization from the designated NEA approving otfice was not part of their process.

in furm,

{1} Remedial Stens
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: NSA Is currently condducting a review of any BR FISA metadata-derived
rapa}m i% it contained US, person identifying information to determine consistency with
the Court’s Order. Once this is completed, the results will be provided.

1} NSA’s End-to-end BR FISA Review

AL (L} Seope

AAHAS-NE A established a team of experts fo conduet a thorough end-to-end
systems engineering and process review of the BR FISA metadata workflow. The team
reviewed 93 reguirements extracted from the March 2009 BR FISA Court Order,
Application and Declaration; dataflow diagrams; and system documentation (to include
systems engineering and security plans) to ensure a complete understanding of how the
requirements were being met priot to 2 March 2009, how well they are currently being
met, and what changes may be needed to ensure compliance. The team then used these
requirements as a basis to examine six key aspects {systems architecture, analyst
workflow, management control, compliance auditing, oversight, and training) of NSA's
handling of BR FI5A metadata, and to establish a comprehensive plan to ensure that all
requirgments are addressed and properly implemented,

+Another critical step in preparing to conduct the end-to-end review was o

Eantiiy and map how all the system components 1t together. Lack of such end-to-end
awareness contributed to the problems initially reported to the FISC. ¥ The
sysiems/processes reviewed were:

1.

2. , NSA™s corporate file transter/distribution system

3. . NSA’s corporate contact chaining system

4. , NEAS
repository for individual BR FISA metadata one-hop chains

5, the Telephony Activity Detection {(Alerting) Process

6. the Reasonable Articulable Suspicion (RAS) Approval Process
7. the BR FISA Analvtic Tools and Processes
8. the BR FISA Analvst Decision and Reporting Process.

H-See Declaration of the Director of the National Security Ageney {DIRNSA) dated 13
February 2009,
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fol m&s{s;a‘i;@uru and 2},

Both of these
databases are accessible to BE FiSA-authorzed intelhigence analysts. These analysts also
use the following processes: the detivity Detection (Alerting) Process, the RAS Approval
Process, the BR FISA Analytic Tools/Processes, and the BR FISA Analyst
Decision/Reporting Process to identify, query, analyze and ultimately disseminate
information derived from the metadata. These eight components, part of a large and
complex system, are further described in Section H1.C. and pictured in Pigures 1-10.
Figure | provides a top-level view of the overall architectural svetem, Figure 2 highlights
the eight cornponents, while Figures 3-10 highlight each of the individual components in
greater detail. Each component is reflected with corresponding colors in the diagrams.

2} In concert with this systems engineering end-to-end review, NSA conducted
2 ihor{mgh review of ifs analytic processes, management controls, auditing mechanisms,
oversight and traimng for the BR FISA metadata handiing. This included a thorough
examination of each activity, 100l and analbytic process to assure that it operated in
comnpliance with the Court Order. The review led t6 several additional audits to ensure
that no compliance incidents had cccurred and to examine whether or not the individuals
who worked with the BR FISA metadata fully understood the applicable authority and
hmitations. Documentation and treining were also updated. Each part of the review
ompared the component or process being reviewed with the relevant requirement from
the list extracted from the Court documents.

. NSATs systemns engineering and workfiow reviews surveved the processes
aﬁci %o{;i $ as thw existed before any remedies were implernented. This retrospective
evaluation enabled NSA o éwdcg} the near-term corrective measures necessary for
curvent Court-approved operations and potential resumption of regular access to the BR
FisA metadata should it be authorized by the Court. It also informed plans for
meorporating the BR FISA flow into the NSA future architecture more effectively

B. (U Methodology:

: NSA emploved a repestable and well-documented process in condusting its
{,ni to-end review. NSA derived technical requirements from the legal requirements
governing BR FISA metadata handling. As noted, NSA simultancously began to develop
an end-to-end systers engincering diagram of the systems and databases that support BR
processing and storage. NSA also developed and conducted Initial Privacy Assessments
{iPAs) which include a standard set of questions used to determine, among other things,
whether the system or process under review inferacts with data that could contamn
information about U.S. persons, The outcome of the IPA determines whether a more in-

T RTeN E:-:'_{' N I.:_ AT ,‘ i :; oy _ ; ,\, {\ - : i{\ E (}
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depth Privacy Impact Assessment (PIAY is required to fully explore the extent of
interaction and whether any privacy compliance concerns exist. An IPA was conducted
for any system or process identified as potentially part of the BR FISA metadata end-to-
end data flow. For those systems confirmed {0 be in contact with BR FISA metadata via
the IPA, a PIA was performed. The results of the IPAs and PlAs were then compared
againgt the Court-derived requirements to determine the level to which each requirement
was satisfied. For any system or process for which there was concern, NS A is developing
wei-docurnented, fully-tested corrective solutions should the Court decide to allow NSA
to resume s regular access.

C. (U Resules:

B :cceives BR FISA metadata from
1 bulk. Upon receipt, sorts and labels the dats according o data source and type,
and determines the necessary routing path that i3 to be used for the different data types.
-ﬁoes not derive, process or create new data from this data set.

i

{ESLaH A Fxeept for the provider issue identified in Section ILB.6, NSA identified no
other significant issues in receipt or handiing of the BR FISA metadaty)

AT, NESA’s corporate file forwarding service, provides for
dzxirﬂmtmn of the BR FISA metadata from the collection source (o the analyiic
repositories, It accepts files from sources and fransports those files to the end destinations
wdentified in the filename given to the file by the source system.

B gy 5 :
MRS TO s A EVEYY Eha E?’f& PIA ﬁﬁ’mwoﬂ\ pmx L&u\i 2 way i’xr the Agency 0 assess (,omp iance

‘éunpfd{m WS i}cmd o i}cpai ima,m m‘ I.}a,{ms:, (E}QD;? D(35 of zi{)mdand Swur\ty Pmm.y »“msm«,mcm
frameworks and then adjusted for the SIGINT enviromnent. While IPAs and P1As are not required for the
Intelligence Community, they provided a sound methodology for the svstems engineering end-to-end
review.

I s s Y N R RUEN 2{.}
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e i5 configured to allow datatlows and sysiem accesses by
imh;mm personnel to be monttored and logged. The system has security
controls that are documented across multiple 88Ps. -ﬁ:zzapioys security
access controls, such as PR, fo verify users and their system level access and hkewise
employs file transfer controls™ to verify file transfer access, file source and file
destmation. T hg-,_ systerm also employs a stringent configurstion
imanagement methedology such that software changes cannot be implemented without the
required testing and approval,

—rsust A S A s corporate contact chaining system, accepts metadata

from multiple sources. It accepts the BR FISA metadata files from ||| GRG0
the raw metadata in a separate realm, performs data quality, preparation and sorting
functions; and then summarizes contacts represented in the processed data. ||| G

stores the resulting contact chains and provides analysts with access to these contact
chains.

. The [ R porion of the end-to-end review demonstrated that the
aystuﬁ is now providing the necessary protection of the BR FISA metadata whils it s in
the || comain given the added protection provided by the implementation of
the FAR and the removal of the system level certificates || G b2s «veys
empioyed other access controls, system secuntty and configuration management practices
for ensuring appropriate protection of the BR FISA metadata residing in its database and
accessed by authorized analysts. They include, but are not Jimited to, a fully ceriified and
aceredited system under a System Security Plan and effective use of corporate
authentication and authorization service,

FSHSHAAHTAS stated earlier, NSA installed the EAR on 20 February 2009 1n response
o a compliance issue previously reported {o the Court.” Prior to the EAR, NSA was
relying on analytic due diligence to query ||| T 1% only RAS-approved
selectors. The EAR, vis internal software systermn controls, now ensures that manual
contact chaining is restricted to only those seeds that have been RAS-approved by the
Court by preventing 2 non-RAS-approved selector from being used as a seed for
conducting call chaining »f the BR FISA metadata in the

repository. In addition, NSA removed the system level certificate that had been used by
automated tools to access the BR FISA metadata. In o doing, NBA disabled all
autormated querying of the BR FISA metadata. Access to the BR FISA metadata chaining
information in || R s sty controlled via individual user access
authentication/permission and this access is logged in accordance with the current BR
FisA Court Order.

I N D e

See DIRNSA Supplemential Declaration dated 25 February 2008,

]
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WET The implementation of the EAR had an unintentional adverse impact on the
%;a,ahms,a% support mission of NSA’s BR FISA-authorized dala integrity analysts, Priog to
the addition of the FAR, these analysts freguently guerie Contact
Chaining Database for the hmited purpose of verifving their parsing rules {a method for
separating data into standardized data fields). Analysts composed these rules for
ﬁ BR FiSA metadata to determine whether the system output represented
accurate connections between comnunicants, In so doing, the data infegrity analysts
qucri@i‘ using both RAS and non-RAB-approved selectors, as they were
authorized to do. This type of guerying 15 especially important when a new data format is
received from one of the providers, Once the EAR was put in place, these analysts could
only query the datsbase using a RAS-approved selector. This diminishes their ability to
test and evaluate their parsing rules. NSA s finalizing testing of a technical solution to
create an EAR-bypass capability solely for the data integrity team. The existing impaired
ability of the data integrity analysts is assessed as a system performance vulnerability, as
it could result in Improperty formatted data.

TTSISHAE) While the EAR restricts the ability t© query the ||| Contect
Chaining Database to only RAS-approved seeds, there is no similar technical restriction
to prevent a BR FISA-authorized analyst from chaining beyond the Court-mandated three
hops from a RAS-approved selector. NSA s hnalizing testing of a software modification
to provide this contact-chaining hop restriction. In the meantime, training and
nanagement oversight ensure that contact chaining 1s executed in accordance with the
Court Order,

- The end-to-end review also identified the fact tha | iocorporated
& du‘c&t st mcluding BR FISA-derived selectors to manage data ingest volumes more
effectively. The inclusion of BR FISA-derived selectors on this Hst is described more

fully in Section 1LB.2.

is used by authorized BR FISA
amuys,t\, to view detailed data about specific calling events. As the Contact
Chaining Database only contains summaries of one-hop chains (1.e., selector T was in
contact with selector 2 - N times within a specific timeframe),

The end-to-end review revealed an ares of concern resulting from the fact
that cgumes within the 1ad not been audited, a8
described in Section ILB.1. As previously noted, subsequent audits showed no indication
of unauthorized access o the etadata or of any improper querying of i%u—:i

o
[
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> TEgs = The review also identified other system wesknesses, First, insufficient
de mnmniaimn wnd configuration management {the ability to track versions) exist to
ensure that no vnauthorized or unintended changes can be made that would make the
stem non-cormpliant, Second, although it is attached to ﬁu,_ network, the
i3 not afforded the additional protection of
although access to the database 1s strictly controlled. Third, the
is not protected by the EAR, thus there are no
technmical measures in place fo prevent & BR FISA-approved analyst from guerying the
metadata using & non-RAS-approved selector or one that is not within two hops ot a
RAS-approved selector, To prevent improper manual queries of metadata

using non-Court-approved selectors, NSA has provided
erhanced training to authorized analysts and is conducting regular sudits of queries.
Addittonally, analysts using $€¢ & POD-up
window reminding them to use only RAS-approved selectors for queries and Hmit their
chaining to the Court-approved number of hops,

SA IS preparng to meorporate %hc,_

zz‘;m thc NSA corporate architecture. This transition to the corporate engineering
framework will maximize use of the latest technologies and proven configuration
management to minimize any security and compliance risks. In the mnterim, NSA s
sddressing these vulnerabilities through improved traming, competency testing
and increased management oversight,

g

3} Velephony Activity Detection (Alerting) Process

The Activity Detection (Alerting) Process identitied when a selector on the
Aamty Detection List was in contact with an incoming number in a given day’'s BR
metadata when that contact originated or terminated i the U5, This notification, in tum,
atfowed analysts to prioritize their follow-on analysis.  the RAS standard was met on
the selector, the system performed autormated contact chaining in the BR FISA metadata
archive to identify and track terrorist operatives and their support networks both in the
V.5, and abroad, I not, a notification was made to NSA personnel so that they could
determine whether to attempt to satsfy the RAS standard, which would then allow such
contact chaining to fake place manually.

As noted in Section LA 1., the Activity Detection List consisted of
td@%}h{m} selectors that had been RAS evaluated as
well as selectors that had never been RAS evaluated. The original Activity Detection List
was built from two sources; one was called the “Address Database,” which was a master
target database of foreign and domestic telephone identifiers that were of current foreign
intelligence interest to counterferrorism persennel. The second source wa

which was and continues to be a datnbase NSA uses as a selection management system to
manage and task identifiers for SIGINT collection. One of the features ef- i
that it is enriched with correlations of telephony identifiers associated with numbers
tasked to the SIGINT system. This enrichment is enabled by [5G vbhich s 2



hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line


- ; The Telephony Activity Detection Process 18 not currently operational as
thc, result of the compliance issue previously reported o the FISC™ and as described in
Section [LAT of this report. NSA shut down the Activity Detection Process entirely on
24 January 2009 as a corrective measure. (Of note, under the orior implementation
before contact chaining could take place in the complete body of archived metadata and
belore any results of such analysis were disseminated, the alerting selector had to satisfy
the RAS standard and be approved explicitly as having done so.) This process was
thoroughly examined in the course of the end-to-end review and consequently a revised
iraplementation, as described in Section V. A, has been proposed should the Court
approve resumption of regular access.

6. {TSHSIUNF) RAS Approval Process

The RAS Approval Process is the mechanism by which an analyst must be
ci*:v ¢lo azizw%a‘ta some fact or set of facts that causes him or her o suspect in Hght of the
totality of the circumstances that a particular number 19 associated with

before he or she may use a telephone number or
electronic dentifier as a seed to query the BR FISA metadata,

FISEANT) The RAS Approval Process in place until 2 March 2009 (the date of the
¥l %9‘1 Order} mcorporated a combination of documented guidance and well-understood
procedures as outlined in the OGC RAS Memo and the analvtic office’s RAS Working
Axd, During the three years that Dol has reviewed NSA RAS approvals, no spot check
has revealed a faslty RAS approval decision,

G BR VISA Anslytic Tools and Processes

S The BR FISA Tools were designed to analyze the raw BR FISA metadata as
well as the awtput of analytics such as [ contoct chaining, Analysts used these
tools against the BR FISA metadata and chaming results (o identity possible terrorist
commmunications into, rom and within the US,

et Two instances of concern related o the analviic tools and processes used by
the E%R % ISA-authorized intelligence anslysts were identified through the end-o-end
review and are described in Sections 1LAZ. and 1.B.3. These tools and processes, which
were designed to function against both the BR FISA metadata and other categories of
telephony metadata that NSA acquires through SIGINT operations authorized under the
general provisions of EO 12333, were used primarily by analysts within NSA’s Office of
Counterterrorism to identity possible terrorist connections o, from, and within the U5,
as well as foreign-to-foreign communications. Twelve of the 19 analytic tools examined

o 24
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were developed an{é@f“sysmms architecture and are well-documented,
configuration-controlled ana audited. | he other seven BR FISA analytic tools examined

were developed in whole or in part by engineers working in the Counterterrorism
Organization to meet constantly changing misston requirements, resulting mn Hmited
configuralion and change management control. All seven of these tools were either
monitored through existing O&C audits or were sobjected to new audits and/or reviews
as part of the end-to-end review. With the exception of ||

B¢ GLJ none of these tools are currently able to access the BR FISA
metadata.

; To mitigate risk in the future, NSA will transition the BR FISA analytic
tools and processes to the corporate NSA enterprise architecture and will no longer
develop tools within the Offics of Counterterrorism. Complete end-to-end testing will be
conducted for all tools against a standard set of BR FISA requirements to ensure they are
fully compliant prior fo resumption of avtomated operations if avthorized by the Court,

8. (m.\} £33 Analyst Decision and Reporting Process

The Analyst Decision and Reporting Process encompasses the target

?mm ia,dg:u guidelines and procedures that enable intelbigence analysts to determine what
information meets customer requirements. It also involves the evaluation and
minirnization procedures intelligence analysts employ when analyzing data and drafting
and disseminating reports,

HSHAE) Prior to the alert list shutdown on 24 January 2009, the BR FISA analyst
decision and reporting work flow began when an HSAC analyst was notified of 2 match
between a knowan selector of counterterrorism interest and an identifier in the ingested
BR FISA metadata, when an analyst received an RFI from a customer, or when an
analyst was continuing analysis on an existing target set. Aside from the activity
detection list, the process remains the same foday on selectors that are specificaily
approved in accordance with the Court’s Orders, IFNSA has reason to believe the
information constitutes valid threat-related activity, NSA applies USSID 18 to minimize
wformation concerning U.S. persons and then reports the information to the FBI, CIA,
NCTC and ODNI, and other cusiomers, as appropriate.

LEE NEA reviewed its :;maiyiic workfiow to ensure the BR FISA metadata was
appropriately handled, analyzed and disseminated. Three new areas of concern, discussed
in Section LB, were identified with the BR FISA Analysis Decision aﬂd Reporting
Process in addition to that which was previously described to the Court™ ? and discussed in
Section [LA.

TOTPOHGS See Supplemental DIRMS 4 Declaration dated 25 February 2009, at 8, Section 2
(nappropriate analyst querving).

S
o

o

LAy
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XEY As a by-product of the end-to-end review, NEA has updated the imierim
dm?ym, BR FISA Standard Operating Procedures (3OP) to ensure compliance with the
current Court Orders and s coordinating this document with Dol as required by the
Court. This SOP outlines step-by-siep instructions or the authorized intelligence analysts
in handling the BR FISA metadata; describes the procedures used to control aceess to the
BR FISA metadata; provides the steps used to conduct weekly audits of the analysis’
queries and tools; and details the methodology used to query the BR FISA metadata
under newly established Imminent Threat Concept of Operations guidehnes, NSA will
continue to maintain the SOP and CONOP as “living documents” and update them as
needed.

T NSA also continues to maintain and regolarly update an [ 1-step
wrzr)mh{,mi\ze checklhist that outlines both the Hemeland Mission Coordinator and
analyst responsibilities in the BR FISA metadata analysis and reporting process. The
checklist is comprised of over 30 components that require analyets (o answer a variety of
guestions, including whether the proposed report falls within the scope of BR FISA
authorities and express OGC guideliney; whether NSA attempted 1o get additional
information about the selector from the FBI and CIA integrees at NSA; and whether
celtular identifiers were checked to determine 1f the user had roamed into another
country. The checklist also reminds analysts to detail the information/intellipence
source(s) that prompted the report’s production.

e AS A addition, NSA has in place a combination of web pages and on-line aids
dedicated to end-product reporting and dissemmination guidance. These detailed working
axds, together with required USSID 18 traming for all BR FISA-spproved intelligence
analysts, require that any NSA BR FISA-based reporting that contains U8, person
information foliow NSA’s standard minimization procedures found in USSID 18 and the
Court Order.

b & A e Minimization and Oversight Procedyres

—HsAs Y NS A has well-documented and long-standing mintmization procedures for
ensuring profection of US, persons’ information in SIGINT analysis and reporting under
all SHGINT authorities, to include the FISA Order. NSA’s normal regime of compliance
oversight for handling the BR FISA is 8 comprehensive, multi-pronged approach
wmvolving Dol and NSA’s OGC, O&C, Office of the Inspector General and 51D,
Currently, NSA s required to consult with Dol on all significant legal opinions involving
BR FISA metadats handling. Dol meets with the appropriate NSA representatives at least
once every renewasl pertod to review the program. Prior to the 2 March Court Order that
the FISC make all RAS determinations, Dol also conducted “spot checks™ to review a
samnpling of justifications {RAS determinations) for querving the metadata. NSA, in turn,
provides internal oversight to the BR FISA program by a variety of oversight conirols
and compliance mechanisims to prevent, detect, correct and report incidents and
violations of the procedures, o include technical, physical and managernial sateguards
such as: examining samples of call-detail records to ensure NSA is receiving only
compliant data; ensuring analysts are trained in the querying, dissemination and storage
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restrictions tor the metadata; monitoring analytic access to the metadata; anditing quenies
o a weekly basts by G&C: monitoring audit functionality; reviewing the BR FISA raw
database repositories] and examining the list of RAB-approved selectors,

2HG In light of the compliance issues that surfaced specific to the handling of the
BR E E%A metadata, NSA reviewed its minimization procedures as well as s oversight
procedures, to include auditing, documentation, and training, to identify areas for
potential improvement. Al were identified as areas for enhancement 1o ensure that
personnel handling the BR FISA metadata are aware of and compliant with the Count
Orders govermng ifs use and dissemination.

AU Mininsization

: FEvery NSA intelligence analyst is required to complete traming and pass a
1§3Q§ o1 U S5SID 18 minimization procedures every two years as a pre-requisite for access
fo urmminimized/onevaluated SIGINT data, Additionally, intelligence analysts must
recetve an GGC compliance brisfing and on-the-1ob tratning (OFT) regarding their
responsibilitics for handling metadata contaming 115, person informahion prior {0 being
granied access to the BR FISA meadata. They also have on-hine sccess to detailed
working aids inclading required minimization procedures. NSA will confinue to
emphasize the ontical tmportance of applying USSID 18 and the Court Order
reguirements as they relate to the handling and dissemination of BR FISA.

B. (1) Oversight

LEI3 Y Orversight Auditing Mechanisms

A NEA assessed requirements for anditing of systems, tools, processes and
analyst queries to ensure the proper compliance procedures were w place. A total of 13
audits related to BR FISA metadata access and querying were conducted either as the
result of standing requirements or 11 response to issues identified through the end~to-end
review. Descriptions of resuliant anomalies are captured n Section IL

HHSERRES NS A audits samples of queries conducted by BR FiSA-authorized
miz}hgvmw amiy%ta and data integrity analysts in 'i‘%;a—:_
B - oo basis. As aresult of a review of its oversight
processes, O&C created a dedicated serdor intelligence analyst position to enhance
auditing of BR FISA metadata gueries.

Z. (UTFQLO)Y Oversight Docomeniation and Precedures

- 3 Oversight documentation and procedures governing BR FISA metadata
har‘dimw cemsists of a set of S0Ps that have been reviewed and revalidated. They are as
follows:

PP R R C O R TR CONUNGEOE N 27
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e “hecess”: This SOP cutlines the procedures for gaining and maintaining
access to the BR FISA metadats in 2 way that is compliant with the BR
FISA Court Order.

s “BE FISA Audit Procedures”: This document outlines the provedures
used to audit BR FISA analyst queries ||| G
I

e “Compliance Notification™: This document addresses the procedures to
be followed when compliance issues are noted.

¢  “Deod and OCGC Spot Checks™: This SOP addresses the procedures to be
followed for the required, regular Dot and/or OGO spot checks.

& “Oversight”: This document outlines the roles and responsibilities of the
Dol, the NSA Director, the 0GC, 0O&C, the Inspector General. ||| N

and those Counterterrorism Organization analysts
approved for BR FISA metadata access.

3. (U Oversight Training

—FSHSEAH NS ATs Assonate Directorate of Bducation and Training (ADET) had
already been working with O&C and OGC to redesign the required training for accessing
BR FISA metadata fo better enforce appropriate handiing of this data and to infroduce
competency testing as part of the O&C curriculum. The curriculun will be administered
en-line to allow students 24/7 access to the course material.

T he redesigned BR FISA portion of the training package addresses the

k'ﬂow z:,cggt, and procedural components of handling BR FISA data, and now requires the

analyst to read the most current Court Order and the OGO mstructions, and in the future

will require them to view an OGC video briefing about the BR FISA program and

complete the ollowing six lesson utornals:

i, “Overview of the Reasonable Articulable Suspicion standard,” as covered
inn OGC mstructions

2. “Sumumary of the RAS standard,” to aid NSA analysts 1o preparning RAS

justifications

3. “Association wzih_ tordentify how associations are
estabiished in order to gualify a farget for RAS justification

4. “First Amendment Considerations,” to identify lmitations and
constderations when targeting U.S. persons within BR FISA data

5. “Sources of information,” to identify the supporting information used to
justity the RAS determination

6. “The BR FISC Order,” which explains the content of the BR FISA Orders

A computer-based competency examination will be administered upon
mmglmon of this training and remediation will be provided for missed guestions. Onee
an analyst has demonstrated the necessary knowledge by wccmm i} passing the exam,
he or she will complete formalized QIT before O&C granis aceess (o the data,
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H he OFT component has always been admmistered by an experienced HMO
OF SCHiGE amlyst experienced in conducting OJT, This training specifically addresses how
analysts are permitted (o use the BR FISA metadata, reinforces the unigue privacy
concerns snd handling reguirements of this data, and demonstrates the various tools that
can be used to query the BR FISA metadata. In addition, sach HMUOC and authorized
intetligence analyst is required to sign a user agreement, documenting that he or she has
read and understands the obligations associated with handling the BR metadata.

TTEASHAEL NS A has also begun to provide tuilored briefings to all technical personnel
that have been granted access to the BR FISA metadata, The tailored briefings outline
the categories of data obtained under the BR FISA Court Order and the restrictions
associated with the technical personnel’s duties. For example, the briefings make 1t clear
that the Collection Managers and Systemy Administrators are not authorized to query the
BR FISA metadata for foreign intelligence purposes. The bricfing also outlines the
correet offices to contact if the technical personnel see possible compliance issues in the
course of their dofies,

TOHSHH As part of the BR FISA training redesign, complete tralning records will be
maintained by ADET for each individual, The documentation will include the test score,
answers to individual test c;ncqéi@m and performance feedback from the GJT component.
This documentation will aliow for fracking of access w0 the BR dats on an individual
basia,

B3 NSA%s Future Architecture

Using principles of gystem engineering, configuration management and

BOCESS mﬁml NSA has considered the future implementation of the BR FISA program
ncluding the automated activity detection process to be used should the Court authorize
NSA to resume regular access to the BR FISA metadata.

A S0 Fature BR FISA Activity Detection {Alerting) Proeess

LESUSHAEL NS A could resume automated activity detection in a fully compliant manner
should the Court approve. NSA would maiatain an Activity Detection {alert) List
containing only RAS-approved setectors. Only the RAS-approved selectors on this “BR
ldentifier List” would be compared to the BR FISA metadata, With Court approval to
resume automated queryving, NSA will work with NSD/Dol to ensure the BR Identifier
List will be populated with only those selectors that the Court has authorized. Shouid the
Court grant MSA RAS decision authority, NSA would begin to augment the BR Identifier
List with additional identifiers that NSA approves as having satisfied the RAS standard,
using the improved processes and training wdentified m this document.

B. (U} Future of Uverarching Avchitecture

EOYY 48R0 TE o WT I £ TR \ CENETLR R R 2{}
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In the future, should the Court authorize NBA fo resume regular access to
?Em Ei’s’{ § ISA metadata, NSA will migrate the dataflow and life cycle management of the
BR FISA metadata to its next generation system archifecture which offers more effective
and efficient management and control. This architecture is designed to be flexible enough
to adapt to changes in the legal and oversight requirements, while contorming to
applicable governing authorizations such as BO 12333 and BR FISA,

{TT'T‘SLLQL In the future architecture, the end-to-end BR FISA dataflow will be referred
to as a systemn “thread.” As such, NSA would manage the entire capability via & “Thread
Engincering Team” to guide the requirements development, systems integration, use-case
development, testing/validation and planning for current and future enhancements.
Thread engineers would meet with representatives from the OGC and O&C 1o define and

validate requirements prior to development. System-wide configuration management
would be implemented to log the expected software builds and patches. Such practices
exist now, but there is no thread focused on the Business Records process.

! 3-The proposed systems supporting BR FISA dataflow and life cycle withip
the n“xt generation architecture encompass both technical- and personnel-based strategies
to ensure that data 15 acoessed, refained and purged in full compliance with authorities
granted to NSA by the FISC. Moreover, the implementation of centralized processes and
databases will ensure that all aspects of the dataflow will continue 10 be tracked and
audited to further ensure that any non-compliance issues can be promptly identified and
addressed. Plans for addressing key requirements for BR FISA metadata are as iollows:

31 Becurity / Access Centrol

3 A new access control application will be applied to all databases and
xystems sug}pertang the BR FISA workflow, This application will validate the credentials
of users to govern what systems they are approved to access, and validate that their
required fraining 1s current, PRI, which offers security measures for identification and
authentication, as well as for access control, and audit capability will be used te manage
users with access to the raw data or gquery results.

I8 Brata Standardizstion

LFSHSHAEA data standardization platform will date-stamp the incoming BR metadata
md ensure its consistent and accurate structure, This will allow quick and accurate date-
kased purging once the Court-ordered time frame has been reached.

3. (U//FSRLY) Databasing RAS Sclectors

FAFT An updated and improved centralized target knowledge database for storing
zciaph{mv and email selectors has been under development sipee October 2008, This
database will enable more efficient storage and retrieval of key information about each
BR FISA telephony identifier such as its RAS status and the justification and OGC
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approval as appropriate, for those that have been RAS-approved. These features arg
scheduled for completion during the fourth guarter of FY (9.

4. TESUSE) Analytical Processing and Call Chaining

PR An entanced call chaining function and data processing capability will
SUppost %arg_p(., volumes of automated algorithms, handle growing ingest rates and deliver
faster query responses. Additionally, the metadata will be stored using security tags, a
measure which can be used to restrict the visibility of individual entries in the database to
personnel with the appropriate access credentials,

5 (DHEGUO) Auditing and Monitering

(PASB0) Enhanced aud;%:mg : will provide a means fo track a data user’s activity
patterns, the state of & user’s operations, and the frequency and composition of queries.
A formal metrics and monitoring system wiil also be used to monitor the status of the
end-to-end processing and will alert management and operations personnel when
processing anomalies are detected,

VE (U Conclusion

—HSHEENEY As discussed above, NSA has thoroughly reviewed the technological
systems, analvtic workflows and processes associated with its implementation of the BR
FisA Court Order, and has introduced corrective measures o address spectfic concerns
and vulnerabilities. These new messures will ensure a balanced focus on technological
solutions and management controls. The end-to-end review also ravesled areas for
wnprovement which have been documented and will continue 10 be addressed. Where
changes were made impacting current manual operations, a combination of system
evaluations, demonstrations and audits provided confidence that the technical fixes are
actually configured and operating as intended.

LSTUNEY The remedial actions deseribed i this report are subject © ongoing
mpmwmmé and will support strict adherence to the Court Order, Although no
corrective measure is infallible, NS A has taken significant steps designed to elimmate the
poasibility of any futare compliance 1ssues and to ensure that the mechanisms are in place
to defect and respond quickly f ong were o ocour,
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Appendix: Glossary of Terms
ACAT See Automated Chaining and Analysis Tool
and GUI
Activity Detection List A list of foreign and domestic telephone

selectors believed to be associated with
terrorist targets. The Activity Detection
List 1s independent of the Station Table.
Formerly called the Alert List, this list is
now more commonly referred to as the
Activity Detection List in order fo be more
descriptive.

Alert Last Sew Activity Detection List

‘_ A database used to store correlations

hotween selectors

t s one of
the databases accessed by the
database,

s auvtomated chamng

Automated Chaining and Analvsis Tool p
and GUIHACAT) requests i

occurrence of

ad hoc query
requests from BR FISA-authorized
analysts

Components The core systems and processes identified |
as part of the BR FISA metadata workflow
against which IPAs and PIAs were

o copducted.

Configuration Management The process of tracking, controlling and

documenting changes m software
applications, including revision control and
3 establishing basehnes,
] A database containing list of identifiers
which, based on an analytic judgment,
should not be tasked by the SIGINT

‘‘‘‘‘ system, B
Defeat List h A list of selectors that are deemed of hittle
analytic value tor metadata analysis.

See Emphaiic Access Restriciion

EAR

Emphatic Access Restriction (EAR) A software restrictive measure writfen into

the middleware on 20

WIS Sy o w was s 2o nt CE SO ST
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J February 2009 to prevent a non-RAS
! approved selector from being used for a

inttial Privacy Assessment {IPA)

chain cuery of the BR FISA metadata,

A yeview of a system or process which
includes & standard set of questions used to
determime, among other things, whether the
system or process under review inferacts
with data that could confain information
about U.S. persons,

iPA

| See Initia! Privacy Assessment

- NSA's corporate file transfer/distribution

| system

' NSA's corporate contact chaining system.

Metadata

“Drata about the data™; for example,
information about a telephone call, to
include the calling and called numbers,
time ot call, ete. Metadata does not include
conlent,

The repository for individual BR FISA
metadata call records for access by
authorized Homeland Security Analysis

S EORCORNOEGRN 43
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A selection management system used to
manage and task selectors, such as
telephone numbers, IMEIS, and IMSIs, to
many ditferent information collection

Parsing Rules A method for separating data into
standardized data fields.

iAo See Privacy Impaci Assessment

Ry See Public Key Infrastructure

Public Key Infrastructure (PKD) An information assurance service that

supports digital signatures and other
public-key based security mechanisms, and
oifers security measures such as
wentification and authentication, access
control and audit capability.

Privacy Impact Assessment (PLA) Anin-depth, standardized review of
privacy concerns for a particular system or
e Process
Reguirements The terms contained 1n the governing BR

??i% Ja metasiaia d()aumente that must be

Sanitize E he pmu,% ei disguising mdh gOnee 1o
protect sensitive collection sources,
methods, capabilities or analytic
procedures in order o disseminate {o
custamers at a classification level they can

Use.
Seed An initial selector used 1o penerate a chain
query.
Selector An identy :Eis.ﬁ in BR FISA realm could be

an IMEL IM%E or MSISDN, as well as a
telephone number,

— This tool is used by HMCs to conduct
-| contact chaining against BR FISA metadata
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HMCs only used RAS-approved selectors
when using this tool. The team
ultimately provided the results to NSA's

The primary desktop praphical user
] £

interface (GUD for access ol GR

data and services,

SOP

See Standard Operating Procedure

NESAs mission element for access and
exploitation ¢

TSsp

See Svstem Security Plan

Standard {)perété-ng Procedure (5GP}

Institutionalized documentation describing
official processes and procedures,

Station Table

Historic reference of all telephony selectors
that have been assessed for RAS -~ and

their associated RAS determination (RAS
Approved or Not RAS Approved) - since
the BR FISA Order was first signed on 24
May2006,

Sub-components

The logical and physical breakdowns of the
BR FISA metadata workflow components
that performed specific activities and/or
functions.

An analytic guery tool used 1o seek out
additional information on telephony
setectors fronf| R o0d other
knowledge bases and reporting
repositones.

A next geperation metadata analysis
graphical user interface {GUI} which is the

Systemn Security Plan (S8P)

']
Formal docwment describing the

implemented protection measures for the

secure operation of a compater system.

Telephony Activity Detection {Alerting)
Process

The process used (o notify NSA analysts if
there was a contact between a foreign
telephone identifier associated with
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....................................................................... domestic telephone identifier.
- The query tool which indicates whether 2

telephony selector is present in NSA data

repositories, the total number of unigue
contacts, total nurober of calls, and “firgt
heard” and “last heard” information for the
selector, o i

e 46
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