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~ AGENDA

Introduction to Social Networkinfg










Worldwide: Facebook

U.S. and Canada:

Europe: MySpace, Twitter, Hi5,4V’rKontak‘tfe"

Latin America: Hi5, Orkut,?T;aﬂig_ged

Asia: QQ, Friendster, :xiadneif,;(jrkut, Mixi, Hi5

Middle East and Africa: Maktoob, Hi5
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Send and receive prlvate messages
Link to the pages of others~:(ife., “friends”)‘




Reveal personal communications
Establish motives and personal \relatlonshl}psj

Provide location mformatlon
Prove and disprove allbls
Establish crime orcrlmlnal enterprlse;‘
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Overview of Key Social Netﬁfwerkingg*‘S1tes.,

Founded in 2004 primarily caterlng tos‘tudents
Now over 250m active membersworIdW|de

Over 10b photos in Oct 2008; dds over 1b monthly
Applications run on Facebook platferm

True names encouraged but not guaranteed

Privacy model is h|ghly granular present dlfferent
information to diffe ent groups or mdmd‘ual users

Messagmg mcludes"mall real-tlme, cha_ _“wall”




, verview of Key Social

 Demi Moore is on Facebiook
Facebook to connect with Derii MoGre:

Demi Moore: 53

wall Info = Photos

: Making my way through Eal Pray
e bry Elzabeth Glibert

Information
N w5 ¥ing, Jasmyn. Richard and. 1977 others ke this.
Los Angeles, CA . g

o Ve 2l 530 cobEnss
IRV -
Hovember 11
Demi Moore Pls help get the word out 1 in 8 Americans is at risk of hunger. Join &
— . ) * cormunity that cares. Go to vaww.facebook.comfkelioggeares and become 8 FAN
fans e > to help end US hunger. Watch the video below that we created with all of YOUH et
& of 1,115,525 fans v 2 ) me know how you ke it . ..

Fighting to Eod Hunger

Jufus

&2 Infernet | Drotected Mode: Off




| [] Chrissy Ming;
[ ] James Norman

[ Ad Majora Matus Sum
[] Adam Macer




& Who Can See This?

, Friends
@5 Everyone on Facebook
£ Fri of Friends
Friends e . i fripsds o
Only Fri

% ¥

Some Friends

sab nRDwoThE 4

Metworks

¢ All of My Networks
Some of My Ketwiorks...
None of My Networks

T




Data is organiZed by user ID or Qrouplb

Standard data productions,(piérf;LE,}guzide):' |
Neoprint, Photoprint, UserCOntaCt Info,
Contact Info, IP Logs

HOWEVER, Facebook has other data available.




Founded 2003 now owned by Foxzﬁlnteractlve Medlﬂa
2006: Most popular SN; passed fﬁby;F“acebook in 2008
Currently tens of millions of actlve users monthly |

True names less encouraged than Facebook
Messaging through messages chat, fnend Updates -
Application platform rolled out early 2008 .
Young user base hlstory of child safety *concerns
anacy Is currently less granular thanﬂFacebook




Find Friends = Local " Blusic W Legin . Signip

OF Model Mlchéile A v myspace.comiglamazon

pes Favorke band?® Hillenaires! Go check them : £ Send Message
Ngmazing  Mood: amorous 830 ot 518 PM Jul 24 vies mors

@ Protos § vicos § g | piayists |

fy AddtoFriends
G Add Comment

Status and Mood -

Michelie Fairglay My new Favorite band® Hilionaires Bu check themowt.,.amazing!
Mond: amorcus 9 st e e R u 24

Hichele Fairplay fee jort g 172 inch offmy higs?

ond: exhausted (B} sraoz PSSy

Michele Fairplay 8 eating Special K and working aut...

Mood: knighted @ a1 10:4% 71 Jet 16

Michelle Fairplay is getting ready to sign & contract that could change my ife® Hello Shanghai Chinal
Moot accomplished i st me R g

Richelle Fairplay mavbe packing her bags sson.__giggle..
Moo accomplistied () =t 1124 PR dn 7

fnterests
“iew Hore

General







Oerview of Key Soclal

jennife

babygirl nieves







Many profiles ha:veﬁpublic content.

Data is organized by FriendID — see LE guide. |

MySpace requires a search warrah"tfor-private
messages/bulletins less than 181 days old .
» Also considers frlend llsts to be stored content»f

Data retention tlmes .
User info and tored flles mdefiriitely
IP Iogs info for deleted accounts — 1 year




Began in mid-2006 as “status message serV|ce
Ubiquity and ease of updatlng; but limited space

Breaking news, real-time updates: USAIr; Iran
Most multimedia handled by 3d party links
Simplified privacymedel' updates public or pmiate
Direct messages ,ar‘e private sender can delete
Short URLs used to serve malicious links and code




Funpopularstores

Halved Foods gunpopularsiorss

RT @serafinowicz | iove the Transformer who changes info a hotel

iobby - Recepticon
@keliyorford @louisvisiel | think kids should be taught the True
Alphabet RS T ML and E

o §$§ Verified Account

Hame Eropk Busey
BioDlamelit gnfhe a-a-3-a-
aleohol: i

130 90,507
fLising - iclipwens

Tweels

Fayoiites

Following

% '




The good news
* Most Twitter content is publlc -
* Private messages kept untll userdeletes them

The bad news -
» No contact phone number
Only retain last login IP
Will not preserve data 'W|thout legal process
Stated pollcy of produ(:mg data only in
response Ito,legal proeess (i.e., no 2702)
No Law Enforcement Guide




Business-focused with enforced limits to interaction
Profiles focused on education ;»and;warkéexpene,nce
Use for criminal communlcations appears Ilmlted

But can be used to :dentify experts

Can check background of defense experts
Privacy model similar to Facebook -
Profile information is not checked for reliability




rack Obama

Barack Obama
President of the United States of America
Washington D.C. Meltre Ara

+ Add Baragk OCbama to your network

Current President at United States of America

Public profile powered by: Linked

Past « US Senator at US Senate {IL-D} Create @ pudlic profle; Sign in or Join Now
» Senior Lectorer in Law at University of Chicagoe
Law School
+ State Senator at lllinois State Senate

View Barack Chama’s full profile:

Education e Harvard University s See who you and Barack Cbama knowin
+ Columbia University in the City of New York common
» Occidental College » Getintroduced to Barack Obama

. = . o Contact Barack Obama directly
Connections ;3% 500+ comnections

Industry  Government Administration

+ YWhite House website
« Join Barack's Linkedin Group ‘
o Wiy RSS feed . MName Search:

Search for people you know from over 43 million
prefessionals already on Linkedin.

Websites

€ Internet | Protected Mode: Off
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ETY witheSses have sOcial-hetworking pages
» Valuable source of info on defense witne_sseS"
- Potential pitfalls for government witnesses

Knowledge is power | . .
- Research all witnesses on social-networking sites
- Discovery obligations? | '

Advise your witnesses: , ..
- Not to discuss cases on social-networking sites
+ To think carefully about what they post




Social networking and the courtroom
can be a dangerous combination
- Use caution in “friending” judges, defens'ejicbun*sel
« Warn jurors about somal-netwbrkmg S|tes .

Social networking + mobile devices =
real-time updates on courtroom events
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