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What is EFF?
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“What Binge On does, it includes a 
proprietary technology and what 
the technology does is not only 
detect the video stream but 
select the appropriate bit rate to 
optimize to the video, the mobile 
device. That’s part A of my 
answer. Part B of my answer is, 
who the fuck are you, anyway, 
EFF? Why are you stirring up so 
much trouble, and who pays 
you?” - John Legere



HOPE 11 - 2016

Q: Who the fuck are you, anyway, EFF?
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Legal Work
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Q: Why are you stirring up so much 
trouble?
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Activism
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Q: Who pays you?
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Technology
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Surveillance on the Web
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Third Party Tracking
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• Non-consensual
• Ubiquitous
• Hard to avoid
• Strong financial incentive

Why Focus on Third Party Trackers?



HOPE 11 - 2016

This is Big Business – A Multi 
Billion Dollar Industry
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Some Key Players in the Industry
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Third Party Tracking is Also 
Useful For Spies
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What Happened?
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Samy Kamkar
Combination of all persistence 
mechanisms = Evercookie
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Fingerprinting
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Panopticlick 1.0 (Jan 2010)
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Calculating Entropy
Entropy: a mathematical quantity which allows us to measure how close a 
fact comes to revealing a person's identity uniquely.

Surprisal: a quantity measuring how unexpected a new piece of information 
is, which allows us to recalculate entropy.

ΔS = –log2(Pr(X=x))

Starsign ΔS = –log2(Pr(Starsign=Capricorn)) = –log2(1/12) = 3.58 bits

Birthday ΔS = –log2(Pr(DOB=Jan 2) = –log2(1/365) = 8.51 bits
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Metrics
A mixture of headers & javascript-detection to measure your browser 
characteristics

Headers:
● User-Agent
● HTTP Accept
● Cookies

Javascript:
● Plugins
● Timezone
● Screen Resolution / Color 

depth
● Fonts & Supercookies
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I Like Targeted Ads!

● You have no control over how your 
information is stored/used

● Third parties have no obligation to 
anonymize or store temporarily

● Data can be stolen or sold
● Misuse of ad targeting
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Privacy Is Dead!
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Why Should You Care About Privacy?

● You May Want to Read Things That Are 
Controversial or Embarrassing For Research 
or Just General Interest

● Data Which May Be Embarrassing When Put 
Together

● Geo-targeting for Political Reasons
● Chilling Effects
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Privacy lets us make 
mistakes, play with ideas, 
and grow as individuals—it 
gives us the space to 
discover who we are.
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Don’t Give Up HOPE (XI)!
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Past Efforts to Stop 
Tracking

The Good, the Bad, and the Ugly
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The Good
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The Good

• Tor Browser
– Great Tracking Protection
– Not Always Easy to Use
– Patches Coming Back to Firefox

• Firefox Tracking Protection
• Open WPM
• More Research!
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The Bad (Or Just Less Effective)

• Incognito Mode
– Not meant to be used to stop tracking
– Doesn’t Block Fingerprinting
– Doesn’t Block Some Supercookies

• Adblockers
– Most do not block trackers—especially invisible 

ones—by default
– Questionable business models

• W3C’s Do Not Track Policy
– No Enforcement Mechanism / Low Compliance
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The Ugly
Digital Advertisers Alliance
• Ad Choices

– Advertisers have proposed to self regulate
– DAA members offer an 'opt out'
– Only required to not show targeted ads
– No requirements on what data they can and 

can not collect/store
– Not legally binding
– Doesn’t address security concerns
– Still only limited adoption
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The Ugly

Interactive Advertising Bureau
• DEAL: The adblocker blocker

– Doesn’t address privacy concerns
– Doesn’t address security concerns
– Annoying for users
– More like “DEAL with it” amirite?

• LEAN: Non-Obnoxious Ads
– Still doesn’t address privacy concerns
– Only minimally addresses security concerns
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None of these really 
addressed all the concerns 
we had at EFF. And we like 
combining technology, law, 
and activism, so....
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Privacy Badger, Panopticlick, and 
Do Not Track to the Rescue! 

DNT
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Privacy Badger In It's Natural Habitat
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Privacy Badger

• Browser Extension
• Free Open Source Software
• Focuses on completely blocking 

trackers at the source
• Uses an algorithm instead of a blacklist
• Allows honest actors a way out
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How Does Privacy Badger Work?

• Tells sites you do not wish to be 
tracked

• Looks for third parties as your browse 
the web

• If a third party is seen on several 
different domains...

• …and it appears to be tracking you...
• It gets blocked!
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Privacy badger on Gawker.com
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Privacy Badger on BoingBoing.net
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User Choice!
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How Does Privacy Badger Work?
● Social Widgets

− Privacy Badger replaces them with locally sourced versions
− Gives the option to turn them back on
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But what about third party sites 
that legitimately do not wish to 
track users?
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The Policy Side — A New DNT
● EFF has written a new do not track policy
● Document which states that users sending 

DNT will not be tracked
● Posted at a well-known location on your 

website
● We think that the FTC can take action 

against someone who posts this and 
violates it.
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The Policy Side — A New DNT
● User identifiers will be discarded
● Logs will not be kept longer than 

necessary
● Data can be kept for debugging or security
● Data can be anonymized and aggregated 

for analytics
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The Policy Side — A New DNT
● Sites adopting it get automatically 

whitelisted by Privacy Badger and other 
participating tracking protection software

● Blocking sites that don't respect DNT 
creates an incentive to respect DNT

● Carrot and the stick
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The Policy Side — A New DNT

● Right now we have a policy up
− https://www.eff.org/dnt-policy

● Adopted by:
− Duck Duck Go
− Adzerk
− Mixpanel
− Medium
− Disconnect
− And more!
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Panopticlick 2.0 (Dec 2015)



HOPE 11 - 2016

New Features

• Tracker Blocking Protection test

• Ad Blocking Protection test

• Open-Sourced Codebase Rewrite

• 6 new fingerprinting metrics

• Fingerprinting tests epoched
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Results

• The test has been run over 800,000 
times.

• We've seen over 15,500 unique IPs 
start protecting themselves.
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Results

yayponiez
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Future Plans
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Panopticlick

• Opening up the data
• Additional tracking tests
• Testing framework for blockers
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Panopticlick

• Opening up the data
• Additional tracking tests
• Testing framework for blockers



HOPE 11 - 2016

Privacy Badger / DNT

• Heuristic Improvements
• Reduce false positives
• Detect and block more types of 

supercookies
• Detect and block more types of 

fingerprinting
• More DNT adoption!
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What Must Be Done
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How You Can Help

• Use Privacy Badger
• Use Panopticlick
• Adopt DNT
• Submit a bug report / pull request
• Donate to EFF!
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We Still Need Better Tools in the 
Browser

• Built in tracking protection
– This is already happening!

• Double keyed cookies and 
supercookies

• Browsers hardened against 
fingerprinting

• Better controls for blocking and 
clearing supercookies
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We also need new business 
models for the web

• Memberships
• Donations
• Crowd Funding
• Micropayments
• Non-Intrusive Advertising
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Third party tracking is still a 
huge problem on the web, but 
the situation isn’t hopeless.
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Don’t be a privacy nihilist, be a 
privacy vegan!
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Is advertising the best way to 
fund the web? It's hard to say. 
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But if we are going to live with 
advertising, it must stop 
violating users' privacy.
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Thank You!

Follow: @cooperq && @legind && @privacybadger

cjq@eff.org: 75FB 9347 FA4B 22A0 5068  080B D0EA 7B6F F0AF E2CA
bill@eff.org: 977A 04EC 512A 9D0D B4A5  6E0E CDCA E8ED 6842 C592

https://eff.org/privacybadger 
https://panopticlick.eff.org 
https://github.com/EFForg 
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